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The General Data Protection Regulation: 
our must-know human resources considerations

The General Data Protection Regulation, or “GDPR”, took effect in 
the UK from 25 May 2018, accompanied in the UK by the Data 
Protection Act 2018, to facilitate implementation and exercise 
some of the permissible derogations – such as regarding 
employee criminal record checks. 

The implications of the GDPR and the task faced by organisations 
in applying it, should not be underestimated. While much of the 
language in the GDPR may look similar to that of the 1995 
Directive, the changes it brings about are significant (even if they 
seem subtle or sematic at times).  One of the most significant 
changes for employers is that the GDPR encompasses not just 
data controllers but those data processors to whom data 
processing activity is outsourced, so payroll providers, recruitment 
consultants, etc., who were not covered by previous provision, are 
subject directly to the GDPR, as may be group companies 
sharing data.  

To aid employer understanding of these extensive reforms from 
an HR perspective, in this short guide, we highlight 10 key HR 
aspects for employers and HR practitioners1. Further sources of 

information are also included at the end of this document. 

Our “key” HR aspects for employers
 – wider scope

 – higher penalties

 – revised grounds for processing

 – accountability

 – transparency and proactive communication

 – obligatory data protection officers

 – data breach reporting

 – minimalist data retention

 – in practice: DSARS

 – in practice: DBS checks

1 NB a separate Directive concerning data protection by competent authorities in the context of the prevention, investigation, detection or prosecution 
of criminal offences has also been passed by the EU but falls outside the scope of this guide. 
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The reach of data protection provision is  widened considerably 
under the GDPR, both territorially and practically, and has 
therefore brought more organisations and activities within its 
terms. There are three key effects of this for those responsible 
for HR:

Tighter controls over third parties to whom employers (as data 
controllers) outsource the processing of datai. 

These third party data processors (for example, payroll companies 
or those providing employee benefits) are subject to stringent 
data protection requirements under the GDPR, increasing their 
direct responsibilities for data protection but also accountability of 
those engaging them. As a result, organisations making use of 
such services need to ensure their terms of engagement comply 
with specific contractual  requirements identified by the GDPR.  
This is so for any new contracts appointing a data processor, 
which need to be  more tightly drafted , but also for existing 
contracts, which  should ideally have been reviewed and, where 
possible,  re-negotiated,  to clearly delineate areas of responsibility 
for data protection – as well as liability.  Organisations should also 
ensure (and regularly check) that their mechanisms for appointing, 
carrying out due diligence of and auditing data processors are 
GDPR compliant.

Tighter controls are also critical for the transfer, storage, 
back-up or access to personal data outside the European 
Economic Area by service providers. 

While this was not a new requirement, the consequences of failing 
to take appropriate steps in this regard are far more significant 
under the GDPR than previously. This issue is especially relevant 
for HR Information Systems and databases which use cloud 
hosting services, since the location of the stored personal data 
can be difficult to pin down unless this is made clear by contract.

Closer to home, think about how data is shared internally. 

With the significantly increased emphasis on accountability for 
data privacy, it is vital that data retention within HR databases is 
stream-lined and access is more tightly monitored and controlled. 
Furthermore, the GDPR draws no distinction between “internal” 
service providers and external ones. As such, if you use another 
business arm of your organisation to provide your IT systems, or 
even HR support, then those other organisations in the group are 
likely to be considered data processors. As data processors, they 
are subject to all of the GDPR requirements and expectations of 
an “external” data processor.

All internal data sharing and centralised functions across multiple 
group companies need to be carefully considered and the data 
protection implications and legal requirements appropriately 
documented in order to meet GDPR requirements. This is a 
particular danger area for employers and one which can be easy 
to overlook in practice, particularly if data sharing has been taking 
place as a matter of course and seemingly without problem. 
However, the continuation of practices simply because they are 
perceived as “the established way of doing things” is no defence 
under the GDPR and the consequences of not considering and 
documenting data processing appropriately in accordance with its 
terms are now far more significant, as we highlight below. 

1
Wider scope - action point: 

Control and monitor data transfers more closely, not just 
for your overseas offices but inter-group and to external 
providers, such as payroll, recruitment agents, etc. 
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Risks of data protection breaches loomed large for employers well 
before the GDPR, whether resulting from litigation instigated by 
the affected individuals, investigation and fines by supervising 
bodies (such as the UK ICO) or consequential loss of reputation, if 
word got out. 

Even so, the GDPR has granted significantly greater powers to 
supervising authorities, including the ICO. For an employer which 
intentionally or negligently fails to comply with its obligations, the 
GDPR permits the imposition of fines linked to an organisation’s 
profits, with a penalty of up to 4% of annual turnover or a 
maximum fine of €20 million being available in the worst cases. 

The objective of the penalty provision of the GDPR is to be 
“effective, proportionate and dissuasive” in the circumstances. 
With such potentially high fines at stake, employers certainly face 
considerable incentive to comply with GDPR requirements. From 
an HR perspective, having appropriate processes in place which 
demonstrate a reasoned and evidence-based approach to data 
protection is key. 

In practice, a particular vulnerability can lie in responding to data 
subject access requests (DSARs) where non-compliance with the 
revised requirements (in particular, the shorter time frame for 
responses) can expose the employer to a substantial fine, with 
more serious or aggravated conduct attracting the higher level 
fines. This could well equate to fines of tens of thousands, if not 
millions, of pounds. It is essential, therefore, that employers 
ensure their practices and procedures for managing data adhere 
to GDPR requirements, accompanied by a strong “paper-trail” (ie 
e-filing/ document management) which supports these but also 
that they address carefully how their personal data are accessed 
by employees. We anticipate that, in the UK at least, significant 
fines for non-compliance with a DSAR would not be levied in 
relation to a single instance. However, continued or multiple 
failures to meet the GDPR requirements would be likely to 
increase the chances of a large fine being issued against the 
offending employer. 

2
Higher penalties - action point: 

Stay alert to potential risks in your data protection 
practices: mistakes could prove costly, in serious cases 
leading to a fine of up to 4% of global turnover or €20 
million, whichever is the greater 
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The GDPR places onus squarely on employers to demonstrate 
compelling legitimate grounds for data processing which override 
the employee’s interests, fundamental rights and freedoms.

A significant change from an HR perspective is a reduced ability 
for employers to rely on employee consent for the processing of 
data – for example, based on a sentence or two in their 
employment contracts to that effect. This was an issue which had 
come under increasing scrutiny prior to the GDPR but, reflecting 
an acceptance that such provision is not consent which is “freely 
given”, under GDPR employers need to consider carefully the 
basis for all data processing. Many will also have needed to update 
their contracts so far as reliance upon employee consent is 
concerned. Moving away from an over-reliance on consent has a 
practical as well as legal significance since employer reliance on 
consent is highly precarious when the employee is able to 
withdraw their consent at any time –potentially suspending HR 
functions until that is resolved. 

In what circumstances is processing permitted? Processing will 
need to be justified on one of the legally-recognised grounds 
under GDPR i.e. where it is NECESSARY (i.e. required, not “nice 
to have”):

 – for the performance of the employment contract or for 
preparatory steps related to it

 – for employer compliance with a legal obligation

 – to protect the employee’s vital interests (or those of another)

 – for a task carried out in the public interest

 – for the purposes of the legitimate interests of the employer 
(or third party)

The above grounds relate only to processing personal data, not to 
sensitive personal data, or what the GDPR terms “special category” 
personal data. That is to say, information about: race/ethnicity; 
religion or philosophical belief; trade-union membership; the 
processing of genetic data or biometric data for the purpose of 
uniquely identifying someone; health information; information 
about an individual’s sex life or sexual orientation2. Where this type 
of data is to be processed, additional lawful conditions for 
processing need to be complied with.

The GDPR’s curtailing of employer reliance upon consent to data 
processing is not as daunting in practice as many organisations 
feared. After all, a large percentage of processing for which HR is 
responsible falls by its nature into at least one of the categories 
above. For example, simple payroll information and contact details 
are clearly “necessary” to the employment contract. The principal 
change brought about by the GDPR, therefore, is to require HR 
personnel to identify these reasons for processing and to record 
them. This is of particular importance when an employer is relying 
upon the legitimate interest condition for data processing since the 
GDPR requires that employees are informed what these legitimate 
interests are. In this context, it is no longer sufficient for employers 
to blandly assert that personal data will be processed “in the pursuit 
of one of its legitimate interests” without clarifying what that means. 

3
Grounds for processing - action point: 

Consent is no longer the default option for HR: 
examine your reasons for processing data in all 
cases and ensure these are identified in your data 
protection policy, privacy notice and, where 
applicable, your employment contracts. 

2 Neither the GDPR nor the 1995 Directive include information about offences, whether committed or alleged as special/ sensitive personal data, this is a specific 
UK law provision. We anticipate that, in the UK, this information will continue to be considered as sensitive/ special category personal data under the GDPR.  
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4
Accountability for personal data - action point:

Review regularly what personal data is retained, why and 
how you demonstrate that processing is in compliance 
with the GDPR requirements 

Demonstrating compliance with their GDPR 
obligations involves steps beyond merely 
checking procedures are compliant and 
requires more in-depth assessment by 
employers of what personal data they have, 
why they have them and an assessment of 
the impact and effectiveness of their existing 
or new processes. This is particularly so 
where the employer is relying upon its own 
legitimate business interests to justify 
the processing. 

Conducting an informal impact assessment 
which weighs up those business interests 
against the interests of the employee is one 
way of of demonstrating a reasoned and 
balanced approach. 

For some, however, formal “impact 
assessments” are required by the GDPR; 
where data processing poses the greatest 
risk to employees, such as systematic 
monitoring of a publicly accessible area 
through CCTV or monitoring drivers, or the 
use of any biometric access controls. Use of 
automated profiling, for example to sift job 
applicants, will also require formal impact 
assessment to ensure it is justified and 
proportionate. Consider too what use is 
made of performance appraisals in the 
context of bonus pay or promotions, which 
might also trigger the need for formal 
impact assessment. 

A critical part of meeting the accountability 
obligations of the GDPR is ensuring that you, 
as an employer, have given your employees 
appropriate instructions regarding how they 
are to handle personal data on the 
organisation’s behalf. Such instruction 
should include, for example, clear guidance 
to employees on when an informal or 
“formal” privacy impact assessment is 
required, what such assessment should 
consider and who will authorise your actions 
in mitigation and any unmitigated risks. 
These instructions may sometimes be 
incorporated in a Data Protection Policy but 
it is not uncommon for some to be set out in 
other company documents (e.g. for CCTV 
issues, these may appear in specific CCTV or 
Physical Security Policy). Where this is the 
case, it is important that these documents 
are linked appropriately and are consistent.

Any instructions to employees regarding 
data handling need to be clear, concise and 
well understood. They should also be 
reflected in staff training and, where 
appropriate, specific training should be 
provided to those individuals likely to have 
compliance responsibilities for data 
protection policy.

It is important to appreciate also that 
meeting the accountability obligation is not 
just about having papers and documents: it 
also requires that the actions set out in those 
documents are put into practice. In an age 
where paper records are all but obsolete in 
the workplace, managing electronic storage 
of employee data, such as where it is kept, 
who can see it and how it might be shared, is 
essential and requires robust and regular 
review of policy and procedure. For example, 
sickness records are a vital aspect for 
managing employee absence for ill-health 
but can be duplicated and retained in 
electronic form in various employer 
databases or linger in old e-mail storage, if 
appropriate management is not engaged. 
GDPR has prompted HR personnel to take 
back control of this data and how they are 
collected, stored and shared with relevant 
managers only where appropriate but 
ensuring accountability for processing 
personal data is not a static responsibility but 
one which will require regular review 
and updating. 

Employers who fail to adopt a pro-active, 
progressive approach to policy and 
implementation in future will not only find 
compliance with the GDPR difficult but will 
also struggle to defend themselves against 
the considerable financial penalties at stake. 

At the heart of the GDPR lies the 
concept of accountability, requiring 
employers to demonstrate that 
they have complied with its terms. 
This cannot be done unless the 
employer knows the answers to key 
questions:

Collation of personal data

 – what personal data they have

 – from whom they 
acquired them

 – why they have them

 – how this is lawful

Processing of personal data

 – for how long they will 
keep them with whom they 
will share them

 – how they will protect them

 – how they can respond to 
questions, concerns or 
incidents relating to them 
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The obligation under the GDPR to have 
clear policies and procedures concerning 
how personal data are processed generally 
should not be confused with the 
obligation the regulation additionally 
places upon employers to communicate 
clearly to employees how their individual 
data will be processed. Whilst these 
respective communications may be 
similar, if not the same in some cases, that 
will not always be the case, not least since 
company policies and procedures will 
need to address data protection issues 
beyond personal employee data. 

Communications to employees are often 
called privacy notices but may be better 
described as, “fair processing notices”. The 
GDPR places considerable emphasis upon 
the responsibility of employers to inform 
individuals what personal data is being 
processed about them, as well as of their 
rights in relation to their personal data. 
The requirements of the GDPR are more 
prescriptive in this regard than employers 
experienced under the 1995 Directive, 
with the GDPR setting out a detailed list of 
information privacy notices must contain, 
including what rights individuals have in 
relation to their personal data.

The use and content of privacy notices, 
whether contained within an employee 
handbook or as an individual 
communication (or both), now has even 
greater significance for data handling. 
Careful thought will need to have been 
given to the information communicated to 
staff as a result of the GDPR, so that they 
are clear about what personal data of 
theirs may be processed and what their 
rights are in relation to that data 
processing. For the most part, this 
information must be provided at the time 
the data are received. The ICO has 
produced a Code of Practice concerning 
privacy notices which employers may find 

helpful and which includes a guide to 
GDPR considerations. 

Employers should consider how their 
privacy notices are adapted to the 
circumstances of the individual whose 
personal data are being processed, for 
example so that new employees receive 
the requisite information amongst other 
induction material/ training, whilst job 
applicants are provided with privacy notice 
details before their applications are lodged 
and data provided. 

Where the employer wishes to 
subsequently change the purpose of 
processing, this must be communicated 
before such alternative purpose is 
pursued. Remember also that 
transparency and pro-active 
communication is not a static, one-off 
step but requires regular review and 
reminders as processing changes, the 
types of data collected varies and systems 
are updated. Just as HR functions adapt 
and change, so privacy notices must 
reflect data protection practice in reality at 
any given time.

5
Transparency and pro-active communication - action point:

Ensure transparency about what employee personal data you 
process and in communicating this to employees

What to put in a 
privacy notice:
Collation of personal data

 – what personal data will be 
collected, retained or 
processed

 – by whom

 – for what purpose

 – on what lawful ground 
(including any legitimate 
interests being relied upon)

Processing of personal data

 – for how long will they be 
retained

 – whether they will be 
transferred overseas 

 – what safeguards have been 
put in place in relation to such 
data transfers

Rights of the individual

 – to object to any processing 
steps (including collation)

 – to gain access to their data

 – to correct their data

 – data portability (if appropriate)

 – to withdraw consent at any 
time (where consent has been 
asked for)

 – to complain if the employer 
fails to comply (and to know 
to whom to make the 
complaint) 
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6
New role of data protection officer - action point: 

Do you have appropriate mechanisms in place to deal 
with conflict issues and management of these 
individuals?

Public bodies and those companies for which a 
core business activity involves regular or 
systematic monitoring or processing of sensitive 
personal data or criminal records on a large scale, 
are obliged by the GDPR to have a DPO as an 
additional layer of supervision to ensure 
compliance with the GDPR. Appropriate resource 
also needs to be provided to support the carrying 
out of the DPO’s duties. The role also attracts 
protected status for the individual, much like trade 
unions officials or health and safety 
representatives in the UK. Careful thought should 
be given to who is appointed and how they will be 
managed. Accountability for data protection still 
rests with the employer, so how any conflicts or 
potential problems in the relationship are handled 
will be fundamental to GDPR compliance.

Even if your organisation is not required by the 
GDPR to appoint a DPO, who within the 
organisation has responsibility for compliance 
and reporting obligations is nonetheless a vital 
question. Data controllers must operate clear 
oversight of and responsibility for compliance 
with the GDPR, regardless of whether this is 
required to be undertaken formally by a DPO. 
Failure to demonstrate this oversight and 
governance will not only inhibit the organisation’s 
ability to comply with the GDPR requirements but 
to defend challenges. 

However, employers should take care in terms of 
the names, descriptions and appointments of 
individuals to whom oversight of data protection 
is delegated, otherwise some pre-existing roles 
which involve staff in the supervision of data 
protection may be deemed to be in the protected 
role of DPO for the purposes of the GDPR. 

Issues to consider regarding DPOs and those to 
whom data protection responsibility is delegated:

 – do they have the appropriate knowledge and 
skills for the role?

 – are they sufficiently familiar with the 
organisation’s systems and data 
protection issues?

 – where will they sit in the organisation?

 – will they have sufficient authority, seniority 
and independence?

 – the legal and internal politics implications –
these individuals must not only have direct 
access to and authority before senior 
management but they enjoy enhanced 
employment protection under the GDPR and 
may not be dismissed or otherwise penalised 
for carrying out their duties. 

An alternative option is for an employer to 
outsource the DPO role to an external provider. 

 

Informing and 
advising upon 
GDPR obligations

Monitoring 
compliance (with 
the GDPR but also 
internal policies)

Risk assessment  

Advising upon data 
impact assessments

Co-operation with 
the supervisory 
authority

Tasks of 
a DPO
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An additional aspect of increased accountability on the part of 
employers under the GDPR, is the need to report data breaches. 
Breaches must be reported to the supervisory authority “without 
undue delay” but not later than 72 hours after becoming aware. 
Whilst there are limited exceptions where reporting will not be 
mandatory, any breach must be considered on its individual facts 
for such assessment to be made. Therefore, appropriate 
mechanisms need to be in place which allow the employer to deal 
efficiently with a data security incident, gather the necessary 
information within 72 hours, determine the scale of the issue and 
take appropriate action.

In some instances, in addition to mandatory notification to the 
appropriate supervisory authority, employers may also need to 
notify affected individuals of a breach without undue delay. This 
would arise where the breach is likely to result in high risk to them, 
unless specified grounds for not doing so are established (eg. the 
risk has been substantially mitigated through use of encryption or 
restricted circulation allowed containment). In all cases, the 
employer must nonetheless retain its own record of what 
occurred, action taken, etc. 

Despite high-profile cases in which employers have accidentally 
disclosed confidential employee data in recent years, mistakes still 
happen. This reporting obligation not only requires fast action on 
the part of the employer but attracts high penalties if it is not 
observed. 

Employers should ensure they have in place clear procedures and 
practices for dealing with security, not just in reporting 
mechanisms as referred to above but in terms of preventative 
measures and mitigating actions if breaches occur. Use of 
encryption has an important role in both respects; as a protection 
mechanism but also a mitigating factor in the context of reporting. 
HR needs to be alert to the risks and equipped to deal with 
them promptly. 

  

7
Data breach reporting - action point:

Crisis management mechanisms must be in place 
to enable data breaches to be reported promptly 
to the appropriate supervisory authority 

10
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Collating and storing appropriate employee data is a core HR task. 
Although an effect of the 1995 Directive was a trimming down by 
employers of the information they held, GDPR imposes a 
minimalist approach. No longer are employers able to harbour 
data “just in case” or which is obsolete but data collection and 
retention must be strictly “limited to the minimum necessary”. 

The starting point for data minimalisation will always be at 
collection i.e. are you collating only such personal data as is 
necessary? If the answer is no, then your processes need to 
change or be substantially reconsidered. What to keep and what 
to delete can often give rise to confusion for employers and can 
prove a contentious issue. In some instances, and out of 
uncertainty, some employers retain as much data as possible. This 
may then make data difficult to locate and retrieve (especially in 
the context of a DSAR) but, more importantly, will make it more 
difficult for the employer to justify their actions within the GDPR. 
Other employers may be more robust in approach but 
misinterpret legal obligations regarding retention and delete 
information which they may have been lawfully required or still 
have a need to retain, putting them in jeopardy of breaching other 
areas of the GDPR, or other laws. 

In considering what personal data should be deleted, conducting 
an audit of “necessary data” and what can be safely deleted is an 
essential part of an employer’s review of compliance with the 
GDPR. This will also prove an invaluable exercise in managing data 
and data responsibilities. However, employers also need to 
understand their legal obligations to retain certain data or when it 
is advisable to do so and for how long. 

As with other aspects of data protection compliance, ongoing 
review will be needed to ensure data remains up to date and 
relevant and adopting a clear policy approach to how such review 
will be conducted remains as important under the GDPR as 
previously. Such a policy should include within it, or as an 
appendix to it, a data retention schedule against which all data 
retention and deletion can be audited. 

The level and detail contained in this data retention schedule will 
be for each employer to determine. However, such a schedule 
should form a key component of the materials employers rely 
upon to evidence their compliance with the GDPR. This too 
should be an organic document which is reviewed regularly to 
ensure that it covers the types of personal data processed by the 
employer from time to time and the appropriate retention periods. 
The schedule must also be reflective of actual practice across the 
business, with periodic audits being carried out to ensure 
compliance with the data retention schedule requirements. 

Despite the new rigorous approach required by the GDPR, when it 
comes to the content and maintenance of employee personal 
files, one can also see that in this respect also the GDPR has 
heralded a sea-change in responsibility and accountability for 
employers. With the significantly increased onus upon employers 
to record how they handle data, why and their authority for doing 
so, retention of this type of record as a necessary protection 
mechanism against potentially large fines, is likely to grow 
exponentially. It seems unlikely, therefore, that the GDPR will 
result in actual reduction in data retained by employers –merely 
the nature of that data. 

8
Minimalist data collection and retention - action point: 

Only collect and retain employee information you can justify 
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Most employers will be familiar with DSARs, which are the data 
subject right exercised most often by employees, and will have 
had a system in place for dealing with them well before the advent 
of GDPR. However, the GDPR enhances individual rights by setting 
out additional information to which an individual is entitled, whilst 
having reduced the time frame for employer responses in most 
instances, from 40 days to one month (with limited ability to 
extend the time). Employers must ensure their procedures are 
able to identify and respond to data subject requests sufficiently 
quickly and efficiently. UK employers should also note that the £10 
fee for making a DSAR is no longer be allowed. In some limited 
cases, it may be possible to charge a fee, or refuse to comply with 
a request where the DSAR is manifestly unfounded or excessive. 
However, we anticipate this will be a high bar to meet and will be 
one which employers will bear the burden of proving.

What is also important to understand is that the tighter timescales 
and considerations of the GDPR apply to all data subject rights, 
and not just DSARs. In other words, they apply to requests for 
correction, deletion, objection, portability and rights in relation to 
automated decision making. Employers must therefore ensure 
that their existing DSAR mechanism is updated to accommodate 
compliance with these other data subject right requests or, 
alternatively, that parallel mechanisms for this are put in place. 
This is increasingly important under the GDPR where, as noted 
above, non-compliance with the obligations in relation to these 
requests could result in fines of up to 4% of global 
annual turnover. 

9
Example of the GDPR in practice within HR: data 
subject rights - action point

Have mechanisms in place to identify and respond to 
data subject requests quickly and efficiently!

12
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Whilst the GDPR recognises a public interest in the private sector 
and others being able to access criminal records in some 
circumstances, routine, basic checks, such as many employers 
undertake via the UK Disclosure and Barring Service need to be 
re-evaluated in accordance with GDPR expectations.

The GDPR allows Member States to exercise a derogation in 
respect of this form of data processing. The new Data Protection 
Act 2018 addresses the question of processing data about criminal 
convictions or offences in a similar way to special category data 
and substantially preserves current DBS operations. As a result, in 
addition to identifying a legitimate grounds for processing, 
specific conditions are imposed to protect accountability under 
the GDPR and its concepts of tighter controls, justification and 
transparency. Applying these principles the Act requires employers 
wishing to undertake DBS checks to have in place appropriate 
GDPR compliant mechanisms. Most importantly of all, employers l 
need a clear and robust policy, setting out how they will:

 – apply the various GDPR protections for individuals 

 – ensure prompt and safe erasure of information obtained

For many employers this will have required substantial review of 
former practice and how the carrying out of such checks is now 
communicated and, what is more, justified. 

10
Example of the GDPR in practice within HR: DBS/ 
criminal record checks - action point:

If DBS checks are to be undertaken, you must have a 
detailed policy identifying how you will protect the 
information and dispose of it 
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Further information sources:
ICO website at ico.org.uk, several guides including:

 – “GDPR: 12 steps to take now”

 – Privacy notices Code of Practice

 – A guide to Consent 

Article 29 Working Party Guidance (various)

What employers should be doing now and how our 
lawyers and data protection lawyers can help. 

 – reviewed thoroughly what data you collate, process and retain 
and why? Have you documented this sufficiently to 
demonstrate compliance with the GDPR?

 – checked whether your employment contracts needed to be 
changed –for example regarding consent provisions? Also, is 
your disciplinary procedure sufficiently robust on data 
protection? 

 – clarified whether your organisation falls into a category 
requiring a dedicated DPO and, if so, have you managed to fill 
the position by an existing member of staff involved in data 
protection or appointed an external consultant? 

 – identified clearly (and whether or not your require a DPO) who 
within the organisation will take responsibility for compliance 
and reporting obligations? 

 – reviewed your data protection policy to ensure it is sufficiently 
stringent to comply with the GDPR requirements?

 – made sure that adequate protections are in place so that 
personal data is kept securely in accordance with the GDPR, 
whether you transfer data internally or externally?

 – taken steps to ensure your employees are aware of their rights 
with respect to their data and have access to information? 

 – ensured privacy notices to staff are clear and comprehensive, so 
they know what their data might be used for and by whom? 

 – updated your protocols and processes to facilitate responding 
to all types of data subject requests, not just DSARs, and within 
tighter timescales?

The changes brought about by the GDPR have meant that there 
has been much for employers to get to grips with and there are 
several aspects which could trip up the unwary. 

Actions to think about. Have you:

14
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What employers should be doing now and how our 
lawyers and data protection lawyers can help. 

Key

1995 Directive - EU Data Protection Directive 1995

DPO - Data Protection Officer under GDPR

DSAR - Data Subject Access Request

GDPR - General Data Protection Regulation

HR - Human Resources

ICO - UK Information Commissioner’s Office

Supervisory authority - the ICO or equivalent in any 
Member State 

Key contacts 

Simon Rice-Birchall
Partner

T: +44 113 200 4978
simonrice-birchall@eversheds-sutherland.com

Paula Barrett
Partner

T: +44 777 575 7958
paulabarrett@eversheds-sutherland.com

Michael Burns
Partner

T: +44 161 831 8914
michaelburns@eversheds-sutherland.com

Liz Fitzsimons 
Partner

T: +44 1223 44 3808
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