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workshop and training



“It was the 
best training 
event I’ve ever 
attended!”

What our participants say:

Legal Counsel, major UK Insurer

“Thanks very much Craig and a 
big thank you to you, Michael 
and Kirstin for a brilliant 
and superb training session. 
Feedback from the different 
locations has been really good.”

Legal Intelligence Manager, UK Financial Institution

Helping you defend an attack 
Our “wargame”-based cybersecurity workshop and training



Evolving threats and regs

The rapidly evolving threat and global regulatory 
environment requires a proactive, risk based 
strategy that starts at the top, and is well-practiced.

– do you know who to call in the event your 
organization suffers a major DDoS attack? 
If you receive a ransom demand? Or if your 
systems are infected by particularly vicious 
malware strain? 

– at what stage do you engage outside counsel? 

– when do you have to notify the regulators, 
your insurers or your customers?

– what do you say in those notifications? 

– what if your Chief Information Security Officer 
(CISO) is on holiday? 

– what is the role of legal privilege, and how 
do you avoid critical mistakes that turn a bad 
day tragic? 

Key features

The scenario will be based on real-world events 
and will bring out the best and worst practices of 
companies in your market sector.

– the workshop is highly interactive (“learning 
through doing”)

– it can be tailored to your organization and 
specific sectoral threats and issues 

– it extends across the cyber continuum (from 
proactive policies to crisis response)

– it looks at handling the aftermath 

– (from regulatory action and enforcement  
to litigation)

We make sure that we highlight the key lessons 
learned and consider next steps. We draw out key 
themes to target key issues. 

The training is most effectively delivered on  
site, although we can also use tele presence or 
video-conferencing.

We can run the training together with cyber-
security consultancies.

Why you?

Because businesses across all sectors are 
increasingly reliant on technology to manage 
core business operations, interact with customers, 
suppliers and staff, and to rapidly deploy innovative 
products and services.  You need to understand 
and be able to respond to the evolving cyber-
threat and manage associated legal and regulatory 
requirements.

How prepared are you?

Research suggests that 30% of businesses do not 
have pre-prepared incident response plans and 
those that do have not been rigorously tested. 
In many cases, legal teams do not understand 
what role they will play in responding to a cyber-
incident. The training program is designed test 
preparedness and help develop ‘muscle-memory’.

How can we help?

Our “wargame” workshop runs through a realistic 
cyber attack, designed to replicate real-life 
incidents and attacks. We can modify the scenario 
to replicate the nature of your business, market and 
regulatory environment. 

We seek to test response plans, roles, best 
practices, and steps that your organization should 
take to assess, manage, mitigate and respond to a 
cyber breach.

Target audience

The workshop is primarily geared towards the 
in-house legal function but can be expanded to 
include IT and CISO and CSIRT functions, Risk 
and Compliance, HR, Procurement, and PR/
Communications.

We also run training sessions or executive briefings 
for the C Suite.
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