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Potential for further EU and UK sanctions on 

Russia 

EU and UK sectoral sanctions against Russia have been 
in place since July 2014 and have been amended and 

extended on a number of occasions. These sanctions: 
limit access to EU/UK primary and secondary capital 
markets for certain Russian banks and companies; 
impose an export and import ban on trade in arms; 

establish an export ban for dual-use goods for military 
use or military end users in Russia; and curtail Russian 
access to certain sensitive technologies and services 
that can be used for oil production and exploration. On 
13 January 2022, these restrictions were extended until 
31 July 2022. 

It is well publicised that there is currently a threat of 

Russian military action in Ukraine, and it is clear that 
there is the possibility of additional sanctions being 
imposed in respect of Russia by both the EU and UK 
(see our US financial crime horizon scanner for 
information on the US position).   

The EU Council has issued a statement condemning 

Russia’s aggression in the region, and has pledged its 

“unwavering support” for Ukraine’s status as an 
independent country. 

A UK press release regarding a call between the UK, US, 
certain EU countries, the European Council, the 
European Commission and NATO states that it was 
agreed that in the event of military action by Russia, 

parties must “enact swift retributive responses including 
an unprecedented package of sanctions”.  What those 
potential sanctions may look like, and how aligned they 

may be is unclear, but is likely to include sweeping asset 
freezes and may include restrictions or prohibitions on 
Russia’s access to SWIFT, restrictions on new 
investment in Russian oil and gas projects and further 

restrictions on Russia’s access to capital markets.   

Immediately It is important that all companies who 

engage in business in Russia or with 
Russian entities start contingency 
planning in the event such sanctions are 

imposed. Sanctions of the nature which 
are being reported would have a 
significant impact not only on Russia, but 
on those that do business there.  

Financial institutions should be reviewing 
any Russian linked investments to 
determine what potential exposure could 
arise.   

 

EU Council 

press release 
 
UK Government 

press release 

https://www.consilium.europa.eu/en/press/press-releases/2022/01/24/european-security-situation-notions-of-spheres-of-influence-have-no-place-in-the-21st-century/
https://www.consilium.europa.eu/en/press/press-releases/2022/01/24/european-security-situation-notions-of-spheres-of-influence-have-no-place-in-the-21st-century/
https://www.gov.uk/government/news/pm-virtual-meeting-on-ukraine-24-january-2022
https://www.gov.uk/government/news/pm-virtual-meeting-on-ukraine-24-january-2022
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EU sanctions on Belarus  

In June 2021, the EU introduced new sectoral sanctions 
with respect to Belarus, targeting financial services, 
insurance, telecommunications, technology, oil and gas, 

shipping and maritime, minerals and mining, agriculture 
and tobacco. Most impactful to the financial services 
industry will be prohibitions involving transferable 
securities, money market instruments, and new loans or 

credit. There are also prohibitions on providing 
insurance and reinsurance. 

The EU has since expanded these sanctions  in response 
to the current migrant crisis at the Polish-Belarusian 
border. On 15 November, it broadened the listing 

criteria on which specific designations can be based. The 
EU will now be able to target individuals and entities 

organizing or contributing to activities by the 
Lukashenko regime that facilitate illegal crossing of the 
EU's external borders.  

On 2 December the EU adopted a further package of 
sanctions in response to concerns of human rights 
abuses and the manipulation of migrants. This included 

the imposition of restrictive measures on an additional 

17 individuals and 11 entities, including members of the 
judiciary, political officials and state owned entities. 

Immediately  We recommend ensuring sanctions 

screening is up to date and monitoring 
the situation. Careful consideration 
should be given to the divergence 

between the UK and EU sanctions 
regimes. 

EC briefing on 

new package of 
Belarus 
sanctions 

imposed 

UK sanctions on Belarus 

In August 2021, the UK amended the Belarus 
(Sanctions) (EU Exit) Regulations 2019 to broadly mirror 
the sectoral sanctions imposed by the EU. These 

targeted measures include restrictions in respect of 
financial services, insurance, telecommunications, 

technology, oil and gas, shipping and maritime, mineral 
and mining, agriculture and tobacco. 
 
Most impactful to the financial services industry will be 
prohibitions on transferable securities, money market 

Immediately We recommend ensuring sanctions 
screening is up to date and monitoring 
the situation. Careful consideration 
should be given to the divergence 

between the UK and EU sanctions 
regimes. 

UK press 
release on new 
package of 
economic 

sanctions on 
Belarus 

ES briefing: 
Belarus 
Sanctions: UK 
imposes new 
economic 

https://www.consilium.europa.eu/en/press/press-releases/2021/12/02/belarus-eu-adopts-5th-package-of-sanctions-over-continued-human-rights-abuses-and-the-instrumentalisation-of-migrants/
https://www.consilium.europa.eu/en/press/press-releases/2021/12/02/belarus-eu-adopts-5th-package-of-sanctions-over-continued-human-rights-abuses-and-the-instrumentalisation-of-migrants/
https://www.consilium.europa.eu/en/press/press-releases/2021/12/02/belarus-eu-adopts-5th-package-of-sanctions-over-continued-human-rights-abuses-and-the-instrumentalisation-of-migrants/
https://www.consilium.europa.eu/en/press/press-releases/2021/12/02/belarus-eu-adopts-5th-package-of-sanctions-over-continued-human-rights-abuses-and-the-instrumentalisation-of-migrants/
https://www.consilium.europa.eu/en/press/press-releases/2021/12/02/belarus-eu-adopts-5th-package-of-sanctions-over-continued-human-rights-abuses-and-the-instrumentalisation-of-migrants/
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
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instruments, loans, and credit. There are also 

restrictions on the provision of insurance and 
reinsurance. The UK Government has issued statutory 
guidance in respect of the Belarus sanctions, the link to 

which is included in the supporting information section.  

Unlike the EU, the UK has not yet taken action in 
respect of the migrant crisis. On 11 November 2021, the 
UK government issued a joint statement with Canada 

which did not indicate whether further sanctions are 
anticipated. 

sanctions on 

Belarus 

Republic of 
Belarus 

sanctions: 
guidance - 
GOV.UK 

The JMLSG guidance consultation 

On 23 September 2021, the Joint Money Laundering 

Steering Group (“JMLSG”) published a consultation 
regarding proposed revisions to its guidance on 
monitoring customer activity (chapter 5.7 of Part II).  

The consultation ended on 30 October 2021, and on 20 
December 2021 the proposed revised guidance was 
published.   

The proposals have now been submitted for ministerial 
approval. 

The amendments to the guidance are fairly minor are 

re-emphasise the need for (1) customer monitoring to 
be risk based; (2) transaction monitoring, including 
automated rules and thresholds, to be regularly 
reviewed; and (3) appropriate governance mechanisms 
to be established for the oversight, review and approval 
of monitoring processes and parameters.   

Immediately Regulated firms should take notice of the 
amended guidance and ensure internal 

procedures are adapted where 
necessary. 

JMLSG 
publishes 

proposed 
revisions 

Consultation 

Part I Chapter 
5.7 

Law Commission begins project on Corporate 

Criminal Liability 

The Law Commission has issued a consultation seeking 
views “on whether, and how, the law relating to 
corporate criminal liability can be improved”. This 
follows a request from the UK Government asking the 

Early 2022 The consultation opened on 9 June and 

closed on 31 August 2021.  

The Commission is aiming to publish the 
Options Paper in early 2022.   

Law 

Commission 

project on 
corporate 
criminal liability 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/belarus-sanctions
https://www.gov.uk/government/publications/republic-of-belarus-sanctions-guidance/the-republic-of-belarus-sanctions-guidance
https://www.gov.uk/government/publications/republic-of-belarus-sanctions-guidance/the-republic-of-belarus-sanctions-guidance
https://www.gov.uk/government/publications/republic-of-belarus-sanctions-guidance/the-republic-of-belarus-sanctions-guidance
https://www.gov.uk/government/publications/republic-of-belarus-sanctions-guidance/the-republic-of-belarus-sanctions-guidance
https://www.gov.uk/government/publications/republic-of-belarus-sanctions-guidance/the-republic-of-belarus-sanctions-guidance
https://www.jmlsg.org.uk/latest-news/jmlsg-publishes-revisions/
https://www.jmlsg.org.uk/latest-news/jmlsg-publishes-revisions/
https://www.jmlsg.org.uk/latest-news/jmlsg-publishes-revisions/
https://www.jmlsg.org.uk/latest-news/jmlsg-publishes-revisions/
https://www.jmlsg.org.uk/consultations/consultation-part-i-chapter-5-7/
https://www.jmlsg.org.uk/consultations/consultation-part-i-chapter-5-7/
https://www.jmlsg.org.uk/consultations/consultation-part-i-chapter-5-7/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
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Law Commission to investigate the laws around 

corporate criminal liability and provide options to reform 
them. 

UK Government 

Press Release  

EBA consultation on the role of AML/CTF 
compliance officers 

The European Banking Authority (the "EBA”) launched a 
public consultation on 2 August 2021 on new guidelines 
on the role, tasks and responsibilities of anti-money 

laundering (“AML”), counter terrorist financing (“CTF”) 
compliance officers, and managers responsible for 
AML/CTF. 

The proposed guidelines are in line with existing 

European Supervisory Authorities guidelines. However, 
this will be the first time (at EU-level) that guidance is 
published to address the AML/CFT governance setup. 

A virtual hearing was held on 28 September 2021 to 
hear submissions on the draft guidelines. 

Early 2022 The deadline for comments was 2 
November 2021. We await publication of 
the results. 

EBA 
consultation 
press release 

Digital Identity 

Following the Digital Identity call for evidence in 2019, 

the Government has published a consultation on how 
the digital identity system should operate. The 

consultation sought views on the digital identity 
governance system, how to allow organisations to make 
digital checks against government-held data, and the 
legal validity of digital identities. 

Early 2022 The consultation closed on 13 
September 2021. The Government is 

now analysing the feedback, and will 
report on this matter in due course. 

Digital Identity 
and Attributes 

Consultation 

Government 

press release 

EBA’s central AML/CTF database 

On 20 December 2021, the EBA published its draft 

Regulatory Technical Standards for a central database 

on AML/CTF in the EU. It is anticipated that the 
database will be a powerful tool for coordinating efforts 
to prevent and counter money laundering and terrorism 
financing efforts across the EU. Competent Authorities 

First quarter 
of 2022 

The draft standards will now be 
submitted to the European Commission 

for approval. 

Financial institutions throughout the EU 
should take note of what could be 
reported in the central database. The 
draft standards set out details of what 

European 
Banking 

Authority’s 

press release on 
the draft 
standards 

https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws
https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws
https://www.eba.europa.eu/eba-consults-new-guidelines-role-amlcft-compliance-officers
https://www.eba.europa.eu/eba-consults-new-guidelines-role-amlcft-compliance-officers
https://www.eba.europa.eu/eba-consults-new-guidelines-role-amlcft-compliance-officers
https://www.gov.uk/government/consultations/digital-identity-and-attributes-consultation
https://www.gov.uk/government/consultations/digital-identity-and-attributes-consultation
https://www.gov.uk/government/consultations/digital-identity-and-attributes-consultation
https://www.gov.uk/government/news/plans-for-governing-body-to-make-digital-identities-as-trusted-as-passports
https://www.gov.uk/government/news/plans-for-governing-body-to-make-digital-identities-as-trusted-as-passports
https://www.eba.europa.eu/eba-paves-way-setting-central-database-anti-money-laundering-and-countering-financing-terrorism
https://www.eba.europa.eu/eba-paves-way-setting-central-database-anti-money-laundering-and-countering-financing-terrorism
https://www.eba.europa.eu/eba-paves-way-setting-central-database-anti-money-laundering-and-countering-financing-terrorism
https://www.eba.europa.eu/eba-paves-way-setting-central-database-anti-money-laundering-and-countering-financing-terrorism
https://www.eba.europa.eu/eba-paves-way-setting-central-database-anti-money-laundering-and-countering-financing-terrorism
https://www.eba.europa.eu/eba-paves-way-setting-central-database-anti-money-laundering-and-countering-financing-terrorism
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across the EU will be required to report information on 

material weaknesses in individual financial institutions 
that make them vulnerable to money 
laundering/terrorist financing, as well as the measures 

they have taken to rectify them.   

The EBA has published an accompanying technical 
specification detailing the relevant data points, along 
with a list of competent authorities that will provide data 

for the database. 

If approved, the standards will be directly applicable to 
all EU Member States. The database will enable the EU 
to report on money laundering and terrorist financing 
risks affecting the EU’s financial sector.   

will be classed as a “material weakness” 

that should be reported. 

It is expected that the database will start 
to receive data in Q1 of 2022. 

Format of the UK Sanctions List to change 

In February 2022, the structure and format of the UK 

Sanctions List will change in order to bring greater 
alignment between the Office of Financial Sanctions 
Implementation (“OFSI”) consolidated list and the UK 
Sanctions List. 

The Foreign, Commonwealth and Development Office 

(the “FCDO”) has issued guidance (including blank 

example templates) on the changes, when they will 
occur, as well as how stakeholders can prepare for these 
changes. 

February 
2022 

The changes are operational and 
companies and financial institutions 

should ensure they understand the 
changes, have a plan for operationalising 
them, and adapt internal procedures 
where necessary. 

FCDO guidance 
 

Blank example 
templates 
 
 

EBA consultation on new remote customer 
onboarding guidelines 

On 10 December 2021 the EBA launched a public 
consultation on draft guidelines regarding the use of 

remote customer onboarding solutions.  

The guidelines lay out a common understanding on the 
steps the financial services sector should take to ensure 
remote customer onboarding practices are compliant 

10 March 
2022 

The consultation closes on Thursday 10 
March 2022. A public Hearing will take 
place via conference call on 24 February 
2022. 

 

EBA press 
release 

https://protect-eu.mimecast.com/s/XI3MCYvE0TmDGy2U4jTSu?domain=lnks.gd
https://protect-eu.mimecast.com/s/TTxYCZV6phA7OW9H9bzy_?domain=lnks.gd
https://protect-eu.mimecast.com/s/TTxYCZV6phA7OW9H9bzy_?domain=lnks.gd
https://www.eba.europa.eu/eba-consults-new-remote-customer-onboarding-guidelines
https://www.eba.europa.eu/eba-consults-new-remote-customer-onboarding-guidelines
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with AML/CTF legislation, as well as the EU’s data 

protection regulations. 

Audit of the EU’s efforts to tackle money 

laundering 

The European Court of Auditors (the “ECA”), the EU’s 
independent external auditor, published a special report 
on 28 June 2021 detailing the results of an audit into 
the EU’s efforts to tackle money laundering, focusing 

specifically on the banking sector.  

The audit team found “institutional fragmentation and 
poor co-ordination at EU level” when it comes to actions 
taken to prevent money laundering and terrorist 

financing.  It concluded that there is an “insufficient EU 
oversight framework to ensure a level playing field”.    

The report also states that the European Commission 

has been slow to assess the transposition of directives 
due to poor communication by Member States and a 
lack of Commission resources. It also identified that 
whilst the EBA carries out thorough investigations of 
potential breaches of EU law, there is evidence of 
lobbying of its Board of Supervisors.   

The report lists a number of recommendations for the 
Commission, the EBA and the European Central Bank to 
implement, in order to address the weaknesses found, 
and to remedy the fragmented AML/CTF framework 
across the EU. 

Second 

quarter of  
2022 

The audit made four recommendations 

to be implemented by the end of the 
second quarter of 2022.  

Whilst the report relates to the AML/CTF 
framework in Europe, it is important for 
UK banks to be aware of this, not only 

because UK banks may engage in 
business across the EU, but because the 
actions taken as a result of the report 
may influence the UK’s AML/CTF regime 

in the future. 

Special Report: 

EU efforts to 
fight money 
laundering 
in the banking 
sector are 

fragmented 
and 
implementation 
are insufficient 

Economic Crime Levy consultation 

The Government announced in the 2020 Budget that it 

intended to introduce an economic crime levy. HM 
Treasury published an outcome paper on its Economic 
Crime Levy consultation and related draft legislation on 
21 September 2021.  

Early/mid 
2022 

The Bill needs to be passed before the 
Levy comes into effect. It will likely 

progress through Parliament early this 

year.   

Economic Crime 
Levy 

consultation 

Finance (No. 2) 
Bill 

https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/SR21_13/SR_AML_EN.pdf
https://www.gov.uk/government/consultations/economic-crime-levy-consultation
https://www.gov.uk/government/consultations/economic-crime-levy-consultation
https://www.gov.uk/government/consultations/economic-crime-levy-consultation
https://bills.parliament.uk/bills/3060
https://bills.parliament.uk/bills/3060


 

8 
Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

The Levy will be paid by entities subject to the Money 

Laundering Regulations. The purpose of the Levy is to 
fund new Government action to tackle money 
laundering, and deliver the reforms promised in the 

2019 Economic Crime Plan.  

The Economic Crime Levy is to be introduced in 
legislative terms by the Finance (No. 2) Bill (the “Bill”), 
a key piece of tax legislation that establishes thresholds 

for the amount of the Levy payable by firms according 
to their size. The Bill is currently progressing through 
Parliament and is due to undergo its report stage and 
third reading. 

The Government aims to raise £100 million per annum 
from the levy by 2024. 

FCA/PRA focus on Trade Finance 

Firms engaged in trade finance activities should note 
that the JMLSG has revised its guidance for firms 
carrying on activities in the trade finance sector. The 
amendments to the guidance are currently with HM 
Treasury awaiting approval. The key changes include: 

• further information about factors firms should 

take into account when carrying out firm-wide 
risk assessments; 

• further guidance on Customer Due Diligence 
(“CDD”), with a section focused on parties on 
whom CDD (as well as other types of due 
diligence) must be carried out; and 

• a detailed set of red flags in relation to 

customer, document, transaction and shipment 
warning signs. 

This revised guidance follows on from a “Dear CEO” 
letter send by the FCA and PRAC on 9 September 2021 

Early/mid 

2022 

The FCA/PRA letter was undoubtedly a 

warning to firms conducting trade 
finance activity.  The JMLSG guidance 
highlights the focus on this area. 

Firms engaging in trade finance activity 
should ensure the Dear CEO letter and 

the revised guidance are taken into 

account. Our briefing (link opposite) 
provides further detail on this. 

JMLSG new 

guidance 
 
ES briefing: 
Trade finance 
firms under 
pressure after 

stern warnings 
to improve 
financial crime 
controls 
 
Dear CEO letter 

https://www.jmlsg.org.uk/wp-content/uploads/2021/09/Board-approved_Sector-15_22092021.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2021/09/Board-approved_Sector-15_22092021.pdf
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Trade-finance-firms-under-pressure-after-stern-warnings-to-improve-financial-crime-controls
https://www.fca.org.uk/publication/correspondence/dear-ceo-trade-finance-letter.pdf
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aimed at trade finance firms’ credit risk analysis and 

financial crime controls.   

Iran: EU extends restrictive measures directed 

against certain people and entities  

On 12 April 2021, the EU Council adopted Decision 
(CFSP) 2021/595 amending Council Decision 
2011/235/CFSP. 

The Council Decision renewed the existing restrictive 

measures for a further twelve months, until 13 April 
2022, and amended the list of persons and entities 
subject to restrictive measures.  

On the same day, the EU Council adopted Decision 
(CFSP) 2021/585 also amending Council Decision 
2011/235/CFSP by adding eight persons and three 
entities to the list of persons and entities subject to 

restrictive measures. 

The restrictive measures include (i) travel bans, (ii) 
asset freezes for specific persons responsible for serious 
human rights violations in Iran, and (iii) restrictions in 
relation to the sale, supply, transfer and export of 

certain equipment and software to Iran. 

More sanctions in respect of Iran are expected, given 
that the European Parliament passed a resolution on 8 
July 2021 urging the Council to consider more targeted 
EU sanctions against Iranian regime officials and 
entities. The resolution specifically mentioned the 
imminent execution of Swedish-Iranian academic Dr 
Ahmadreza Djalali and the arbitrary detention of other 

EU nationals.   

13 April 

2022  

The EU Council has extended the 

restrictive measures against certain 
individuals for one year, until 13 April 
2022. 

We recommend monitoring the position. 

Iran: Council 

concludes 
annual review 
of the EU’s Iran 
human rights 
sanctions 

regime  
 
European 
Parliament 
press release on 

human rights 
breaches 

European Council extends cyber sanction regime 
until May 2022 

18 May 2022 On 17 May 2021, the EU Council 
extended for one more year, until 18 
May 2022, the restrictive measures 

Council prolongs 
framework for 
cyber-attacks 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D0595&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D0595&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02011D0235-20210413
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02011D0235-20210413
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D0585&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D0585&from=EN
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.europarl.europa.eu/news/en/press-room/20210701IPR07521/human-rights-breaches-in-hong-kong-saudi-arabia-and-iran
https://www.europarl.europa.eu/news/en/press-room/20210701IPR07521/human-rights-breaches-in-hong-kong-saudi-arabia-and-iran
https://www.europarl.europa.eu/news/en/press-room/20210701IPR07521/human-rights-breaches-in-hong-kong-saudi-arabia-and-iran
https://www.europarl.europa.eu/news/en/press-room/20210701IPR07521/human-rights-breaches-in-hong-kong-saudi-arabia-and-iran
https://www.europarl.europa.eu/news/en/press-room/20210701IPR07521/human-rights-breaches-in-hong-kong-saudi-arabia-and-iran
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

In May 2019, the EU Council published a legal 

framework which established the basis on which the EU 
can impose targeted restrictive measures to respond to 
cyber-attacks which constitute an external threat to the 

EU or its Member States, which have a significant 
impact and which originate or are carried out from 
outside the EU. See Council Regulation (EU) 2019/796 

The regime was extended for another year and 

encompasses sanctions that currently apply to eight 
individuals and four entities, including an asset freeze 
and a travel ban. EU persons and entities are forbidden 
from making funds available to those listed. 

framework against cyberattacks which 

threaten the EU or its member states.  

We recommend monitoring the position. 

sanctions for 

another year 
 

https://eur-lex.europa.eu/legal-content/GA/TXT/?uri=CELEX:32019R0796
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

EU anti-coercion instrument 

On 8 December 2021, the European Commission 
proposed an anti-coercion instrument in “response to 

the EU and Member States becoming the target of 
deliberate economic pressure in recent years”. The aim 
of this instrument is to deter third party countries from 

restricting trade or investment with EU parties in an 
effort to bring about policy change within the EU. 

The proposed legislation would apply where a third 
country seeks to, or threatens to, apply measures 
affecting trade or investment. The EU would be required 
to adopt measures in response in certain circumstances.   

Mid/late 
2022 

The proposal will now be discussed and 
agreed with the European Parliament 
and EU Council.   

We recommend monitoring the position 
as such legislation, if introduced, would 
significantly expand the EU’s “blocking” 

ability in respect of third country action, 
and would likely add an extra level of 
complexity for those operating within the 
EU.   

EU Press 
Release 

Commission 

proposal 

Review of the Money Laundering Regulations 

HM Treasury will lead a comprehensive review of the 
effectiveness and scope of the Money Laundering 
Regulations and the OPBAS Regulations and publish a 
report on: 

• the impact of the existing regulations; 

• the proportionality of the duties and powers; 

• the effectiveness of enforcement actions; and 

• the interaction with other legislation. 

26 June 

2022 

The government issued a call for 

evidence which closed on 14 October 
2021. The review will commence this 
year, with a report to be delivered by 26 
June 2022. 

HM Treasury’s 

call for evidence 

Venezuela: European Council extends restrictive 
measures 

The restrictive measures include an embargo on arms 
and equipment used for internal repression, as well as a 
travel ban and an asset freeze on 36 listed individuals in 

official positions. 

14 
November 
2022  

The Council has extended the restrictive 
measures against Venezuela until 14 
November 2022. We recommend 
monitoring the position.  

EU Council 
extends 
Venezuela 
sanctions until 
14 November 

2022 

 

https://trade.ec.europa.eu/doclib/press/index.cfm?id=2339
https://trade.ec.europa.eu/doclib/press/index.cfm?id=2339
https://trade.ec.europa.eu/doclib/docs/2021/december/tradoc_159958.pdf
https://trade.ec.europa.eu/doclib/docs/2021/december/tradoc_159958.pdf
https://www.gov.uk/government/consultations/call-for-evidence-review-of-the-uks-amlctf-regulatory-and-supervisory-regime
https://www.gov.uk/government/consultations/call-for-evidence-review-of-the-uks-amlctf-regulatory-and-supervisory-regime
https://www.consilium.europa.eu/en/press/press-releases/2021/11/26/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-view-of-the-situation-in-venezuela/
https://www.consilium.europa.eu/en/press/press-releases/2021/11/26/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-view-of-the-situation-in-venezuela/
https://www.consilium.europa.eu/en/press/press-releases/2021/11/26/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-view-of-the-situation-in-venezuela/
https://www.consilium.europa.eu/en/press/press-releases/2021/11/26/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-view-of-the-situation-in-venezuela/
https://www.consilium.europa.eu/en/press/press-releases/2021/11/26/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-view-of-the-situation-in-venezuela/
https://www.consilium.europa.eu/en/press/press-releases/2021/11/26/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-view-of-the-situation-in-venezuela/
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The political situation in Venezuela remains unstable and 
further restrictive measures may be imposed. 

Enhanced restrictive measures in respect of Venezuela 

akin to those currently imposed by the US would have a 
particular impact on certain sectors including oil and gas 
and associated services such as trade finance and 

insurance. 

On 22 February 2021, the European Council also 
adopted a Regulation adding 19 Venezuelan officials to 
the sanctions list. The decision follows  the EU’s 
declaration in light of the December 2020 election in 
Venezuela.  
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

OECD issues Anti-Bribery Recommendation 

On 26 November 2021, the Organization for Economic 
Cooperation and Development (the “OECD”) issued its 

Recommendation for Further Combating Bribery of 
Foreign Public Officials in International Business 
Transactions. 

The recommendation calls for a global response to the 
challenges posed by bribery. The most significant part of 
the Recommendation is the focus on the “Demand Side” 
of bribery. The Recommendation states that member 
countries should “raise awareness of bribe solicitation 
risks”, and it encourages member countries to create 

laws to scrutinise the solicitation of improper gifts, 

expenses and payments by public officials. 

Ongoing The OECD’s Working Group on Bribery 
will report on the implementation of the 
2021 Anti-Bribery Recommendation 
every five years. 

High-Level 
Statement on 
the 2021 Anti-
Bribery 

Recommendatio
n 

FCA and Bank of England work programme 
regarding transforming data collection 

After a review launched in January 2020, the FCA and 
the Bank of England have published a work programme 
to set out the key challenges and areas for reform in 
data collection in the financial services sector.  

The work programme will deliver on three critical areas 
of reform:  

• integrating reporting; 

• modernising reporting instructions; and 

• defining and adopting common data standards. 

The first phase will take place over the next 24 months 

from February 2021, and will impact a small number of 

selected use cases. The second phase will take place 
over the following three years and will focus on 
expanding the transformation into new areas.  

2021 – 2026 We recommend regulated companies 
monitor the rollout of the programme 
and engage with related regulator 
industry forums and Town Hall events.  

Transforming 
data collection 
from the UK 
financial sector: 
a plan for 2021 
and beyond 

Dear CEO letter 

https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-transforming-data-collection.pdf
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

Consultation on Confiscation under the Proceeds 
of Crime Act 2002 

In September 2021, the Law Commission launched a 

consultation paper on potential reform of the UK’s 
confiscation regime. The consultation has now closed. 
The Commission is currently analysing the responses 

and preparing its final policy recommendations. 

Late 2022 We await the Commission’s policy 
recommendations and accompanying 
report. 

Law 
Commission’s 
project page 

EU Commission publishes results of Blocking 
Regulation Consultation 

The European Commission has published the results of 
its consultation on amending the EU Blocking Statute. 

From 86 responses (including 25 position papers), the 
Commission has summarised the most common 

responses as follows: 

• respondents indicated that extra-territorial 
sanctions affect a range of sectors and 
industries within the EU, but that the financial 
sector (including banking, insurance and 
payment services) is the most negatively 
affected; 

• respondents emphasised the US’s control over 
international financial flows and the importance 
of the US Dollar; 

• respondents stated that there has been a 
significant increase in the negative effects of 
extra-territorial sanctions over the past 10 

years; 

• the majority of respondents indicated that the 

Blocking Regulation has been unsuccessful in 
achieving its objective of protecting EU 
operators from complying with extra-territorial 

2023 The European Commission will consider 
the responses and submit a proposal to 
the European Council. 

Published 
summary of the 
results of the 
Blocking 
Regulation 

consultation 

https://www.lawcom.gov.uk/project/confiscation-under-part-2-of-the-proceeds-of-crime-act-2002/
https://www.lawcom.gov.uk/project/confiscation-under-part-2-of-the-proceeds-of-crime-act-2002/
https://www.lawcom.gov.uk/project/confiscation-under-part-2-of-the-proceeds-of-crime-act-2002/
https://www.europeansanctions.com/wp-content/uploads/2021/12/EU-Commission-Blocking-Regulation-public-consultation-summary-report.pdf
https://www.europeansanctions.com/wp-content/uploads/2021/12/EU-Commission-Blocking-Regulation-public-consultation-summary-report.pdf
https://www.europeansanctions.com/wp-content/uploads/2021/12/EU-Commission-Blocking-Regulation-public-consultation-summary-report.pdf
https://www.europeansanctions.com/wp-content/uploads/2021/12/EU-Commission-Blocking-Regulation-public-consultation-summary-report.pdf
https://www.europeansanctions.com/wp-content/uploads/2021/12/EU-Commission-Blocking-Regulation-public-consultation-summary-report.pdf
https://www.europeansanctions.com/wp-content/uploads/2021/12/EU-Commission-Blocking-Regulation-public-consultation-summary-report.pdf
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

sanctions and a lack of enforcement undermines 
the prohibition; 

• some respondents indicated that the current 

penalties for breaching the Blocking Regulation 
administered by some Member States are not 
sufficient, and a vast majority believed penalties 

should be harmonised across the EU; and 

• the vast majority of respondents indicated that 
the EU Commission should add measures to the 
Blocking Statute to counter (and deter) the 
extra-territorial application of third country 
sanctions. 

EU legislative package on AML/CTF 

On 20 July 2021, the EU proposed a comprehensive 
legislative package focused on combatting money 
laundering and terrorist financing. The package includes 
four legislative changes:  

• a new EU AML authority to supervise compliance 
of financial intelligence units and enhance 

cooperation; 

• a new regulation on AML/CTF to include rules on 
customer due diligence, beneficial ownership, 
and limits on large cash payments;  

• a sixth directive on AML/CTF to replace AMLD 5; 
and 

• revision of the 2015 Regulation on Transfers of 

Funds to help in tracing transfers of crypto-
assets. 

2024 The AML authority is intended to become 

operational in 2024. We recommend 
monitoring the rollout of the legislative 
package.  

European 

Commission 
press release 

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
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