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1  This Horizon Scanner considers legal updates in the United Kingdom and those which have been announced by the European Union which relate to Financial Crime.  It does not consider legal updates 

within individual EU Member States. 

On the horizon Short term impact Immediate impact 



 

 

Legal issue/risk When? What's next? Supporting 
information 

Ongoing sanctions against Russia and Belarus 

Following the invasion of Ukraine by Russia, the UK, 
EU and US have all responded by announcing 
significant sanctions in respect of Russia and Belarus.  

The sanctions landscape has been changing at a fast 
pace since February 2022 and continues to develop as 
the invasion escalates.  

The UK and EU have extensive financial and trade 

related sanctions in place with respect to Russia and 
Belarus and these continue to develop. 

Following the sham “referenda” and the illegal 
annexation of the Ukrainian regions of Donetsk, 
Luhansk, Zaporizhzhia and Kherson, both the UK and 
EU announced further packages of sanctions.  The EU 
issued such a package on 6 October 2022 and it is 

understood further discussions are occurring within the 
EU about the next set of sanctions to be imposed.  In 
addition, the UK announced further sanctions, 

although the legislation to bring these into effect is still 
awaited.   

We expect the sanctions landscape to continue to 

change and develop and this should be a priority area 
for companies which have any Russian/Belarusian 
nexus to their business.    

Immediately It is important that all companies (including 

financial institutions) with direct or indirect links 
to Russia and/or Belarus (or individuals linked to 
those countries) identify whether the sanctions 
impact their business.  This includes (but is not 
limited to) considering investments, 
shareholdings, financing arrangements, general 
business operations and the provision of services 

to Russia. 

Careful consideration should be given to potential 
divergence within the US, UK and EU regimes. 

 

 

ES briefings: Keeping you 

up to speed: Russian and 
Belarusian sanctions 
updates 

 
ES briefing: UK sanctions 
following sham referenda 
 

Wolfsberg Group new best practice guidance on 
Requests for Information (“RFIs”) 

On 23 August 2022 the Wolfsberg Group published 

guidance on Requests for Information as used in the 
anti-money laundering transaction monitoring process 
to assist with improving internal anti-money 
laundering systems and controls. 

The Guidance provides recommendations to 
Correspondent Banks and Respondent Banks with 
respect to using and responding to RFIs, and includes 

a list of commonly asked RFI questions. 

Immediately Correspondent Banks and Respondent Banks 
should consider the guidance carefully in order to 
gain a better insight into their roles and 

responsibilities in the RFI process.  

Wolfsberg RFI Best 
Practice Guidance  

ES briefing: Wolfsberg 

publishes new best 
practice guidance on RFIs 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Corporate_Crime/Keeping_you_up_to_speed_-_Russian_and_Belarusian_sanctions_updates
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Corporate_Crime/Keeping_you_up_to_speed_-_Russian_and_Belarusian_sanctions_updates
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Corporate_Crime/Keeping_you_up_to_speed_-_Russian_and_Belarusian_sanctions_updates
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Corporate_Crime/Keeping_you_up_to_speed_-_Russian_and_Belarusian_sanctions_updates
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/UK_imposes_further_wide_ranging_sanctions_on_Russia_in_response_to_sham_referendums
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/UK_imposes_further_wide_ranging_sanctions_on_Russia_in_response_to_sham_referendums
https://www.wolfsberg-principles.com/sites/default/files/wb/Wolfsberg%20RFI%20Best%20Practice%20Guidance.pdf
https://www.wolfsberg-principles.com/sites/default/files/wb/Wolfsberg%20RFI%20Best%20Practice%20Guidance.pdf
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/new_FCA_rules
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/new_FCA_rules
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/new_FCA_rules


 

 

European Banking Authority (“EBA”) publishes 

Guidelines on role and responsibilities of the 
AML/CFT compliance officer 

The EBA launched a public consultation on 2 August 
2021 on new guidelines on the role, tasks and 
responsibilities of anti-money laundering and counter-

terrorist financing (“AML/CFT”) compliance officers, 
and managers responsible for AML/CTF. 

On 14 June 2022, the EBA published its guidelines 
specifying the role and responsibilities of the anti-
money laundering and countering the financing of 

terrorism (AML/CFT) compliance officer and of the 

management body of credit or financial institutions.  

These guidelines aim to ensure a common 
interpretation and adequate implementation of 
AML/CFT internal governance arrangements across the 
EU in line with the requirements of the EU Directive on 
the prevention of the use of the financial system for 
the purposes of money laundering or terrorist financing 

(“ML/FT”). 

The guidelines establish a common interpretation and 
implementation of AML/CFT internal governance 

across the EU. They will apply from 1 December 2022. 

1 December 2022 Those engaging in roles relating to compliance 

with AML/CFT should consider the guidelines. 
Although applicable in the EU it is also worth UK 
financial institutions taking note of the guidance. 

For those financial institutions operating within 
the EU, care should be taken to consider the 

impact on compliance functions.  

The guidelines come into force on 1 December 
2022 and EU competent authorities have a further 
6 months in order to report compliance. 

ES Briefing: EBA issues 

detailed guidelines on role 
and responsibilities of the 
AML/CFT compliance 
officer and management 
body  

EBA Guidelines 

 

The Fraud Act 2006 and Digital Fraud Committee  

The Fraud Act 2006 and Digital Fraud Committee has 
been appointed to consider the Fraud Act 2006 and 
digital fraud.  This post-legislative review of the Fraud 
Act considers how its provisions are used in practice by 
prosecutors and more widely for the prevention and 
detection of fraud.  

At present the exact considerations of the Committee 

on this topic are unknown however, we can assume 
that it will consider the following: 

• the causes and risks associated with the digital 
economy and the balance between 
encouraging the growth of tech companies and 
protecting consumers; 

• the roles and responsibilities of regulators, 

financial services providers and tech 

Late 2022 Oral evidence sessions have been held and there 

will be a formal meeting to discuss the evidence 
on 31 October 2022.  

It is expected that the Committee will report its 
findings from the end of November 2022. We 
recommend monitoring the position.  

 

 

 

Parliamentary publication 

 
UK Parliament: Fraud Act 
2006 and Digital Fraud 
Committee Summary 

 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_and_Credit_Institutions_take_note
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_and_Credit_Institutions_take_note
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_and_Credit_Institutions_take_note
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_and_Credit_Institutions_take_note
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_and_Credit_Institutions_take_note
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_and_Credit_Institutions_take_note
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2022/EBA-GL-2022-05%20GLs%20on%20AML%20compliance%20officers/1035126/Guidelines%20on%20AMLCFT%20compliance%20officers.pdf
https://publications.parliament.uk/pa/ld5802/ldselect/ldliaison/97/9705.htm
https://committees.parliament.uk/committee/582/fraud-act-2006-and-digital-fraud-committee/
https://committees.parliament.uk/committee/582/fraud-act-2006-and-digital-fraud-committee/
https://committees.parliament.uk/committee/582/fraud-act-2006-and-digital-fraud-committee/


 

 

companies in protecting the public against 

digital fraud; 

• how the police can be better supported to 
prosecute criminals who engage in cybercrime; 

• whether the resources available to the police 
to support victims of fraud are sufficient and if 

not, how this could be addressed; 

• what measures can be taken in terms of 
education/training to ensure that expertise in 
online platform technology exists outside of 
the dominant companies; and 

• what measures can be taken to ensure the 

wider public are better informed and able to 
recognise online fraud and scams when they 
encounter them. 

Amendments to JMLSG guidance – Part 1 

JMLSG has published proposed amendments to Part 1 
of its Guidance.  

The proposed revisions take account of The Money 
Laundering and Terrorist Financing (Amendment) 
(High-risk Countries) Regulations 2022 and The Money 
Laundering and Terrorist Financing (Amendment) (No. 
2) Regulations 2022. The amendments specifically 
affect: 

• enhanced due diligence relating to high-
risk third countries;  

• provisions relating to trusts and beneficial 
owners under customer due diligence; and 

• provisions relating to proliferation 

financing within staff awareness, training 
and alertness. 

Late 2022/Early 
2023 

Consultation closed on 17 October 2022 and we 
await publication of the guidance. 

We recommend monitoring the position and 

amending AML practices (where relevant) in light 
of the proposed amendments which we expect to 
be implemented within JMLSG guidance in late 

2022/early 2023. 

JMLSG – New 
Consultation Part I 

Report on Confiscation under the Proceeds of 
Crime Act 2002 

In September 2021, the Law Commission launched a 
consultation paper on potential reform of the UK's 

Late 2022/ Early 
2023 

We await the Law Commission's final report, 
which is expected before the end of the year.  

The Commission has not provided any specific 
timescales on when the Confiscation Bill will be 

Law Commission: 
Confiscation under Part 2 
of POCA 2002 

https://www.jmlsg.org.uk/latest-news/jmlsg-new-consultation-part-i/
https://www.jmlsg.org.uk/latest-news/jmlsg-new-consultation-part-i/
https://www.lawcom.gov.uk/project/confiscation-under-part-2-of-the-proceeds-of-crime-act-2002/
https://www.lawcom.gov.uk/project/confiscation-under-part-2-of-the-proceeds-of-crime-act-2002/
https://www.lawcom.gov.uk/project/confiscation-under-part-2-of-the-proceeds-of-crime-act-2002/


 

 

confiscation regime. The consultation has now closed. 

The Law Commission is currently developing the final 
recommendations for reform with the last update on 
the status page stating that the aim is to publish the 
final report in Autumn 2022.  

The Law Commission is also working with the Office of 

Parliamentary Counsel to produce a draft Confiscation 
Bill. 

produced, however we would expect an update 

over the coming months once the report has been 
published. 

 

OPBAS (AML supervisor) issuing sourcebook 
about how AML supervision can be effective and 

improved 

In August 2022, the Office for Professional Body Anti-
Money Laundering Supervision (“OPBAS”) issued a 
consultation regarding a sourcebook update.  The 
sourcebook is how OPBAS delivers guidance to 
professional body supervisors.   

The proposed changes to the Sourcebook include: 

• a chapter on OPBAS’ approach to supervision; 

• guidance and expectations for professional 
body supervisors; 

• examples of the outcomes which can 
demonstrate effective supervision; and 

• examples of effective and ineffective 
supervision. 

Late 2022/ Early 
2023 

The consultation closed on 29 September 2022.  
We understand that OPBAS is aiming to publish 

the revised Sourcebook at the end of 2022 or 

early 2023, however the exact timeframe is not 
clear and is dependent on the responses received 
by the consultation process.  

We therefore recommend monitoring the position 
as it is important for all regulated firms (across 
sectors) to understand the guidance which is 
being provided to their supervising bodies.  

CP22/16 OPBAS 
Sourcebook update 

OBPAS Consultation 

paper 

New Beneficial Ownership Register of Overseas 
Entities 

The Government has put in place a new register to 

tackle corrupt elites using UK property for money 
laundering. Non-UK incorporated entities who already 
own, want to buy, sell or transfer property or land in 

the UK, or bid for UK public contracts must register 
with Companies House and disclose information 
regarding their beneficial owners or managing officers 
by 31 January 2023. 

31 January 2023 Non-UK incorporated entities involved with UK 
property must ensure to comply with the register 
requirements as soon as possible and at the latest 
by 31 January 2023 in order to avoid severe 

penalties. 

ES Flash Update: 
Introduction of a Register 
of Overseas Entities 

https://www.fca.org.uk/publications/consultation-papers/cp22-16-opbas-sourcebook-update
https://www.fca.org.uk/publications/consultation-papers/cp22-16-opbas-sourcebook-update
https://www.fca.org.uk/publication/consultation/cp22-16.pdf
https://www.fca.org.uk/publication/consultation/cp22-16.pdf
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Real-estate-dispute-resolution/Flash_update_-_Introduction_of_a_Register_of_Overseas_Entities
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Real-estate-dispute-resolution/Flash_update_-_Introduction_of_a_Register_of_Overseas_Entities
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Real-estate-dispute-resolution/Flash_update_-_Introduction_of_a_Register_of_Overseas_Entities


 

 

This requirement also applies retrospectively to 

property or land bought on or after 1 January 1999 in 
England and Wales. 

Failure to comply may constitute a criminal offence, 
which could entail fines of up to £2,500 per day, or a 
five year prison sentence. 

 
 
  



 

 

 
  



 

 

Legal issue/risk When? What's next? Supporting 
information 

EBA consultation on new remote customer 

onboarding guidelines 

On 10 December 2021 the EBA launched a public 
consultation on draft guidelines regarding the use of 
remote customer onboarding solutions.  

The guidelines lay out a common understanding on the 
steps the financial services sector should take to ensure 

remote customer onboarding practices are compliant 

with AML/CTF legislation, as well as the EU's data 
protection regulations.  

A public hearing took place via conference call on 24 
February 2022 and the consultation closed on 10 March 
2022.  

Mid 2023 The consultation results are awaited. There have 

been no further updates since the consultation 
closed in March 2022 and no indication of timeline 
has been published. We recommend monitoring the 
position for updates. 

EBA consults on new 

remote customer 
onboarding guidelines 

EU anti-coercion instrument 

On 8 December 2021, the European Commission 
proposed an anti-coercion instrument in "response to 

the EU and Member States becoming the target of 
deliberate economic pressure in recent years". The aim 
of this instrument is to deter third party countries from 
restricting trade or investment with EU parties in an 

effort to bring about policy change within the EU. 

A draft report was published by the Committee on 
International Trade in April 2022.  

The proposed framework would apply where a third 
country interferes in the legitimate sovereign choices of 
the EU or a Member State and where such interference 
seeks to, or threatens to, apply measures affecting 

trade or investment. The framework is designed to 
protect the EU from coercive external measures, 
primarily through deterrence but also, as a last resort, 
through retaliation with countermeasures. The first 
stage would involve the Commission and third country 
exploring options that would lead to the terminative of 
coercive practices, through direct negotiations, 

mediation, good offices or international adjudication. If 

Mid 2023 The next step is for the committee to vote on the 

report, and then it will submitted, voted and 
approved in plenary before adoption in mid 2023. 

We recommend monitoring the position as the 
proposed measures, if introduced, would 
significantly expand the EU's "blocking" ability in 
respect of third country action, and would likely add 

an extra level of complexity for those operating 
within the EU.   

European Parliament: 

Proposed anti-coercion 
instrument 

European Parliament 
Report: Proposed anti-
coercion instrument 

https://www.eba.europa.eu/eba-consults-new-remote-customer-onboarding-guidelines
https://www.eba.europa.eu/eba-consults-new-remote-customer-onboarding-guidelines
https://www.eba.europa.eu/eba-consults-new-remote-customer-onboarding-guidelines
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2022)729299
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2022)729299
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2022)729299
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/729299/EPRS_BRI(2022)729299_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/729299/EPRS_BRI(2022)729299_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/729299/EPRS_BRI(2022)729299_EN.pdf


 

 

no solution can be found, countermeasures would be 

implemented, such as: 

• import or export restrictions; 

• measures affecting trade in services; 

• suspension of tariff concessions and imposition 
of duties and new charges on goods; and 

• constraints on intellectual property rights. 

European Commission introducing corruption 
sanctions 

The European Commission is set to present measures 
to include corruption within the EU’s Human Rights 

sanctions regime and update the legislative framework. 

Mid 2023 We can expect updates from the EU Commission 
when the updates are made to the legislative 
framework. There has been no indication from the 

EU Commission of when these updates are likely to 

be provided but the Commission has confirmed this 
will be within the next year. We recommend 
monitoring the position for updates.  

State of the Union 
Address by President 

von der Leyen   

UK Foreign Affairs Committee inquiry on illicit 
finance 

In February 2022, the House of Commons Foreign 

Affairs Committee announced an inquiry, 'Responding 
to illicit and emerging finance', which will build on its 

Moscow's Gold report and explore how effectively the 
UK is responding to the flow of 'dirty money'. The 
inquiry will also consider the impact that fintech 
innovations, such as cryptocurrency and central bank 

digital currencies, could have on the international rules 
and norms that govern the global financial system. 
 

Mid 2023 The deadline for submitting evidence was 27 
September 2022. The next stages of the inquiry are 
to be announced. We recommend monitoring the 

position for further updates. 

UK Parliament: Foreign 
Affairs Committee 
launches ‘dirty money’ 

inquiry 

Economic Crime and Corporate Transparency Bill 
(the “EC Bill”) 

The EC Bill, which was introduced to Parliament on 22 

September 2022, builds on the Economic Crime 

(Transparency and Enforcement) Act 2022 by 
expanding the powers given to Companies House and 
by improving transparency of UK companies to better 
protect the UK economy. The key parts of the Bill cover 
(but are not limited to): 

• extensive changes relating to the Companies 

House register, providing it with investigation 
and enforcement powers in order to promote and 

Mid 2023 The Bill is now in the Committee stage in the House 
of Commons. The exact timeframe for the Bill 
passing into legislation is not clear however, we 

expect there will not be a significant delay given the 

criticism received by the Government in this area. As 
such, we recommend monitoring the position.  

ES Briefing: Economic 
Crime and Corporate 
Transparency Bill 

ES Briefing: Economic 

Crime and Corporate 
Transparency Bill 
introduces expanded 
investigatory powers 
for the SFO 

UK Government Fact 

sheet: Economic Crime 

https://ec.europa.eu/commission/presscorner/detail/ov/speech_22_5493
https://ec.europa.eu/commission/presscorner/detail/ov/speech_22_5493
https://ec.europa.eu/commission/presscorner/detail/ov/speech_22_5493
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/160652/foreign-affairs-committee-launches-dirty-money-inquiry/
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/160652/foreign-affairs-committee-launches-dirty-money-inquiry/
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/160652/foreign-affairs-committee-launches-dirty-money-inquiry/
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/160652/foreign-affairs-committee-launches-dirty-money-inquiry/
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/The-UK-Government-introduces-the-Economic-Crime-and-Corporate-Transparency-Bill&ss360SearchTerm=economic%20crime%20and%20corporate%20transparency%20Bill
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/The-UK-Government-introduces-the-Economic-Crime-and-Corporate-Transparency-Bill&ss360SearchTerm=economic%20crime%20and%20corporate%20transparency%20Bill
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/The-UK-Government-introduces-the-Economic-Crime-and-Corporate-Transparency-Bill&ss360SearchTerm=economic%20crime%20and%20corporate%20transparency%20Bill
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/Economic_Crime_and_Corporate_Transparency_Bill_introduces_expanded_investigatory_powers_for_the_SFO&ss360SearchTerm=economic%20crime
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/Economic_Crime_and_Corporate_Transparency_Bill_introduces_expanded_investigatory_powers_for_the_SFO&ss360SearchTerm=economic%20crime
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/Economic_Crime_and_Corporate_Transparency_Bill_introduces_expanded_investigatory_powers_for_the_SFO&ss360SearchTerm=economic%20crime
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/Economic_Crime_and_Corporate_Transparency_Bill_introduces_expanded_investigatory_powers_for_the_SFO&ss360SearchTerm=economic%20crime
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/Economic_Crime_and_Corporate_Transparency_Bill_introduces_expanded_investigatory_powers_for_the_SFO&ss360SearchTerm=economic%20crime
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial-services-and-dispute-investigation/Economic_Crime_and_Corporate_Transparency_Bill_introduces_expanded_investigatory_powers_for_the_SFO&ss360SearchTerm=economic%20crime
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-economic-crime-and-corporate-transparency-bill-overarching
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-economic-crime-and-corporate-transparency-bill-overarching


 

 

maintain the integrity of the register and to help 

tackle abuse of corporate structures; 

• the creation of a new offence relating to 
designated persons (pursuant to sanctions 
legislation) in the UK, directly or indirectly taking 
part in or being concerned in the promotion, 

formation or management of a company, 
without leave of the High Court;  

• amendments in relation to Money Laundering 
and Terrorist Financing including specific 
exemptions to money laundering offences for 
businesses within the regulated sector;  

• an enhancement of regulatory and investigatory 
powers for both the Solicitors Regulation 
Authority and the Serious Fraud Office; and 

• the provision of additional powers to law 
enforcement to enable them to seize and recover 
suspected criminal cryptoassets by amending 
the confiscation powers and civil recovery 

powers under POCA so that they apply to 
cryptoassets. 

and Corporate 

Transparency Bill   

UK Government Fact 
sheet: the extension of 
the Serious Fraud 
Office’s pre-

investigation powers 

 

 

Lebanon: European Council extends framework 
for targeted sanctions 

The framework, adopted on 30 July 2021, which 

provides for the possibility of imposing sanctions 
against persons and entities responsible for 
undermining democracy or the rule of law in Lebanon 
has been extended for a further one year, until 31 July 
2023. 

31 July 2023 Those engaging in dealings which relate to or raise 
sanctions concerns under the EU Lebanon restrictive 
measures should continue to monitor the position 

where relevant over the next year.  

Council of the EU Press 
Release: EU extends 
framework for targeted 

sanctions  

 

 
 
 
 
 
 
 

 
 

https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-economic-crime-and-corporate-transparency-bill-overarching
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-economic-crime-and-corporate-transparency-bill-overarching
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-the-extension-of-the-serious-fraud-offices-pre-investigation-powers
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-the-extension-of-the-serious-fraud-offices-pre-investigation-powers
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-the-extension-of-the-serious-fraud-offices-pre-investigation-powers
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-the-extension-of-the-serious-fraud-offices-pre-investigation-powers
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-bill-2022-factsheets/fact-sheet-the-extension-of-the-serious-fraud-offices-pre-investigation-powers
https://www.consilium.europa.eu/en/press/press-releases/2022/07/26/lebanon-eu-extends-framework-for-targeted-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2022/07/26/lebanon-eu-extends-framework-for-targeted-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2022/07/26/lebanon-eu-extends-framework-for-targeted-sanctions/
https://www.consilium.europa.eu/en/press/press-releases/2022/07/26/lebanon-eu-extends-framework-for-targeted-sanctions/


 

 

 
 

 
 
 
 
 

 
 
 
 
 
 

 
 
 
 
 
 
 



 

 

Legal issue/risk When? What's next? Supporting 
information 

The UK Justice Committee has called for the 

Government to reform the current criminal 
framework surrounding fraud prevention 

The Justice Committee, in a report into fraud and the 
justice system issued on 18 October 2022, has found that 
“prioritising traditional forms of crime has left the justice 
system ill-equipped to deal with….fraud”.  In particular it 
was noted that only 2% of police funding is dedicated to 

combatting fraud despite fraud offences accounting for 
40% of reported crime.  The report also noted that as well 
as a lack of investigations into fraud offences there is also 
a lack of prosecution.   
 
The Committee’s press release stated that “Work to 
prevent fraud from taking place also needs significant 

improvement. The Government should continue to work 
with key stakeholders, particularly telecomms, tech and 
social media companies, who need to do more to prevent 
their platforms from facilitating fraud and develop a 

common approach to online crime prevention. A new 
criminal offence for ‘failure to prevent’ should be 

introduced to ensure companies are held to account for 
criminal activity their business facilitates.” 
 
It also went on to say that “We need the criminal justice 
system to have the resources and focus to be able to adapt 
to new technologies and emerging trends. The current 
sense of inertia cannot continue, we need meaningful 

action now.” 
 

12+ months  There is a growing focus on fraud and we are 

of the view that we can reasonably expect 
movement in this area over the next 12 
months or so.  We recommend that all UK 
businesses monitor developments in this area. 

 

 

 

 

 

 

UK Parliament: Justice 

Committee Response 

EU developing sanctions info-sharing tools 

On 9 September, the Council of the EU made the decision 
to allocate €450,000 to support the development and 
implementation of sanctions information technology tools 

until 31 December 2024, with the aim of improving the 
dissemination of information on Union restrictive 
measures. 

12+ months We can expect updates from the EU as and 
when new information technology tools come 
into place. There has been no indication from 
the Council of the EU of when these updates 

are likely to be provided, but there will likely 
be a delay between the announcement and 
implementation of any new systems. 

Council of the EU Decision 

https://committees.parliament.uk/committee/102/justice-committee/news/173618/justice-response-inadequate-to-meet-scale-of-fraud-epidemic/
https://committees.parliament.uk/committee/102/justice-committee/news/173618/justice-response-inadequate-to-meet-scale-of-fraud-epidemic/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.235.01.0030.01.ENG&toc=OJ%3AL%3A2022%3A235%3ATOC


 

 

Foreign Interference Committee finalises 

recommendations 

The EU Parliament Special Committee on Foreign 
Interference in Democratic Processes was set up in 2020 
to assess the level of threats of interference in numerous 
areas, including major elections across the EU, whether 

that be by the dissemination of misinformation, cyber-
attacks and financing of political opposition groups. 

The Special Committee recommended, after an inquiry, 
that the EU establish a sanctions regime targeting foreign 
State actors that engage in interference and disinformation 

campaigns designed to destabilise the EU. 

12+ months We await the imposition of an EU sanctions 

regime targeting disinformation. 

European Parliament 

Press Release: EU should 
build a sanctions regime 
against disinformation 

European Parliament: 
Final Report  

European Parliament 
Press Release: Foreign 
interference committee 
finalises 
recommendations 

European Parliament recommendation concerning 
corruption and human rights 

In February 2022, the European Parliament published a 
recommendation on corruption and human rights to the 
European Council which puts forward several ideas and 
suggests that the EU work towards a global anti-corruption 

strategy by, for example, establishing a Council on anti-
corruption and by improving the European Parliament's 
role in 'the scrutiny of anti-corruption efforts.'  

The recommendations also include: 

• the EU acting to enrich and operationalise its 
toolbox by 'strengthen[ing] the mainstreaming of 

a human rights-based anti-corruption approach'; 

• supporting civil society, journalists and human 
rights defenders; 

• promoting transparency and accountability of 
public bodies such as the judiciary and in electoral 
processes and public procurement and lobbying; 

• fighting against corruption in multilateral forums, 

e.g. by pushing back against kleptocracies; 

• putting processes into place to ensure that 
businesses are taking corruption and human rights 
into accounts, for example, by ensuring that 'all 
large and listed companies report on their activities 
and the implementation of their anti-corruption 
and anti-bribery'; and 

12+ months The recommendation was sent to the Vice 
President of the Commission/High 
Representative of the Union for Foreign Affairs 
and Security Policy in February 2022. We 
await a response.  

European Parliament: 
Recommendation of 17 
February 2022  

https://protect-eu.mimecast.com/s/g1uXC9QrOsAjWYKSBqluX?domain=europeansanctions.us11.list-manage.com
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https://www.europarl.europa.eu/doceo/document/TA-9-2022-0042_EN.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2022-0042_EN.pdf
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• sanctioning corruption through the EU Magnitsky 

Act. 

Economic Crime Report 

In February 2022 the House of Commons Treasury 

Committee published its Economic Crime Report which 
takes into account the effectiveness of measures to 
address economic crime in the UK since 2019 and also 
considers the Government's Economic Crime Plan.  

The Report makes a number of recommendations, 
including: 

• that the Government considers creating a single 

law enforcement agency with direct responsibility 
for economic crime; 

• a proposed £100 company formation fee which 
would act as a source of funding for Companies 
House and could potentially limit economic crime 
by reducing the ease with which companies can be 
set up;  

• looking at the de-risking of customers by banks by 
ensuring that the FCA report annually on the 
number of de-risking decisions and 'on progress to 

ensure that banks are not unfairly freezing bank 
accounts'; 

• legislation against fraudulent online adverts and 

reimbursements to those who fall prey to online 
scams and push payment fraud; and 

• regulations for consumer protection across the 
entire crypto asset industry. 

12+ months While the Report was harsh in its summary of 
the action taken by the Government so far, we 

note that some of the recommendations made 
by the Report have been included in new 
legislation. For example: 

• the now-implemented Register of 
Overseas Entities Bill which 
established a public register of 
beneficial owners of overseas entities, 

was included in the Economic Crime 
Act 2022; and 

• the fee-raising power of the Registrar 
of Companies has been expanded to 
allow the cost of investigative, 
intelligence and enforcement work to 
be factored into incorporation and 

annual fees, was included in the 
Economic Crime and Corporate 
Transparency Bill.  

The Report has cross-party agreement and 

with economic crime thrust into the spotlight 
since the invasion of Ukraine by Russia, we 

recommend monitoring the position. 

Economic Crime Report 
2022 

OECD issues Anti-Bribery Recommendation 

On 26 November 2021, the Organization for Economic 

Cooperation and Development (the "OECD") issued its 
Recommendation for Further Combating Bribery of Foreign 
Public Officials in International Business Transactions. 

The recommendation calls for a global response to the 
challenges posed by bribery. The most significant part of 
the Recommendation is the focus on the "Demand Side" of 
bribery. The Recommendation states that member 

countries should "raise awareness of bribe solicitation 

12+ months The OECD's Working Group on Bribery will 
report on the implementation of the 2021 Anti-

Bribery Recommendation every five years. 

OECD: High-Level 
Statement on the 2021 

Anti-Bribery 
Recommendation 

https://committees.parliament.uk/publications/8691/documents/88242/default/
https://committees.parliament.uk/publications/8691/documents/88242/default/
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm
https://www.oecd.org/investment/anti-bribery/high-level-statement-on-the-2021-anti-bribery-recommendation.htm


 

 

risks", and it encourages member countries to create laws 

to scrutinise the solicitation of improper gifts, expenses 
and payments by public officials. 

FCA and Bank of England work programme regarding 

transforming data collection 

After a review launched in January 2020, the FCA and the 
Bank of England have published a work programme to set 
out the key challenges and areas for reform in data 
collection in the financial services sector.  

The work programme will deliver on three critical areas of 
reform:  

• integrating reporting; 

• modernising reporting instructions; and 

• defining and adopting common data standards. 

The first phase will take place over the next 24 months 
from February 2021, and will impact a small number of 
selected use cases. The second phase will take place over 
the following three years and will focus on expanding the 

transformation into new areas.  

12+ months We recommend for regulated companies to 

monitor the rollout of the programme and 
engage with related regulator industry forums 
and Town Hall events.  

Bank of England: 

Transforming data 
collection from the UK 
financial sector: a plan for 
2021 and beyond 

FCA: Dear CEO letter – 
Transforming data 
collection 

EU Commission publishes results of Blocking 
Regulation Consultation 

The European Commission has published the results of its 
consultation on amending the EU Blocking Statute. From 

86 responses (including 25 position papers), the 
Commission has summarised the most common responses 
as follows: 

• extra-territorial sanctions affect a range of sectors 
and industries within the EU, but that the financial 
sector (including banking, insurance and payment 

services) is the most negatively affected; 

• the US's control over international financial flows 
and the importance of the US Dollar; 

• there had been a significant increase in the 
negative effects of extra-territorial sanctions over 
the past 10 years; 

12+ months The European Commission will consider the 
responses and submit a proposal to the 
European Council. 

European Commission: 
Published summary of the 
results of the Blocking 
Regulation consultation 

ES Briefing: EU 
Commission reports on 
reforming EU Blocking 
Regulation 
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• the Blocking Regulation has been unsuccessful in 

achieving its objective of protecting EU operators 
from complying with extra-territorial sanctions and 
a lack of enforcement undermines the prohibition; 

• the current penalties for breaching the Blocking 
Regulation administered by some Member States 

are not sufficient, and a vast majority believed 
penalties should be harmonised across the EU; and 

• the EU Commission should add measures to the 
Blocking Statute to counter (and deter) the extra-
territorial application of third country sanctions. 

EU legislative package on AML/CTF 

On 20 July 2021, the EU proposed a comprehensive 
legislative package focused on combatting money 
laundering and terrorist financing. The package includes 
four legislative changes: 

• a new EU AML authority to supervise compliance of 
financial intelligence units and enhance 

cooperation; 

• a new regulation on AML/CTF to include rules on 
customer due diligence, beneficial ownership, and 

limits on large cash payments; 

• a sixth Directive on AML/CFT, replacing the existing 
Directive 2015/839/EU, containing provisions that 

will be transposed into national law such as rules 
on national supervisors and Financial Intelligence 
Units; and 

• a revision of the 2015 Regulation on Transfers of 
Funds to help in tracing transfers of crypto-assets. 

12+ months The AML authority is intended to become 
operational in 2024. We recommend 
monitoring the rollout of the legislative 
package.  

European Commission 
Press Release: Beating 
financial crime: 
Commission overhauls 
anti-money laundering 
and countering the 
financing of terrorism 

rules 

The UK Government has introduced a draft National 

Security Bill  

In November 2017, Parliament’s Intelligence and Security 
Committee (the “ISC”) began an inquiry into allegations 
of Russian interference in British politics and subsequently 
completed its report in March 2019 (the “ISC Report”). 
Separately but on a closely related issue, the House of 
Commons Foreign Affairs Committee published its report 

12+ months  The Bill is currently at the Committee stage in 

the House of Commons. The exact timeframe 
for the Bill passing into legislation is not clear. 
As such, we recommend monitoring the 
position. 

Geopolitical tension will remain a feature of 
the business landscape for the foreseeable 
future. The Bill is of relevance to all 

international businesses with a UK nexus. It is 

ES Briefing: New 

legislation against foreign 
lobbying and interference 

 

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
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entitled Moscow’s Gold: Russian Corruption in the UK in 

May 2018. 

Eventually, after a lengthy and controversial delay, the 
Government published the heavily redacted ISC Report on 
21 July 2020, along with the Government’s response to its 
recommendations. Almost two years later, the Government 
introduced its draft National Security Bill (the “Bill”) in May 
2022.  

The Bill will replace existing UK legislation and will create:  

• broader offences related to espionage (including 

‘protected information’ and the far wider category 
of ‘trade secrets’);  and 
 

• offences for foreign interference which are aimed 
at deterring and disrupting activities of foreign 
states that seek to undermine UK institutions, 
political systems and democracy and which 

prejudice national security. 

Further details can be found in our briefing – see 
corresponding link. 

particularly important for any firms in the 

professional services sector who could be 
described as engaged in a lobbying role. 

Law Commission publishes its review of corporate 
criminal liability and makes recommendations 

On 10 June 2022, the Law Commission published its 
options paper for the Government. The Law Commission 
has provided 10 reforms. They are:  

• retention of the current general rule of criminal 
liability which is applied to companies – the 
‘identification doctrine’; 

• making a corporation responsible for conduct if a 

member of its senior management engaged in, 
consented to, or connived in the offence;  

• the introduction of a new offence of failure to 
prevent fraud by an employee or agent for 
situations where, for instance, the corporation has 
inadequate measures in place to prevent its 

12+ months The UK Government will consider the Law 
Commission’s recommendations. While there 

is no timetable for next steps, the UK 
Government indicated in March 2022 that 
more legislation in the area of economic crime 
can be expected. 

In addition, within Hansard, during the reading 
of the Economic Crime and Corporate 
Transparency Bill, Parliament noted that the 

Government is still considering the proposals 

of the Law Commission.  The recent Justice 
Committee report on Fraud (see first entry in 
this section) also ensures focus remains in this 
area.   

 

Law Commission project 
on corporate criminal 

liability 

UK Government Press 
Release: Spotlight on 
corporate crime laws  

Law Commission: 
Discussion Paper 

Law Commission: Options 

Paper 

https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.lawcom.gov.uk/project/corporate-criminal-liability/
https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws
https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws
https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2021/06/Corporate-Criminal-Liability-Discussion-Paper.pdf
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2021/06/Corporate-Criminal-Liability-Discussion-Paper.pdf
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2022/06/Corporate-Criminal-Liability-Options-Paper_LC.pdf
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2022/06/Corporate-Criminal-Liability-Options-Paper_LC.pdf


 

 

employees or agents from committing a fraud or 

offence which benefits the corporation; 

• the introduction of a new offence of failure to 
prevent human rights abuses;  

• the introduction of an offence of failure to prevent 
ill-treatment or neglect;  

• the introduction of a new offence of failure to 
prevent computer misuse;  

• in cases where a company is convicted of an 
offence, making publicity orders which oblige the 
offender to publish the details of its conviction 

available; 

• the introduction of administrative imposed 
monetary penalties;  

• the introduction of civil actions in the High Court 
which would include the power to impose monetary 
penalties; and 

• the introduction of a reporting requirement 
whereby large companies must report on anti-

fraud procedures. 

New Digital Identity legislation and Office for Digital 
Identities and Attributes (“ODIA”) 

Following the Digital Identity call for evidence in 2019, the 
Government published a consultation on how the digital 

identity system should operate. The consultation sought 
views on the digital identity governance system, how to 
allow organisations to make digital checks against 
government-held data, and the legal validity of digital 
identities. 

The consultation closed on 13 September 2021.  

The Government has announced that it will introduce 

legislation to make digital identities more trustworthy and 
secure. A new Office for Digital Identities and Attributes 
will be set up in the Department for Digital, Culture, Media 
and Sport as an interim governing body for digital 
identities. The ODIA will have the power to issue an easily 
recognised Trustmark to certified digital identity 
organisations, to prove they meet the security and privacy 

12+ months Since the implementation of the certified new 
technology and the issuance of the related 
guidance the Government has not announced 
anything further regarding the legislation and 

ODIA. We anticipate updates on this matter 
over the coming months. 

UK Government Press 
Release: Plans for 
governing body to make 
digital identities as 

trusted as passports 

Consultation outcome 

UK Government Press 
Release: New legislation 
set to make digital 
identities more 

trustworthy and secure 

Guidance for digital 
identity certification for 
right to work, right to rent 
and criminal record 
checks 
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standards needed to handle people's data in a safe and 

consistent way. 

In advance of the proposed legislation, since 6 April 2022 
landlords, letting agents and employers have been able to 
use certified new technology to carry out right to work and 
right to rent checks online and prove their eligibility to work 

or rent more easily. The Government published guidance 
on this, which was updated on 6 June 2022. 

New EU Anti-Money Laundering Authority (AMLA) 

The European Council has agreed its partial position on a 
proposal to create a new dedicated Anti-Money Laundering 

Authority (AMLA). The Authority is expected to harmonise 
anti-money laundering methods across the EU in order to 
‘reduce divergences’.  

The Authority will have various powers including the power 
to:  

• directly supervise specific credit and financial 
institutions, including crypto asset service 

providers if they are deemed to be high risk;  

• monitor, analyse and exchange information 
relating to money laundering and terrorist 

financing risks which impact the internal market; 

• coordinate and oversee anti-money 
laundering/counter terrorist financing supervisors 

of the financial sector; and 

• coordinate and oversee anti money laundering and 
combatting the financing of terrorism supervisors 
of the non-financial sector. 

1 January 2024   The Council’s position is not fully implemented 
as it has yet to decide where the Authority will 
be located. The Authority is expected to 

become operational on 1 January 2024. 

Council of the EU Press 
Release: New EU 
Authority for Anti-money 

laundering 

Council of the EU 
position 

European Council extends cyber sanction regime 
until May 2022 

In May 2019, the EU Council published a legal framework 
which established the basis on which the EU can impose 
targeted restrictive measures to respond to cyber-attacks 
which constitute an external threat to the EU or its member 
states, which have a significant impact and which originate 
or are carried out from outside the EU. See Council 
Regulation (EU) 2019/796. 

May 2025  On 16 May 2022, the EU Council extended for 
three more years, until 18 May 2025, the 

restrictive measures framework against 
cyberattacks which threaten the EU or its 
member states.  

We recommend monitoring the position. 

Council of the EU: Cyber-
attacks: Council extends 

sanctions regime until 18 
May 2025  

https://www.consilium.europa.eu/en/press/press-releases/2022/06/29/new-eu-authority-for-anti-money-laundering-council-agrees-its-partial-position/
https://www.consilium.europa.eu/en/press/press-releases/2022/06/29/new-eu-authority-for-anti-money-laundering-council-agrees-its-partial-position/
https://www.consilium.europa.eu/en/press/press-releases/2022/06/29/new-eu-authority-for-anti-money-laundering-council-agrees-its-partial-position/
https://www.consilium.europa.eu/en/press/press-releases/2022/06/29/new-eu-authority-for-anti-money-laundering-council-agrees-its-partial-position/
https://data.consilium.europa.eu/doc/document/ST-10507-2022-REV-1/en/pdf
https://data.consilium.europa.eu/doc/document/ST-10507-2022-REV-1/en/pdf
https://data.consilium.europa.eu/doc/document/ST-10507-2022-REV-1/en/pdf
https://www.consilium.europa.eu/en/press/press-releases/2022/05/16/cyber-attacks-council-extends-sanctions-regime-until-18-may-2025/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/16/cyber-attacks-council-extends-sanctions-regime-until-18-may-2025/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/16/cyber-attacks-council-extends-sanctions-regime-until-18-may-2025/
https://www.consilium.europa.eu/en/press/press-releases/2022/05/16/cyber-attacks-council-extends-sanctions-regime-until-18-may-2025/


 

 

The regime was extended for another year and 

encompasses sanctions that currently apply to eight 
individuals and four entities, including an asset freeze and 
a travel ban. EU persons and entities are forbidden from 
making funds available to those listed. 

The Council has now decided to prolong the framework for 

restrictive measures against cyber-attacks threatening the 
EU and its member states for a further three years, until 
18 May 2025. 
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