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The US Senate is considering the Defending Ukraine 

Sovereignty Act of 2022, which would significantly 
broaden sanctions against Russia. 

On 12 January 2022, US Senator Bob Menendez 

introduced a bill that calls for increased sanctions against 
Russia if it engages in a renewed invasion or escalation of 
hostilities with respect to Ukraine. The bill—Defending 
Ukraine Sovereignty Act of 2022—requires the President 

take certain actions if he determines that Russia “is 
engaged in or knowingly supporting a significant 
escalation of hostilities or hostile action in or against 
Ukraine,” which aims or has the effect “of undermining, 
overthrowing, or dismantling the Government of Ukraine, 
or interfering with the sovereignty or territorial integrity 

of Ukraine.”  

If the President makes that affirmative determination, the 
bill, among other things: 

• Mandates sanctions on President Putin, the Prime 
Minister, the Minister of Defense, and other 
government officials; 

• Mandates sanctions on at least three financial 

institutions to be chosen from an established list 

of 12 Russian financial institutions; 

• Authorizes sanctions on providers of specialized 
financial messaging services (e.g., SWIFT), and 
requires reporting on efforts to terminate services 
for sanctioned Russian financial institutions; 

• Mandates sanctions on any entity (and its 

respective officers) established for or responsible 
for planning, constructing, or operating the Nord 

Stream 2 pipeline; 

• Prohibits transactions on primary and secondary 
Russian sovereign debt; and 

Current Congress may soon vote on 

the Defending Ukraine 
Sovereignty Act of 2022. 
Companies should monitor 

Congressional action on the bill 
as it would significantly 
broaden sanctions against 
Russia.  

Defending Ukraine 

Sovereignty Act of 
2022 

https://www.foreign.senate.gov/imo/media/doc/Protecting%20Ukraine%20Sovereignty%20Act%20of%202022.pdf
https://www.foreign.senate.gov/imo/media/doc/Protecting%20Ukraine%20Sovereignty%20Act%20of%202022.pdf
https://www.foreign.senate.gov/imo/media/doc/Protecting%20Ukraine%20Sovereignty%20Act%20of%202022.pdf
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• Requires the President to identify and sanction 

foreign persons in sectors and industries that he 
determines should be sanctioned in the interest of 
US national security, including oil and gas 

extraction and production; coal extraction, 
mining, and production; and minerals extraction 
and processing.   

On 21 January 2022, Representative Gregory W. Meeks, 

Chair of the House Foreign Affairs Committee, introduced 
a House companion bill to this bill.  

OFAC acts on Executive Order 14038, which 
authorizes sanctions on Belarus. 

On 9 August 2021, President Biden issued Executive 
Order (EO) 14038, “Blocking Property of Additional 
Persons Contributing to the Situation in Belarus”, which 

authorized sanctions on individuals and entities involved 
in the undermining of democracy in Belarus, the 
Belarusian government and officials, and entities 
operating in various sectors of the Belarusian economy. 

Specifically, the EO provides for blocking sanctions on: 

• entities engaged in the recent actions 

undermining peace and fundamental freedoms, or 
related to election fraud or public corruption in 
Belarus (as well as entities that provide material 
assistance and support for such activities); 

• leaders, officials, senior executives, or members 
of the board of directors of entities blocked under 
the EO or otherwise involved in the recent actions 

undermining peace and fundamental freedoms, or 
related to election fraud or public corruption in 

Belarus; 

Current Given the movement between 
August and December 2021, it 

is likely further sanctions could 
occur in 2022.  Financial 
institutions and business should 

monitor additional designations 
of entities and individuals 
pursuant to EO 14038. 

Press Statement 
Antony J. Blinken, 

Secretary of State 
  
Issuance of 

Executive Order 
Blocking Property 
of Additional 
Persons 
Contributing to the 
Situation in 

Belarus; Issuance 

of Belarus General 
License 4 and 
related Frequently 
Asked Questions; 
Belarus 
Designations 

   
Executive Order of 
August 9, 2021 
 

Directive 1 Under 
EO 14038 

https://www.state.gov/holding-the-lukashenka-regime-to-account-on-the-anniversary-of-the-fraudulent-presidential-belarusian-election/
https://www.state.gov/holding-the-lukashenka-regime-to-account-on-the-anniversary-of-the-fraudulent-presidential-belarusian-election/
https://www.state.gov/holding-the-lukashenka-regime-to-account-on-the-anniversary-of-the-fraudulent-presidential-belarusian-election/
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/system/files/126/20210809_belarus_eo.pdf
https://home.treasury.gov/system/files/126/20210809_belarus_eo.pdf
https://home.treasury.gov/system/files/126/belarus_sovereign_debt_prohibition_directive_1.pdf
https://home.treasury.gov/system/files/126/belarus_sovereign_debt_prohibition_directive_1.pdf
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• Belarusian government agencies, subdivisions, 

officials, and leaders; and 

• entities operating in the Belarusian “defense and 
related materiel sector, security sector, energy 

sector, potassium chloride (potash) sector, 
tobacco products sector, construction sector, or 
transportation sector” (as well as other sectors to 
be determined by the US government). 

Persons that are owned or controlled by the Government 
of Belarus and persons blocked under the EO are also 
sanctioned.  

OFAC has designated Belarusian government officials and 

state-owned entities pursuant to EO 14038. Additionally, 
OFAC issued General License No. 4, which permitted the 
“wind down of transactions involving Belaruskali OAO” —

an SDN designated under the EO—until 8 December 
2021, and FAQs to provide guidance on the EO and 
General License. 

On 2 December 2021, pursuant to EO 14038, OFAC 
issued Directive 1, prohibiting dealings in new debt with a 
maturity greater than 90 days issued by the Ministry of 

Finance of the Republic of Belarus or by the Development 

Bank of the Republic of Belarus. 

OFAC sanctions Russia-based virtual exchange in 
relation to ransomware attack. 

On 21 September 2021, OFAC sanctioned a Russia-based 
virtual exchange. In the first-of-its-kind economic 
sanction, OFAC placed a virtual exchange, SUEX OTC, 

S.R.O. (SUEX), on the Specially Designated Nationals and 
Blocked Persons (SDN) List pursuant to Executive Order 

(EO) 13694, for its role in facilitating financial 

Current While continuing to discourage 
ransom payments, the 
Department of Treasury is also 
looking to incentivize 
companies to improve their 

cybersecurity practices and 
inform law enforcement in the 

event of an attack. 

 

Treasury Takes 
Robust Actions to 
Counter 
Ransomware 

 

https://home.treasury.gov/news/press-releases/jy0364
https://home.treasury.gov/news/press-releases/jy0364
https://home.treasury.gov/news/press-releases/jy0364
https://home.treasury.gov/news/press-releases/jy0364
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transactions involving illicit proceeds from at least eight 

ransomware variants.  

According to OFAC, SUEX’s transaction history showed 
that over 40% of the exchange’s transactions was 

associated with illicit actors.  

As a result of the SDN designation, any company paying 
ransomware through the SUEX exchange is now violating 
sanctions regulations and is subject to civil or criminal 

penalties, including a fine of up to $1,000,000 per 
violation and/or up to 20 years imprisonment. 

Those operating virtual 

exchanges and those using the 
services of them should take 
notice of the increased focus in 

this area.   

OFAC updates the 2020 advisory on potential 
sanctions risks of facilitating ransomware 

payments. 

On 21 September 2021, OFAC issued an Updated 
Advisory on Potential Sanctions Risks for Facilitating 

Ransomware Payments (Updated Advisory), which 
reiterated the warnings in its October 2020 ransomware 
advisory cautioning companies that payments made to 
ransomware actors may violate US sanctions. The US 
government strongly discourages companies and citizens 
from paying ransom or extortion demands. The Updated 

Advisory reiterates OFAC’s prior recommendations that 
companies focus on strengthening measures to prevent 
and protect against these attacks. The Updated Advisory 
also provides that reporting of ransomware attacks to 
appropriate US government agencies, as well as the 
nature and extent of cooperation with OFAC, law 
enforcement, and other relevant agencies, could serve as 

a mitigating factor in a potential settlement.  

Current OFAC is increasingly focused 
on the sanctions risks that may 

arise from ransomware 
payments. Companies should 
proactively implement 

measures to prevent and 
respond to a ransomware 
attack, including (as noted in 
the Updated Advisory) 
maintaining offline backups of 
data, developing incident 

response plans, and instituting 
cybersecurity training.    

Updated Advisory 
on Potential 

Sanctions Risks for 
Facilitating 
Ransomware 

Payments 

OFAC issues three General Licenses authorizing 
certain transactions and activities involving the 
Taliban and the Haqqani Network. 

Current These General Licenses—
especially General License 19—
expand the ability for financial 
institutions and companies to 

OFAC General 
License 17 

https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ct_gl17.pdf
https://home.treasury.gov/system/files/126/ct_gl17.pdf


 

6 

 

Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

The Taliban remains on OFAC’s SDN List, and, given the 

breadth of the Taliban’s control, foreign aid to Afghanistan 
has dwindled. On 22 September 2021, OFAC issued three 
broad General Licenses authorizing transactions and 

activities involving the humanitarian, agricultural, and 
medical transactions in Afghanistan, which involve the 
Taliban and the Haqqani Network, including those: 

• for the conduct of official business of the US 

government (General License 17); 

• for the conduct of official business of certain 
international organizations and international 
entities (General License 18); and 

• that are ordinarily incident and necessary to 
nongovernmental organizations in humanitarian 
projects to meet basic human needs; activities to 

support rule of law, citizen participation, 
government accountability and transparency, 
human rights and fundamental freedoms, access 
to information, and civil society development 
projects; education; non-commercial development 
projects directly benefitting the Afghan people; 

and environmental and natural resource 

protection, subject to certain conditions (General 
License 19). 

engage in certain transactions 

and activities in Afghanistan.  
US persons and companies 
conducting business in or 

involving Afghanistan, 
however, should still proceed 
with caution, and ensure that 
any transaction or activity 

clearly falls within one of these 
licenses.  

OFAC General 

License 18 

OFAC General 
License 19 

The Pandora Papers open the door to tax structures 
previously kept in back rooms. 

Beginning on 3 October 2021, the International 
Consortium of Investigative Journalists—the same 

organization that released the Panama Papers—began 
publishing the “Pandora Papers,” a collection of nearly 12 

million documents obtained from at least 14 companies 
that provide services in the financial services industry. 
The Pandora Papers highlight the use of seemingly 
legitimate offshore banking structures and other tax and 

Current It is expected that there will be 
concurrent investigations in 
various jurisdictions to 
understand whether and how 

this information may be used 
to prosecute bankers and other 
service providers who 

facilitated tax evasion. Banks, 
insurance companies, and 
other financial intermediaries 

International 
Consortium of 
Investigative 
Journalists Website 

Chronicling the 
Papers' Release 
and Subsequent 

Press 

  

https://home.treasury.gov/system/files/126/ct_gl18.pdf
https://home.treasury.gov/system/files/126/ct_gl18.pdf
https://home.treasury.gov/system/files/126/ct_gl19.pdf
https://home.treasury.gov/system/files/126/ct_gl19.pdf
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
https://www.icij.org/investigations/pandora-papers/secrecy-brokers/
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asset protection strategies to obscure ownership of real 

estate and financial assets, which may provide certain tax 
benefits.   

should evaluate their exposure 

to the legal, tax, regulatory, 
and reputational risks that may 
ensue from any links to 

documents within the Pandora 
Papers.  

OFAC issues compliance guidance specific to the 
virtual currency industry.  

On 15 October 2021, OFAC issued Sanctions Compliance 
Guidance for the Virtual Currency Industry, outlining 
sanctions compliance best practices tailored to the unique 
risks posed by virtual currency. The Guidance emphasizes 

that all US individuals and companies holding virtual 
currency in high-risk or sanctioned regions must comply 
with OFAC's regulations regarding the holding and 

reporting of blocked assets. 

Current OFAC, as well as other 
agencies, are increasingly 

focused on risks associated 
with virtual currencies. 
Companies involved in the 
virtual currency industry or 
transacting in virtual currency 

should ensure that they have 
devised and implemented 

compliance programs sufficient 
to mitigate risks specific to 
virtual currencies and 
consistent with the elements 
set forth in the Framework for 
OFAC Compliance 

Commitments. 

US Department of 
Treasury Press 

Release (15 
October 2021) 

OFAC Sanctions 
Compliance 

Guidance for the 
Virtual Currency 
Industry 

Framework for 
OFAC Compliance 
Commitments 

 

The US Department of Justice is adopting a “bold” 
approach to prosecuting corporate crime and will 
engage in “rigorous enforcement.” 

On 28 October 2021, Department of Justice (DOJ) Deputy 
Attorney General, Lisa O. Monaco, gave remarks clearly 
indicating that the DOJ intends to increase enforcement 

efforts against corporate crime. Deputy AG Monaco 
specifically identified three policy changes to the DOJ’s 

current enforcement approach: 

1. Individual accountability for criminal conduct 
is “unambiguously this department’s first 

Current The Deputy AG’s speech 
signifies a change in the DOJ’s 
approach to corporate crime 
enforcement and provided 
guidance to companies: 

• Companies should review 

their compliance programs 
and ensure they effectively 

monitor and remediate 
identified misconduct; 

Deputy Attorney 
General Lisa O. 
Monaco Gives 
Keynote Address at 
ABA's 36th 
National Institute 

on White Collar 
Crime  

US Department of 
Justice Adopts 
“Bold” Approach to 
Prosecuting 

https://home.treasury.gov/news/press-releases/jy0410
https://home.treasury.gov/news/press-releases/jy0410
https://home.treasury.gov/news/press-releases/jy0410
https://home.treasury.gov/news/press-releases/jy0410
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/virtual_currency_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/framework_ofac_cc.pdf
https://home.treasury.gov/system/files/126/framework_ofac_cc.pdf
https://home.treasury.gov/system/files/126/framework_ofac_cc.pdf
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
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priority.” To support those efforts, the DOJ is 

restoring the standard for cooperation credit 
set forth in the Yates Memorandum, which 
required companies to identify and provide all 

relevant facts regarding “all individuals 
involved in or responsible for the misconduct 
at issue, regardless of their position, status or 
seniority” in order to qualify for cooperation 

credit. In November 2018, the DOJ had 
relaxed that standard, allowing companies to 
receive cooperation credit even if they only 
identified and provided information regarding 
individuals they deemed to be substantially 
involved in or responsible for the misconduct. 

The Yates Memorandum standard has now 

been reinstated.  

2. Repeat offenders will face a tougher battle as 
the DOJ will now consider a company’s entire 
criminal, civil, and regulatory history when 
conducting investigations and determining 
whether and what type of resolution is 

appropriate. The DOJ is considering whether 
NPAs and DPAs are even appropriate for 

repeat offenders. 

3. Prior DOJ guidance suggesting that 
monitorships are disfavored or are the 
exception is rescinded. Deputy AG Monaco 
emphasized that the DOJ’s mandate is “to 

incentivize responsible corporate citizenship, a 
culture of compliance and a sense of 
accountability.”  

• Companies that have been 

the subject of past 
investigations or regulatory 
actions, even in unrelated 

areas, should be prepared 
to address any prior history 
when negotiating a 
resolution; 

• Companies cooperating 
with the DOJ in an 
investigation must identify 
all individuals (not just 
individuals that the 
company deems to be 

“substantially involved”) in 

the misconduct to be 
eligible for cooperation 
credit. Reinstatement of 
this standard may increase 
tension for directors and 
officers deciding whether 

to self-report. 

• Companies negotiating 

resolutions should keep in 
mind that any guidance 
suggesting that monitors 
are disfavored has been 
rescinded. 

• Companies should monitor 
additional developments 
foreshadowed by the 
Deputy AG’s remarks. 

Corporate Crime 

and Will Engage in 
“Rigorous 
Enforcement” 

The U.S.-China Economic and Security Review 
Commission issues its Annual Report to Congress.  

Current Congress may take action to 
implement the Commission’s 

2021 Report to 
Congress of the 

https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/246049/US-Department-of-Justice-adopts-bold-approach-to-prosecuting-corporate-crime-and-will-engage-in-rigorous-enforcement
https://www.uscc.gov/sites/default/files/2021-11/2021_Annual_Report_to_Congress.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Annual_Report_to_Congress.pdf
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In November 2021, the U.S.-China Economic and Security 

Review Commission (“Commission”) provided its annual 
report to Congress. The Commission advocated for a 
range of legislative proposals that could significantly 

expand US sanctions targeting China, including that 
Congress: 

(1) explore the advisability of forming an economic 
defense coalition with allies and partners; 

(2) direct US Customs and Border Protection to 
initiate action to impose a region-wide Withhold 
Release Order on products originating from 
Xinjiang, China; 

(3) consider comprehensive legislation to ensure 
Chinese entities sanctioned under one US 
authority are automatically sanctioned under 

other authorities unless a waiver is granted by the 
president or the authority applying the initial 
sanction; and 

(4) pass legislation that defines categories of Chinese 
persons, Chinese entities, and Chinese 
Communist Party-related persons and entities 

subject to full blocking sanctions and inclusion on 

the U.S. Department of the Treasury’s SDN list 
due to actions that harm the vital national interest 
or the national security of the United States or 
that constitute gross human rights violations. 

recommendations, which would 

result in further sanctions 
against China. Companies 
should stay apprised of 

changes to the Chinese 
sanctions regime.   

U.S.-China 

Economic and 
Security Review 
Commission 

2021 Report to 
Congress of the 
U.S.-China 
Economic and 

Security Review 
Commission 
Executive 
Summary 

The US Senate confirmed new Assistant Attorney 
General for the Antitrust Division at the US 

Department of Justice. 

On 16 November 2021, Jonathan Kanter was confirmed 

by the US Senate as Assistant Attorney General for the 
Antitrust Division at the US Department of Justice. In this 
position, Kanter has inherited an ongoing lawsuit against 

Current The Antitrust Division’s new 
Assistant Attorney General has 

previously taken strong 
antitrust positions, particularly 

with respect to Big Tech.  
Companies should expect 
increased scrutiny and 

US Department of 
Justice Antitrust 

Division Assistant 
Attorney General 

Jonathan Kanter 
 
 
 

https://www.uscc.gov/sites/default/files/2021-11/2021_Annual_Report_to_Congress.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Annual_Report_to_Congress.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Annual_Report_to_Congress.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Annual_Report_to_Congress.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.uscc.gov/sites/default/files/2021-11/2021_Executive_Summary.pdf
https://www.justice.gov/atr/staff-profile/meet-assistant-attorney-general
https://www.justice.gov/atr/staff-profile/meet-assistant-attorney-general
https://www.justice.gov/atr/staff-profile/meet-assistant-attorney-general
https://www.justice.gov/atr/staff-profile/meet-assistant-attorney-general
https://www.justice.gov/atr/staff-profile/meet-assistant-attorney-general
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Google and an investigation of Apple Inc. Kanter 

previously was a partner at The Kanter Law Group LLP, a 
boutique antitrust law firm that has represented various 
companies that have urged antitrust enforcers to 

challenge Google, including Microsoft Corporation and 
Yelp, Inc. Kanter previously served as an attorney for the 
US Federal Trade Commission’s Bureau of Competition. 

potential enforcement in the 

antitrust space. 

FinCEN solicited public comment on beneficial 

ownership information (BOI) reporting pursuant to 
the Corporate Transparency Act. 

The Corporate Transparency Act (part of the AML Act) 
requires FinCEN to promulgate regulations requiring 

certain corporations, limited liability companies, and 
similar entities to file reports with and keep current 
information about their beneficial ownership with FinCEN. 

These reports must include the full name, date of birth, 
residential or business address, and information from an 
identification document or FinCEN identifier number for 
the beneficial owner(s). FinCEN will maintain this 
information in a non-public beneficial ownership database 
and can disclose information to financial institutions with 

the reporting company’s consent.  

On 8 December 2021, FinCEN announced the BOI 
Reporting Notice of Proposed Rulemaking (NPRM) seeking 
input from the public on implementing the BOI reporting 
requirements. Specifically, FinCEN requested comment 
on, among other issues, how the requirements would be 
implemented, the methodology utilized to collect and 

report information, and how the reporting requirement 
may burden businesses. 

 

7 February 

2022 

Companies that wish to 

participate in the BOI reporting 
rulemaking process should 
note that the deadline for 
submitting comments in 
response to the NPRM is 7 

February 2022.   

Notably, the AML Act required 

FinCEN to promulgate the rules 
by 1 January 2022.  While 
FinCEN has missed this 
deadline, the final rulemaking 
process may move quickly 
after the deadline for 

comments has passed. This 

may be more likely as the 
Biden Administration has 
identified finalization of the 
beneficial ownership 
regulations as a priority.  
Companies should begin to 

consider whether they will be 
subject to reporting 
requirements and, if so, 
prepare for implementation.   

BOI Reporting, 

Notice of Proposed 
Rulemaking, 86 
Fed. Reg. 69,920 
(8 December 
2021) 

 
FinCEN proposes 

and seeks public 
comment on new 
AML Corporate 
Transparency Act 
Rulemaking 

https://www.govinfo.gov/content/pkg/FR-2021-12-08/pdf/2021-26548.pdf
https://www.govinfo.gov/content/pkg/FR-2021-12-08/pdf/2021-26548.pdf
https://www.govinfo.gov/content/pkg/FR-2021-12-08/pdf/2021-26548.pdf
https://www.govinfo.gov/content/pkg/FR-2021-12-08/pdf/2021-26548.pdf
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/240945/FinCEN-proposes-and-seeks-public-comment-on-new-AML-Corporate-Transparency-Act-Rulemaking
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/240945/FinCEN-proposes-and-seeks-public-comment-on-new-AML-Corporate-Transparency-Act-Rulemaking
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/240945/FinCEN-proposes-and-seeks-public-comment-on-new-AML-Corporate-Transparency-Act-Rulemaking
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/240945/FinCEN-proposes-and-seeks-public-comment-on-new-AML-Corporate-Transparency-Act-Rulemaking
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/240945/FinCEN-proposes-and-seeks-public-comment-on-new-AML-Corporate-Transparency-Act-Rulemaking
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/240945/FinCEN-proposes-and-seeks-public-comment-on-new-AML-Corporate-Transparency-Act-Rulemaking
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

FinCEN solicits comments on how to streamline, 

modernize, and update the AML/CFT regime. 

On 14 December 2021, FinCEN published a request for 
information (RFI) for Review of Bank Secrecy Act 

Regulations and Guidance as required by the AML Act.  
The RFI “solicit[s] comment on ways to streamline, 
modernize, and update” the AML/CFT regime, so that the 
requirements “protect U.S. national security in a cost-

effective and efficient manner.” The RFI’s 26 topics 
involve regulations and guidance “that may be outdated, 
redundant, or otherwise do not promote a risk-based 
AML/CFT compliance regime,” “threats to the financial 
system and to national security that are not adequately 
addressed by BSA regulations and guidance,” and 

“regulatory safeguards that FinCEN should implement via 

regulation or guidance to better protect the financial 
system from such threats.” The AML Act requires the 
Department of Treasury to provide a report with its 
findings and determinations (along with recommendations 
for modernization) to Congress. 

14 February 

2022 

The deadline for responding to 

the RFI is 14 February 2022, 
and companies may want to 
consider submitting comments.      

Review of Bank 

Secrecy Act 
Regulations and 
Guidance, Request 

for Information, 86 
Fed. Reg. 71201 
(15 December 
2021) 

https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
https://www.federalregister.gov/documents/2021/12/15/2021-27081/review-of-bank-secrecy-act-regulations-and-guidance
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

Biden signs the Uyghur Forced Labor Prevention Act, 
establishing a presumption of forced labour in the 
production of goods produced by Xinjiang entities. 

On 23 December 2022, President Biden signed the Uyghur 
Forced Labor Prevention Act (UFLPA) into law, aimed at 
preventing goods made with forced labour in the Xinjiang 

Autonomous Uyghur Region of China (XUAR) from entering the 
US market. 

Under Section 3 of UFLPA, the Commissioner of Customs and 
Border Protection (CBP) is required to apply a “rebuttable 
presumption” that forced labour was used in the production of 
any goods produced wholly or in part in XUAR or by an entity 
included on one of the forthcoming entity lists.  

Goods produced in XUAR or by one of the entities identified, will 
be banned from import under Section 307 of the Tariff Act of 
1930, unless the importer can demonstrate by “clear and 
convincing evidence” that the goods were not produced with 
forced labour by demonstrating the following –   

1. The importer fully complied with all importer guidance 
and regulations issued by the task force; and 

2. The importer completely responded to all inquiries for 

information by CBP to determine whether forced labour 
was used. 

Under Section 2 of UFLPA, the Forced Labor Enforcement Task 
Force established under the U.S.-Mexico-Canada Agreement 
Implementation Act, is required to publish a government 

strategy that includes entity lists and additional guidance for 
importers overcoming the forced labour presumption within 180 
of enactment of UFLPA – 21 June 2022. To this end, UFLPA 
requires the task force to –  

• First, solicit public comment regarding how to ensure 
items produced as a result of forced labour anywhere 

21 June 2022 The Xinjiang forced 
labour presumption 
takes effect 180 days 
from the enactment of 

the UFLPA – on 21 June 
2022. The deadline for 

the Forced Labor 
Enforcement Task Force 
to provide further 
guidance and entity lists 
is also 21 June 2022. 

Documenting of supply 
chains and ensuring that 

forced labour is not 
involved at any stage is 
especially important. 
This particularly applies 
to companies operating 
in sectors the US 
government has 

identified as industries 
using forced labour in its 
revised Xinjiang Supply 

Chain Business Advisory, 
including – agriculture; 
cell phones; cleaning 

supplies; construction; 
cotton products; 
electronics assembly; 
extractives such as coal, 
copper, hydrocarbons, 
oil, uranium, and zinc; 
hair products; food 

processing factories; 
footwear; gloves; 
hospitality services; 

Uyghur Forced 
Labor Prevention 
Act (23 December 
2021) 

Xinjiang Updated 
Supply Chain 

Business Advisory 

Establishment of 
the Forced Labor 
Enforcement Task 
Force, Executive 
Order 13923, Fed. 
Reg. 30587 (15 

May 2020) 

Xinjiang Uyghur 
Autonomous 
Region WRO 
Frequently Asked 
Questions, CBP 

https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.state.gov/wp-content/uploads/2021/07/Xinjiang-Business-Advisory-13July2021-1.pdf
https://www.state.gov/wp-content/uploads/2021/07/Xinjiang-Business-Advisory-13July2021-1.pdf
https://www.state.gov/wp-content/uploads/2021/07/Xinjiang-Business-Advisory-13July2021-1.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.govinfo.gov/content/pkg/FR-2020-05-20/pdf/2020-10993.pdf
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

within China are not imported into the US within 30 
days of the enactment of UFLPA (23 January 2022); and 

• Second, conduct a public hearing, inviting witnesses to 

testify regarding the use of forced labour in China and 
possible measures to prevent the importation of items 
produced by forced labour into the US within 45 days 

after the close of the public comment period (9 March 
2022). 

Following the public hearing, and in consultation with the US 
Department of Commerce and the US Office of the Director of 
National Intelligence, the task force will develop and publish the 
above mentioned strategy. 

metallurgical grade 
silicon; noodles; printing 
products; renewable 
energy; stevia; sugar; 

textiles; and toys. 

The US House of Representatives passes legislation 

providing statutory authority for insider trading 
violations. 

On 18 May 2021, the US House of Representatives passed the 
Insider Trading Prohibition Act (ITPA). Currently, there is no law 
that specifically prohibits insider trading. Instead, prosecutors 
and regulators rely on fraud statutes to pursue insider trading 
violations. The ITPA is intended to provide statutory authority 

for and codify existing insider trading law that has been 

developed by courts.   

The ITPA would prohibit individuals from trading a security while 
“aware of material, nonpublic information related to such 
security” if the individual “knows, or recklessly disregards that 
such information has been obtained wrongfully, or that such 

purchase or sale would constitute a wrongful use of such 
information.” It also would prohibit transmitting material, 
nonpublic information to others who then trade on the 
information or further share that information. The ITPA contains 

a provision that protects employers from incurring derivative 
liability for their employees’ wrongdoing. 

TBD The US Senate will vote 

on the bill; however, a 
date for the vote has not 
yet been set. The Senate 
is expected to pass the 
bill, at which time it will 
become law. 

Insider Trading 

Prohibition Act 

Congress.gov H.R. 
2655 – Insider 
Trading Prohibition 
Act 

https://www.congress.gov/117/bills/hr2655/BILLS-117hr2655eh.pdf
https://www.congress.gov/117/bills/hr2655/BILLS-117hr2655eh.pdf
https://www.congress.gov/bill/117th-congress/house-bill/2655
https://www.congress.gov/bill/117th-congress/house-bill/2655
https://www.congress.gov/bill/117th-congress/house-bill/2655
https://www.congress.gov/bill/117th-congress/house-bill/2655
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The US Department of Treasury releases report on its tax 
compliance agenda. 

On 20 May 2021, the US Department of the Treasury released a 

report on a set of tax compliance measures aimed at closing the 
“tax gap” between taxes owed and taxes paid. President Biden’s 
compliance agenda includes:  

• providing additional resources to the IRS to address 
sophisticated tax evasion; 

• allowing the IRS to utilize information that financial 
institutions already know about the accounts they house; 

• overhauling outdated IRS technology; and 

• increasing penalties for tax crimes. 

Treasury expects these measures to bring in an additional $700 

billion in tax revenue over the next decade. 

2022 The Biden administration 
continues to lay out 
proposed tax 
administrative changes 

that require additional 
spending authorization 

from Congress. And the 
House of 
Representatives drafted 
and passed legislation 
that would have created 
such authorization had 
the legislation made its 

way through the Senate.  

Nonetheless, the Biden 
administration is 
expected to continue to 
pursue these tax 
changes in 2022. 

Financial institutions and 

businesses should 
continue to monitor 
compliance with IRS 

guidance and rules with 
an understanding that 
increased funding will 

directly translate to 
increased IRS and DOJ 
enforcement in addition 
to the uptick in 
enforcement that we are 
seeing with current 
funding levels. 

The American 
Families Plan Tax 
Compliance 
Agenda 

Congressional 
Budget Office 

Estimates Impact 
of Additional IRS 
Funding 

Manchin Statement 
on Build Back 
Better Act 

 

https://home.treasury.gov/system/files/136/The-American-Families-Plan-Tax-Compliance-Agenda.pdf
https://home.treasury.gov/system/files/136/The-American-Families-Plan-Tax-Compliance-Agenda.pdf
https://home.treasury.gov/system/files/136/The-American-Families-Plan-Tax-Compliance-Agenda.pdf
https://home.treasury.gov/system/files/136/The-American-Families-Plan-Tax-Compliance-Agenda.pdf
https://www.cbo.gov/publication/57620
https://www.cbo.gov/publication/57620
https://www.cbo.gov/publication/57620
https://www.cbo.gov/publication/57620
https://www.cbo.gov/publication/57620
https://www.manchin.senate.gov/newsroom/press-releases/manchin-statement-on-build-back-better-act
https://www.manchin.senate.gov/newsroom/press-releases/manchin-statement-on-build-back-better-act
https://www.manchin.senate.gov/newsroom/press-releases/manchin-statement-on-build-back-better-act
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The Infrastructure Investment and Jobs Act created new 
reporting requirements for dealing in digital assets. 

Congress passed the Infrastructure Investment and Jobs Act in 

early December 2021. The legislation added two new reporting 
requirements for companies who deal in digital assets. First, all 
brokers will be required to report digital asset gains, including 

identifying customer names and addresses, to the IRS. Second, 
the reporting requirement for businesses that receive more than 
$10,000 in cash over a 12-month period will be expanded to 
cover digital assets.  

January 2024 Although the reporting 
provisions will not come 
into effect until January 
2024, companies and 

financial institutions 
should begin to assess 

the burdens and logistics 
of compliance now since 
failure to comply can 
result in civil and 
criminal penalties.  

Infrastructure 
Investment and 
Jobs Act 

  

FinCEN may establish a process for issuing no-action 

letters. 

As required by Section 6305(a) of the Anti-Money Laundering 
Act of 2020, FinCEN conducted an assessment (Assessment) 
regarding whether it would be helpful to establish a process by 
which FinCEN could issue no-action letters. On 28 June 2021, 
FinCEN presented its findings to Congress. 

FinCEN’s Assessment concluded that implementing “a no-action 
letter process would be a useful complement to its current 

forms of regulatory guidance and relief.” Establishing a process 

for no-action letters (which agencies such as the SEC and OFAC 
already use) would allow an entity to submit an inquiry about 
how the Bank Secrecy Act and other anti-money laundering 
laws would apply in a particular situation. In addition to 
providing comfort to the submitting party, FinCEN also would be 

able to communicate its stance on practical applications of anti-
money laundering laws to the public.  

The Assessment also noted that FinCEN will continue to actively 
engage with its government partners and the public as it 

promulgates rules on the no-action letter process to “ensure 
[that] all constructive feedback” from its constituencies are 
considered.  

Ongoing The Anti-Money 

Laundering Act of 2020 

required that FinCEN 
propose rules to 
implement the 
Assessment’s findings 
and determinations 
within 180 days of its 
enactment (or no later 

than June 30, 2021). 
While the Assessment 

noted that FinCEN may 
promulgate rules, it has 
missed that deadline, 
and therefore the timing 

of the rulemaking 
process is unclear. 
Financial institutions 
should monitor 
developments.  

FinCEN Completes 

Assessment on the 

Use of No-Action 
Letters 
 
Assessment of No-
Action Letter in 
Accordance with 
Section 6305 of 

the Anti-Trust 
Laundering Act of 

2020  
 
FinCEN on Fire: 
Rapid Release of 

AML Act Updates 
 

https://www.govtrack.us/congress/bills/117/hr3684/text/enr
https://www.govtrack.us/congress/bills/117/hr3684/text/enr
https://www.govtrack.us/congress/bills/117/hr3684/text/enr
https://www.fincen.gov/news/news-releases/fincen-completes-assessment-use-no-action-letters
https://www.fincen.gov/news/news-releases/fincen-completes-assessment-use-no-action-letters
https://www.fincen.gov/news/news-releases/fincen-completes-assessment-use-no-action-letters
https://www.fincen.gov/news/news-releases/fincen-completes-assessment-use-no-action-letters
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://www.fincen.gov/sites/default/files/shared/No-Action%20Letter%20Report%20to%20Congress%20per%20AMLA%20for%20ExecSec%20Clearance%20508.pdf
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/243247/FinCEN-on-fire-Rapid-release-of-AML-Act-updates
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/243247/FinCEN-on-fire-Rapid-release-of-AML-Act-updates
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/243247/FinCEN-on-fire-Rapid-release-of-AML-Act-updates
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The Biden Administration issues the US Strategy on 
Countering Corruption. 

On 6 December 2021, the Biden Administration issued the US 

Strategy on Countering Corruption (Strategy), a 38-page, 
comprehensive document describing current and anticipated 
corruption-related initiatives across executive agencies and 

detailing the Administration’s priorities with respect to both 
domestic and foreign corruption. The Strategy is the product of 
an interagency review involving representatives from at least 15 
agencies and offices that was mandated by President Biden’s 3 
June 2021 National Security Study Memorandum-1 (NSSM-1) 
entitled “Establishing the Fight Against Corruption as a Core 
United National Security Interest.” 

The Strategy’s findings and priorities are organized into five 
overarching goals: (1) modernizing, coordinating, and 
resourcing US government efforts to better fight corruption; (2) 
curbing illicit finance; (3) holding corrupt actors accountable; 
(4) preserving and strengthening the multilateral anti-corruption 
architecture; and (5) improving diplomatic engagement and 
leveraging foreign assistance resources to advance policy 

objectives. The Biden Administration has developed action items 
(referred to as lines of efforts or LOEs) to benchmark its 

progress.  

Ongoing Federal departments and 
agencies will provide an 
annual report on 
progress towards the 

Strategy’s goals. In the 
meantime, there likely 

will be significant activity 
on the LOEs. Companies 
should monitor these 
developments and be 
prepared to take action 
as appropriate.   

 

United States 
Strategy on 
Countering 
Corruption 

Regulators may be increasing their focus on whether and 
how companies’ compliance programs retain personal 
communications and ephemeral messaging.  

On 17 December 2021, a financial institution agreed to pay 
$200 million in fines to the SEC and Commodities Futures 
Trading Commission (CFTC) and retain a compliance consultant 
for allowing employees to discuss business on their personal 

devices without preserving those communications. The financial 
institution was charged with failing to appropriately retain and 
implement controls on the use of personal communications and 

messaging platforms in violation of applicable recordkeeping 

Ongoing Work from home 
arrangements have 
skyrocketed during the 

pandemic and likely are 
here to stay. Companies 
should review their 
compliance programs to 
ensure that they have 

implemented guidance 
and controls designed to 

retain and prevent the 

Enforcement 
Appears as 
Messages 

Disappear 

https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/247357/Enforcement-appears-as-messages-disappear-The-perils-of-personal-and-ephemeral-messaging
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/247357/Enforcement-appears-as-messages-disappear-The-perils-of-personal-and-ephemeral-messaging
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/247357/Enforcement-appears-as-messages-disappear-The-perils-of-personal-and-ephemeral-messaging
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/247357/Enforcement-appears-as-messages-disappear-The-perils-of-personal-and-ephemeral-messaging
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

and supervision laws, rules, and regulations. The settlements 
noted that the financial institution’s inability to preserve the 
requested documents delayed the investigations and resulted in 
the expenditure of additional resources.  

Companies generally should note that the Foreign Corrupt 
Practices Act Corporate Enforcement Policy, which applies to all 

white-collar matters handled by the DOJ’s Criminal Division, 
requires companies to implement “appropriate guidance and 
controls of the use of personal communications and ephemeral 
messaging platforms” to qualify for remediation credit. 

improper destruction or 
deletion of personal 
communications and 
ephemeral messaging.  

The Biden Administration is prioritizing the 
criminalization of the demand side of bribery.  

The US Strategy on Countering Corruption issued in December 

2021 states that the Biden Administration intends to work with 
allies and partners “on enacting legislation criminalizing the 
demand side of bribery.” An ongoing criticism of the FCPA is 
that, unlike foreign anti-bribery statutes like the UK Bribery Act, 
it only prohibits paying or agreeing to pay bribes—not soliciting 
or accepting bribes. Bipartisan groups of legislators previously 
have proposed legislation to fill that gap (e.g., the Foreign 

Extortion Prevention Act in August 2019), which, if passed, 

would have provided a mechanism for the DOJ to prosecute 
foreign officials who demanded bribes.  

Ongoing It is unclear what steps 
the Biden Administration 

will take to advance the 

goal of criminalizing 
corruption or the 
timeline for taking such 
action. However, with 
the Biden 
Administration’s support, 
there may be renewed 

efforts to pass legislation 
criminalizing the demand 

side of bribery. 
Companies should 
monitor potential 
legislation. 

United States 
Strategy on 

Countering 

Corruption 

 

https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
https://www.whitehouse.gov/wp-content/uploads/2021/12/United-States-Strategy-on-Countering-Corruption.pdf
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