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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

The Anti-Money Laundering Act of 2020 
strengthened the US government’s ability to seek 
foreign bank records. 

On 1 January 2021, the US Congress overrode former 
President Trump’s veto of the Anti-Money Laundering Act 

of 2020 (AML Act) contained in the National Defense 
Authorization Act for Fiscal Year 2021. The AML Act 

permits the US Department of Treasury and US 
Department of Justice to issue a subpoena for records to 
any foreign bank that maintains a correspondent account 
in the United States. This new subpoena power is not 
limited to records related to the correspondent account, 

which is the limitation that existed previously. Rather, it 
permits the US government to request records related to 
any account at the foreign bank, including records 
maintained outside of the United States. The AML Act 
prohibits US courts from quashing or modifying a 
subpoena on the sole ground that a financial institution’s 

compliance with the subpoena would conflict with foreign 
bank secrecy or confidentiality laws. 

Current The AML Act’s expansion of the 
subpoena power strengthens 
the US government’s ability to 
conduct investigations 
involving foreign banks and to 

pursue enforcement actions, as 
it will now have an easier path 
to access and use documents 

that previously were difficult to 
obtain. 

 

 

National Defense 
Authorization Act 
for Fiscal Year 
2021; H.R. 6395 
(116th) 

 
Congress passes 
the Anti-Money 

Laundering Act of 
2020, amending 
and modernizing 
the Bank Secrecy 

Act 

The US Congress enacted the Corporate 
Transparency Act, which created an ultimate 
beneficial ownership register. 

On 1 January 2021, the US Congress overrode former 
President Trump’s veto of the Corporate Transparency Act 

(which is part of the National Defense Authorization Act 
for Fiscal Year 2021). The Corporate Transparency Act 
requires corporations, limited liability companies, and 
similar entities to file reports with and keep current 
information about their beneficial ownership with the US 

Department of Treasury’s Financial Crimes Enforcement 
Network (FinCEN). These reports must include the full 

name, date of birth, residential or business address, and 
information from an identification document or FinCEN 
identifier number for the beneficial owner(s). FinCEN will 

Current While financial institutions 
mostly are exempt from the 
beneficial owner reporting 
requirement, they should 
consider restructuring their 

policies, procedures, and 
controls to incorporate checks 
against the contemplated 
ultimate beneficial ownership 
database. 

 

National Defense 
Authorization Act 
for Fiscal Year 
2021; H.R. 6395 
(116th) 

 
Congress passes 
the Anti-Money 
Laundering Act of 
2020, amending 

and modernizing 
the Bank Secrecy 

Act 

https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
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Immediate impact Short-term impact On the horizon 

maintain this information in a non-public beneficial 
ownership database and can disclose information to 
financial institutions with the reporting company’s 
consent.  

Notably, many financial institutions, including registered 
issuers, federal and state credit unions, broker dealers, 
and qualifying larger companies are exempt from this 

reporting requirement, which is directed at smaller 
business and shell companies.  

The US Congress expanded the US Securities and 

Exchange Commission’s disgorgement authority. 

Previously, the Securities and Exchange Act of 1934 did 
not explicitly authorize the US Securities and Exchange 

Commission (SEC) to seek disgorgement in federal court.  
Instead, the SEC was limited to seeking disgorgement as 
“equitable relief.”  

In 2017, the US Supreme Court held that disgorgement 
was a “penalty” subject to a five-year statute of 
limitations period in Kokesh v. SEC. Three years later, the 
Supreme Court re-visited the SEC’s disgorgement 

authority in Liu v. SEC. In that decision, the Supreme 

Court affirmed the SEC’s ability to seek disgorgement, but 
limited disgorgement to the wrongdoer’s net profits and 
required courts to deduct legitimate expenses when 
calculating net profits.  

On 1 January 2021, the US Congress overrode former 
President Trump’s veto of the National Defense 

Authorization Act for Fiscal Year 2021 (NDAA), which 
expanded the SEC’s ability to seek disgorgement and 
addressed issues raised by the Kokesh and Liu decisions. 
The NDAA expressly authorizes the SEC to seek 
disgorgement for “unjust enrichment” and extends the 

statute of limitations for seeking disgorgement from five 

years to ten years for scienter-based violations.   

Current The impact of the NDAA’s 

disgorgement authorization is 
unclear. However, irrespective 
of how courts treat 

disgorgement, the SEC now 
has more time – up to 10 years 
– to seek this remedy for 
scienter-based violations. This 
means that the SEC also will 
have additional time to conduct 
complex investigations and will 

have another incentive to 
pursue scienter-based charges.  

Financial institutions should 
stay apprised of future court 
decisions interpreting the 
NDAA’s authorization of 
disgorgement.  

National Defense 

Authorization Act 
for Fiscal Year 
2021; H.R. 6395 

(116th) 
 

https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
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The Anti-Money Laundering Act of 2020 expanded 
information-sharing initiatives for financial 
institutions.  

On 1 January 2021, the US Congress overrode former 
President Trump’s veto of the Anti-Money Laundering Act 
of 2020 (AML Act), which is intended to modernize anti-
money laundering laws and assist financial institutions in 

responding “to new and emerging threats.” To accomplish 
this goal, the AML Act requires the US Department of 
Treasury (Treasury), along with the Attorney General, 
federal and state financial regulators, and national 

security agencies, to increase financial institutions’ ability 
to discuss risks with the US government and with other 

financial institutions.  

For example, the AML Act: 

• formalizes the FinCEN Exchange program, which 
was initially launched in 2017 to enhance 
information sharing between government 
agencies and financial institutions;   

• requires the US Department of Treasury to 

establish a pilot program that allows financial 

institutions to share information contained in 
suspicious activity reports with its foreign 
branches, subsidiaries, and affiliates in certain 
jurisdictions to combat money laundering and the 
financing of terrorism; and 

• creates a Subcommittee on Innovation and 

Technology with Innovation Officers responsible 
for communicating with financial institutions (as 
well as regulators and law enforcement agencies) 
and providing technical assistance and guidance 
related to financial institutions’ implementation of 
new technologies. 

Current The AML Act will affect many 
aspects of how financial 
institutions interact with 
federal and state regulators, 
enforcement agencies, and 
other financial institutions. The 
AML Act requires the Treasury 

to promulgate rules to 
establish and execute 
programs to increase 
communication. For example, 

the Treasury must issue rules 
allowing financial institutions to 

share information with its 
foreign branches, subsidiaries, 
and affiliates within one year of 
the AML Act’s enactment. 

Financial institutions should 
monitor updates in these areas 
and consider whether their 

policies and procedures are 
structured to utilize these 
information-sharing programs 

to their benefit. 

National Defense 
Authorization Act 
for Fiscal Year 
2021; H.R. 6395 
(116th) 
 
Congress passes 

the Anti-Money 
Laundering Act of 
2020, amending 
and modernizing 

the Bank Secrecy 
Act 

The Anti-Money Laundering Act of 2020 updated the 
Bank Secrecy Act’s whistleblower program.  

Current As the new BSA whistleblower 
program is modelled after the 
SEC’s program, it may have a 
similarly far-reaching impact. 

National Defense 
Authorization Act 
for Fiscal Year 

https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
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The Anti-Money Laundering Act (AML Act) updated and 
strengthened the Bank Secrecy Act (BSA) whistleblower 
program, which currently provides for whistleblower 
awards in the lesser of $150,000 or 25% of the penalties 
imposed in a related enforcement action. The BSA 
program previously had been criticized because the 
awards were considered insufficient to incentivize 

whistleblowers to report information to the US 
government.   

Under the new BSA program, whistleblowers are eligible 
for up to 30% of collected fines in a related enforcement 

action imposing more than $1 million in monetary 
sanctions. Notably, the new BSA whistleblower program is 

modelled after the whistleblower program implemented 
by the US Securities and Exchange Commission (“SEC”), 
which has been highly successful—whistleblower tips have 
led to the SEC’s recovery of more than $2 billion in 
monetary sanctions. 

Financial institutions should 
prepare for a potential increase 
in enforcement stemming from 
whistleblower reports. 

2021; H.R. 6395 
(116th) 
 
Congress passes 
the Anti-Money 
Laundering Act of 
2020, amending 

and modernizing 
the Bank Secrecy 
Act 

The First Circuit Court of Appeals confirmed the US 
government’s expansive authority to search 

electronic devices at the border.  

In the closely watched case Alasaad v. Wolf, the US Court 
of Appeals for the First Circuit confirmed that border 
agents can search electronic devices, including cell 
phones and laptops, at the border without a warrant or 
probable cause. The First Circuit also held that border 
agents can conduct certain types of searches absent 

reasonable suspicion and search electronic devices for 
evidence of contraband or other crimes enforced by the 
US Department of Homeland Security. Finally, the First 
Circuit held that border agents may detain an electronic 
device even after the traveller crosses the border and 
leaves the point of entry. 

Current This decision may result in 
additional potential exposure of 

sensitive or confidential 
business information if border 

agents seize and search an 
international business 
traveller’s cell phone, laptop, 
or other electronic device. 

While the First Circuit’s opinion 

is largely consistent with 
decisions in other US 
jurisdictions, Alasaad’s holding 
that border agents can search 
electronic devices to identify 
evidence of contraband or a 

border-related crime is 
inconsistent with the Ninth 
Circuit’s holding in United 
States v. Cano, which restricts 
border agents to searching for 

Alasaad v. Wolf 
(1st Cir. Feb. 9, 

2021) 
 

The First Circuit 
Court of Appeals 
confirms 
government 
expansive 

authority to search 
electronic devices 

https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://law.justia.com/cases/federal/appellate-courts/ca1/20-1077/20-1077-2021-02-09.html
https://law.justia.com/cases/federal/appellate-courts/ca1/20-1077/20-1077-2021-02-09.html
https://law.justia.com/cases/federal/appellate-courts/ca1/20-1077/20-1077-2021-02-09.html
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/239683/The-First-Circuit-Court-of-Appeals-confirms-governments-expansive-authority-to-search-electronic-devices


 

6 

 

Immediate impact Short-term impact On the horizon 

contraband itself. Financial 
institutions should note other 
circuit court decisions opining 
on this issue, as well as any 
indication that the Supreme 
Court may weigh in to address 
the circuit split. 

Financial institutions also 
should follow developments in 
Andrews v. New Jersey (No. 
20-937), which poses the 

question of whether an 
individual can be compelled to 

disclose the password to an 
electronic device even if it 
would violative his or her Fifth 
Amendment privilege against 
self-incrimination. The 
Supreme Court has not decided 
whether to grant the writ of 

certiorari filed in that case. 

The United States imposed sanctions in response to 

the evolving situation in Burma. 

On 10 February 2021, US President Biden issued 
Executive Order (EO) “Blocking Property With Respect to 
the Situation in Burma” in response to the 1 February 
2021 military coup that overthrew the civilian government 

in Burma. The EO blocks the assets of persons found by 
the US government to operate in the Burmese military, 
defense sector or other sectors as determined by the US 
government, or to be engaging or have engaged in 
activities that undermine peace and democracy in Burma. 

The US Office of Foreign Assets Control (OFAC) acted 

under the authority of the EO and concurrently placed ten 
(10) Burmese military leaders and three (3) entities on 
the Specially Designated Nationals and Blocked Persons 

Current Financial institutions and 

countries should continue 
monitoring the US 
government’s response to the 
situation in Burma, which could 
lead to sanctions on more 

persons and in additional 
sectors.     

Blocking Property 

With Respect to 
the Situation in 
Burma 
 
OFAC’s Press 

Release on the 
Executive Order 
 
OFAC designations 

https://home.treasury.gov/system/files/126/14014.pdf
https://home.treasury.gov/system/files/126/14014.pdf
https://home.treasury.gov/system/files/126/14014.pdf
https://home.treasury.gov/system/files/126/14014.pdf
https://home.treasury.gov/news/press-releases/jy0024
https://home.treasury.gov/news/press-releases/jy0024
https://home.treasury.gov/news/press-releases/jy0024
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210211
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List (SDN List) for their role in the coup and support of 
the Burmese military and security forces.    

The Biden Administration continues sanctions on 
Hong Kong 

On 17 March 2021, OFAC updated SDN List entries for 
twenty-four (24) sanctioned Chinese and Hong Kong 
government officials. While these sanctioned government 

officials had already been added to the SDN List under the 
authority of Executive Order 13936, the update reflects 
that these individuals carry a secondary sanctions risk 

pursuant to the Hong Kong Autonomy Act (HKAA). This 
action shortly followed the US government’s identification 
of these sanctioned government officials pursuant to the 

HKAA on 16 March 2021.  

The US began imposing sanctions on Hong Kong during 
the Trump Administration in the summer of 2020. On 14 
July 2020, former President Trump signed into law the 
HKAA, which authorises sanctions on individuals, entities 
and companies, as well as financial institutions identified 
by the US government as contributing to the situation in 

Hong Kong. Further, former President Trump issued 

Executive Order 13936 (in part under the authority of the 
HKAA) on 14 July 2020. Executive Order 13936 ended 
preferential treatment, including trade and travel benefits, 
for Hong Kong and authorises the imposition of financial 
sanctions on individuals and entities. 

OFAC first designated eleven (11) high-ranking Chinese 

and Hong Kong government officials as SDNs on 7 August 
2020 under Executive Order 13936, and has continued 
designating government officials.  

Current Financial institutions and 
businesses should continue 
monitoring the US 
government’s sanctions on 
Hong Kong and stay apprised 

of the different types of 
sanctions that apply to 
designated persons.  

OFAC SDN List 
Entry Updates 
 
Updated HKAA 
Report 

 
Executive Order 
13936 

 
Hong Kong 
Autonomy Act 

 
 

FinCEN proposes new recordkeeping, verification, 
and reporting requirements for transactions 

involving virtual currency and digital assets. 

On 23 December 2020, FinCEN published a Notice of 
Proposed Rulemaking (NPRM) to establish new 
requirements for convertible virtual currency (CVC) and 

29 March 
2021 

The proposed rule would affect 
the way banks and MSBs 

operating in the United States 

engage in CVC transactions 
and expand their obligations 
under the BSA. Should these 

Federal Register: 
Requirements for 

Certain 

Transactions 
Involving 
Convertible Virtual 

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210317
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210317
https://www.state.gov/update-to-report-on-identification-of-foreign-persons-involved-in-the-erosion-of-the-obligations-of-china-under-the-joint-declaration-or-the-basic-law/
https://www.state.gov/update-to-report-on-identification-of-foreign-persons-involved-in-the-erosion-of-the-obligations-of-china-under-the-joint-declaration-or-the-basic-law/
https://home.treasury.gov/system/files/126/13936.pdf
https://home.treasury.gov/system/files/126/13936.pdf
https://www.congress.gov/bill/116th-congress/house-bill/7440/text
https://www.congress.gov/bill/116th-congress/house-bill/7440/text
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
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legal tender digital asset transactions. The proposed rule 
would expand US banks and money services businesses 
(MSBs) current currency transaction reporting (CTR) 
requirements to certain deposits, withdrawals, exchanges, 
or other payments or transfers of CVC.   

CVC is a medium of exchange, such as cryptocurrency, 
that either has an equivalent value as currency or acts as 

a substitute for currency, but lacks legal tender status. 
Some individuals use financial institutions to facilitate CVC 
transactions on their behalf or to provide custody services 
for their CVC transactions (hosted wallets), and others 

store their private key in a software program or written 
record (unhosted wallets). 

The NPRM proposes four key changes to existing CTR 
regulations: 

1. extend verification and recordkeeping 
requirements to transactions with unhosted or 
otherwise covered wallets valued at more than 
$3,000; 

2. extend reporting requirements to transactions 

with unhosted or otherwise covered wallets; 

3. add a prohibition on “structuring” virtual currency 
transactions to avoid reporting requirements; and 

4. expand the BSA definition of “monetary 
instruments” to include CVC. 

rules come into effect, financial 
institutions will need to re-
evaluate the sufficiency of their 
corporate compliance programs 
to ensure they can effectively 
respond to these expanded 
requirements.  

 

FinCEN has twice extended the 
public comment period, which 

now ends on 29 March 2021. 
Financial institutions should 
stay apprised of the status of 

the NPRM. 

Currency or Digital 
Assets (23 
December 2020) 
 
Federal Register: 
Requirements for 
Certain 

Transactions 
Involving 
Convertible Virtual 
Currency or Digital 

Assets (28 January 
2021) 

 
FinCEN proposes 
new 
recordkeeping, 
verification, and 
reporting 
requirements for 

transactions 
involving virtual 
currency and 
digital assets 

President Biden suspended the Executive Order on 
securing the US bulk-power system. 

On 20 January 2021, US President Biden issued an 
Executive Order (the January 2021 Order) suspending 
former President Trump’s 1 May 2020 Executive Order 
(the May 2020 Order) on securing the US bulk-power 

system for 90 days.   

As described in the previous issue of the Horizon 

Scanner, the May 2020 Order was aimed at preventing 
cyberattacks to and interference by foreign adversaries 

20 April 2021 The January 2021 Order 
suspended the May 2020 Order 

for 90 days (or until 20 April 
2021). The DOE and Office of 
Management and Budget are 
now considering whether to 

revise and replace the May 
2020 Order. 

Protecting Public 
Health and the 

Environment and 
Restoring Science 
to Tackle the 
Climate Crisis 

Executive Order 
 

DOE Prohibition 
Order 
 

https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2020/12/23/2020-28437/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://www.federalregister.gov/documents/2021/01/28/2021-01918/requirements-for-certain-transactions-involving-convertible-virtual-currency-or-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238156/FinCEN-proposes-new-recordkeeping-verification-and-reporting-requirements-for-transactions-involving-virtual-currency-and-digital-assets
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/01/20/executive-order-protecting-public-health-and-environment-and-restoring-science-to-tackle-climate-crisis/
https://www.federalregister.gov/documents/2021/01/06/2020-28773/prohibition-order-securing-critical-defense-facilities
https://www.federalregister.gov/documents/2021/01/06/2020-28773/prohibition-order-securing-critical-defense-facilities
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Immediate impact Short-term impact On the horizon 

 
on the US power grid. It prohibited the acquisition, 
importation, transfer, or installation of bulk-power system 
electric equipment in the US power grid if the US 
Department of Energy (DOE) determined that: (i) the 
equipment had a nexus with any foreign adversary (e.g., 
produced or supplied by entities subject to the jurisdiction 
of certain high-risk countries); and (ii) the transaction 

posed an unacceptable risk to national security.  

While President Biden’s January 2021 Order does not 
rescind the May 2020 Order, it provides the US 
government with time to consider revising or replacing 

the latter. Significantly, although the requirements and 
DOE rulemaking process under the May 2020 Order are 

suspended, DOE has stated that it expects utilities 
subject to its Prohibition Order “will refrain” from 
installing certain bulk-power electric equipment and 
components and “will continue to work with” the DOE “on 
identifying and mitigating supply chain vulnerabilities.”  
DOE’s Prohibition Order, effective 16 January 2021 and 
issued under the authority of the May 2020 Order, 

prohibits utilities that directly serve Critical Defense 
Facilities (CDFs) at a service voltage of 69kV or above 
from acquiring, importing, transferring, or installing 

certain types of BPS electric equipment that is 
manufactured or supplied by Chinese owned or controlled 
entities.   

DOE FAQ Guidance 
Webpage  
 
DOE Notice on 
Securing the 
United States Bulk-
Power System 

https://www.energy.gov/oe/bulkpowersystemexecutiveorder
https://www.energy.gov/oe/bulkpowersystemexecutiveorder
https://www.federalregister.gov/documents/2020/07/08/2020-14668/securing-the-united-states-bulk-power-system
https://www.federalregister.gov/documents/2020/07/08/2020-14668/securing-the-united-states-bulk-power-system
https://www.federalregister.gov/documents/2020/07/08/2020-14668/securing-the-united-states-bulk-power-system
https://www.federalregister.gov/documents/2020/07/08/2020-14668/securing-the-united-states-bulk-power-system
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

Joe Biden became the President of the United States.   

On 20 January 2021, Joe Biden became the President of the 
United States. The change in administration has resulted in new 
executive orders, policies, and priorities. There likely will be 
ongoing changes in US white-collar enforcement, sanctions 
regimes (particularly with respect to Cuba, Iran and Venezuela), 

and data privacy regulations. 

Q1-Q2 2021 Financial institutions and 
companies should 
monitor developments, 
as the substance and 
timing of these changes 
currently are unknown.   

 



 

11 

 

Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The US Internal Revenue Service and US Department of 
Justice are focusing on conservation easement donations. 

In late 2019, the US Internal Revenue Service (IRS) announced 
a coordinated campaign designed to shine a light on syndicated 
conservation easements and those who are considered 
promoters.  On its civil side, the IRS established an issue group 

for highly-trained agents to gain further specialized knowledge 

with respect to various conservation easements.  The early 
audits generated much litigation and controversy, highlighted by 
IRS press releases and a settlement initiative.  These cases also 
were flagged and referred to the IRS Criminal Investigation 
Division and the US Department of Justice (DOJ) for criminal 
prosecution.  The DOJ recently announced the guilty plea of tax 

professionals with respect to more than $1.2 billion in 
fraudulent charitable deductions related to conservation 
easements. 

Ongoing The IRS is using all 
available tools to root 
out fraudulent charitable 
deductions—but casting 
a wide net often catches 
more than just the 

target.  Taxpayers with 
large charitable 

deductions or 
conservation easement-
related deductions 
should be prepared for 
increased IRS 

scrutiny.  Those who 
have engaged in 
conservation easement 
donations also should 
consider whether to 
enter into the settlement 
initiative. 

IRS List of Active 
Issue Campaigns 

IRS Announces 
Settlement 
Initiative Progress 
for Conservation 

Easements 

Department of 
Justice Announces 
Guilty Plea in $1.2 
Billion Fraudulent 
Deduction Scheme 

 

The US Internal Revenue Service Criminal Investigation 
Division is ramping up investigation and enforcement. 

On 3 March 2021, the US Internal Revenue Service (IRS) 
Commissioner Charles Rettig noted in his remarks to the Federal 
Bar Association’s Tax Section that it has requested and secured 
additional funding in furtherance of expanding and enhancing 

the IRS’s Criminal Investigation Division (CID).  The IRS CID 
2020 Annual Report also includes statistics that indicate the 
IRS’s enforcement activity has not slowed despite the COVID-19 
pandemic. For example, the Annual Report touts a 90.4% 

conviction rate and identification of $10.7 billion in tax fraud 
and other financial crime. Hardly a single workday passes 
without the CID issuing a press release detailing new charges, 

pleas entered, and/or sentences ordered. Layered onto this 
traditional – albeit currently well-utilized – method of 

Ongoing The IRS CID is going to 
great lengths to highlight 
its enforcement 
successes and to add to 
its ranks. Companies and 
financial institutions 

should prepare for a 
surge in investigations 
and enforcement 
activity. 

IRS:CI Annual 
Report 2020 

IRS Criminal 
Investigation 
Twitter Handle 

 

https://www.irs.gov/businesses/corporations/lbi-active-campaigns
https://www.irs.gov/businesses/corporations/lbi-active-campaigns
https://www.irs.gov/newsroom/settlements-begin-in-syndicated-conservation-easement-transaction-initiative
https://www.irs.gov/newsroom/settlements-begin-in-syndicated-conservation-easement-transaction-initiative
https://www.irs.gov/newsroom/settlements-begin-in-syndicated-conservation-easement-transaction-initiative
https://www.irs.gov/newsroom/settlements-begin-in-syndicated-conservation-easement-transaction-initiative
https://www.irs.gov/newsroom/settlements-begin-in-syndicated-conservation-easement-transaction-initiative
https://www.justice.gov/opa/pr/atlanta-tax-professionals-plead-guilty-promoting-syndicated-conservation-easement-tax-scheme
https://www.justice.gov/opa/pr/atlanta-tax-professionals-plead-guilty-promoting-syndicated-conservation-easement-tax-scheme
https://www.justice.gov/opa/pr/atlanta-tax-professionals-plead-guilty-promoting-syndicated-conservation-easement-tax-scheme
https://www.justice.gov/opa/pr/atlanta-tax-professionals-plead-guilty-promoting-syndicated-conservation-easement-tax-scheme
https://www.justice.gov/opa/pr/atlanta-tax-professionals-plead-guilty-promoting-syndicated-conservation-easement-tax-scheme
https://www.irs.gov/pub/irs-pdf/p3583.pdf
https://www.irs.gov/pub/irs-pdf/p3583.pdf
https://twitter.com/IRS_CI
https://twitter.com/IRS_CI
https://twitter.com/IRS_CI
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

communicating to the public is the CI Twitter handle @IRS_CI. 
Through Twitter, CID announced its top five cases of 2020. CID 
regularly uses the Twitter handle to highlight its enforcement 
successes and provide information regarding current 
enforcement efforts.  

US Congress is considering a bill that would criminalize 

soliciting or receiving bribes and establish a process to 
fund overseas anti-corruption initiatives. 

The Russian and Other Overseas Kleptocracy (CROOK) Act was 
introduced in US Congress with bipartisan support. The 
committees assigned the bill to the full US House of 
Representatives and Senate for consideration on 18 December 
2019, but the US Congress has not yet voted on the bill.  

The US Foreign Corrupt Practices Act (FCPA) criminalizes 
offering, paying, or promising to pay bribes to foreign officials. 
The CROOK Act, if passed, also would criminalize soliciting or 
receiving bribes. It would require 5% of fines levied in FCPA 

enforcement actions to be deposited into an anti-corruption 
“action fund,” which would be used to assist overseas anti-
corruption initiatives. 

Ongoing It is unclear when 

Congress will vote on the 
CROOK Act. Companies 
should continue to 
monitor developments. 

H.R. 3843 – 

Countering Russian 
and Other 
Overseas 
Kleptocracy Act 

 

https://www.congress.gov/bill/116th-congress/house-bill/3843?q=%7B%22search%22%3A%5B%22The+Countering+Russian+and+Other+Overseas+Kleptocracy+%28CROOK%29+Act+%5Cu2013+H.R.+3843%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3843?q=%7B%22search%22%3A%5B%22The+Countering+Russian+and+Other+Overseas+Kleptocracy+%28CROOK%29+Act+%5Cu2013+H.R.+3843%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3843?q=%7B%22search%22%3A%5B%22The+Countering+Russian+and+Other+Overseas+Kleptocracy+%28CROOK%29+Act+%5Cu2013+H.R.+3843%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3843?q=%7B%22search%22%3A%5B%22The+Countering+Russian+and+Other+Overseas+Kleptocracy+%28CROOK%29+Act+%5Cu2013+H.R.+3843%22%5D%7D&s=3&r=1
https://www.congress.gov/bill/116th-congress/house-bill/3843?q=%7B%22search%22%3A%5B%22The+Countering+Russian+and+Other+Overseas+Kleptocracy+%28CROOK%29+Act+%5Cu2013+H.R.+3843%22%5D%7D&s=3&r=1


 

This document is intended as a general overview and discussion of the subjects dealt with. The information provided here was accurate as of the day it 

was created; however, the law may have changed since that date. This information is not intended to be, and should not be used as, a substitute for 
taking legal advice in any specific situation. The authors are not responsible for any actions taken or not taken on the basis of this publication. Where 

references or links are made to external publications or websites, the views expressed are those of the authors of those publications or websites which 

are not necessarily those of the authors of this document, who accept no responsibility for the contents or accuracy of those publications or websites. 

eversheds-sutherland.com/financialinstitutions 
© Eversheds Sutherland 2021. All rights reserved. 

Eversheds Sutherland (International) LLP is part of a global legal practice, operating through various separate and distinct legal entities, under Eversheds 

Sutherland. For a full description of the structure and a list of offices, please visit www.eversheds-sutherland.com. 

MAN_002\10155273\1 

 

Contacts 

 

Sarah Paul 
Partner 

T: +12 1 23 01 65 87 

sarahpaul@ 
eversheds-sutherland.us   

Andrea Gordon 
Associate 

T: +12 0 23 83 09 55 

andreagordon@ 
eversheds-sutherland.us  

 

Emily Rosenblum 

Associate 

T: +1 610 742 0889 

emilyrosenblum@ 

eversheds-sutherland.us 

 

 

Daniel Strickland 

Associate 

T: +12 0 23 83 08 97 
danielstrickland@ 
eversheds-sutherland.us  

 


