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Legal risk When What’s next Supporting 
information 

The United States has imposed extensive 

sanctions on Russia and Belarus in response 
to Russia’s invasion of Ukraine. 

In response to Russia’s invasion of Ukraine in February 

2022, the United States has imposed a series of new 
sanctions on Russia and Belarus. These measures include: 

− Sanctioning Russia’s largest financial institutions, 
including Russia’s Central Bank, and taking action to 

prevent Russia from using its foreign currency 
reserves to purchase Rubles; 

− Prohibiting imports into the United States of crude oil, 
petroleum, liquefied natural gas, and coal products of 
Russian origin, as well as Russian seafood, alcoholic 
beverages, and non-industrial diamonds; 

− Prohibiting the export, re-export, and transfer (in-
country) of “luxury goods” to Russia and Belarus, as 
well as to designated Russian and Belarusian oligarchs 

and “malign actors,” wherever located; 

− Prohibiting US persons (including those physically 
located outside the United States) from new 
investments in the Russian energy sector; and 
approving, financing, facilitating, or guaranteeing a 
transaction by a non-US person if the underlying 
transaction is prohibited for US persons; 

− Designating high profile Russian individuals and 
companies (including Russian President Vladimir 
Putin’s daughters and 328 members of the Russian 
State Duma) as Specially Designated Nationals 
(SDNs); 

− Designating virtual currency exchanges associated 

with Russian cybercrime and other illicit conduct; 

− Imposing sanctions on designated persons in Russian 
aerospace, electronics, and marine sectors; 

Current The US sanctions landscape is constantly and 

quickly evolving, and the United States will 
likely announce additional sanctions as Russia 
continues its invasion. Companies should 
actively monitor developments to ensure they 
remain in compliance with the requirements. 

Russia and Belarus 

Sanctions Update (June 
8, 2022) 

Russia and Belarus 
Sanctions Update (May 
19, 2022) 

Russia and Belarus 
Sanctions Update (April 

25, 2022) 

Russia and Belarus 
Sanctions Update (April 
12, 2022) 

Russia and Belarus 
Sanctions Update (April 6, 

2022) 

The US further 
strengthens sanctions 
and export controls 
against Russia after 

reports of atrocities in 
Ukraine (April 8, 2022) 

 

https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%208%20June%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%208%20June%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%208%20June%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2019%20May%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2019%20May%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2019%20May%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2025%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2025%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2025%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2012%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2012%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%2012%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%206%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%206%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://www.eversheds-sutherland.com/documents/services/litigation/Russian%20and%20Belarusian%20sanctions%20update%20-%206%20April%2022%20-%20Eversheds%20Sutherland.pdf
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250081/The-US-further-strengthens-sanctions-and-export-controls-against-Russia-after-reports-of-atrocities-in-Ukraine
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250081/The-US-further-strengthens-sanctions-and-export-controls-against-Russia-after-reports-of-atrocities-in-Ukraine
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250081/The-US-further-strengthens-sanctions-and-export-controls-against-Russia-after-reports-of-atrocities-in-Ukraine
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250081/The-US-further-strengthens-sanctions-and-export-controls-against-Russia-after-reports-of-atrocities-in-Ukraine
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250081/The-US-further-strengthens-sanctions-and-export-controls-against-Russia-after-reports-of-atrocities-in-Ukraine
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250081/The-US-further-strengthens-sanctions-and-export-controls-against-Russia-after-reports-of-atrocities-in-Ukraine
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− Prohibiting all new investment in Russia by US 

persons, wherever located; 

− Prohibiting the export of accounting, trust and 
corporate formation, and management consulting 
services to Russia by any US person, wherever 
located; and 

− Prohibiting imports into the United States of Russian 
origin gold. 

Please see our ongoing updates on US sanctions against 
Russia and Belarus for additional detail. 

The SEC expanded its Crypto Assets and 

Cyber Unit, likely foreshadowing increased 
enforcement. 

On May 4, 2022, the US Securities and Exchange 
Commission (SEC) announced the expansion of the new 

Crypto Assets and Cyber Unit in the SEC’s Division of 
Enforcement to include 20 new positions. The unit’s aim is 
to protect investors from cyber-related threats by ensuring 

proper disclosures and internal controls. The expanded unit 
intends to target securities violations involving (1) crypto 
asset offerings, (2) crypto asset lending and staking 
products, (3) cryptocurrency exchange and decentralized 

finance (DeFi), (4) non-fungible tokens (NFTs), and (5) 
stablecoins.  

Current Companies should prepare for increased 
investigations and enforcement in the crypto 
market. 

SEC Nearly Doubles Size 
of Enforcement’s Crypto 
Assets and Cyber Unit 

Expansion of SEC’s 
Crypto Assets and Cyber 
Unit portends more active 
enforcement 

The United States is considering designating 
Russia a State Sponsor of Terrorism. 

In May 2022, US Senators Lindsey Graham and Richard 
Blumenthal introduced bipartisan legislation calling on the 

Biden administration to add Russia to the list of State 
Sponsors of Terrorism (SST). Reports indicate the Biden 
administration agrees with this step – at least in principle. 

Secretary of State Antony Blinken was quoted as saying, 
“There’s no doubt in my mind, senator, that the Russians 
are terrorizing the Ukrainian people … The question is this—
and again, this is something that the lawyers are looking 

Current 
A SST designation would have far-reaching 
implications for entities with dealings in Russia 
as it would prompt the automatic 

implementation of aggressive unilateral 
sanctions. As a designated SST, Russia would 
become subject to four primary categories of 

sanctions: 

− restrictions on US foreign assistance;  

− a ban on defense exports and sales;  

Graham, Blumenthal 
Introduce Resolution on 
Russian State 

Sponsorship of Terrorism 
- Press Releases - United 

States Senator Lindsey 
Graham (senate.gov) 

The Russia-Ukraine War: 
April 27, 2022 (wsj.com) 

https://www.sec.gov/news/press-release/2022-78
https://www.sec.gov/news/press-release/2022-78
https://www.sec.gov/news/press-release/2022-78
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250603/Expansion-of-SECs-Crypto-Assets-and-Cyber-Unit-portends-more-active-enforcement
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250603/Expansion-of-SECs-Crypto-Assets-and-Cyber-Unit-portends-more-active-enforcement
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250603/Expansion-of-SECs-Crypto-Assets-and-Cyber-Unit-portends-more-active-enforcement
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/250603/Expansion-of-SECs-Crypto-Assets-and-Cyber-Unit-portends-more-active-enforcement
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.lgraham.senate.gov/public/index.cfm/2022/5/graham-blumenthal-introduce-resolution-on-russian-state-sponsorship-of-terrorism
https://www.wsj.com/livecoverage/russia-ukraine-latest-news-2022-04-27
https://www.wsj.com/livecoverage/russia-ukraine-latest-news-2022-04-27
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at—to make sure that we actually meet the statutory 

requirements of that designation”—namely, that the 
Russian government has “repeatedly provided support for 
acts of international terrorism.” 

− certain controls over exports of dual use 

items; and 

− miscellaneous financial and other 
restrictions, including a freeze on 
Russia’s assets in the United States. 

Companies should carefully monitor this 
legislation, as well as executive orders that 
could lead to the designation of Russia as a 

SST. 

State Sponsors of 

Terrorism - United States 
Department of State 

 

Recent OFAC settlement highlights the need 
to identify customers’ employers during due 

diligence and timely comply with new 
sanctions. 

On May 27, 2022, the Office of Foreign Assets Control 

(OFAC) announced an enforcement settlement for 
$255,000 against a US bank for apparent violations of 
Venezuela Sanctions Regulations (VSR). The apparent 
violations were based on the maintenance of four personal 
accounts on behalf of two “low level employees” of the 

Venezuelan government, which has been blocked since 
August 2019 under Executive Order (EO) 13884. 

The financial institution had documentation identifying the 
customers as employees of the Venezuelan government at 
the time EO 13884 was issued. While the bank took the 
appropriate step of reviewing accounts for compliance with 
EO 13884 and the VSR, it failed to execute its plan in a 
timely manner, and the two employees were not identified 

for 14 months. 

Current 
This settlement serves as a warning to 
financial institutions that may hold accounts 
for individuals who are employees of 
sanctioned entities—even if the employees 

serve in low-level, clerical roles or have 
personal accounts unrelated to their official 
roles. Financial institutions need to conduct 
timely due diligence, including diligence to 
ascertain customers’ employers.  

Financial institutions also should ensure that 
they maintain compliance programs that can 

timely identify accounts in violation of newly-
implemented sanctions. The financial 
institution’s 14-month delay in identifying two 
customers ultimately resulted in a substantial 
penalty. 

Enforcement Release: 
OFAC Settles with Banco 
Popular de Puerto Rico for 
$255,937.86 Related to 

Apparent Violations of the 
Venezuela Sanctions 
Regulations, Enforcement 
Release, Dep’t of 
Treasury (May 27, 2022) 

OFAC Frequently Asked 

Questions 

 

IRS released annual “Dirty Dozen” list of tax 
avoidance strategies to watch. 

In June 2022, the Internal Revenue Service (IRS) released 
its annual “Dirty Dozen” list of scams to be aware of for the 
2022 tax filing season. The Dirty Dozen list includes 
concealing assets in offshore accounts, improper reporting 
of digital assets, high-income individuals who do not file 

Current Companies should review the Dirty Dozen list 

and implement proper procedures to identify 
potentially abusive schemes. 

IRS wraps up 2022 "Dirty 
Dozen" scams list; 

agency urges taxpayers 
to watch out for tax 

avoidance strategies 

 
IRS Chief Counsel looking 
for 200 experienced 

https://www.state.gov/state-sponsors-of-terrorism/
https://www.state.gov/state-sponsors-of-terrorism/
https://www.state.gov/state-sponsors-of-terrorism/
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/system/files/126/20220527_bppr.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/680
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/680
https://www.irs.gov/newsroom/irs-wraps-up-2022-dirty-dozen-scams-list-agency-urges-taxpayers-to-watch-out-for-tax-avoidance-strategies
https://www.irs.gov/newsroom/irs-wraps-up-2022-dirty-dozen-scams-list-agency-urges-taxpayers-to-watch-out-for-tax-avoidance-strategies
https://www.irs.gov/newsroom/irs-wraps-up-2022-dirty-dozen-scams-list-agency-urges-taxpayers-to-watch-out-for-tax-avoidance-strategies
https://www.irs.gov/newsroom/irs-wraps-up-2022-dirty-dozen-scams-list-agency-urges-taxpayers-to-watch-out-for-tax-avoidance-strategies
https://www.irs.gov/newsroom/irs-wraps-up-2022-dirty-dozen-scams-list-agency-urges-taxpayers-to-watch-out-for-tax-avoidance-strategies
https://www.irs.gov/newsroom/irs-chief-counsel-looking-for-200-experienced-attorneys-to-focus-on-abusive-tax-deals-job-openings-posted
https://www.irs.gov/newsroom/irs-chief-counsel-looking-for-200-experienced-attorneys-to-focus-on-abusive-tax-deals-job-openings-posted
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tax returns, abusive syndicated conservation easements, 

and abusive micro-captive insurance arrangements. The 
IRS Office of Chief Counsel plans to hire more than 200 
attorneys to combat abusive tax schemes. 

attorneys to focus on 

abusive tax deals 

OFAC published Frequently Asked Questions 

relating to Chinese Military-Industrial 
Complex Sanctions. 

 

On June 1, 2022, OFAC published three frequently asked 

questions (FAQs) on Chinese Military-Industrial Complex 
(CMIC) Sanctions, clarifying the requirements for US 
financial institutions that hold CMIC securities after 
expiration of the applicable 365-day divestment period 
prescribed by EO 13959, as amended.  
 

The FAQs provide:  

− US persons can continue to hold CMIC securities after 
the relevant 365-day divestment period, but cannot 
purchase or sell the securities. (FAQ 1046) 

− US persons can receive cash dividends and stock 
splits relating to CMIC securities (but not purchases 
effected through dividend reinvestments), and US 

financial institutions can process those transactions. 
US persons also can facilitate distribution of dividend 
reinvestments for non-US persons. (FAQ 1047) 

− EO 13959 does not require US financial institutions to 
block transactions involving the attempted purchase 
or sale of CMIC securities, but transactions prohibited 
under EO 13959 must be rejected and reported to 

OFAC within 10 business days. (FAQ 1048) 

Current Financial institutions that process or facilitate 
transactions involving CMIC securities should 

carefully review the new FAQs and ensure 
their compliance programs sufficiently address 
the requirements of EO 13959, as amended. 

Publication of Chinese 
Military-Industrial 

Complex Sanctions-
related Frequently Asked 
Questions | U.S. 

Department of the 
Treasury  

Frequently Asked 
Questions 

IRS Criminal Investigation charged two 
individuals with conspiracy to commit NFT 

fraud and launder the proceeds of the 
scheme. 

March 15, 2022 USA v. Nguyen is the latest success story of 
law enforcement identifying misconduct by 
using traditional money laundering 
investigative techniques to follow the bitcoin 

trail on a blockchain. Financial institutions and 
other companies—particularly those operating 

Two Defendants Charged 
In Non-Fungible Token 
(“NFT”) Fraud And Money 
Laundering Scheme 

https://www.irs.gov/newsroom/irs-chief-counsel-looking-for-200-experienced-attorneys-to-focus-on-abusive-tax-deals-job-openings-posted
https://www.irs.gov/newsroom/irs-chief-counsel-looking-for-200-experienced-attorneys-to-focus-on-abusive-tax-deals-job-openings-posted
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220601
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2022-06-01
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/added/2022-06-01
https://www.justice.gov/usao-sdny/pr/two-defendants-charged-non-fungible-token-nft-fraud-and-money-laundering-scheme-0
https://www.justice.gov/usao-sdny/pr/two-defendants-charged-non-fungible-token-nft-fraud-and-money-laundering-scheme-0
https://www.justice.gov/usao-sdny/pr/two-defendants-charged-non-fungible-token-nft-fraud-and-money-laundering-scheme-0
https://www.justice.gov/usao-sdny/pr/two-defendants-charged-non-fungible-token-nft-fraud-and-money-laundering-scheme-0
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On March 15, 2022, the Office of Internal Revenue Service, 

Criminal Investigation (IRS-CI) charged two individuals 
with conspiracy to commit fraud involving NFTs and 
conspiracy to launder the proceeds of the scheme. 
Defendants allegedly engaged in a “rug pull,” wherein NFT 
creators solicit investors, and then abandon the project 
while fraudulently retaining investor funds.  

According to the indictment, investors gave Defendants 

approximately $1.1 million in exchange for an NFT from a 

series called “Frosties” and other benefits, such as 
giveaways, early access to a metaverse game, and 
exclusive passes to future NFT launches. However, instead 
of providing those benefits, defendants allegedly 
transferred the cryptocurrency to wallets under their 

control using multiple transactions and virtual private 
networks to conceal the scheme. The IRS-CI was able to 
follow the money by identifying Defendants’ transactions 
on the Ethereum blockchain, reviewing the Frosties Smart 
Contract, and obtaining information from banks and virtual 
currency platforms. The investigation also uncovered a 
second planned NFT fraudulent scheme, which could have 

generated an additional $1.5 million in cryptocurrency 

proceeds. 

in the crypto space—should ensure that they 

have controls in place to assist government 
authorities in pursuing these cases to avoid 
opening themselves up to scrutiny. 

USA v. Nguyen, et al, No. 

1:22-mj-02478-UA 
(S.D.N.Y. Mar. 15, 2022). 

SEC released new guidance for entities 
safeguarding crypto-assets for their users. 

On March 21, 2022, the Office of the Chief Accountant and 
the Division of Corporation Finance of the SEC published 
Staff Accounting Bulletin No. 121 (the Bulletin), which 
provides interpretive guidance for entities holding crypto-
assets for their platform users. Citing the increased 

technological, legal, and regulatory risks of financial loss 
when companies hold the private keys associated with 

crypto-assets for investors, the Bulletin outlines a number 
of additional obligations, including the need to disclose and 
quantify held crypto-assets as a liability and as a 
corresponding asset on the balance sheet to reflect the 
safeguarding obligation.  

June 15, 2022 Entities that file reports pursuant to Sections 
13(a) or 15(d) of the Exchange Act or are 
required to file periodic and current reports 

under Regulation A, and hold crypto-assets on 
behalf of their platform’s users may need to 
apply the Bulletin to their interim or annual 
reports beginning June 15, 2022, with 
retroactive effect to the beginning of the fiscal 
year to which the interim or annual period 
relates.  

All other entities covered by the guidance may 
need to apply it with their next submission or 
filing with the SEC, with retroactive application 
to at least the beginning of the most recent 
annual period ending before June 15, 2022, if 

Staff Accounting Bulletin 
No. 121 

https://www.justice.gov/usao-sdny/press-release/file/1486846/download
https://www.justice.gov/usao-sdny/press-release/file/1486846/download
https://www.justice.gov/usao-sdny/press-release/file/1486846/download
https://www.sec.gov/oca/staff-accounting-bulletin-121
https://www.sec.gov/oca/staff-accounting-bulletin-121
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The Bulletin applies to a wide range of entities, including 

(1) entities that file reports under Sections 13(a) or 15(d) 
of the Securities Exchange Act of 1934, or have submitted 
or filed a registration statement under the Securities Act of 
1933 or Exchange Act, (2) entities submitting or filing an 
offering statement or post-qualification amendment 
thereto, or subject to reporting requirements under 
Regulation A, and (3) private operating companies whose 

financials are included in filings with the SEC associated 
with a business combination involving a shell company 

(including special purpose acquisition companies).  

the filing includes a subsequent interim period 

that reflects application of the guidance. If the 
filing does not include a subsequent interim 
period reflecting the guidance, it should be 
applied retroactively to the beginning of the 
two most recent annual periods ending before 
June 15, 2022. 

The Uyghur Forced Labor Prevention Act, 

establishing a presumption of forced labor in 
the production of goods produced by Xinjiang 
entities, came into effect. 

On December 23, 2021, President Biden signed the Uyghur 
Forced Labor Prevention Act (UFLPA) into law, which is 
intended to prevent goods made with forced labor in the 
Xinjiang Autonomous Uyghur Region of China (XUAR) from 
entering the US market. 

The UFLPA, which came into effect on June 21, 2022, 

requires US Customs and Border Protection (CBP) to 
presume that all goods manufactured wholly or in part in 
XUAR, or by entities identified by the US government, are 
made with forced labor and banned from import into the 
United States, unless the importer can demonstrate by 
“clear and convincing evidence” that the goods were not 

produced with forced labor. 

June 21, 2022 CBP will now presume that all goods 
manufactured wholly or in part in XUAR are 

made with forced labor and are banned from 
import into the United States, unless the 
importer can demonstrate by “clear and 
convincing evidence” that the goods were not 
produced with forced labor. Companies should 
carefully document their supply chains to 

ensure that forced labor is not involved at any 
stage. 

Uyghur Forced Labor 
Prevention Act (23 

December 2021) 

Xinjiang Updated Supply 
Chain Business Advisory 

Xinjiang Uyghur 
Autonomous Region WRO 
Frequently Asked 

Questions, CBP 

UFLPA Entity List 

CBP_UFLPA_Guidance 

FinCEN and BIS issued a joint alert on 
potential Russian and Belarusian export 

control evasion attempts. 

On June 28, 2022, the US Department of Treasury’s 
Financial Crimes Enforcement Network (FinCEN) and US 
Department of Commerce’s Bureau of Industry and 
Security (BIS) issued a joint alert advising financial 

Current Financial institutions should review the joint 
alert and familiarize themselves with the 

potential transactions and red flags that could 
indicate attempts to evade Russian and 

Belarusian export controls. They also should 
ensure that their compliance programs 
appropriately identify suspicious activity 

FinCEN and BIS Joint 
Alert  

https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.congress.gov/117/plaws/publ78/PLAW-117publ78.pdf
https://www.state.gov/wp-content/uploads/2021/07/Xinjiang-Business-Advisory-13July2021-1.pdf
https://www.state.gov/wp-content/uploads/2021/07/Xinjiang-Business-Advisory-13July2021-1.pdf
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.cbp.gov/trade/programs-administration/forced-labor/xinjiang-uyghur-autonomous-region-wro-frequently-asked-questions
https://www.dhs.gov/uflpa-entity-list
https://www.cbp.gov/sites/default/files/assets/documents/2022-Jun/CBP_Guidance_for_Importers_for_UFLPA_13_June_2022.pdf
https://www.fincen.gov/sites/default/files/2022-06/FinCEN%20and%20Bis%20Joint%20Alert%20FINAL.pdf
https://www.fincen.gov/sites/default/files/2022-06/FinCEN%20and%20Bis%20Joint%20Alert%20FINAL.pdf
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institutions of potential attempts to evade Russian and 

Belarusian export controls imposed in response to Russia’s 
invasion of Ukraine. The alert provides an overview of 
recently-imposed export controls and identifies eight 
“commodities of concern” that could be used to further 
Russia and Belarus’s military and defense capabilities: 
aircraft parts/equipment, antennas, breathing systems, 
cameras, GPS system, inertial measurement units, 

integrated circuits, and oil field equipment. 
 

The alert is specifically directed to financial institutions—
including banks, credit card operators, and foreign 
exchange dealers—as they may have visibility into illicit 
export-related financial activity. For example, a financial 

institution may notice red flags while processing payments 
for exported goods, issuing lines of credit for exporters, or 
processing payments associated with factoring of account 
receivable by an exporter. To assist financial institutions in 
recognizing these problematic transactions, the alert 
identifies 22 transactional and behaviour red flags. 
 

relating to these issues and trigger the filing of 

suspicious activity reports, as appropriate.  
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FinCEN proposed no-action letter process.  

On June 6, 2022, FinCEN published an advance notice of 
proposed rulemaking (ANPRM) seeking comment on the 
creation of a no-action letter process. Under the program, 
FinCEN could respond to inquiries from individuals and 

corporations regarding how the Anti-Money Laundering 
(AML) Act and related regulations apply to specific conduct, 
or potential new products or services companies intend to 

offer. According to FinCEN’s Acting Director, Himamauli 
Das, “[a] no-action letter process has the potential to spur 
innovation and enhance overall effectiveness of the 
AML/CFT framework and the implementation of financial 

institutions’ compliance programs.”  

August 5, 2022 Depending on the process, the ability to obtain 
a no-action letter could be beneficial for the 
submitting financial institution, as well as the 
industry generally. Financial institutions 
should therefore consider submitting 
comments to FinCEN regarding the ANPRM by 
the August 5, 2022 deadline. 

FinCEN advance notice of 
proposed rulemaking 
relating to the 
implementation of a no-
action letter process 

FinCEN Issues Advance 
Notice of Proposed 

Rulemaking for No-Action 

Letter Process 

 
 
 

https://www.federalregister.gov/documents/2022/06/06/2022-12048/no-action-letter-process
https://www.federalregister.gov/documents/2022/06/06/2022-12048/no-action-letter-process
https://www.federalregister.gov/documents/2022/06/06/2022-12048/no-action-letter-process
https://www.federalregister.gov/documents/2022/06/06/2022-12048/no-action-letter-process
https://www.federalregister.gov/documents/2022/06/06/2022-12048/no-action-letter-process
https://www.fincen.gov/news/news-releases/fincen-issues-advance-notice-proposed-rulemaking-no-action-letter-process
https://www.fincen.gov/news/news-releases/fincen-issues-advance-notice-proposed-rulemaking-no-action-letter-process
https://www.fincen.gov/news/news-releases/fincen-issues-advance-notice-proposed-rulemaking-no-action-letter-process
https://www.fincen.gov/news/news-releases/fincen-issues-advance-notice-proposed-rulemaking-no-action-letter-process


 

47531621.1 

Legal risk When What’s next Supporting 
information 

The Infrastructure Investment and Jobs Act 

created new reporting requirements for 
dealing in digital assets. 

Congress passed the Infrastructure Investment and Jobs 

Act in early December 2021. The legislation added two new 
reporting requirements for companies who deal in digital 
assets. First, all brokers will be required to report digital 
asset gains, including identifying customer names and 

addresses, to the IRS. Second, the reporting requirement 
for businesses that receive more than $10,000 in cash over 

a 12-month period will be expanded to cover digital assets.   

January 2024 Although the reporting provisions will not 

come into effect until January 2024, 
companies and financial institutions should 
begin to assess the burdens and logistics of 
compliance now since failure to comply could 
result in civil and criminal penalties. 

Infrastructure 

Investment and Jobs Act 

Proposed bipartisan legislation aims to 
clarify the crypto regulatory landscape. 

On June 7, 2022, US Senators Kirsten Gillibrand and 
Cynthia Lummis proposed the “Responsible Financial 
Innovation Act,” bipartisan legislation that seeks to 
overhaul the framework for digital asset industry 
regulation. The legislation would classify digital assets with 

investment privileges like dividends and liquidation rights 

as securities under the SEC’s purview—but all other digital 
products would be under the jurisdiction of the Commodity 
Futures Trading Commission (CFTC). The bill would also 
establish a set of legal definitions for common terms in the 
digital asset space and create provisions addressing, 
among other areas, taxation and consumer protection.  

Proponents of the bill claim it will lead to more regulatory 

certainty for those engaging in the digital assets industry. 
However, critics warn shifting oversight from the SEC—
which has become increasingly active in regulating digital 
assets—to an underfunded CFTC could hamstring 

enforcement.  

Ongoing Companies operating in the crypto space 
should monitor the Responsible Financial 
Innovation Act and other legislation relating to 
digital asset regulation.   

Lummis-Gillibrand 
Responsible Financial 
Innovation Act 

Proposed bipartisan 

legislation aims to clarify 
the crypto regulatory 
landscape 

 

The SEC’s in-house proceedings face 
constitutional challenges. 

Ongoing The Supreme Court has not yet set a date to 
hear argument in Cochran. Companies should 
closely monitor this case, as it could have wide 

Securities and Exchange 
Commission v. Cochran 

Jarkesy v. SEC, No. 20-
61007, 2022 U.S. App. 

https://www.govtrack.us/congress/bills/117/hr3684/text/enr
https://www.govtrack.us/congress/bills/117/hr3684/text/enr
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text?r=1&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text?r=1&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text?r=1&s=1
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://www.scotusblog.com/case-files/cases/securites-and-exchange-commission-v-cochran/
https://www.scotusblog.com/case-files/cases/securites-and-exchange-commission-v-cochran/
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Historically, the SEC has favoured the use of administrative 

proceedings over federal court in bringing enforcement 
actions. In May 2022, the US Supreme Court agreed to 
consider whether SEC Administrative Law Judges (ALJs) 
are unconstitutionally protected from removal from office 
in SEC v. Cochran. Two days later, the Fifth Circuit ruled 
that a SEC judgment against a hedge fund manager and 
their company was unconstitutional because the 

administrative proceedings violated their right to a jury 
trial and that the statutory protections insulating SEC ALJs 

from removal are unconstitutional. These cases could 
cause a sea-change in the administration of SEC claims.  

implications for individuals and companies 

facing enforcement proceedings.  

LEXIS 13460 (5th Cir. 

May 18, 2022). 

SEC faces new challenges 
to constitutionality of its 
in-house proceeds (May 
24, 2022) 

Congress and regulators are increasing 

scrutiny of stablecoins. 

In recent months, proposed legislation from Congress and 
guidance from regulatory agencies have indicated an 
increased focus on stablecoins, a kind of cryptocurrency 

usually pegged to the value of another asset, like the US 
Dollar. In April 2022, US Senator Pat Toomey introduced a 
discussion draft of the Stablecoin TRUST Act of 2022, which 

exempts stablecoins from the definition of “Security” under 
US securities laws, and provides licensing options for 
stablecoins to financial institutions. In June 2022, US 
Senators Kirsten Gillibrand and Cynthia Lummis introduced 

sweeping legislation for the digital asset industry that 
includes new rules regarding algorithmic stablecoins, a 
subtype of stablecoin that is secured by automated trading 
structures rather than a tangible asset. US Treasury 
Secretary Janet Yellen stated on May 12 that the Biden 
administration is “eager” to work with Congress to ensure 
stablecoins are subject to a federal framework. In addition, 

regulators, including the SEC, have indicated a focus on 

pursuing violations relating to stablecoins.  

Ongoing Companies, particularly financial institutions 

and those operating in the crypto space, 
should closely monitor legislative 
developments and regulatory guidance 
regarding stablecoins.  

Stablecoin TRUST Act of 

2022 

Lummis-Gillibrand 
Responsible Financial 
Innovation Act 

Testimony of Secretary of 
the Treasury Janet L. 
Yellen Before the 

Committee on Financial 
Services, U.S. House of 
Representatives 

CFPB Takes Action to 
Protect Depositors from 
False Claims About FDIC 

Insurance 

 

SEC Nearly Doubles Size 
of Enforcement’s Crypto 

Assets and Cyber Unit 

The Joint Chiefs of Global Tax Enforcement 

focus on pursuing tax crimes involving NFTs 
and decentralized exchanges. 

Ongoing Companies operating in the digital asset space 
should monitor the J5’s efforts in combatting 
financial crime in this space, as they could 

affect global standards for tax regulation. 

J5 countries host 
“Challenge” aimed at 
NFTs and Decentralized 

https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/251233/SEC-faces-new-challenges-to-constitutionality-of-its-in-house-proceedings
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/251233/SEC-faces-new-challenges-to-constitutionality-of-its-in-house-proceedings
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/251233/SEC-faces-new-challenges-to-constitutionality-of-its-in-house-proceedings
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/251233/SEC-faces-new-challenges-to-constitutionality-of-its-in-house-proceedings
https://www.banking.senate.gov/imo/media/doc/the_stablecoin_trust_act.pdf
https://www.banking.senate.gov/imo/media/doc/the_stablecoin_trust_act.pdf
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text?r=1&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text?r=1&s=1
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text?r=1&s=1
https://home.treasury.gov/news/press-releases/jy0776
https://home.treasury.gov/news/press-releases/jy0776
https://home.treasury.gov/news/press-releases/jy0776
https://home.treasury.gov/news/press-releases/jy0776
https://home.treasury.gov/news/press-releases/jy0776
https://home.treasury.gov/news/press-releases/jy0776
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-protect-depositors-from-false-claims-about-fdic-insurance/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-protect-depositors-from-false-claims-about-fdic-insurance/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-protect-depositors-from-false-claims-about-fdic-insurance/
https://www.consumerfinance.gov/about-us/newsroom/cfpb-takes-action-to-protect-depositors-from-false-claims-about-fdic-insurance/
https://www.sec.gov/news/press-release/2022-78
https://www.sec.gov/news/press-release/2022-78
https://www.sec.gov/news/press-release/2022-78
https://www.irs.gov/pub/irs-utl/j5-media-release-5-10-2022.pdf
https://www.irs.gov/pub/irs-utl/j5-media-release-5-10-2022.pdf
https://www.irs.gov/pub/irs-utl/j5-media-release-5-10-2022.pdf
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On May 2022, the Joint Chiefs of Global Tax Enforcement 

(J5) met with investigators, cryptocurrency experts, and 
data scientists to consider how to combat tax crimes 
involving NFTs and decentralized exchanges. J5 tax 
authorities include regulators in the United States, United 
Kingdom, Canada, Australia, and the Netherlands. The IRS 
is currently investigating NFTs and decentralized 
exchanges for tax evasion and money laundering (see, 

e.g., the above entry “IRS Criminal Investigation charged 
two individuals with conspiracy to commit NFT fraud and 

launder the proceeds of the scheme”). 

Exchanges (May 10, 

2022) 

J5 Releases NFT Red 
Flags to Warn Public of 
Risks (Apr. 28, 2022) 

 
 

https://www.irs.gov/pub/irs-utl/j5-media-release-5-10-2022.pdf
https://www.irs.gov/pub/irs-utl/j5-media-release-5-10-2022.pdf
https://www.irs.gov/pub/irs-utl/j5-media-release-4-28-2022.pdf
https://www.irs.gov/pub/irs-utl/j5-media-release-4-28-2022.pdf
https://www.irs.gov/pub/irs-utl/j5-media-release-4-28-2022.pdf
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