
 

Protecting your interests 

The UK’s National Security Bill: 

New legislation against foreign 

lobbying and interference 

Background 

In November 2017, Parliament’s Intelligence and Security Committee (the “ISC”) began an inquiry into 
allegations of Russian interference in British politics and subsequently completed its report in March 2019 
(the “ISC Report”). Separately but on a closely related issue, the House of Commons Foreign Affairs 
Committee published its report entitled Moscow’s Gold: Russian Corruption in the UK in May 2018.   

Eventually, after a lengthy and controversial delay, the Government published the heavily redacted ISC 
Report on 21 July 2020, along with the Government’s response to its recommendations1. Almost two years 
later, the Government introduced its draft National Security Bill in May 2022. The Bill is currently at the 
committee stage in the House of Commons. 

Geopolitical tension will remain a feature of the business landscape for the foreseeable future. The Bill is of 
relevance to all international businesses with a UK nexus. It is particularly important for any firms in the 
professional services sector who could be described as engaged in a lobbying role. 

Key recommendations of the ISC Report 

One of the key findings of the ISC Report was that the UK’s welcoming of Russian money, that has been 
historically invested in a wide sphere of the British establishment (spanning PR firms, charities, political 
interests and academia amongst other willing beneficiaries), means that any measures that are now taken by 
the Government are merely damage limitation rather than prevention. 

The ISC Report did not shy away from highlighting the industry of “enablers” - the lawyers, accountants, 
estate agents and PR professionals who, knowingly or not, have had a hand in extending Russian influence 
and serving the needs of the Russian elite. Lawyers were singled out as a “key group” of those so-called 
professional enablers. 

Crucially, the ISC Report made clear there was an immediate need for new legislation in order to tackle 
espionage and foreign interference. The then current UK legislation, contained in the four Official Secrets 
Acts (1911-1929 and 1989), had long been deemed outdated and unfit to combat modern espionage. At 
present it is not an illegal act to be a foreign agent in the UK. 

The ISC Report set out hopes that a new “Espionage Act” might address the threat of individuals acting on 
behalf of a foreign power and who seek to obfuscate that link. The ISC Report drew parallels with the US 
Foreign Agents Registration Act (“FARA”), which was implemented in 1938 in response to covert Nazi 
lobbying taking place in the US at the time. FARA requires agents of foreign principals (i.e. foreign 
governments) to register with the Department of Justice and to file disclosure reports. The conduct that 
triggers this requirement is broadly interpreted and the slightest activity that meets one of the statutory 
triggers will require registration. Wilful violation may result in criminal penalties (fines, imprisonment or both), 
civil enforcement and even deportation for non-US citizens. 

FARA contains a number of exemptions, one of which is a narrow exemption for lawyers engaged in the 
practice of law on behalf of a foreign client. The exemption is triggered once a qualified lawyer engages, or 
agrees to engage, in legal representation of a disclosed foreign principal before a court or agency of the 
United States Government. The exemption may include legal activities outside the proceedings as long as 
they do not breach the bounds of normal legal representation. The exemption will not apply where legal 
representation is provided to further political activities to influence or persuade agency personnel or 
officials other than in the course of legal proceedings.

 
1  https://isc.independent.gov.uk/wp-content/uploads/2021/03/CCS207_CCS0221966010-001_Russia-Report-v02-

Web_Accessible.pdf  

https://isc.independent.gov.uk/wp-content/uploads/2021/03/CCS207_CCS0221966010-001_Russia-Report-v02-Web_Accessible.pdf
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The US authorities have pursued a number of cases under FARA in recent years, including against a prominent US law firm 
for its failure to register in the required manner. 

Equivalent legislation exists in Australia under the Foreign Influence Transparency Scheme Act 2018 (“FITSA”). FITSA requires 
individuals or entities to register certain activities if taken on behalf of a foreign principal, where the activity is for the 
purpose of political or governmental influence. The definition of “foreign principal” is narrower than the US FARA definition, 
and is limited to foreign governments, political organisations and related entities and individuals. Registrable activities 
include parliamentary and general political lobbying, communications and disbursement activities. Notably, former Cabinet 
Ministers, and recent designated position-holders such as former Commonwealth politicians, have additional registration 
obligations that capture any activity taken on behalf of a foreign principal. It is a criminal offence to fail to comply with these 
obligations, or to register where required, and to provide false or misleading information or destroy records to avoid 
registration. 

Like FARA, FITSA contains, amongst others, an exemption for activities that primarily relate to or are incidental to the 
provision of legal advice, legal representation, investigations or proceedings, or legal representation in relation to 
government administration processes. 

A British Foreign Agent Registration Scheme? 

The ISC Report recommended that a UK FARA equivalent be implemented. Parliamentary debate has seen passionate 
arguments for a UK FARA or FITSA equivalent. Some of that debate has included arguments for a registration process to catch 
lawyers, public relations firms and strategic advisers that enable lobbying by foreign states and “proxies” of state, both formal 
and informal, such as oligarchs, major corporations and broadcasting entities linked to foreign states. It has been suggested 
that the UK introduce a sliding scale or “two-tier” approach, which would distinguish between particularly hostile states (e.g. 
Russia) and others. 

The closest comparable UK legislation is the Transparency of Lobbying, Non-Party Campaigning and Trade Union 
Administration Act 2014 (the “2014 Transparency Act”) which mandates the registration of written and oral questions put to 
Ministers and permanent secretaries by consultant lobbyists. However, the definition of “consultant lobbyist” is very narrow 
and the Act does not differentiate between clients and those represented, or between foreign and domestic clients and as 
such is not deemed to go far enough. 

In its response to the ISC Report in 2020, the Government reiterated its commitment to introducing legislation to enable 
security services and law enforcement agencies to disrupt hostile activity. It also disclosed that it was considering foreign 
examples as part of its ongoing work on new legislative proposals. 

The draft National Security Bill 

The draft National Security Bill (the “Bill”) was introduced to the House of Commons on 11 May 2022 and had its second 
reading on 6 June 2022. It is now in the committee stage2. 

The Bill will replace existing, and arguably long-antiquated, UK legislation on counter-espionage. It will create (1) broader 
offences related to espionage (including ‘protected information’ and the far wider category of ‘trade secrets’)3 and (2) offences 
for foreign interference which are aimed at deterring and disrupting activities of foreign states that seek to undermine UK 
institutions, political systems and democracy and which prejudice national security (the “Foreign Interference Offences”)4. 

Obtaining or disclosing trade secrets 

The Bill will, amongst other things, create a new criminal offence regarding the illicit acquisition 
of trade secrets, which has been a significant lacuna in the law to date (i.e. the Official Secrets 
Act 1911, as amended). In its current form, the Bill creates an offence where a person obtains, 
copies or discloses a trade secret in an unauthorised manner for or on behalf of a foreign 
power5.   

Significantly, the Bill envisages a broad definition of “trade secret” to mean, in essence, any 
information which (a) is not generally known by or available to experts in the relevant field; (b) 
has “actual or potential industrial, economic or commercial value”; and (c) could reasonably be 
protected by confidentiality measures to protect it.

 
2  https://bills.parliament.uk/bills/3154  
3  Clauses 1 to 3 
4  Clause 13 
5  Clause 2 

https://bills.parliament.uk/bills/3154
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The offence can be committed in the UK or overseas if a UK person held the trade secret. The maximum sentence proposed 
is imprisonment for 14 years.  

Clearly, this is relevant to clients across many, if not all, business sectors, and not just the usual sensitive industries of defence, 
technology or life sciences.   

Foreign interference 

A person will commit the general foreign interference offence if they engage in conduct (the definition of which includes 
omissions and statements) that has the effect of: 

– interfering with the exercise of a Convention right (section 1 of the Human Rights Act 1998); 

– affecting the exercise of public functions; 

– manipulating whether or how a person makes use of services provided in the exercise of public functions, participates in 
UK political processes and/or participates in UK legal processes; and  

– prejudices the safety or interests of the UK, 

and that conduct constitutes an offence (or would if it took place in England and Wales), involves coercion of any kind and/or 
involves making a misrepresentation. 

The conduct must also meet the “foreign power condition” whereby the conduct in question is carried out for or on behalf of 
a foreign power and the person knows, or ought reasonably to know, that this is the case. There is no requirement to identify 
a particular foreign power, and the condition may be satisfied by a direct or indirect relationship between the conduct and 
the foreign power. The definition of “foreign power” is broad and includes sovereigns, governments, agencies or authorities 
and governing political parties. An offence may result in imprisonment for a term not exceeding 14 years or a fine, or both. 

The Bill also sets out a separate offence relating to foreign interference in elections, which applies where a person commits a 
relevant electoral offence (listed in Schedule 1 to the Bill) on or after the date the Bill comes into force, and where the foreign 
power condition is met. 

However, despite mention in the Queen’s Speech on 10 May 2022 that a “Foreign Influence Registration Scheme” would 
explicitly be introduced in the Bill, plans to require lobbyists, PR firms and other professionals such as lawyers to register their 
work for foreign states have not materialised in the draft. A UK registration scheme will therefore need to be introduced via 
an amendment to the Bill, of which there has been no recent update.  

Our team will continue to monitor progress of the Bill and shall provide further updates in due course. Please contact us 
with any questions in the meantime. 
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