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Introduction and Capability 

With over 150 lawyers, we are among the world’s preeminent global 
law firms for cybersecurity and data privacy. Our highly integrated 
team can ensure seamless, round-the-clock coverage across the full 
spectrum of privacy, data and cybersecurity support. 

We have extensive and nuanced knowledge of privacy and cybersecurity 
laws and regulations around the world.  We couple that knowledge with 
the unparalleled ability to provide timely, risk-based, highly-
integrated, business-focused advice.  

Our team combines years of experience with technical excellence, 
allowing us to successfully help clients navigate cutting edge issues, 
providing pragmatic solutions, mitigating compliance risks and 
maximising commercial objectives, whilst remaining ethical, transparent 
and accountable. 

Where we help clients develop revolutionary technologies, including 
those related to the metaverse, we are with them at every stage of the 
product and data life cycle in ways very few firms can match.  

If an information breach or cybersecurity incident occurs, we have a 
deep bench of experienced professionals around the globe to handle 
every aspect.. We ensure clients always have us working for them when 
they need us the most. This includes notifications and regulatory actions 
as well as the complex, bet-the-company litigation and even 
congressional or parliamentary investigations/inquiries. 

For privacy compliance, we excel at globalizing policies, plans and 
procedures to help multi-national clients find efficiencies and greater 
administrative ease. We also regularly advise on data subject individual 
requests, information requests, cross-border data transfers, regulatory 
defense and large scale litigation. 

 

The Data Dozen: 
What’s Trending Now 

 
We work closely with our corresponding Corporate, Employment, 
Competition, Regulatory, Intellectual Property, Dispute and Strategic 
Contract teams (amongst others), alongside our consulting, resourcing 
and technology arm, Konexo, to provide holistic, collaborative - 

business driven - solutions in relation to privacy and data.  

We asked our global team to put together their collective thoughts on 
what organizations and boards should be considering now in relation 
to privacy, data and cybersecurity now and over the next 12-24 
months.  

Some of the topics that have emerged are perhaps unsurprising; 
others may not yet be on your radar. We hope you enjoy reading the 
inaugural ‘Data Dozen’.  

Please let a member of our team know if you’d like to discuss any of 
the topics further. 
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What Sets Us Apart 

 

International reach and local knowledge – we have deep knowledge of US, UK and EU privacy and 

cybersecurity laws and regulations, as well as in most jurisdictions around the world, including China, Singapore 
and the Middle East, as well as in Brazil and Canada. 

 

Deep sector knowledge – there is no one-size-fits-all solutions, and companies as well as industry sectors, 

require specifically tailored advice. 

 

Unique experience – our team has vast experience planning for and responding to all manner of threats, from 
natural to man-made to cyber. Our team includes individuals who have been CTOs, GCs, regulators and senior 

decision-makers in charge of highly sensitive information. Our members have written policy, including the US 
Cybersecurity Act of 2015 and New York State’s Department of Financial Regulations, among others. 

 

Business enabling – we deliver clear legal solutions to enable the widest range of options for decision-makers. 

 

Business focused – from increasing pressures on GCs and CISOs to heightened threats, regulatory uncertainty 
and “cyber fatigue,” we bring greater clarity, simplicity and even opportunity. 

 

Battle tested – if a breach occurs, we have a deep bench of experienced professionals to calmly handle every 
aspect. This includes notifications and regulatory actions as well as the most complex, bet-the-company litigation 
and even congressional or parliamentary investigations/inquiries. 
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International Data Transfers 

“Today’s global markets need the flow of 

information across borders, but legal canals 
must be built to accommodate the myriad of 

legal obligations and cultural differences in 

the approach to data.” 

We live in a connected world, but to keep data flowing through those 

connections requires a sophisticated legal and physical infrastructure to 
comply with the different requirements which apply to that data in 
different jurisdictions. Data localization requirements include the 
requirement to store data within a jurisdiction (for example, in Russia, 
where a primary database must always be located in the jurisdiction, 
even if data is transferred or stored outside), but also the restriction on 
transferring data out of that jurisdiction. Perhaps the most well-known 
restrictions on international transfers are those imposed by the EU, now 
transposed into the UK regime, which require that all international 
transfers of personal data are subject to a transfer risk assessment, and 
then the application of an “appropriate safeguard”, most commonly a 
standard form contract, approved for that purpose.  

Both the EU and the UK have recently reformed and published new 
forms of contracts to be used. The existing “standard contractual 
clauses” (or SCCs) issued by the EU Commission for Controllers and 
Processors have been revised for transfers out of the EU by a 
consolidated, modular set of clauses. The UK, however, has replaced 
the standard contractual clauses with a new International Data Transfer 
Agreement, or an Addendum to the EU standard contractual clauses to 
localize them to UK law. The EU and UK are not the only jurisdictions to 
have such requirements – New Zealand and the Association of 
Southeast Asian Nations have both published transfer agreements, and 
other jurisdictions have enacted legislation which will require something 
similar in due course. This means that the UK’s Addendum could 
become a very useful tool for global organisations, as the ICO has 
hinted in its consultation that similar addenda may be available to 
convert transfer agreements approved in other jurisdictions to comply 
with UK law.  

 
For transfers out of the EU or UK, the dates clients need to know are: 

Date for use of 
new safeguards: 

For new transfer 
arrangements 

For existing transfer 
arrangements  

Transferring 
personal data out 
of the EU 

Since 27 September 
2021 

27 December 2022 

Transferring 
personal data out 
of the UK 

21 September 
2022 

21 March 2024 

Many organizations may find that even identifying where international 
transfers are taking place can be difficult. We can help you at all stages 
of this journey, and can provide a full service supporting the re-
papering exercise too in partnership with our consulting, legal 
resourcing and technology arm, Konexo. 
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Artificial Intelligence and Ethics 

Artificial intelligence or ‘AI’ is an umbrella term for a range of 
technologies and approaches that often attempt to mimic human 
thought to solve complex tasks. Things that humans have traditionally 
done by thinking and reasoning are increasingly being done by, or with 
the help of, AI. 

The use of artificial intelligence (AI) to analyze and synthesize large 
data sets and to make predictive “decisions” can result in immense 
benefits and opportunities, but implementing this transformative 
technology also brings major challenges and risks that must be carefully 
and intentionally navigated, including challenges involving human 
rights. One of the greatest challenges currently facing companies that 
use AI to make decisions involving individuals is the risk of (in)direct 
discrimination. Biased outcomes can result when the AI is training on 
and uses biased data. A well-known example of AI bias is the COMPAS 
algorithm used to predict an offender's risk of reoffending. Due to the 
way the AI’s algorithms were trained using biased data and how the 
model was permitted to operate without critical safeguards, the model 
produced twice as many false positives for black (45%) as for white 
(23%) individuals.1 

The European Commission's proposal, also known as the Artificial 
Intelligence Act (AIA), aims to limit some of the most harmful effects of 
AI, including discrimination, but it is not yet clear when this law will 
come into force. Also the UK has launched its policy paper setting out 
the proposed approach to regulation. In both the EU and the UK, the 
focus on AI forms part of creating an environment for tech innovation 
that is privacy compliant.2 In the U.S., the Federal Trade Commission 
(FTC) is inching closer to proposing rule-making that will address 
companies’ growing reliance on automated decision-making systems, 
which the FTC finds are creating new forms and mechanisms for 
discrimination. 

 
The GDPR and the UK version of the GDPR already include a number of 
safeguards to ensure non-discriminatory automated decision-making. 
The principle of transparency, enshrined in the (UK) GDPR, is one such 
safeguard. Data controllers are required to ensure that the process of 
automated decision-making can be explained in a clear and simple way. 
In addition, the (UK) GDPR requires Data Protection Impact 
Assessments (‘DPIAs’) for all “processing operations, in particular 
those using new technologies, which are likely to present a high 
risk to the rights and freedoms of natural persons”. DPIAs can 
increase the accountability of controllers and ensure that any 
discriminatory applications are immediately detected. Non-
discriminatory data processing can be further strengthened by privacy 
by design and privacy by default principles. Data protection by design 
and by default is the fact that the GDPR requires you to put in place 
appropriate technical and organizational measures to implement the 
data protection principles effectively and safeguard individual rights. 
Supervisory authorities have previously noted that embedding data 
protection in the design phase of an algorithm has the effect, on the 
one hand, of reducing the likelihood of potentially discriminatory results 
and, on the other hand, of increasing trust between data subject and 
controller. Ethics policies or even the appointment of an Ethics Officer 
can be helpful (guidance) in this respect. 

Some carefully considered measures that can ensure that fundamental 
rights are respected in the development and use of AI include requiring 
the algorithms to be as transparent and explainable as possible. 
Human oversight and implementing metrics to detect model drift are 
essential to correcting misapplication at an early stage. Impact 
assessments can also be a way of ensuring from the outset that 
applications are not discriminatory. Finally dedication to maintaining a 
robust system of corporate digital responsibility and a robust 
ethical framework among top leadership is critical. The rapid pace of 

adoption of AI technologies worldwide, combined with the increasingly 
complex global AI regulatory environment, means that our clients are in 
need of informed legal advice as they implement their strategic AI 
goals. Our global AI is ready to assist.  

 
 
1  J.Humerick 2020, Reprogramming Fairness: Affirmative Action in Algorithmic Criminal Sentencing, HRLR Online. 
2  See our Flash Update on this topic here 

https://www.linkedin.com/posts/es-tmt_flash-update-regulating-ai-in-the-uk-activity-6955157437611970560-AhNV?utm_source=share&utm_medium=member_desktop
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New Privacy & Data Laws 
Privacy and data law is one of the fastest moving regulatory areas of law in the world. Our team has provided a summary of important changes in 
privacy law in selected key jurisdictions. What this underlines is the speed of change in privacy and data regulation around the globe.  

Organizations and companies need to be agile and be alive to these changes, so that they can adapt their risk governance, processes and policies 
accordingly. 

Click on a relevant jurisdiction below to read more: 

 

 

 

 

 

China 
 

USA 
 

UK and EU 

 

 

 

 

Middle East 
 

North Africa 
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Cybersecurity 

What is cybersecurity? 

Cybersecurity is used to describe how individuals and organisations 
reduce the risk of cyberattack. Its function is for example,. to prevent 
unauthorised access to data individuals or companies store on their 
devices, and online. 

What are the threats and how can we help? 

Cybersecurity threats which have been most prevalent over the past 18 
months (and which are increasing in popularity and risk profiles) include 
ransomware, ID fraud and phishing attacks.  

Ransomware involves locking down (using an encryption tool) an 
organisation’s data assets and demanding a ransom to offer value-add 
‘assistance’ to unlock it; failing which a threat actor may threaten to 
release confidential, trade secret or personal data onto the world wide 

web. Phishing uses fraudulent emails and other communications to 
deceive recipients into clicking on links or disclosing confidential account 
information or passwords to compromise security. We have in-depth 
experience in response and implementing programmes designed to 
prevent or limit the impact of such attacks. 

Why does it matter? 

Incidents can wipe stock value and severely damage trust and 
reputation (this in turn may hurt exit values for companies looking to 
sell or seek investment – e.g. where value is a multiple  of affected 
revenue/EBITDA). This in  often results in reduced revenues, substantial 
costs and liabilities, and in more serious cases, fines and sanctions 
(sometimes even administration) and loss of valuable information, trade 
secrets and confidential information. In certain restricted sectors, it may 
also result in breach of export trade regulation. Before an incident, we 
provide comprehensive, pragmatic advice to manage the existing and 
emerging obligations and risks of gathering, maintaining, using and 
transferring personal and other confidential information. We regularly 
build, streamline and operationalize multi-jurisdictional incident 
management compliance programs, just as we have done for one of the 
world’s largest and most iconic technology and social media companies. 

 
In addition, when incidents happen, we are available to help 
quarterback the response across all relevant time zones, and always 
with an eye to mitigating regulatory, litigation and reputational fall out. 
Our global team acts as one to ensure consistent and coordinated 
communications to regulators, the media, to individuals and to courts, 
and we regularly engage and work with leading cyber forensic 
providers. 

We are very adept at defending our clients before regulatory inquiries 
and enforcement action, as well as against class actions or group 
claims. We work closely with our financial services, insurance, disputes, 
employment and commercial technology teams to advise on contractual 
and regulatory issues arising from ransomware demands, Anti-Money 
Laundering, Sanctions and Proceeds of Crime regulations. 

Our team includes individuals who have been GCs, regulators, forensic 
investigators, and senior decision-makers in charge of highly sensitive 
information. Our members have also  written or shaped the laws and 
key approved forms of contract, including the US Cybersecurity Act of 
2015, the UK Data Protection Act and New York State’s Department of 
Financial Services Cybersecurity Regulation. 
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Employee Monitoring, ESG and D&I 

“Taking a purposive and ethical approach to 

monitoring employees is vital – just because 

you can, doesn’t mean you should!” 

The pandemic opened up many issues for organizations, not least of 
which was how to ensure that a remote workforce is appropriately 
engaged in their functions. Many organizations monitor the activities of 
their workforce to a greater or lesser extent; clocking in and clocking 

out, monitoring IT system use, having CCTV in high risk areas to give 
just a few examples. But the move for many employees to a home 
environment added new challenges and opportunities. Monitoring 
technologies have developed to an extent that almost any detail of an 
individual’s use of a computer can be checked, and biometric or video 
content can also be used to check that employees are doing what they 
said they would be doing.  

For those jurisdictions subject to regulations such as the GDPR/UK 
GDPR, this monitoring must be carefully considered to ensure that any 
data collected is not excessive, and is necessary for a disclosed 
purpose. Employees may have a right to object, which could make 
blanket programmes difficult to roll out.  

In some jurisdictions, monitoring may be subject to additional 
requirements under labor laws, potentially including consultation with 
trade unions or works councils. But even if these requirements are not 
in place, extensive or intrusive monitoring can also indicate a 
breakdown in the relationship of trust and confidence between employer 
and employee. This can impact on employee relations, and in some 
circumstances could even have an adverse impact on diversity and 
inclusion, particularly where the monitoring requires video footage from 
an individual’s home, or doesn’t take into consideration different work 
patterns for those with disabilities. 

 
Before implementing employee monitoring, clients should consider 
carefully the purpose of the monitoring – what are they trying to 
achieve? We can support clients in workshopping their objectives, stress 
testing them to ensure they are comfortable that they are robust, and 
then to go on to identify the least intrusive methods to achieve those 
aims. Getting the tone right when communicating the nature of 
monitoring is vital to maintain the relationships with employees and to 
minimise the risk of objections or complaints.  

Done well, monitoring can support an organization in maintaining its 
data security, for example in implementing data loss prevention 
programmes, and employee engagement; but care should be taken that 
employees continue to feel trusted and their privacy respected if these 
schemes are to succeed. 
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DSARs: The Risks and Challenges 

What is a DSAR? 

A DSAR is a data subject access request. The right of access gives 
individuals the right to obtain a copy of their personal data from an 
entity, as well as other supplementary information. It is a fundamental 
right for individuals. It helps them understand how and why the entity is 
using their data and check if it is done lawfully. 

“Those who miss the boat when it comes to 
Data Subject Access Rights (DSARs) expose 

themselves to risks such as fines, claims for 
compensation, liability and damage to their 

reputation or image. Only those who have a 
data protection organization, compliant 

processes, trained employees and an eye on 
the current developments on DSARs have a 

realistic chance of avoiding such risks.” 

What are the current trends?  

DSARs are increasingly occupying Data Protection Authorities (DPAs) 
and courts. In practice, data protection violations, data breaches and 
security incidents often involve a large number of affected individuals 
who then exercise DSARs. Also, new digital business models focus on 
the mass assertion of DSARs (followed by claims for compensation after 
the DSAR). 

 
What are the risks and sanctions for non-compliance? 

Inadequate DSAR processes can lead to claims for damages and 
complaints to DPAs. The development of digital business models that 
enable mass assertion of DSARs and claims for compensation is 
particularly risky. In addition, the consumer associations’ right to take 
legal action, the increase in class action proceedings and the use of 
highly specialized legal tech companies increases the risks for 
companies. Apart from  claims for compensation, companies also face 
regulatory measures (such as fines), as well as negative PR (such as 
damage to reputation and brand). In our experience, the risks are 
exacerbated by the fact that companies usually do not have the time 
and resources to react to the ever faster actual and legal developments 
and the high level of technical and legal complexity, or – better yet – to 
manage them proactively. 

How we can help 

– advice on compliant data protection organization, including 
responsibilities for handling core data subject rights 

– support on introduction of compliant and business-oriented 
process (Plan-Do-Check-Act) for fulfilment of DSARs 

– ongoing training / awareness of staff, including in-depth training 

on current developments regarding the DSARs (where needed) 

– support on implementation of necessary technical processes 
(uniform/standardized, automated) for fulfilment of data subject 
rights, including documentation and adherence to deadlines 

– monitoring of current developments (e.g., case law, guidance from 
DPAs) and preparation for legal proceedings  

– legal representation vis-à-vis data subjects, DPAs and commercial 

claimants such as legal tech companies 
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Data as an Asset 

Datahas, to some extent, become an innovator’s crowning jewel. 
Especially since development is now moving to ‘no-code’ drag and drop 
development tools and data will continue to be the backbone of the 
latest developments in information technology, from artificial 
intelligence to the metaverse.  

Data may comprise or present (amongst other things) in legal terms: 

– personal information about individuals (ranging from “personal 
data” or “personally identifiable information” (PII) to information 
covered by privacy rights), 

– trade secrets and know-how, 

– confidential information protected by contractual undertakings, 

– information protected by intellectual property (e.g. copyright, sui 
generis data base rights, designs, trademarks, domain names, 
inventions and patents, plant variety rights or topographical 
rights), 

– data protected or restricted by statute (e.g. in the form of an 

export control, privileged information, dual use or military 
information, information covered by “blocking statutes”),  

– competitive advantage or unfair bias risk,  

– NFTs, cryptocurrencies, crypto-assets and other information 
processed through blockchain technology, or 

– other pure data or information. 

 
One set of data may be covered by several of the foregoing categories 
at the same time. In addition to the underlying data itself, data which is 
created from analyzing that data (or which results from combining 
another set) may form a secondary or tertiary, distinct data set. 
Further, the tools used to mine and sift data, whether it be formulae or 
an algorithm often attract greater value; but can often be overlooked in 
contractual arrangements (where, traditionally, customers and suppliers 
have focussed on rights in software or data protection).  

It is important to ensure that commercial strategies, corresponding 
contracts and risk governance frameworks are fit for purpose. Failing to 
address how your or a supplier manages and protects data assets is 
likely to result either in a loss of revenue or opportunity, or, in more 
serious cases, a claim or regulatory fine. The key driver for change 
should  always be proactive commercial or ethical advantage (not the 
fear of a regulatory change). Sound commercial prudence, which places 
customers or staff first, will likely result in beneficial regulatory 
outcomes (even if you still need an expert to assist with, for instance, 
financial services or trade export controls regulatory compliance). 

Ownership is not always required. Focus on commercial outcomes. And, 
where common law or statutory protection is not available, partners 
may instead rely on contractual terms and limitations. Hackers and 
accidental loss or theft of data (and ransomware) is a key threat so 
information and cybersecurity remain fundamental to secure value in an 
organizations data assets. This, in turn, protects reputation and 
increases goodwill and stock value. Fines in some jurisdictions are now 
reaching between 4-6% of global annual turnover for serious breaches 
of data/AI related legislation. That can really hurt an exit multiple. 
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We are now seeing increasing regulatory focus on: 

1. the encouragement of sharing ‘open’ data (governments and 
authorities are imposing requirements on organisations to release 
and allow end users and partners to access and port data across 
platforms – see here on the new EU Data Act), and 

2. competition and other regulatory trade, consumer and information 
governance authorities working collaboratively to assess and 
identify any unfair competitive advantage platforms and 
companies may have when agreeing to share data sets or achieve 
data dominance (in a particular data set or industry sector or 
vertical) 

“Think of data as an ally. Not just a 

compliance risk or an asset.” 

Accordingly, we recommend a data, not just a digital, first approach to 
commercial strategy. In addition, taking a holistic approach can result in 
not only more effective risk governance, but the creation of wider 
commercial opportunities. Think of data as an ally. Not just a 
compliance risk to be mitigated, or an asset to be exploited. 

Looking forward, on 28 July 2022, the UK Law Commission issued its 
Digital Assets Consultation paper, which seeks feedback before 4 
November 2022.  

The consultation paper covers all types of digital asset, including 
cryptocurrency, NFTs (see Section 10) , domain names, email accounts 
and wider forms of digital assets, such as media – e.g. ‘in-game assets’ 
– and digital files.  

One of the key tenets of the paper is the extent to which digital assets 
(intangibles) should be protected as property rights in law (and, if so, 
what are the appropriate rights and remedies that should be attached to 
that). Chapter 3 discusses information as a property right (and 
arguments for and against affording information property rights); whilst 
Chapter 5 addresses ‘data objects’ specifically and poses the question 
whether common law or statutory reform is required to address 
protection afforded to data objects. We will be watching this space 
closely. 

 

 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial_services/data-act-shaping-europe-digital-future
https://www.lawcom.gov.uk/project/digital-assets/
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Digital Marketing and ePrivacy 

“Marketing leaders are actively preparing for 

privacy changes.” 

The digital advertising industry has been under close scrutiny of data 
protection regulators and consumer rights groups worldwide (e.g. FTC 
in the US, ICO and CMA in the UK, EU and national regulators in the 
EEA). The adtech ecosystem involves multiple intermediaries, is 
extremely complex and notoriously lacks transparency. It involves 
large-scale cross-device and cross-services tracking, data matching and 
profiling of individuals for the purposes of targeted advertising, invisible 
collecting, auctioning and sharing data, and non-compliant international 
data transfers and  is considered to pose significant privacy risks. The 
regulators expect the industry to develop new solutions enabling 
individuals to receive ads without tracking, profiling or targeting based 
on excessive collection of data, as well as meaningful accountability of 
the supply chain.  

Non-compliance results in a growing number of legislative changes (e.g. 
increasing amount of legislation passed in various US states, ongoing 
developments in the UK and EU, new data protection legislation in China 
and UAE), regulatory initiatives, investigations, high-profile 
(increasingly often nine-figures) fines and group compensation claims 
around the world (e.g. in UK, EU, US, Canada, Australia) focusing 
mainly on the lack of transparency and valid consent to the use of 
individuals’ data. The industry is responding by taking various 
initiatives, including proposals to phase out third-party cookies and 
cross-site tracking and replace them with alternatives (e.g. Google’s 
Privacy Sandbox planned to be implemented in 2023); preventing user 
tracking at web browser level (e.g. Apple Safari, Microsoft Edge); 
initiatives to increase transparency of tracking (e.g. Apple’s App 
Tracking Transparency Framework); and improved solutions for 
individuals to choose their privacy preferences (e.g. IAB’s updated 

Transparency & Consent Framework aimed at communicating an 
individual’s preferences between companies in the digital advertising 
supply chain).  

 
On the ad publishing and buying side of the ecosystem, companies must 
keep up with and respond to the developments by reviewing and 
adapting their marketing practices and strategies. This is important both 
in relation to advertising using existing as well as emerging digital 
technologies such as the metaverse or NFTs. It may include, depending 
on the jurisdiction: 

– knowing your supply chain – undertaking due diligence on adtech 
vendors, understanding how they use and share data (including 
internationally), and choosing compliant suppliers that provide 
sufficient contractual guarantees to protect user privacy; 

– ensuring you have lawful grounds for undertaking the proposed 

data processing in all relevant jurisdictions; 

– undertaking a data protection (or privacy) impact assessment 
(DPIA) to identify and mitigate risks, and to demonstrate that the 
solutions used meet specific purposes and are necessary and 
proportionate means of achieving such purposes; 

– informing users upfront about the use of their data by providing 
clear information enabling them to understand how their data will 
be used and shared, and obtaining valid consent where required; 

– giving users real choices and tools to easily control their privacy 

settings and enforce their rights; and 

– retaining records to demonstrate compliance across the full life 
cycle of the data (e.g. when challenged or requested by 
customers). 

Global businesses are faced with the additional task of finding a 
practical solution to the challenge of complying with the requirements of 
multiple regulatory regimes (e.g. complying with the most stringent 
standards on global basis). Eversheds Sutherland can help clients 
navigate this complex landscape including managing compliance on 
worldwide basis. 

https://developer.apple.com/documentation/apptrackingtransparency
https://developer.apple.com/documentation/apptrackingtransparency
https://iabeurope.eu/transparency-consent-framework/
https://iabeurope.eu/transparency-consent-framework/
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Data in the Metaverse 

“In the metaverse, we are seeing an emphasis 

on true individual ownership of personal data 
in keeping with general themes around 

decentralization. This consumer expectation 
raises the stakes for new data portability 

protocols that provide a low friction way for 

users to carry their data from one platform to 

another.” 

The metaverse is best described as the next version of the internet. 
Critically, in this version of the internet, we will not be limited to 2D 
surfaces and mostly asynchronous interactions with one another. 
Rather, the metaverse will offer the opportunity to be embodied in a 
virtual space and to feel truly present with others despite physical 
distance IRL (in real life). The metaverse will provide the most creative 
and collaborative online space we have seen, allowing users to build 
their own worlds and experiences, from work to play, that will be 
interconnected with other users’ worlds and experiences. 

Many companies are working to build their own corners of the 
metaverse and to provide creator tools for developing worlds and digital 
assets as well as avatars that allow for maximum self-expression. 
Notably, the metaverse will not be built or owned by any single 
company. And neither will the massive amounts of personal data that 
individuals will bring with them into the metaverse. Meaningful 
individual ownership and control over personal data will require the 
development of low-friction data portability protocols and standards. It 
may also require lawmakers to revisit the foundational 
controller/processor structure and other aspects of many data privacy 

laws. In addition, user controls over exactly how a platform may use 
personal data will become more critical than ever.  

As we move forward towards a fully realized metaverse, companies 
should be in strategy mode thinking about the ways in which this shift 
over the next 5, 10 or even 15 years might impact their business, for 
better and worse.  
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NFTs and Data 

“The NFT boom marks the start of the new 

era of exponential growth in data”. 

NFTs (non-fungible tokens) have gained a lot of attention in recent 
years. It forms part of the wider Metaverse or Web 3.0 development. 
NFT enables the direct transactions of digital assets online at near real-
time, with transactions record kept on the blockchain. We are only at 
the early stage of NFT and Web 3.0 development. When more economic 
transactions move to the Metaverse and NFT space, the amount of data 
created will grow exponentially, creating a great demand of data 
centres and network capacities to support the new era of the Metaverse 
economy. 

Existing data regulations regulate the organizations which hold the data. 
In the NFT and the Metaverse context, the transactions data on an open 
blockchain do not belong to the organisations. One challenge for data 
regulators will be how to regulate data which are on open blockchain 
not controlled by an organisation. One approach may be to regulate the 
“nodes” operator (e.g. the China example).  

Existing data regulations also mostly focus on regulating only personal 
data. NFT data contains hashed information which may not relate to an 
identifiable person. For example, a user only needs to connect its virtual 
assets wallet (without providing any identity information) to conduct 
NFT transactions. It remains to be seen whether regulators would 
expand their regulatory scope to include general data beyond personal 
data. 

 

 



 

Protecting your interests 
Global data privacy and cybersecurity 
The data dozen: what’s trending now? 

14 

Data as an Asset 

Biometrics – Challenges 

and Opportunities 

Legal Technology and 
Regtech 

NFTs and Data 

Data in the Metaverse 

Digital Marketing and 
ePrivacy 

 

 

 

 

 

 

Home 
 

International Data 

Transfers  

Artificial Intelligence and 

Ethics  

New Privacy & Data Laws 
 

Cybersecurity 
 

Employee Monitoring, 
ESG and D&I  

DSARs: The Risks and 
Challenges  

Legal Technology and Regtech 

“The legal industry is undergoing a digital 

revolution as a result of the budget, resource, 
and efficiency challenges that legal teams 

face. In response, there has been an 
explosion of Legal Tech, making it difficult to 

identify the best solutions for addressing the 

challenges that teams are facing.” 

Organizations are struggling to:  

– accurately and consistently capture and track business requests;  

– effectively draft, review, amend, and negotiate contracts;  

– effectively identify key terms, clauses, and documents in response 

to risks and regulatory change;  

– consistently store and locate contracts and documents;  

– and effectively track and report on operational activity such as 
volume and type of work, working with stakeholders, risks, and so 
on. 

 
The Konexo vision is to digitize and modernize the delivery of legal 
services. Konexo leverages cutting-edge Legaltech solutions and 
innovative operational processes, combining them with the breadth 
of its people's knowledge and intelligence. This provides unrivalled 
flexibility in accessing the right mix of skills and experience, perfectly 
combining the heritage and backing of a major global law firm 
(Eversheds Sutherland) with the freedom to innovate and pursue 
alternative business models. We have invested heavily in great people 
and technology in recent years in order to deliver on this vision through 
an ambitious and detailed business plan for growth that is focused on 
our clients' needs. 

We use technologies such as artificial intelligence, automation tools, 
data analytics, and contract and workflow management to achieve to 
achieve our goals and support our clients.  

Konexo was recently named Law Company of the Year and 
Eversheds Sutherland was named Law Firm of the Year at the Lawyer 
Awards 2022, based on our vision and delivery of that vision for our 
clients. As far as we are aware, this double award is the first of its kind. 
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Biometrics – Challenges and Opportunities 

What is Biometrics? 

Biometrics is the measurement and statistical analysis of the physical, 
physiological or behavioural characteristics of a natural person, which 
allow or confirm the unique identification of that natural person, such as 
facial images or dactyloscopic data (i.e. fingerprints). 

“Biometric technology provides security, 
convenience, and commercial benefits. But 

lawmakers have struggled to enact workable 
laws around notice, consent, and destruction 

of biometric data, leaving companies 
unknowingly exposed to regulatory and 

litigation risk.” 

Why is there so much fuss made about biometrics? 

Biometric technology has exploded into a multibillion-dollar industry 
that touches nearly every aspect of modern life. Whether through a 
simple finger scan to unlock a phone, access a bank account, or gain 
entry to a secure work area, or via a facial recognition scan as they 
move through a crowd, most people have provided their biometric 
information to a private entity, sometimes unknowingly.  

As is often the case with emerging technology, however, legal questions 
and hurdles abound. Across the globe, companies that employ 
biometrics – with their customers, employees and the public at large – 
must navigate a shifting legal and ethical landscape. 

Eversheds Sutherland’s global team of biometrics advisers can help 
companies safely and effectively take advantage of the many benefits of 
biometric technology. 
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Our People 
Name Primary Office 

Georg Röhsner Austria 

Michael Röhsner Austria 

Manuel Boka Austria 

Koen Devos Belgium 

Caroline Schell Belgium 

Jack Cai China 

Sam Chen China 

Radek Matous Czech Republic 

Marek Bomba Czech Republic 

Tambet Toomela Estonia 

Tiina Ashorn Finland 

Gaetan Cordier France 

Vincent Denoyelle France 

Emmanuel Ronco France 

Nils Müller Germany 

Alexander Niethammer Germany 

Rhys McWhirter Hong Kong 

Cedric Lam Hong Kong 

Frankie Tam Hong Kong 

Agnes Szent-Ivany Hungary 

Katalin Varga Hungary 

Marie McGinley Ireland 

Massimo Maioletti Italy 

Andrea Zincone Italy 

Nadim Kayyali Jordan 

Agris Bitans Latvia 

Elina Mucina Latvia 

Rimtis Puisys Lithuania 

Jonas Saladzius Lithuania 

Renand Pretorius Mauritius 
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Olaf van Haperen Netherlands 

Aleksandra Kunkiel-Krynska Poland 

Marta Gadomska-Golab Poland 

Piotr Lada Poland 

Cristina Craciun Qatar  

Dani Kabbani Qatar  

Mihai Guia Romania 

Alexandra Sulea Romania 

Anum Saleem Saudi Arabia  

Jana Sapakova Slovakia  

Tanya Waksman South Africa 

Grant Williams South Africa 

Vicente Arias Spain 

Richard Jacobsson Sweden 

Torbjörn Lindmark Sweden 

Markus Naef Switzerland 

Geraldine Ahern UAE 

Nasser Ali Khasawneh  UAE 

Christine Khoury UAE  

Gayle McFarlane UK 

Liz Fitzsimons UK 

Dave Hughes UK 

Paula Barrett UK 

Philip James UK 

Lorna Doggett UK 

Penelope Jarvis UK 

Sarah Paul US 

Brandi Taylor US 

Michael Bahar US 

Dan Brown US 

Mary Jane Wilson-Bilik US 

Ian Shelton US 

Frank Nolan US 

Brian Rubin US 
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Appendix – Legal Developments Around The 

Globe: A Selected Round Up 
China 

“Data and cybersecurity enforcement will be 

enhanced in China.” 

China implements possibly one of the most stringent data and 
cybersecurity regulatory regimes. It regulates network infrastructure, 
personal data as well as non-personal information and has extra-
territorial effect. China also imposes certain unique requirements which 
are not common in other jurisdictions. For example, China data rules 
require organizations to obtain “separate consent” for processing of 
sensitive personal data, transferring data to any other controller or to 

outside of China. There are also stringent requirements for any cross-
border transfer of personal data and important data. Notably, 
organizations are required to file the standard contractual clauses and 
the privacy impact assessment report with the authorities and obtain 
official accreditation in some cases, before certain data can be 
transferred out of China. In most jurisdictions, the SCC and privacy 
impact assessment reports are only for internal compliance of the 
organisations. 

In serious cases, contravention of data and cybersecurity rules in China 
may lead to a fine of up to 5% of annual turnover of the organization 
and suspension of business practice. The personnel responsible for data 
compliance may be subject to a separate fine of up to USD150,000 and 
remain personally liable for the breach by its organizxation. The recent 
enforcement case on Didi (taxi hailing app equivalent to Uber) mobile 
application which imposes a fine at USD1.2 billion marked the severity 
of non-compliance with the data and cybersecurity regime.  

Clients are advised to actively monitor the regulatory development on 
this front, and update its data and cybersecurity policies in light of the 
new regulatory regime in China. 
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USA 

“Businesses collecting data from individuals 

residing in the US must continue to develop 
robust privacy compliance programs in order 

to keep pace with a new set of comprehensive 

state privacy laws taking effect in 2023.” 

State Law 

– New or revised state privacy laws will take effect in California, 
Colorado, Connecticut, Utah, and Virginia. 

– Laws have extra-territorial effect and are applicable to businesses 
that “target” residents of Colorado, Connecticut, Utah, and Virginia 
while the California Privacy Rights Act (CPRA) is applicable to 
companies “doing business” in California. 

– While the requirements of the new laws generally align with those 

set by the GDPR, there are important nuances that companies 
should consider in consultation with their attorneys. 

Risks of non-compliance 

– Failure to comply will result in possible regulatory action involving 
fines and/or an injunction depending upon the state; non-
compliance in California, Utah, and Virginia, can result in fines up 
to $7500 for each violation.  

– Unlike the other states’ laws, the CPRA provides a private right of 

action for consumers whose personal information is involved in a 
security breach; affected consumers may bring a civil action to (1) 
recover damages ranging from $100 to $750 per incident or actual 
damages (2) obtain an injunction or (3) obtain any other relief the 
court deems proper. 

 
How to prepare and protect your organization  

– Know your data: businesses should have a thorough 
understanding of the personal data they collect (including whether 
any of it is sensitive), the source(s) of this data, how and why the 
data is processed, and how it flows through the organization. 

– Apply principles of data minimization and proportionality: in 

accordance with core fair information practices, organizations 
should not collect, retain, or otherwise process more data than is 
necessary for their stated objectives. 

– Anticipate need to operationalize full suite of consumer rights: 
many of the new state laws provide consumers with the same 
rights afforded by the GDPR; businesses should implement policies 
and procedures allowing them to effectively respond to requests 
for access, deletion, rectification, and more. 

– Remain current on state and federal privacy law developments 
including agency enforcement trends. 

– Eversheds Sutherland’s Cybersecurity and Data Privacy practices 

can help ensure compliance with the upcoming laws by helping 
businesses to (1) align offered products and services with privacy 
requirements (2) respond to government and other agency 
requests and investigations (3) update privacy policies and data 
processing agreements and (4) train employees on data privacy 
and cybersecurity. 

Federal developments  

– Despite progress made with the American Data Privacy and 
Protection Act being advanced out of Committee and set for a full 
House vote, the chances of a federal law being passed this year 
remain low. 

– To fill the gap, the Federal Trade Commission, may issue 

consumer data privacy regulations; the agency took a significant 
step towards such action by filing an Advanced Notice of Proposed 
Rulemaking in late summer of this year but similar to passing a 
federal law, the rulemaking process could take years to complete. 
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UK and EU 

The UK has now split from and left the European Union and so has its 
own version of GDPR, known as UK GDPR. Organizations now therefore 
have UK GDPR and EU GDPR to consider whenever there is personal 
data which falls within the ambit of both regulatory frameworks. In 
addition, the UK is considering reforming its own national data 
protection laws and has published a draft Data Protection Bill.  

In addition, the EU has passed a series of new data related laws 
including the new EU Data Act, EU Data Governance Act and Digital 
Markets and Services Acts. 

Middle East, North Africa and Gulf 

“Data is Not Yet Our New Oil But We Are 

Working On That.” 

In the Middle East – including Gulf countries – and North Africa, the 
business world is just beginning to encounter the regulatory and 
operational pressures that European and American groups have faced in 
recent years. Several new data protection laws have been introduced in 
the last two years and authorities (i.e. the Dubai International Financial 
Centre – UAE), have already issued fines following the issuance of the 
regulations.  

These new data protection laws come in addition to dozens of existing 
regulations – i.e. in Turkey, Egypt, Tunisia, United Arab Emirates, 
Kingdom of Saudi Arabia, Bahrain, Qatar, and other countries that 
impact data privacy in some way – and the extraterritorial laws such as 
the EU General Data Protection Regulation (GDPR), which impact 
obligations for many organizations in the Middle East – North Africa and 
Gulf region. 

As Middle Eastern and North African countries strengthen their 
regulatory framework over data protection, companies in the region are 
seeking guidance on how to evaluate their risk, implement data privacy 
frameworks and uphold compliance. We do expect to see exceptional 
progress in this aspect over the upcoming years. 

 

Middle East 

Turkey – 2016 

Overview: The Data Protection Law governs the processing of personal 
data in accordance with the constitutional principles protecting privacy 
and confidentiality of personal life. The Data Protection Law, modelled 
after European Union practices, applies to any entity that, for any 
reason, processes any type of personal data pertaining to real persons. 

Turkish Constitution along with the Personal Data Protection Law (TUR 
Law) of 2016, are the main governing pieces of legislation on the 
protection of personal data. The DPL takes heavy influence from and 
holds a similar framework to the EU data protection regime within the 
framework of: Data Protection Directive 95/46/EC, the GDPR and,  the 
Data Protection Directive with Respect to Law Enforcement.  

Transfer: For the transfer of data outside of Turkey, either the data 
subject's explicit consent must be obtained or one of the exceptions to 
the consent requirement must exist. In addition, (1) either the country 
to which the data will be transferred to must offer a sufficient level of 
protection, or (2) the transferring data controller must enter into an 
agreement with the data importer to implement an appropriate level of 
protection.  

Penalties: Under Turkish law, certain violations of the DPL can lead to 
imprisonment and both judicial and administrative fines. Prison 
sentences (6 months – 4 years) or judicial fines could be placed for 
unlawful collection, processing, and transfer of personal data. Moreover, 
precautionary measures may be sanctioned on legal entities such as 
cancellation of licenses. Administrative fines (USD 275 – USD 5,500) 
may be imposed for any breaches of the DPL and coupled with that, 
sector specific regulations impose additional fines in case of their 
violation. Individuals can also claim compensation damages for any 
violation of any unlawful processing or collection of their data. 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Financial_services/data-act-shaping-europe-digital-future
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United Arab Emirates – 2021 

Overview: For the 50th anniversary of its foundation, the United Arab 
Emirates announced a series of significant legal reforms, including the 
federal data protection law (the UAE Law) of 2021. The UAE Law, 
which is the main governing piece of legislation on this regards, applies 
to all onshore personal data processing. There are no significant 
differences between the UAE Law and other recognized data protection 
regimes, including the GDPR. It offers a legal framework to safeguard 
the confidentiality and security of personal information, with an 
emphasis on the rights and responsibilities of all parties involved. The 
UAE Data Office which will serve as the regulatory authority for data 
protection has yet to be setup and has no official website. 

Transfer: The UAE Law permits the transfer of personal data to 
countries deemed to have a sufficient degree of protection by the UAE 
Data Office. For countries not authorized by the UAE Data Office as 
having an appropriate degree of protection, the UAE Law offers a 
variety of transfer options for personal data.  

Penalties: The current  UAE Law provides that information setting out 
the administrative sanctions shall be included in the Executive 
Regulations, which are yet to be issued. Punishments under the Cyber 
Crime Law range from temporary detention, a minimum prison sentence 
of between six months or one year and/or a fine. 

 

 

 

Kingdom Of Saudi Arabia – 2021 

Overview: Personal Data Protection Law (SAU Law) was enacted in 
2021. The SAU Law was scheduled to go into effect in March 2022 (with 
a one-year compliance grace period), but on 21 March 2022, in 
response to recommendations from the regulator, the implementation 
of the SAU Law was delayed until 17 March 2023.  

Transfer: Under the SAU Law, data transfers out of the Kingdom are 
monitored stringently. Transfer of personal data outside of the Kingdom 
is prohibited except in certain instances. 

Penalties: According to the SAU Law, criminal penalties and fines are 
imposed for the following offenses: 

– Transferring data illegally outside of Kingdom is punishable by up 

to one year in prison and/or a fine of up to USD 267,000.  

– Unlawfully revealing or publicizing sensitive data with the intent to 
harm the data subject or to achieve some personal gain (up to 
two years in prison and/or a fine of up to USD 800,000).  

– Respectively, the regulator has the authority to impose warnings 
and administrative fines of up to USD 1,332,000 for any other 
violation. It is important to note that the court may double the 
fine for repeat offenders. 

– Harmed individuals also retain the possibility of bringing claim for 

damages and therefore seek compensation. 
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Bahrain – 2018 

Overview: the Personal Data Protection of 2018 (BAH Law) became 
effective on 1 August 2019 in the Kingdom of Bahrain, making it the 
second country in the Gulf country to pass national privacy legislation. 
It supersedes any contradictory provisions from other legislation. 

In 2022, Bahrain enacted 6 ministerial resolutions complementing the 
BAH Law and promoting it to be more in line with international 
standards such as the GDPR. The BAH Law will apply to non-Bahraini 
enterprises operating data centres or utilizing third-party data 
processors in Bahrain. 

The BAH Law grants the regulator, the authority to investigate 
violations of the BAH Law on its own initiative, at the request of the 
minister in charge, or in responding to a claim. The regulator has the 
ability to issue orders to prevent violations, including emergency orders 
and fines. 

Transfer: the laws on the transfer of personal data outside the 
Kingdom of Bahrain set a list of countries regarded to maintain an 
appropriate degree of data protection by the BAH Law. This list has 83 
countries, including the UAE, Saudi Arabia, Oman, Jordan, Kuwait, 
Egypt, India, all EU member states, the United Kingdom, and the United 
States. Controllers may transmit personal data to any country on the 
list without obtaining permission from the regulator.  

Penalties: 

– Criminal violations may result in fines of up to USD 50,000 or 

imprisonment for up to one year. 

– Administrative fines for other violations may be up to USD 50,000 
for a one-time fine or up to USD 2,600 per day, which may be 
raised for repeat offenses. 

– Negative publicity – statements relating proven infractions may be 
published. 

– In addition, businesses would be required to compensate 

individuals for any harm caused by the unlawful processing of 
their personal information. 

 
Qatar – 2016 

Overview: A new law Concerning Privacy and Protection of Personal 
Data (QAT Law) was issued in 2016 and sets out a comprehensive data 
protection regulatory framework at the federal level, while a distinct 
system applies to organizations licensed within Qatar Financial Centre, a 
worldwide commercial and financial hub.  

The QAT Law represents the first attempt by a GCC member state to 
implement “European-style” legislation governing the collection, use, 
and disclosure of personal data at the federal level. 

The Ministry of Transport and Communications announced 14 regulatory 
guidelines on the QAT Law in November 2020. Notably, the guidelines 
added novel concepts not explicitly addressed in the QAT Law. 
Numerous of these concepts correspond with the objectives of the 
GDPR.  

Transfer: when revealing and transferring personal data to the 
processor, the controller must establish that the transfer is for a 
legitimate purpose and is conducted in accordance with the terms of the 
QAT Law. Controllers should not take steps or adopt processes that may 
impede the flow of trans – border data except if the processing of such 
data violates the QAT Law or will inflict on the data subject severe 
harm. 

Penalties: If a company fails to safeguard personal data and act in 
compliance with the QAT Law, then they would be exposed to not only 
severe financial penalties (ranging from USD 275,000 to USD 1,375,000 
in fines) but operational inefficiencies and intervention by regulators. 
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North Africa 

Egypt – 2020 

Overview: The Egyptian Government adopted their own Data 
Protection Law (EGY Law) in 2020. The EGY Law  seeks to protect the 
rights of individuals in Egypt regarding their personal data and to 
impose obligations on enterprises regarding how they process such 
data. The Egyptian Constitution along with other legislations safeguard 
the general right to privacy, supplementing the EGY Law.  

Interestingly, in contrast to the GDPR, the EGY Law applies only to data 
that is partly or wholly processed by electronic means by a controller, 
processor, or holder – as defined under the EGY Law. The EGY Law does 
not appear to apply to hard copies of data, including paper files and 
postal correspondences. It excludes a number of kinds of data, including 
data processed for personal use, data processed for media purposes 
exclusively (as long as it is accurate and does not violate any press or 
media regulations), and data maintained by the Central Bank of Egypt 
(as well as entities subject to its control and supervision). 

The Personal Data Protection Centre is a public economic authority with 
legal personality that reports to the Minister of Communications and 
Information Technology. It is yet to be set up. 

Transfer: the EGY Law prohibits, among other things, the transfer, 
storage, and/or exchange of gathered or prepared-for-processing 
personal data to a foreign state unless the following two requirements 
are met: (1) application of a level of protection not less than that 
specified by the EGY Law, and (2) obtaining a license or authorization 
from the regulator. 

The Law provides exceptions if the direct consent of the data subject is 
acquired for transferring, distributing, circulating, or processing 
personal data to a country that does not provide an adequate degree of 
protection. 

Penalties: Failure to comply with the provisions of the EGY Law, shall 

be penalized with imprisonment and/or fines that can reach up to USD 
260,000. 

 
Tunisia – 2004 

Overview: In 2002, Tunisia modified its Constitution to incorporate the 
right to personal data protection. Albeit a new constitution was enacted 
in 2014, the old data protection regime remains. 

Overall, this rendered Tunisia one of the 

regional leaders in terms of the 

progressiveness of their data protection 

regime. 

Personal data is mainly governed by the Law of 2004 on the protection 
of Personal Data (the TUN Law). This was supplemented by the 
Tunisian Constitution of 2014.  

In 2017, Tunisia had become – as the first Arab country – 51st member 
of the Council of Europe’s Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data. It is to be noted 
that the Parliament introduced in 2018 a new draft law on the 
protection of personal data in conformity with the GDPR.  

Transfer: The transfer of personal data is often restricted or subject to 
stringent safeguards. The overseas transfer of personal data is 
prohibited where it poses a threat to public safety or the vital interests 
of Tunisia. If the foreign country does not provide an acceptable level of 
protection, this transfer may not occur. In every circumstance, prior 
authorization of the regulator is required.  

Penalties: It is mandatory to fulfil prior notification requirements, 
compliance with provisions on sensitive data and other obligations. In 
case of violation, prison sentences (of up to a maximum of 2 years) and 
fines (up to USD 3,200) may be imposed. Moreover, the cross-border 
transfer of data whenever it poses risk to the state’s public security and 
vital interest holds a severe penalty that includes imprisonment (2-5 

years) and a fine (USD 1,600 – USD 15,700) to be paid. 
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