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Welcome to the latest edition of Updata!  

Updata is an international report produced by Eversheds Sutherland’s dedicated Privacy and Cybersecurity 
team – it provides you with a compilation of key privacy and cybersecurity regulatory and legal developments 
from the past quarter.  

This edition covers July to September 2022 and is full of newsworthy items from our team members around 
the globe, including: 

− updates on recent data protection legislation and regulatory guidance and measures in China, including 

draft provisions on cross-border data transfers; 

− new data protection law in Switzerland and proposed new EU legislation, including a regulation on 

cybersecurity and a regulation on preventing and combating child sexual abuse online; 

− the status of the UK’s Data Bill, including the latest comments from the new UK Government which 
suggest a potential move way from GDPR-style data protection law; 

− a European Court of Justice decision that the publication of information that can cause inference to a 
person’s sexual orientation, even indirectly, constitutes processing of special categories of personal 

data; 

− data security/cybersecurity issues continue to be a focus, including in relation to proposed changes to 
China’s cybersecurity law and in respect of security assessments for cross-border transfers, in the Czech 
Republic (where the Czech National cybernetic and information security office has issued a guide to the 
management of cybersecurity assets and risks) and in Hong Kong, where the PCPD has issued guidance 

on recommended data security measures for information and communication technology; 

− issues in relation to consent as the lawful basis for data processing have been highlighted in a case 

before the Austrian Federal Administrative Court involving the publishing of photos of children, in 
Germany and Austria in relation to the dynamic use of free fonts services and in Hong Kong in respect of 
the anti-doxxing regime; 

− the importance of ensuring the security of health data has been highlighted in recent court rulings in the 
UK, Poland, Belgium and the Netherlands; and 

− new guidance on how to report security compromises to the Information Regulator in South Africa. 
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EDPB issues a statement on 
transfers of personal data to 
Russia 

The European Data Protection Board (“EDPB”) has issued a 
statement on personal data transfers to Russia.  

Russia was excluded from the Council of Europe in March and will 

cease to be a High Contracting Party to the European Convention 
on Human Rights as of 16 September 2022. This statement notes 
that Russia does not have an adequacy finding pursuant to Article 
45 GDPR, and therefore transfers of personal data to Russia can 
only be carried out using one of the other transfer instruments in 
Chapter V GDPR.  

Following Schrems II and the EDPB’s recommendations on 

supplementary measures, data exporters should assess the law 
and/or practices in Russia that could affect the effectiveness of 
the appropriate safeguards in the relevant transfer instrument. 
Where this is the case, supplementary measures should be 
identified and adopted to ensure data subjects have a level of 
protection equivalent to that which is guaranteed within the EEA. 

Where this assessment finds that compliance cannot be ensured 
and there are no appropriate supplementary measures, data 
transfers must be suspended.  

The statement notes that a number of EEA Member States have 
close ties with Russia economically and historically and as a result 

transfer personal data frequently to Russia. Whilst national data 
protection supervisory authorities in some states are already 

considering the lawfulness of such transfers, these authorities will 
be monitoring developments and legislative changes. 

12 July 2022 Statement on personal 
data transfers to the 
Russian Federation  

https://edpb.europa.eu/system/files/2022-07/edpb_statement_20220712_transferstorussia_en.pdf
https://edpb.europa.eu/system/files/2022-07/edpb_statement_20220712_transferstorussia_en.pdf
https://edpb.europa.eu/system/files/2022-07/edpb_statement_20220712_transferstorussia_en.pdf
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The FATF publishes report on 
financial crime and data protection 
and private sector information 

sharing 

The Financial Action Task Force (“FATF”) has published a report 
on data protection, technology and private sector information 
sharing in the context of the fight against financial crime.  

The report focuses on information sharing among the private 
sector and how this can be increased to help with anti-money 
laundering, counter-terrorist financing and counter-proliferation 
financing (“AML/CTF/CPF”), bearing in mind data protection and 
privacy related requirements. The FATF explain how criminal 

organisations are exploiting information gaps and that without 

effective data sharing it is becoming more difficult to identify 
criminal activities.  

There are, however, concerns over the collection and use of 
personal data, and it is important that any AML/CTF/CPF 
initiatives are only processing personal data so far as is 
necessary, reasonable and proportionate, with the risks of 
increased personal data sharing managed appropriately.  

The report sets out key recommendations for jurisdictions looking 
to increase private sector information sharing. Recommendations 
for the public sector include:  

− taking an active role in facilitating information sharing, 
including for example by updating laws, identifying a lead 
agency or contact point, and using regulatory sandboxes 
and pilot programmes  

− regular dialogue between data protection authorities and 
AML/CFT authorities, including joint strategies and joint 
guidance  

Recommendations for the private sector include:  

− using privacy enhancing technologies where appropriate 
− engagement with data protection authorities  

− steps towards data preparation  

− pursuing data protection by design  
− measuring success through the use of indicators and 

metrics 

 

20 July 2022 FATF Report ‘Partnering 
in the fight against 
Financial Crime’ 

https://www.fatf-gafi.org/media/fatf/documents/Partnering-int-the-fight-against-financial-crime.pdf
https://www.fatf-gafi.org/media/fatf/documents/Partnering-int-the-fight-against-financial-crime.pdf
https://www.fatf-gafi.org/media/fatf/documents/Partnering-int-the-fight-against-financial-crime.pdf


 

Updata Edition 17 – July to September 2022 | Updates by territory 4 

General EU and International 

Development Summary Date Links                                                                        

EDPB and EDPS publish joint 
opinion on proposed Regulation on 
preventing and combating child 

sexual abuse online 

The European Data Protection Board (“EDPB”) and the European 
Data Protection Supervisor (“EDPS”) have published a joint 
opinion on the proposal for a Regulation of the European 

Parliament and of the Council laying down rules to prevent and 
combat child sexual abuse.  

The proposed Regulation set out two key pillars which are:  

− Imposing qualified obligations on providers of hosting 

services, interpersonal communication services and other 
services in respect of monitoring material which concerns 

online child sexual abuse and the solicitation of children  
− Establishing a new decentralised EU Agency and a network 

of coordinating authorities for child sexual abuse issues to 
facilitate implementation of the proposed Regulation  

The joint opinion outlined several issues with the proposed 
Regulation namely:  

− Serious concerns were identified in respect of the 

proportionality and necessity of the envisaged interference 
with regards to the right to privacy and protection of 

personal data. This is particularly relevant with the 
proposed detection measures for interpersonal 
communication services; the intended technology is 
susceptible to error which renders the interference beyond 
what is necessary and proportionate. Further measures 

such as the scanning of audio communications also raise 
questions of necessity and proportionality in the face of 
privacy and data protection rights  

− The proposed Regulation lacks clarity on key aspects 
including what constitutes a significant risk and allows a 
lack of legal certainty in balancing the privacy/ data 

protection rights of individuals by allowing the 
safeguarding authorities too broad of a margin. There is no 

clarity on exactly when interferences are allowed  
− The EDPB and EDPS note that procedural safeguards can 

never fully replace substantive safeguards and there needs 
to be better alignment with the EU legal framework on the 
protection  

− The relationship between the tasks of coordinating 
authorities should be regulated. This extends to the 

28 July 2022 Joint Opinion 

 

Proposal for a Regulation 

https://edpb.europa.eu/system/files/2022-07/edpb_edps_jointopinion_202204_csam_en_0.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2022%3A209%3AFIN
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proposed cooperation between the EU Centre and Europol 
which must have provisions outlined in respect of data 
sharing and transmission to adhere to data protection and 
privacy laws  

While the joint opinion notes several areas of improvement, it 
does welcome the proposed Regulation’s statement that it does 
not affect the powers and competences of the data protection 
authorities under GDPR. 

ENISA publishes report on the 

threat of ransomware attacks. 

The European Union Agency for Cybersecurity (“ENISA”) has 

published a report on the threat of ransomware attacks.  

The report outlines the current landscape based on 623 incidents 
between May 2021 and June 2022, highlighting the issues with 
the current reporting systems in light of such attacks and the 
evolution of ransomware.  

Of the 623 incidents analysed it is clear that data leaks constitute 
the majority of the incidents accounting for 46.2% of the total 

incidents and personal data forming 58.2% of all stolen data. The 
report’s findings illustrate that ransomware attacks are a global 

problem and that measures must be taken to protect 
organisations against such threats.  

ENISA has recommended, amongst other measures, that 
organisations undertake the following:  

− keep personal data encrypted according to the provisions 

of GDPR and using appropriate risk-based controls;  
− maintain security awareness and have a good verified 

backup of all business critical files; and  
− conduct regular risk assessments and consider taking out 

ransomware insurance  

In the event of an attack: quarantine affected systems, contact 

the national cybersecurity authorities and do not negotiate with 
the threat actors. 

 

 

29 July 2022 ENISA report 

 

https://www.enisa.europa.eu/publications/enisa-threat-landscape-for-ransomware-attacks
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ECJ finds that information 
indirectly disclosing sexual 
orientation is special category 

personal data 

The European Court of Justice (“ECJ”) has confirmed, as part of a 
preliminary ruling in response to questions referred by the Court 
of Vilnius, Lithuania, that disclosure of personal data that may 

indirectly disclose the sexual orientation of a person constitutes 
processing of special category data for the purpose of Article 9(1) 
EU GDPR.  

The question arose whether the publication of certain information 
about a data subjects co-habiting spouse or partner constitutes 

special category data.  

The ECJ held that Article 8(1) of the Data Protection Directive and 
Article 9(1) of the EU GDPR must be interpreted as meaning that 
the publication of information that can cause inference to a 
person’s sexual orientation, even indirectly, constitutes 
processing of special categories of personal data. 

See also the link to our Ireland office’s article on this ruling 
below. 

1 August 2022 ECJ Judgment 

Opinion published by EDPS in 
relation to EU-Japan agreement 

addressing data flow 

On 9 August, The European Data Protection Supervisor (the 
“EDPS” – acting as the EU’s independent data protection 

authority) issued its formal opinion (Opinion 17/2022) regarding 
its recommendation on the negotiation of provisions relating to an 
agreement addressing cross-border data flow between the EU and 
Japan. The opinion was published with the aim to help improve 

data flow between the EEA and Japan by removing or improving 
many of the technical and/or regulatory barriers currently 
impacting data flow arrangements, for example, eliminating the 
majority of duties payable.  

The opinion covers: 

− the EDPS’ general remarks (primarily that as Japan was 

previously granted an Adequacy Decision finding, any 

transfers of personal data from a EEA controller/processor 
to Japan (and covered by the Adequacy Decision) may take 
place without the need to obtain any further authorisation, 
but that further negotiations regarding data flow are still 
essential)  

− horizontal provisions on cross-border data flows 

(specifically that any cross-border data flow requirements 

9 August 2022 EDPS opinion 

https://curia.europa.eu/juris/document/document.jsf?text=&docid=263721&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=481514
https://edps.europa.eu/system/files/2022-08/22-08-09_edps_opinion_eu_japan_en.pdf
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should align with any horizontal requirements regarding 
cross-border data sharing);  

− reference to the opinion; and 
− an overall conclusion  

A full copy of the opinion is publicly available for review. 

Proposed EU Cyber Resilience Act Following a call for evidence in May, the European Commission 
has adopted a proposal for a Regulation on horizontal 

cybersecurity requirements for products with digital elements and 
amending Regulation (EU) 2019/1020 (an EU “Cyber Resilience 

Act”).  

The Cyber Resilience Act is intended to protect both consumers 
and business from the risks posed by products with inadequate 
security features. It will impose obligations on manufacturers to 
ensure the cybersecurity of products with digital elements across 
their whole life cycle, including ensuring security by design 
through compliance with specified security requirements and 

reporting on and addressing identified security vulnerabilities. All 
products that are connected (whether directly or indirectly) to 
another device or network are in scope, save for those already 

covered by an existing EU cybersecurity regime.  

The Cyber Resilience Act will be relevant to UK businesses 
supplying in-scope products into the EU or exporting them from 
the EU. This will be an area where UK and EU regimes are likely 

to diverge, with current UK proposals set out in the Product 
Security and Telecommunications Infrastructure Bill. 

15 September 2022 State of the Union: New 
EU cybersecurity rules 

(europa.eu) 

 

Proposal for Regulation  

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5374
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5374
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5374
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2022:454:FIN
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“Barrage” of cease-and-desist 

letters sent to Austrian website 
operators over alleged GDPR 

violations by dynamic use of web 
fonts 

More than ten thousand Austrian website operators received 

cease-and-desist letters from an Austrian lawyer this summer, 
requesting €190 in damages for alleged GDPR violations by these 

websites due to their use of free web fonts in dynamic 
implementation.  

The cease-and-desist letters claim that due to the dynamic 
implementation of web fonts, the users’ IP addresses and other 
data are transferred to the servers of the web font provider 

situated in the USA. This is claimed to constitute a violation of 
both the principle of data minimisation and of Chapter V of GDPR. 

The letters contain the threat of filing a lawsuit against the 
website operator unless €100 are paid in damages under Article 
82 GDPR plus €90 in attorney fees, referencing a judgment by 
the Regional Court I of Munich earlier this year, which awarded a 

claimant €100 in damages for a similar violation.    

This “barrage” of such cease-and-desist letters is the biggest 
instance of private GDPR enforcement in Austria to date. 

1 August 2022  

  

Link to media coverage 

(in German) 

Link to statement by 

Austrian DPA (in German) 

 

 

https://www.derstandard.at/story/2000138472819/datenschutzanwalt-fordert-in-massenbrief-190-euro-von-websitebetreibern-fuer-google
https://www.derstandard.at/story/2000138472819/datenschutzanwalt-fordert-in-massenbrief-190-euro-von-websitebetreibern-fuer-google
https://www.dsb.gv.at/download-links/bekanntmachungen.html#Google_Fonts
https://www.dsb.gv.at/download-links/bekanntmachungen.html#Google_Fonts
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Austrian DPA starts investigation 
into dynamic use of web fonts on 
websites under GDPR 

Following the “barrage” of cease-and-desist letters sent to more 
than ten thousand website operators in Austria this summer (see 
above), the Austrian DPA has initiated an ex officio investigation 

of the dynamic use of web fonts on websites under GDPR. 

While this investigation is still ongoing, the Austrian DPA has 
issued a non-binding recommendation to remove dynamic 
implementation of web fonts and to implement web fonts locally 
instead. 

23 August 2022  

 

Link to statement by 
Austrian DPA (in German) 

 

  

Austrian Federal Administrative 
Court: Employment Agency may 
use social security number in email 
headers 

The Austrian employment agency AMS uses an online platform for 
communicating with the unemployed to notify them of job 
openings, training possibilities and information regarding 
unemployment benefits. Messages on the platform are notified to 
the recipient by email with the header displaying their social 
security number, which in Austria includes the date of birth. 

An unemployed person filed a complaint with the Data Protection 

Authority, claiming that this use of the social security number in a 
plain text part of an email was an unlawful disclosure of special 
category data to telecommunication providers and bears a high 

risk of unauthorised access, due to the insecure nature of 
unencrypted email. The DPA referred to its established practice 
that the social security number may not be used as a general 
identifier outside of specific social insurance matters (e.g. 

unemployment benefits related matters) and ruled that using the 
social security number was not necessary in simple notifications 
informing them that they had received a message on the 
platform. Therefore, AMS was ordered to cease this practice. 

AMS appealed this decision, challenging the DPA’s position on 
where to draw the line between “social insurance matters” and 

such acts that do not warrant use of the social security number as 
an identifier. The Federal Administrative Court confirmed AMS’ 

position and classified such notification emails as part of a social 
insurance matter, for which AMS is free to use the social security 
number as an identifier in email headers. 

Date of Decision: 28 
June 2022 

Published: 11 August 
2022  

 

Link to the decision (in 
German) 

 

  

Austrian Federal Administrative 

Court: Publication of children’s 
photos by golf tournament 

The operator of a golf tournament for children took photos and 

videos of the participants and published them online. 

Date of Decision: 29 

June 2022 

Link to the decision (in 

German) 

https://www.dsb.gv.at/download-links/bekanntmachungen.html#Google_Fonts
https://www.dsb.gv.at/download-links/bekanntmachungen.html#Google_Fonts
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20220628_W256_2222319_1_00/BVWGT_20220628_W256_2222319_1_00.pdf
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20220628_W256_2222319_1_00/BVWGT_20220628_W256_2222319_1_00.pdf
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20220629_W245_2232755_1_00/BVWGT_20220629_W245_2232755_1_00.pdf
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20220629_W245_2232755_1_00/BVWGT_20220629_W245_2232755_1_00.pdf
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operator requires valid consent, 
cannot be based on legitimate 
interest 

A mother filed a complaint against the publication of photos of 
her two children and her complaint was upheld by the Federal 
Administrative Court.  

At the tournament, the registration process included the notice 

(in German), "You are advised that for the purpose of publicising 
the event, photographs and videos will be taken that may be 
published on websites operated by the [Golf Association] and on 
social media channels, as well as in any print media. By 
participating in this event, the participants consent to the 

processing pursuant to Article 6 (1)(a) GDPR.", a very common 
phrasing when signing up to Austrian events. 

The Federal Administrative Court has now stated that this did not 
constitute valid consent, because: 

− there was no active act of consent; 

− there was no way to refuse consent, violating Article 7(4) 
GDPR; 

− the described purposes were too vague; and 

− no reference was made to the right to withdraw consent. 

Since consent was cited as the legal basis, it was not possible to 
"switch" to a legitimate interest under Article 6(1)(f) GDPR as an 
alternative. 

The Court considered it entirely possible to base the taking of 
event photos and their publication on a legitimate interest, but 
only if proper and clear information is provided about this and a 

balancing of interests is conducted. 

However, if children are involved, the Court considered that the 
balancing of interests will almost always lean against publication, 
unless there are significant reasons to the contrary. 

Published: 7 
September 2022  

 

 

 

Quarterly Newsletter by the 

Austrian DPA 

In this edition of the DPA’s quarterly newsletter, the DPA focuses 

on its recent guidelines on the use of cookies, the design of 
cookie banners and the lawfulness of “cookie walls”. It also 
reiterates its rejection of the so called “risk-based approach” 
regarding data transfers to third countries under Chapter V GDPR. 

3 August 2022  

 

Link to the newsletter (in 

German) 

 

  

https://www.dsb.gv.at/newsletter/dsb-newsletter-3-2022.html
https://www.dsb.gv.at/newsletter/dsb-newsletter-3-2022.html
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Austrian Supreme Court: Rating 
Portal for Doctors does not violate 
GDPR 

An Austrian doctor filed a lawsuit against an Austrian operator of 
an online rating portal for doctors. On this portal, users could rate 
individual doctors and post comments on their services. Such 

ratings and comments are publicly visible, and doctors can be 
ranked based on these ratings and other metrics. 

The doctor claimed that this was a violation of GDPR and unfair 
competition and requested the defendant to cease using and to 
delete their personal data on this portal. 

After appeals against the original court decisions, the claim was 

denied by the Austrian Supreme Court. The Court ruled that the 
processing of personal data on the portal was lawful under Article 
6(1)(f) GDPR and therefore did not constitute a violation of GDPR. 
Both the operator of the portal as well as its users have a 
substantial legitimate interest in the processing of the data, which 
outweighs the interests of the claimant doctor. 

Date of Decision: 3 
August 2022 

Published: 7 

September 2022  

 

Link to the decision (in 
German) 

  

 

https://www.ris.bka.gv.at/Dokumente/Justiz/JJT_20220829_OGH0002_0060OB00198_21T0000_000/JJT_20220829_OGH0002_0060OB00198_21T0000_000.pdf
https://www.ris.bka.gv.at/Dokumente/Justiz/JJT_20220829_OGH0002_0060OB00198_21T0000_000/JJT_20220829_OGH0002_0060OB00198_21T0000_000.pdf
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The Market Court Refers IAB 
Europe Case to CJEU 

In our previous Updata Editions 14 and 15, we discussed the 
ruling of the Belgian Data Protection Authority (“DPA”) regarding 
the violation of key provisions of GDPR by the IAB Europe’s 
Transparency and Consent Framework (the “TCF”). 

By way of a recap, the DPA levied a fine of €250,000 on IAB 
Europe and imposed a deadline of two months to reform its 

practices and introduce an action plan showing how it will bring 
the TCF framework into compliance.  

IAB Europe appealed this decision to the Market Court which 
adopted an interim decision on 7 September 2022. The Market 
Court rules that the DPA violated the principle of due care in 
investigating the facts of the case and the allegations brought by 

the complainants. The decision of the DPA lacked sufficient proof 
based upon objective facts. 

The merits of the case will however be addressed at a later stage, 
since certain questions in relation to the concept of personal data 
and the responsibility of the data controller have been referred to 
the CJEU first. To be continued… 

 

7 September 2022  

 

Decision (Dutch) 

  

https://www.gegevensbeschermingsautoriteit.be/publications/tussenarrest-van-7-september-2022-van-het-marktenhof-ar-292.pdf
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Laboratory in violation of the 
principles of integrity, 
confidentiality and transparency 

for using an unsecured website 

The facts date back to 2019: The complainant suspected a 
laboratory for medical analysis of not having conducted a DPIA, 
failing to inform individuals correctly and processing special 

categories of personal data, in this case health-related data, 
through a non-secured website. The complainant’s physician had 
direct electronic access to its medical analysis results via a 
webpage under the name "Cyberlab" in an unsecured http 
protocol. 

The DPA ruled that a web page on which physicians can consult 

the results of medical analyses of patients remotely without 
offering encryption, violated the principle of integrity and 
confidentiality enshrined in Articles 5(1)(f) 24, 25 and 32 GDPR.  

Furthermore, the fact that the widely processed data were health 
data (a special category of personal data); that the defendant's 
explanations were inconsistent (making it difficult to determine 
whether it acted as a data controller or processor); and that it 

failed to take direct and concrete actions to stop the non-
compliance were considered as aggravating circumstances. 

The DPA issued a fine of €20,000. 

19 August 2022  

 

Decision (Dutch) 

 

  

DPA provides clarification on the 
interaction between the Law on 
Patients’ Rights and GDPR 

On 6 July 2022, the DPA issued a decision in which it clarified the 
interaction between the Belgian Law of 22 August 2002 on 
Patients' Rights (the “Law on Patients’ Rights”) and GDPR. In 

this case, the complainant requested a copy of the final report 
from their treating psychologist. As the request was refused, the 
complainant claimed that their right to access under Article 15 
GDPR was not (fully) granted by the data controller. 

The DPA noted that the right to information and inspection 
pursuant to Article 9, section 2 of the Law on Patients’ Rights is 

more limited than the right of access pursuant to Article 15 
GDPR. However, the Law on Patients’ Rights is in line with GDPR, 

as GDPR provides for the possibility to limit the right to access in 
a European or national regulation in order to protect the data 
subject or the rights and freedoms of others (Cfr. Article 23(1)(i) 
GDPR). The limitation in the Law on Patients’ Rights on the right 
to information and inspection provides that the information will 

not be communicated and inspection will not be granted to the 
patient if this would "manifestly cause serious harm to the health 

6 July 2022  

 

Decision (Dutch) 

  

https://www.gegevensbeschermingsautoriteit.be/publications/beslissing-ten-gronde-nr.-127-2022.pdf
https://www.gegevensbeschermingsautoriteit.be/publications/zonder-gevolg-nr.-109-2022.pdf
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of the patient" (Cfr. Art. 7, §4). The DPA clarified that the 
psychologist has the discretion to evaluate this in the interest of 
the patient. 

The DPA also clarified that the right to rectification pursuant to 

Article 16 GDPR is not aimed at being able to challenge the 
accuracy of a medical diagnosis. In a context like the present 
one, this right could only be exercised in situations where, for 
example, errors in the file occur due to incorrect processing of 
personal data. 
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Provisions on Standard Contracts 
regarding Export of Personal 
Information (Draft for Comments) 

《个人信息出境标准合同规定（征求意见稿）

》 

On 30 June 2022, the Cyberspace Administration of China issued 
the Provisions on Standard Contracts regarding Export of Personal 
Information (Draft for Comments) (the “Draft”), for public 

consultation until 27 July 2022. 

The Draft details the requirements for PRC data processors to 
transfer personal data to offshore recipients through signing a 
“standard contract”, which is one of the three permitted 

mechanisms to satisfy the cross-border transfer requirements 
under Article 38 of the Personal Information Protection Law of the 
People’s Republic of China. A template of the “standard contract” 
is also included in the Draft. The key points of the Draft are 
summarised as follows:  

─ Eligibility: A data processor can only rely on the “standard 

contract” mechanism to export personal information offshore 

if (i) it is not a “critical information infrastructure operator”; 
(ii) it has not processed personal information of one million 
or more individuals; and (iii) since the 1st January of the 
preceding year, it has not transferred personal information 
of 100,000 or more individuals or sensitive personal 
information of 10,000 or more individuals outside the PRC.  

30 June 2022  

 

New legislation (draft bill) 

  

http://www.cac.gov.cn/2022-06/30/c_1658205969531631.htm
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─ Self-Assessment: Prior to the export of personal information, 
the data processor is required to carry out an impact 
assessment of the risk involved based on the items 
stipulated in the Draft.  

─ Standard Contract: The template “standard contract” 
contains extensive clauses, including on the background 
information of the data processors, the foreign recipient and 
the storage and export of the personal information. In 
particular, the provisions require the parties to set out the 

respective data security protection responsibilities and 
obligations borne by the parties and to evaluate the data 

protection laws in the foreign jurisdiction.  

─ Filing: the data processor is required to file the standard 
contract and the self-assessment report within 10 days of 
the standard contract coming into effect.  

─ Re-submission: The data processor is required to sign a new 
standard contract and re-submit it where changes occur in 

the data processing activities, the laws and policies in the 
foreign recipient’s jurisdiction or other circumstances that 
may impact the information rights and interests of the 

individuals. 

Measures on Security Assessment 
of Data Exports 

《数据出境安全评估办法》 

On 7 July 2022, the Cyberspace Administration of China (“CAC”) 
issued the Measures on Security Assessment of Data Export (the 

“Measures”), which took effect on 1 September 2022. 

The Measures are issued to provide guidance to data processors 
who need to pass the mandatory CAC-led security assessment 
(the “Security Assessment”) for cross-border data transfers. 
The key points of the Measures are summarised as follows:  

─ Thresholds: A data processor must apply for a Security 

Assessment through CAC’s local provincial branch, if any of 

the following circumstances occurs: 

1) where it provides important data offshore (including 
Hong Kong, Macao and Taiwan); 

2) where (a) a critical information infrastructure operator 
or (b) a data processor processing the personal data 

7 July 2022  

 

New legislation 

  

http://www.cac.gov.cn/2022-07/07/c_1658811536396503.htm
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of 1,000,000 or more individuals, provides personal 
data offshore; 

3) where a data processor has provided offshore (a) the 
personal data of 100,000 individuals or (b) the 

sensitive personal data of 10,000 individuals on a 
cumulative basis since 1 January of the preceding 
year, provides personal data offshore; or 

4) in other circumstances prescribed by the CAC which 

require a Security Assessment for data export. 

─ Self-Assessment: Prior to applying for the Security 
Assessment, the data processor should first carry out an 

internal risk assessment as the report is required for the 
application. The report should assess the risks caused by the 
data export to national security, public interests and the 
rights and interests of individuals and organisations. In 
particular, the report should consider whether the cross-
border transfer complies with Chinese laws and regulations, 

the impacts of such a transfer on the interests of the data 
subjects, the cybersecurity environment of the foreign 
country/region and the responsibilities and liabilities that the 

offshore recipient undertakes.  

─ Legal Documents: The legal documents entered into by and 
between the data processor and the offshore recipient 
should specify the responsibilities and obligations to protect 

data security, and at least include the details of the data to 
be exported, the storage and handling of the data in foreign 
jurisdictions, restrictions on transfer of the data to other 
organisations and measures to protect data security, etc.   

─ Security Assessment Procedures: The data processor should 
submit the declaration form, internal risk assessment report, 
the legal documents executed by and with the offshore 

recipient, and any other necessary materials to the local 
provincial branch of CAC. The local branch will submit the 
documents to the CAC within 5 working days if the materials 
are complete. The CAC will notify the applicant in writing 
within 7 working days thereafter whether it accepts the 
application. If accepted, the Security Assessment will be 

completed within 45 working days unless otherwise 
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extended. The Security Assessment result will be valid for 
two years. The data processor should re-apply for the 
security assessment within 60 days before expiration of the 
existing security assessment approval. 

─ Grace period: Data export activities which commenced prior 
to the effective date of the Measures, that do not comply 
with the Measures, should be rectified within a six-month 
grace period (i.e. before 1 March 2023). 

Implementation Opinions on 

Conducting Cybersecurity Services 
Certification (Draft for Comments) 

《关于开展网络安全服务认证工作的实施意见

（征求意见稿）》 

On 21 July 2022, the State Administration for Market Regulation 

(“SAMR”) along with the Cyberspace Administration of China 
(“CAC”) and the Ministry of Public Security (“MPS”) issued the 
Implementation Opinions on Conducting Cybersecurity Services 
Certification (Draft for Comments) (the “Draft”), for public 
consultation until 21 August 2022. 

The Draft aims to implement fully the requirements of laws and 
regulations such as the Cybersecurity Law and enhance  the 

management of cybersecurity services organisations and the 
quality of cybersecurity services. It provides for the creation of a 
cybersecurity services certification directory (to be revised from 

time to time) and a cybersecurity services certification technical 
committee which resolves the relevant technical problems and 
provides suggestions about the drafting and amendments of 
relevant rules and the directory. The cybersecurity certification 

organisations should be qualified with relevant expertise, act in 
compliance with the relevant laws and be subject to the approval 
and continuous supervision of the SAMR, the CAC and the MPS.  

21 July 2022  

 

New legislation (draft bill) 

Measures on Cybersecurity 
Management of Medical and Health 

Institutions 

《医疗卫生机构网络安全管理办法》 

On 8 August 2022, the National Health Commission, together 
with the National Administration of Traditional Chinese Medicine 

and the National Administration of Disease Control and 
Prevention, issued the Measures on Cybersecurity Management of 

Medical and Health Institutions (the “Measures”), which came 
into force on 8 August 2022. 

The Measures aim to enhance the cybersecurity management of 
various medical and health institutions by executing a data 
grading and classification system. The key points of the Measures 

are summarised as follows:  

8 August 2022  

 

New legislation  

  

https://www.samr.gov.cn/hd/zjdc/202207/t20220721_348831.html
http://www.nhc.gov.cn/guihuaxxs/s10743/202208/50e2ef41b7554ae894053bcac32b79f0.shtml
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─ Scope of Data: The data referred to under the Measures are 
the various electronic data that medical and health 
institutions collect, store, transfer, process and produce 
through the network, including but not limited to clinical, 

scientific research, management and other business data, 
data derived from medical equipment, personal information 
and data derivatives.  

─ Cybersecurity Obligations: The Measures emphasise a 
principle that the main cybersecurity liability falls on the 

parties responsible for the management/operation/use of 
the network. During the construction of the network, the 

management responsibilities of various competent 
departments shall be clearly set out and protection grading 
and categorisation, filing, testing etc shall be conducted with 
regard to the operating scope of the institution. The 
institutions should set up a working group on cybersecurity 
and information technology. Meetings should be held at least 

once a year to ensure the relevant department’s 
management obligations are being fulfilled in relation to 
network construction and the implementation of the data 
grading system. The cybersecurity obligations and 

contractual liabilities of the units participating in the 
information construction and the enterprises producing and 
operating the relevant medical equipment shall also be 

clearly set out in writing. Risks in relation to qualifications 
and operations of personnel and new technologies such as 
big data and artificial intelligence be carefully handled.  

─ Data Security: Various health and medical institutions shall 
fulfill their data security obligations in compliance with the 
relevant laws by setting up a data security management 
system and conducting a full review of classification of data 

every year based on the following principles:legal 

compliance, enforceability, timeliness, autonomy, 
differentiation and objectivity. For data that needs to be 
transferred offshore, a relevant security assessment or 
review shall be conducted. 

Guide to the Application for 
Security Assessment of Data 

On 31 August 2022, the Cyberspace Administration of China 
(“CAC”) issued the Guide to the Application for Security 

31 August 2022  New legislation (draft bill) 

http://www.cac.gov.cn/2022-08/31/c_1663568169996202.htm
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Export (First Edition) 

《数据出境安全评估申报指南（第一版）》 

Assessment of Data Export (First Edition) (the “Guide”), which 
took effect from 1 September 2022. 

The Guide details the requirements for the security assessment of 
data exports and includes the template application materials, 

including the application form and the data export risk self-
assessment report. The key points of the Guide are set out 
below: 

─ “Data export”: “Data export” is widely defined as (i) 

offshore transfer or storage of data collected and generated 
during onshore operations by the data processor; (ii) the 
onshore storage of data collected and generated by the data 

processor can be accessed, retrieved, downloaded or 
exported by or for offshore institutions, organisations or 
individuals; and (iii) any other circumstances prescribed by 
the CAC.  

─ Application procedures: Within 3 months of the completion 
of self-assessment, the data processor must submit the 

application materials (including the relevant identification 
documents, application form and letter of undertaking, legal 
documents with seal affixed (along with a Chinese 

translation), self-assessment report and other relevant 
materials) to the local provincial branch of CAC in written 
form and attach an electronic version. The local provincial 
branch of CAC will then determine whether the materials are 

complete and if so, will send them to the CAC for security 
assessment.  

─ Application form: The data processor is required to fill in 
information on the business involved in the data export, the 
purpose and method of the data export, the means of the 
data transfer, and details of  the offshore retention of data, 
etc.  A letter of undertaking should also be submitted to 

certify that the self-assessment was completed within 3 
months prior to the application for the security assessment 
and that no substantial changes have occurred in the period 
until the application date. 

─ Self-assessment report: According to the template, the data 
processor should provide a summary of the self-assessment 

conducted, the overall circumstances of the data export 
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activities, the risk assessment and a conclusion. The data 
processor should conduct the risk assessment based on the 
items prescribed in the Guide: (i) the legality, legitimacy and 
necessity of the purpose, scope, and method of the data 

export; (ii) the size, scope, categories and sensitivity of data 
to be exported, and the risks of such data export to national 
security, public interests and the rights and interests of 
individuals and organisations; (iii) the responsibilities and 
liabilities that the offshore recipient undertakes, and its 

management and technology measures and its capacity to 
ensure the security of exported data; (iv) the risk that the 

data may be tampered with, damaged, divulged, lost, 
transferred, illegally obtained or illegally used during and 
after the data is provided offshore, whether the means to 
protect personal information rights are reliable; and (v) 
whether the legal documents intended to be concluded by 
and between the data processor and the offshore recipient 

have adequately stipulated the responsibilities and 
obligations of data security protection. 

Provisions on Administrative 

Enforcement Procedures by 
Cyberspace and Information 
Departments (Draft for Comments) 

《网信部门行政执法程序规定（征求意见稿）

》 

On 8 September 2022, the Cyberspace Administration of China 

(“CAC”) issued the Provisions on Administrative Enforcement 
Procedures by Cyberspace and Information Departments (Draft 
for Comments) (the “Draft”) for public comments until 8 October 

2022. 

The Draft provides for the procedural steps of administrative law 
enforcement by the cyberspace and information departments (the 
“Departments”). The key points of the Draft are summarised as 
follows:  

─ Investigation Power of the Departments: The Departments 

can investigate matters within their jurisdiction and send 
competent officers to collect relevant evidence including 

documentary evidence, electronic data, and testimonies. 
After the investigation, the responsible officer shall handle 
the case in accordance with the circumstances and decide 
whether to impose administrative punishment or, where the 
case falls outside the scope of the Departments, transfer the 

case to other executive or judicial departments.  Interviews 

8 September 2022  

 

New legislation (draft bill) 

  

http://www.cac.gov.cn/2022-09/08/c_1664174174624227.htm
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may also be arranged before making the decision on 
administrative penalties.  

─ Rights of investigated parties: Before imposing the more 
serious administrative penalties, the Departments shall 

notify the parties of their right to request hearings, and the 
request shall be raised within five working days after the 
notification. Prior to making the decision on penalties, the 
Departments shall deliver a notice of opinions on 
administrative penalties to the parties. The parties will then 

have a right to plea and defend, however such right is 
waived if they fail to request a plea or defence within 3 

working days from the receipt of the said notice.  

─ Enforcement: The parties shall comply with the 
administrative penalty decision within the period stipulated 
in the decision letter, or appeal or commence administrative 
litigation where they are dissatisfied with the decision. With 
regard to non-compliance, the Departments can: (i) for non-

payment of fines, increase the fine by 3% every day (the 
total amount of increase shall not exceed the amount of the 
fine) and (ii) apply to the people’s court for mandatory 

enforcement. 

Administrative Measures for 
Internet Pop-up Push Services 

《互联网弹窗信息推送服务管理规定》 

On 9 September 2022, the Cyberspace Administration of China 
(“CAC”) issued the Administrative Measures for Internet Pop-up 

Push Services (the “Measures”), which shall become effective 
from 30 September 2022. 

The Measures aim to regulate internet pop-up push services to 
protect national security and public interests,  and the rights and 
interests of citizens, legal persons and other organisations. The 
key points of the Measures are summarized as follows:  

─ Information content: Internet pop-up push services cannot 

present information that is illegal or immoral, in particular 
with malicious intent to promote that information. 
Presenting news requires prior consent or approval from the 
competent department, and the contents shall not 
misrepresent or tamper with the original meaning of the 
news, and the original source must be traceable. A 

reasonable proportion of information that presents positive 

9 September 2022  

 

New legislation (draft bill) 

  

http://www.cac.gov.cn/2022-09/08/c_1664260384702890.htm
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and healthy mainstream values should be ensured. The 
compliance review of the content of the information should 
also be enhanced accordingly.  

─ Specific requirements for advertisements: Pop-up windows 

that push any advertisement shall be identifiable with a 
noticeably marked text of “advertisement” and be able to be 
closed with a single click. 

─ Use of algorithm models: Internet pop-up push services 

shall not establish algorithm models which (i) violate laws 
and regulations, or violate ethics and morality in inducing 
users’ addiction and excessive consumption; (ii) abuse 

personalised pop-up windows or use algorithms to block or 
excessively recommend any information; (iii) abuse 
algorithms to create profiles for users who are minors or 
push any information to such users which could possibly 
affect their physical and mental health. 

─ Not to present information that maliciously attracts traffic 

and redirects it: It is prohibited to (i) present any third-party 
link, QR code and other information which maliciously 
attracts traffic and causes a redirect by means of pop-up 

information push; or (ii) use pop-up information push to 
induce users’ click throughs to falsify viewership data and 
commit traffic hijacking. 

Decision regarding Amendment of 
Cybersecurity Law of the People's 
Republic of China (Draft for 
Comments) 

《关于修改〈中华人民共和国网络安全法〉的

决定（征求意见稿）》 

On 14 September 2022, the Cyberspace Administration of China 
(“CAC”) issued the Decision regarding the Amendment of 
Cybersecurity Law of the People's Republic of China (Draft for 
Comments) (the “Draft”). The Draft is open for public comments 
until 29 September 2022. 

In order to align the Cybersecurity Law with other relevant laws 

and to improve the legal liability system, the Draft proposes 

amendments to the penalties and sanctions for breaches of 
Cybersecurity Law. The key points of the Draft are summarised as 
follows:  

─ Increase in legal liability: The Draft significantly increases 
the legal liabilities for breaches - for certain types of 
particularly serious breaches, the competent departments at 

provincial level or above, shall impose fines from RMB 

14 September 2022  

 

Amendment to existing 
legislation (draft bill) 

  

http://www.cac.gov.cn/2022-09/14/c_1664781649609823.htm
http://www.cac.gov.cn/2022-09/14/c_1664781649609823.htm
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1,000,000 to RMB 50,000,000, or at most 5% of the 
previous year’s annual revenue; individuals who are in 
charge of, or directly responsible for such breaches can be 
fined up to RMB 1,000,000 and can be banned from serving 

as a senior officer or personal information protection officer 
for a certain period of time. The Draft also sets out the 
liabilities previously not addressed in the Cybersecurity Law, 
such as breaches of Article 23 (critical network equipment 
and specialized cybersecurity products requirements) and 

Article 28 (supporting the safeguard of national security and 
investigation of crimes). 

─ Breaches of general provisions on network operation 
security: The Draft unifies the legal liability of breaches of 
general provisions on network operation security, such as 
the failure to fulfil security protection obligations in relation 
to network operation, network products and services and 
breaches related to handling of user information, etc. The 

liabilities and types of administrative penalties are increased 
accordingly.   

─ Personal Information Security: The Draft provides that 

breaches in relation to personal information security shall be 
sanctioned in accordance with the relevant laws and 
administrative regulations. This reflects CAC’s intention to 
coordinate the operation of the new Personal Information 

Protection Law with the Cybersecurity Law and in practice 
increases the liability of such breaches. 

Notice regarding the solicitation of 
comments for Information Security 
Technology - Requirements for 

Classification and Grading of 
Network Data (Draft for 

Comments) 

关于国家标准《信息安全技术 

网络数据分类分级要求》征求意见稿征求意见

的通知 

On 14 September 2022, the National Information Security 
Standardization Technical Committee issued a recommended 
national standard, the Information Security Technology - 

Requirements of Network Data Classification and Grading (Draft 
for Comments) (the “Draft”).  Public comments on the Draft are 

welcomed until 13 November 2022. 

The Draft provides guidance for competent departments and data 
processors in different sectors on classifying and grading data, 
along with examples of the classification and grading. The key 
points of the Draft aresummarised as follows:  

14 September 2022  

 

National Standard (draft 
bill) 

  

https://www.tc260.org.cn/front/bzzqyjDetail.html?id=20220914180530&norm_id=20211108000024&recode_id=48416
https://www.tc260.org.cn/front/bzzqyjDetail.html?id=20220914180530&norm_id=20211108000024&recode_id=48416
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─ Data classification: Data should first be classified in 
accordance with the sector (e.g. industry, finance, energy, 
education), then further classified with reference to the 
business attributes (e.g. operational scope, competent 

department, data use, data source). Data processors should 
(i) confirm the relevant sectors involved in their operational 
scope; (ii) in accordance with the country’s and respective 
sector’s data classification rules, conduct classification of the 
data collected and produced during business operation; (iii) 

identify any data for which the laws or competent 
departments have specific management requirements (e.g. 

personal information) and categorise personal information 
and sensitive personal information separately; (iv) where 
the data type is not covered by the sector’s data 
classification rules, conduct classification based on the 
organisation’s operational perspective and the management 
and necessity of such data.  

─ Data grading: In line with the Data Security Law, the Draft 
ranks data into core, important and ordinary data according 
to the impact and degree of harm that would be caused by 
any tampering, destruction, leakage, illegal access and use 

of such data. 

Data Regulations of Xiamen Special 

Economic Zone (Draft) 

《厦门经济特区数据条例（草案）》 

On 11 July 2022, the Standing Committee of the People’s 

Congress of Xiamen issued the Data Regulations of Xiamen 
Special Economic Zone (Draft) (the “Draft”) for public comments 
until 10 August 2022. 

By regulating data processing activities, the Draft aims to 
enhance data security, protect the rights and interests of various 
parties and promote the development of the digital economy. The 

key points of the Draft are outlined below:  

─ Management of the data market: Local governments shall 

encourage the development of a fair, free, orderly and 
honest data market and promote lawful trading and 
processing of data products and services. Market entities 
shall not trade where the data products or services include 
illegally-obtained personal data or public data not disclosed 

in accordance with the relevant laws, or where such trade 

11 July 2022  

 

Provincial Regulation 

(draft bill) 

                

https://epaper.xmnn.cn/xmrb/20220712/202207/t20220712_5505335.htm
https://epaper.xmnn.cn/xmrb/20220712/202207/t20220712_5505335.htm
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damages national security, public interests or infringes other 
individuals’ legitimate rights and interests.  

─ Data security obligations: The operation of data processing 
activities shall comply with the relevant data security laws 

and regulations. In particular, the Draft highlights that the 
data processor is the main party responsible for the security 
of its own data. Data processors are obliged to establish a 
comprehensive data security management system, enhance 
risk monitoring, immediately take remedial actions where 

risks are identified and promptly rectify and report to the 
relevant departments when data security incidents occur. 
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Draft law against the 
dissemination of terrorist content 
online approved by the 
government 

On 17 August 2022, a new draft law addressing the dissemination 
of terrorist content online has been approved by the Czech 
government. The draft law amends Czech law to comply with EU 
regulation 2021/784 of the same name.  

The draft law defines the authorities that will apply the law in 
practice and establishes offences for breaching the obligations set 
out in the regulation. The draft law , amongst other things:  

− empowers the Czech police to issue orders to hosting service 
providers to delete terrorist content online; 

− entrusts the Ministry of the Interior to review foreign removal 
orders; 

− authorises the Czech Telecommunications Authority to carry 
out administrative supervision of preventive measures 

introduced by hosting service providers. The 
Telecommunications Authority will also simultaneously review 
the administrative offences introduced by this law. 

The final version of the law is yet to be voted on by the Czech 
Parliament.  

17 August 2022 Draft law (Czech)   

Whistleblowing directive 

transposition process continues; 
new draft law published 

The Czech Republic continues with the legislative transposition 

process of the EU Whistleblowing directive. The original legislative 
process was not completed before the December 2021 deadline 
and, as a new government was formed, the process had to be 
restarted. A new draft has recently been presented to the 
government.  

26 September 2022 Legislative documents 

(Czech) 

https://apps.odok.cz/veklep-detail?pid=KORNCBQGD38R
https://apps.odok.cz/veklep-detail?pid=KORNCDXFM97V
https://apps.odok.cz/veklep-detail?pid=KORNCDXFM97V
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According to the legislative plan, the bill is expected to be voted 
on in early 2023, and expected to come into effect on 1 July 
2023.  

Act on Platform services for 
sharing video recordings comes 
into effect 

On 15 September 2022, the Act on Platform services for sharing 
video recordings (Act No. 242/2022 Coll.) became effective.  It 
introduces rules for providers of sharing platform services based in 
the Czech Republic that allow recording and sharing of videos. 

The main change is the extension of regulation and responsibility 
for the content of videos (which already exists for traditional and 

internet television) to online video sharing platforms.  

So far, such platforms have not even been subject to the 
Advertising Regulation Act, which is now changing. Furthermore, 
the Council for Radio and Television Broadcasting will now 
register the providers of platforms for sharing video recordings 
and supervise whether they have taken appropriate measures 
under the new law. 

15 September 2022 Approved law (Czech)  

Czech National cybernetic and 
information security office 

published a guide to the 
management of assets and risks  

The Czech National cybernetic and information security office has 
published a guide to the management of cybersecurity assets and 

risks, detailing a basic approach to the management and handling 
of assets, data protection and cybersecurity risk.  

The guide includes both theoretical information and practical 
examples of good practice in the field. 

22 August 2022 Guide (Czech)  

 

 
 

https://www.psp.cz/sqw/text/orig2.sqw?idd=199899
https://www.nukib.cz/cs/kyberneticka-bezpecnost/regulace-a-kontrola/podpurne-materialy/
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1.1 million euro administrative fine 

for German car manufacturer 

The Data Protection Officer of Lower Saxony imposed an 

administrative fine of €1.1 million on a vehicle manufacturer 
because a test vehicle filmed pedestrians without their knowledge 

as a side effect of the actual goal of an error analysis. There were 
no notices on the vehicle that it had active cameras mounted on 
it. The non-disclosure violated Article 13 GDPR. 

26 July 2022  

 

Press release (German 

only) 

  

https://lfd.niedersachsen.de/startseite/infothek/presseinformationen/1-1-millionen-euro-bussgeld-gegen-volkswagen-213835.html
https://lfd.niedersachsen.de/startseite/infothek/presseinformationen/1-1-millionen-euro-bussgeld-gegen-volkswagen-213835.html
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German Federal Association of 
Consumer Organisations files suit 
against electric car manufacturer 

On 19 July 2022, the German Federal Association of Consumer 
Organisations announced that it had filed a lawsuit against a car 
manufacturer. The association criticised a function of the cars 

that allows them to keep a permanent overview of their 
surroundings via cameras. This will inevitably affect a large 
number of pedestrians who do not give their consent to be filmed. 
In this way, the vehicle owner will always be violating data 
protection laws, which may result in administrative fines for 

them. According to the association, buyers are thus exposed to a 

great risk. The lawsuit is already pending before the District Court 
Berlin. 

19 July 2022  

 

Article (German only) 

 

  

The Officer for Data Protection and 
Freedom of Information of Berlin 
reviews frequently-used sample 
contracts of web hosting 

companies. 
 
The Data Protection Supervisory 
Authorities from the States of 
Lower Saxony, Rhineland-

Palatinate, Saxony, Saxony-Anhalt 
and Bavaria join in. 

An organisation typically signs web hosting contracts with web 
hosting companies which run an internet website or an online 
store on behalf of the organisation. The reason is that the 
organisation usually lacks the infrastructure (e.g. servers) to do it 

on their own. A so-called order processing agreement must be 
concluded between the two parties in order to protect the data of 
the website users. However, experience has shown that the 
largest web hosting companies in Germany use model contracts 
that do not fully comply with the requirements of GDPR. This is 

prompting Data Protection Officers and other data protection 
authorities to review the standard contracts. 

19 July 2022  

 

Press release (German 
only) 

 

  

€525.000 administrative fine for e-
commerce company  

The Supervisory Authority for Berlin (“SA Berlin”) imposed a fine 
on an e-commerce company on 20 September 2022. 
The fine was based on a conflict of interest on the part of the 
company's data protection officer (Article 38(6) GDPR). He was 
simultaneously the managing director of two companies that 

processed personal data on behalf of the fined company (for 
which he acted as data protection officer). The fine is not yet 
legally binding. 

20 September 2022  

 

Press release (German 
only) 

 

  

First-ever establishment of German 
monitoring body for rules of 
conduct under GDPR 

The State Officer for Data Protection and Freedom of Information 
of North Rhine-Westphalia has appointed a monitoring body for 
rules of conduct pursuant to Article 41 GDPR. Under Article 40 

GDPR, different rules of conduct can be established by industry 
and type of organisation, which the respective companies and 
other organisations should adhere to in order to ensure data 

14 September 2022  

 

Article (German only) 

 

  

https://www.lto.de/recht/nachrichten/n/landgericht-berlin-vzbv-tesla-klage-umweltaussagen-co2-irrefuehrend-waechtermodus/
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2022/20220718-BlnBDI-AVV-Pruefung.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2022/20220718-BlnBDI-AVV-Pruefung.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2022/20220920-BlnBDI-PM-Bussgeld-DSB.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/pressemitteilungen/2022/20220920-BlnBDI-PM-Bussgeld-DSB.pdf
https://www.ldi.nrw.de/ldi-nrw-akkreditiert-erste-ueberwachungsstelle-fuer-verhaltensregeln
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protection. The appointed monitoring body independently verifies 
whether the established rules are being followed. 

German District Court refers to the 

European Court of Justice the 
question of when a request for 
information on stored data is an 
abuse of law 

It is generally disputed whether there is always a claim to 

disclosure of the data stored about a person under Article 15 
GDPR. The case law of the high courts varies on this issue. This 
applies in particular if the data is requested in order to pursue 
other non-data protection claims with the information obtained. 
The District Court Erfurt has now referred this question to the 

European Court of Justice for clarification. 

7 July 2022  

 

Decision (German only) 

 

  

Wave of cease and desist notices 
against users of a free fonts 
service 

At the beginning of 2022, the District Court Munich ruled that the 
dynamic use of free fonts services without prior consent of the 
website user constitutes a data protection violation. Following this 
decision, lawyers are now filtering the web for such violations and 
issuing notices to the operators. The lawsuits are aimed at 
obtaining injunctive relief and payment of damages for the 

unlawful violation of the users' protected data. 

18 August 2022  

 

Article (German only) 

 

  

Administrative fine of €900,000 
imposed on a financial institution 

due to profiling for advertising 
purposes 

A German financial institution evaluated the user behaviour of its 
former and existing customers. This included the volume of 

purchases made in app stores and the volume of transfers made 
via online banking. The aim was to filter the digitally savvy 
customers so that they could be specifically targeted with digital 

advertising media. What is special here is that most customers 
were sent information about the measures in advance. However, 
in the view of the State Officer for Data Protection of Lower 
Saxony, this is no substitute for the necessary consent. The 
administrative fine notice is not yet legally binding. 

28 July 2022  

 

Press release (German 
only) 

 

      

European Court of Justice confirms 
that general data retention is 
contrary to Union law 

In its decision dated 20 September 2022, the European Court of 
Justice (“ECJ”) confirms that the German law on unsolicited and 
general data retention is precluded by EU law.  However, the 

retention of traffic and location data may be permissible in cases 
of a serious threat to national security. 

The decision was prompted by the submission of the German 
Federal Administrative Court on the compatibility of national law 

with Union law. 

20 September 2022  

 

Press release 

 

 

https://openjur.de/u/2446855.html
https://www.tlfdi.de/fileadmin/tlfdi/presse/Pressemitteilungen_2022/220818_PM_Google_Fonts.pdf
https://lfd.niedersachsen.de/startseite/infothek/presseinformationen/900-000-euro-bussgeld-gegen-kreditinstitut-wegen-profilbildung-zu-werbezwecken-213925.html
https://lfd.niedersachsen.de/startseite/infothek/presseinformationen/900-000-euro-bussgeld-gegen-kreditinstitut-wegen-profilbildung-zu-werbezwecken-213925.html
https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-09/cp220156en.pdf
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PCPD issued a guidance note on 
recommended data security 
measures for information and 

communication technology 

On 30 August 2022, the Office of the Privacy Commissioner for 
Personal Data (“PCPD”) issued the “Guidance Note on Data 
Security Measures for Information and Communication 

Technology” (“Guidance”) in the light of growing number of 
cybersecurity incidents. The Guidance is divided into two parts. 

The first part consists of a summary of cardinal data security 
requirements under the Personal Data (Privacy) Ordinance 
(Chapter 486 of the Laws of Hong Kong) (“PDPO”). In particular, 

it sets out the factors to assess whether all reasonable steps have 

been taken by a data user to safeguard data security as required 
under the PDPO and highlights a range of key data protection 
principles such as data minimisation, avoidance of excessive data 
collection and timely deletion of unnecessary data. 

The second part stipulates seven areas of recommended 
measures: 

1. Data users should publish clear internal policies to ensure 

sufficient staffing, secure access and export of data, 
compliant outsourcing of data processing and security work 
and correct incident handing and data destruction as part 

of their data governance and organisational measures. 

2. Data users should regularly perform risk assessments of 
their security system and data inventory. 

3. Data users should implement sufficient technical and 

operational security measures with respect to computer 
networks, database management, access controls, firewalls 
and anti-malware, online applications, encryption, email 
and file transfers, system backups, data destruction and 
data anonymisation. 

4. Data users should perform contractor management before 

and during their engagement with a data processor. 

5. Remedial actions in the event of data security incidents 
should be thoroughly mapped out. 

6. Data users should appoint an independent task force to 
periodically monitor, evaluate and improve data security 
policy and compliance. 

30 August 2022  

 

PCPD Guidance Note 

  

https://www.pcpd.org.hk/english/resources_centre/publications/files/guidance_datasecurity_e.pdf
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7. Specific sets of administrative and technical security 
measures are necessary for data users who adopt cloud 
services, “Bring You Own Device” and/or “Portable Storage 
Devices” policies. 

PCPD took several enforcement 
actions against suspected doxxing 
offences within two months 

In the past few months, the PCPD actively took enforcement 
actions under the new anti-doxxing regime which came into 
operation in October 2021. The arrested individuals/defendants 
allegedly disclosed the personal data of a data subject without 

their consent in contravention of section 64(3A) of the PDPO and 

may be liable to a fine of HK$100,000 and imprisonment for 2 
years. 

A summary of a selection of the recent cases are as follows: 

− An individual was arrested on 15 September 2022.  The 
individual had been a former business partner, and an 
employee of, the complainant for 10 years. Since the 
downfall of their partnership, the complainant discovered 

various posters, suspected to be the work of the arrested 
individual, on the walls and in the vicinity of his office 
building containing his personal data e.g., Chinese name, 

photo and details of the complainant’s company with 
allegations against him. 

− A separate individualwas arrested on 2 September 2022 . 
He and the complainant were former co-workers, whose 

relationship subsequently turned sour. It ultimately led to 
the dismissal of the individual. Following the dismissal, the 
arrested individual posted the complainant’s personal data 
on a social medial platform. 

− Another case saw a total of seven charges laid against an 
individual for “disclosing personal data without consent” on 

17 August 2022. The defendant and the complainant had a 

short relationship. After breaking up, the defendant was 
suspected to have: (1) disclosed on four social media 
platforms the complainant’s personal data, such as their 
name, photos and residential address; (2) impersonated 
the complainant to set up social media accounts on several 
platforms; and (3) stated in messages to strangers that 

the complainant welcomed others to visit them at their 

15 September 2022  

 

PCPD Media Statement 
(15 September 2022) 

PCPD Media Statement (2 

September 2022) 

PCPD Media Statement 

(17 August 2022) 

PCPD Media Statement 
(26 July 2022) 

 

              

https://www.pcpd.org.hk/english/news_events/media_statements/press_20220915.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220915.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220902.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220902.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220817.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220817.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220726.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220726.html
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address. As a result, many strangers contacted the 
complainant. 

− On 26 July 2022, an individual was arrested following the 
disclosure of the personal data of the complainant and the 

complainant’s husband in fourteen social media groups, 
which also contained allegations about fraudulent 
behaviour. 
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The Hungarian National Authority 
for Data Protection and Freedom of 
Information has opened a data 
protection authority procedure 

against a Bank for non-compliance 
with GDPR. 

The Hungarian National Authority for Data Protection and 
Freedom of Information (the "Authority") has taken action 
against a bank for non-compliance with GDPR. In its decision, the 
Authority partially granted the Applicant's request and found a 

breach of Articles 12(2) and (3) of GDPR, namely a breach of the 
requirements for transparent information and communication, 
and the rights of the data subject to rectification and erasure. 

In its decision, the Authority ordered the Respondent to pay an 
ex officio data protection fine of HUF 2,000,000 (approx. €4,950). 

On 23 November 2021, the Applicant filed an application for a 
data protection authority procedure, in which it submitted that it 
had requested a copy of an audio recording from the Respondent. 
The audio recording became available to the Applicant only after 

1.5 months of waiting and after 2 complaints had been lodged. 
Furthermore, the Applicant was required to sign a receipt 

confirming that it had received the audio recording, even though 
the Respondent had not been given the opportunity to verify the 
content of the audio recording. In addition, the Applicant had to 
undertake not to "show" the recording to anyone except its legal 
representative. In these circumstances, the Applicant could not 

5 July 2022  

 

Case number: NAIH-55-
11/2022. 

  

https://www.naih.hu/hatarozatok-vegzesek#:~:text=NAIH-55-11-2022%20%C3%9Czleti%20titokra%20val%C3%B3%20hivatkoz%C3%A1ssal%20hanganyag%20korl%C3%A1tozott%20felhaszn%C3%A1lhat%C3%B3s%C3%A1ggal,hozz%C3%A1f%C3%A9r%C3%A9si%20jog%20hangfelv%C3%A9tel%20m%C3%A1solat%20kiad%C3%A1sa%20adatv%C3%A9delmi%20b%C3%ADrs%C3%A1g%20meg%C3%A1llap%C3%ADt%C3%A1s
https://www.naih.hu/hatarozatok-vegzesek#:~:text=NAIH-55-11-2022%20%C3%9Czleti%20titokra%20val%C3%B3%20hivatkoz%C3%A1ssal%20hanganyag%20korl%C3%A1tozott%20felhaszn%C3%A1lhat%C3%B3s%C3%A1ggal,hozz%C3%A1f%C3%A9r%C3%A9si%20jog%20hangfelv%C3%A9tel%20m%C3%A1solat%20kiad%C3%A1sa%20adatv%C3%A9delmi%20b%C3%ADrs%C3%A1g%20meg%C3%A1llap%C3%ADt%C3%A1s
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have lodged a complaint with the Banking Supervision Authority 
and therefore turned to the Authority. 

During the fact-finding, the Bank stated that there had been a 
delay in the release of the audio recording due to an 

administrative error and after that, the Applicant had not taken 
receipt of the recording because of the issues described above. 

The Authority decided that the Bank had not complied with the 
request within the one month time limit and did not inform the 

Applicant about the extension of the deadline. The failure to 
comply with the request falls within the responsibility of the 
Respondent as controller. 

Furthermore, the execution of the request cannot be subject to 
various conditions other than identification, as the audio 
recording did not contain business secrets. The Respondent has 
informed the Authority in the course of the procedure that it has 
modified its inappropriate data management practices and no 
longer requires from the Respondent (in addition to the 

acknowledgement of receipt) a statement that the Respondent 
acknowledges the limited use of the transferred audio recording. 
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The DPC wins prosecution decision 

against a telecommunications 
company 

A telecommunications company was recently prosecuted for 

failing to comply with S.I. No. 336/2011 - European Communities 
(Electronic Communications Networks and Services) (Privacy and 
Electronic Communications) Regulations 2011 as a result of 

conducting unsolicited marketing calls. The complaint concerned 
an Irish customer who, despite opting out of direct marketing in 
2018, later received a marketing call in 2021. The 
telecommunications company admitted that it was standard 

procedure for employees to carry out manual marketing 
preference checks before conducting the calls and that the 
complainant’s marketing preference was overlooked through 
human error. The court ordered the company to donate the fine 
of €500 to charity and to cover the DPC prosecution costs. 

27 June 2022  

 

DPC note 

 

  

The Birth Information and Tracing 
Bill 2022 signed into law by the 

President 

The Birth Information and Tracing Act 2022 (No. 14 of 2022) (the 
“Act”) was recently signed into law by the President. The Act 

provides a full and clear right of access to birth and early life 
information for persons who may have questions about their 
origins and who have attained the age of 16 years. The Irish 
government has stated that the “Birth Information and Tracing 
legislation will sit within the framework of the Irish Constitution 

and GDPR. Importantly, it will strengthen and guarantee existing 

30 June 2022  

 

The Birth Information and 
Tracing Bill 2022 

 

  

https://www.dataprotection.ie/en/news-media/Data-Protection-Commission-welcomes-outcome-of-prosecution-proceedings-taken-against-Vodafone-Ireland-Limited
https://www.oireachtas.ie/en/bills/bill/2022/3/
https://www.oireachtas.ie/en/bills/bill/2022/3/
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rights to information and complement the ability for people to 
access information under GDPR”. 

Communications (Retention of 

Data)(Amendment) Act 2022 

The Irish government has published a Bill amending the 

Communications (Retention of Data) Act 2011. The Bill was 
signed into law by the President on 21 July 2022 and has been 
introduced in light of the recent rulings of the Court of Justice of 
the European Union (the “CJEU”) in the Graham Dwyer case. In 
general, the Bill provides for: 

− the different retention periods of communication data for law 

enforcement purposes or national security reasons; 

− updated definitions of data such as ‘user data’ and ‘internet 
source data’; 

− the introduction of preservation and production orders; and 

− the introduction of new offences for non-compliance. 

21 July 2022  

 

Communications 

(Retention of 
Data)(Amendment) Act 
2022 

 

The Data Sharing Governance Act 

2019 - first Annual Report of the 
Data Governance Board 

The Data Sharing Governance Board (the “Board”) has published 

its first annual report. The Board, which was established in light 
of the commencement of the Data Sharing Governance Act 2019 

(the “DSGA”), is an independent body which overseas data 
sharing between statutory bodies. The new report sets out the 
purpose of the DSGA, the establishment of the Board and its 
functions which include the following; 

− to provide guidance to the government and introduce data 

management standards; 

− to advise the government on the collection of data by public 
bodies in circumstances where it may be prohibited; 

− to advise on base registries; and 

− to review public body data sharing agreements. 

22 July 2022  

 

Data Sharing Governance 

Board Report 

 

  

Irish DPC to gain two more 
Commissioners 

The Irish government has enacted section 15 of the Irish Data 
Protection Act 2018 which establishes the appointment of up to 
three new Commissioners for the Irish regulatory body. The 
appointment of the new Commissioners is designed to meet the 
growing demands of increased regulatory requirements and the 

27 July 2022  

 

Department of Justice 
Press Release 

  

https://www.irishstatutebook.ie/eli/2022/act/25/enacted/en/print.html
https://www.irishstatutebook.ie/eli/2022/act/25/enacted/en/print.html
https://www.irishstatutebook.ie/eli/2022/act/25/enacted/en/print.html
https://www.irishstatutebook.ie/eli/2022/act/25/enacted/en/print.html
https://assets.gov.ie/230314/e27f1761-0d4c-445f-a400-2302ad40ab82.pdf
https://assets.gov.ie/230314/e27f1761-0d4c-445f-a400-2302ad40ab82.pdf
https://www.gov.ie/en/press-release/0379c-government-approves-expansion-of-the-data-protection-commission/
https://www.gov.ie/en/press-release/0379c-government-approves-expansion-of-the-data-protection-commission/
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evolving right of data protection. Helen Dixon, who is the current 
Commissioner, will be the chairperson of the Commission. 

DPC engages with TikTok over 

proposed privacy policy changes 

The Irish Data Protection Commission (“DPC”) has engaged with 

TikTok in relation to TikTok’s proposed changes to its European 
privacy policy. The Chinese tech company has proposed to 
remove the requirement of users’ consent before conducting 
targeted advertising. Instead of using consent as a legal basis for 
processing of personal data, TikTok has proposed that the legal 

basis for the processing would be the legitimate interest of TikTok 

and its partners. However, TikTok has since decided to pause the 
proposed change. 

It is noted on the European Data Protection Board website that 
Deputy Chair Ventsislav Karadjov has said that: “TikTok’s 
suspension of the envisaged change of legal basis is a testament 
to the Irish, Italian and Spanish Supervisory Authorities’ 
determination and their commitment to safeguarding the 

interests of TikTok users and data subjects in general.” 

29 September 2022  

 

European Data Protection 

Board Article 

European Data Protection 
Board Letter 

European Data Protection 

Board Letter 

 

  

The name of an individual’s spouse 

considered special category of 
personal data 

Our Irish office has published an article on a recent case before 

the Court of Justice of the European Union (the “CJEU”) in which 
the court ruled that personal data which may indirectly disclose 
an individual’s sexual orientation, such as the name of a spouse, 
cohabitee or partner, constitutes the processing of special 

categories of personal data under GDPR. The ruling has the 
potential to have a far-reaching impact on organisations as it 
highlights the importance for organisations to understand the 
personal data that it collects and processes. Where any personal 
data collected by an organisation may directly or indirectly reveal 
special categories of personal data relating to an individual, it is 

imperative for that organisation to ensure it has an appropriate 
legal basis for such processing. 

1 September 2022  

 

Eversheds Sutherland 

Article 

  

Irish DPC submits Article 60 draft 
decision on inquiry into TikTok 

The Irish Data Protection Commission (“DPC”) has invoked Article 
60 of GDPR by issuing a draft decision to the European Data 
Protection Board (“EDPB”) in relation to an inquiry into TikTok. 
The inquiry dates back to September 2021 and concerns TikTok’s 

processing of children’s personal data. The inquiry examines 

13 September 2022  

 

DPC note 

 

                                          

https://edpb.europa.eu/news/news/2022/edpb-adopts-letters-access-now-and-beuc-tiktok-and-art-65-dispute-resolution-binding_en
https://edpb.europa.eu/news/news/2022/edpb-adopts-letters-access-now-and-beuc-tiktok-and-art-65-dispute-resolution-binding_en
https://edpb.europa.eu/system/files/2022-07/edpb_letter_out2022-0061_beucontiktok.pdf
https://edpb.europa.eu/system/files/2022-07/edpb_letter_out2022-0061_beucontiktok.pdf
https://edpb.europa.eu/system/files/2022-07/edpb_letter_out2022-0062_accessnowontiktok.pdf
https://edpb.europa.eu/system/files/2022-07/edpb_letter_out2022-0062_accessnowontiktok.pdf
https://www.eversheds-sutherland.com/global/en/where/europe/ireland/overview/articles/showarticle.page?ArticleID=en/global/ireland/spouse_personal_data
https://www.eversheds-sutherland.com/global/en/where/europe/ireland/overview/articles/showarticle.page?ArticleID=en/global/ireland/spouse_personal_data
https://www.dataprotection.ie/en/news-media/irish-dpc-submits-article-60-draft-decision-inquiry-tiktok-0
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TikTok’s platform settings, age verification settings and 
transparency obligations in respect of minors. 

Use of CCTV footage in workplace 

disciplinary actions examined in 
Court of Appeal 

The Irish Court of Appeal recently considered the use of CCTV in 

the context of employment disciplinary procedures in Doolin v 
The Data Protection Commissioner [2022] IECA 117, following the 
appeal of an earlier decision from the High Court.  

The controller in this case had used workplace CCTV to 

investigate a security issue. Review of the CCTV led to revealing 
the complainant, Mr. Doolin, had been taking unauthorised 

breaks, subsequently leading to disciplinary proceedings against 
him. Mr. Doolin made a complaint to the Irish Data Protection 
Commission (“DPC”) claiming the use of his personal data for 
unrelated disciplinary proceedings was a breach of GDPR.  

The DPC rejected the complainant’s argument, finding that the 
CCTV footage had not been further processed for an additional 
purpose.  

The High Court and Court of Appeal found the DPC had erred in 
their findings, and that it could not reasonably be said that the 

complainant had been notified that the CCTV footage would be 
used for disciplinary purposes or that he ought reasonably to 
have expected such use. Therefore, the processing was not lawful 
and in contravention of the “purpose limitation principle” under 
the EU GDPR.  

This decision confirms that controllers of CCTV must ensure 
transparency information provided to data subjects inform them 
of all purposes for which CCTV cameras may be used, or they 
may be at risk of falling foul of the purpose limitation principle.  

The DPC has also prepared guidance on the processing of CCTV 
footage. 

 

28 July 2022 
Link to full copy of the 

Doolin decision on 
Casemine 
 
DPC guidance on 
processing CCTV footage 

 

https://www.casemine.com/judgement/uk/628d3245b50db917d6db5151
https://www.casemine.com/judgement/uk/628d3245b50db917d6db5151
https://www.casemine.com/judgement/uk/628d3245b50db917d6db5151
https://www.dataprotection.ie/sites/default/files/uploads/2019-10/CCTV%20Guidance%20Data%20Controllers_October19_For%20Publication_0.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2019-10/CCTV%20Guidance%20Data%20Controllers_October19_For%20Publication_0.pdf
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District Court Zeeland-West-

Brabant orders hospital to pay 

€2,000 in non pecuniary damages 
to patient due to a violation of 
Article 32 GDPR and unauthorised 
access to the patient’s medical file 

The District Court of Zeeland-West-Brabant found that a Dutch 

hospital could be held liable for the damages suffered by a 

patient, because it was negligent with regards to the patient data 
control policy required under GDPR. The Court ordered the 
hospital (as controller) to pay the patient damages of €2,000. 

The Claimant's ex-partner wrote a book about their divorce, 
which included the Claimant's medical data.The publisher of the 

book was a former employee of the hospital where the Claimant 
had been treated. After publication of the book, the Claimant 

21 September 2022  

 

Court Decision (Dutch 

only) 

  

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2022:5457
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2022:5457
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contacted the hospital and requested access to her patient 
record’s logging data. This subject access request revealed that 
the former employee/publisher had frequently accessed the 
Claimant’s medical file over a period of four years. 

The Claimant argued that the former employee unlawfully 
accessed her medical information and passed it on to her ex-
partner. She claims that the hospital acted unlawfully and should 
be held liable for the damages she suffered because the hospital:  

(i) did not take sufficient measures to protect her medical 
data; 

(ii) wrongfully refused to comply with her subject access 

request to provide the logging data before 
commencement of the preliminary relief proceedings; and  

(iii) did not sufficiently investigate the data breach and what 
happened to the medical data. 

The Court found that the hospital could be held liable for the 
former employee's actions and that it had taken insufficient 

measures to protect its medical data.  In respect of both its 
authorisation and monitoring policies, the hospital was in breach 

of Article 32 GDPR.  

Whilst the (former) employee’s wide access to patient files (which 
included the Claimant's file) was lawful, justified and 
proportionate due to their role as a secretary in the emergency 
room, the Court found that the hospital did not meet the security 

and audit standard required for that purpose. In fact, patient 
medical files accessed by employees with unrestricted access was 
not being monitored/audited at all. Accordingly, the Court found 
that the hospital acted unlawfully towards the claimant, as no 
appropriate measures were taken with regard to the monitoring 
of access to patient files as required under Article 32 GDPR. On 

the basis that the Claimant suffered adverse effects, the Court 

awarded damages to her. 

Dutch football club Feyenoord 
violates GDPR for recording 
supporters inside the football 

Dutch football club Feyenoord placed microphones above the 
bleachers earlier this yearto record the chants and singing of 
football fans. In doing so, Feyenoord violated the privacy of the 

2 September 2022  

 

News Article (Dutch only) 

 

https://privacy-web.nl/nieuws/feyenoord-schond-privacyregels-met-microfoons/
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stadium without informing them of 
such monitoring 

supportersas it failed to inform them in advance that microphones 
were present. 

In October 2021, microphones were also placed in the PSV 
football stadium without informing visitors. PSV’s spokesperson 

claimed that it was not deemed necessary to inform visitors 
because the microphones were only used live and no sound 
recordings were made. 

  

Data Subject request to erase 
Dutch Credit Registration (BKR 

registration) granted 

The Claimant requested that ELQ Portefeuille B.V., a mortgage 
lender,  delete a BKR registration on the Claimant’s file which 

required them to make periodic penalty payments.  

Due to unfortunate and unforeseen circumstances and through no 
fault of his own, the Claimant had previously had financial 
difficulties and had fallen into mortgage arrears leading to the 
forced sale of the marital home at a very unfavorable time.  

The Claimant had shown over the past four years that he had 
taken responsibility to repay his debts, did not engage in 

irresponsible spending, and that he leads a stable life, with a 
steady job and is able to finance a new home bought with his new 

partner. 

In light of all circumstances, it was found that the risk of the 
Claimant getting into financial trouble again was limited and that 
the Claimant's interest in moving on with his life and buying a 
new home outweighed ELQ's interest in maintaining BKR 

registration for the full time period. 

18 August 2022  

 

Court Decision (Dutch 
only) 

 

  

The Court of Zeeland-West-Brabant 
awarded damages where the 
deadline for responding to a 
Subject Access Request was 

exceeded 

The Court of Zeeland-West-Brabant ruled on a case where the 
Claimant filed a complaint against an administrative authority 
(“the Respondent”) that had failed to respond to the Claimant’s 
subject access request within the statutory time period.  

On 17 March 2022, the Claimant submitted an access request 
under GDPR to obtain access to all personal data concerning 
them. Under Article 12(3) GDPR, the data controller must decide 
on the request within one month of receiving the request. 

According to the General Extension of Time Limits Act (under 
which, inter alia, weekend days or a generally recognised public 
holiday extend this deadline), the Respondent in this case should 

15 August 2022  

 

Court Decision (Dutch 
only) 

 

  

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2022:5286
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2022:5286
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2022:4775&amp;showbutton=true&amp;keyword=avg
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBZWB:2022:4775&amp;showbutton=true&amp;keyword=avg
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therefore have responded by 19 April 2022.  The Claimant served 
the Respondent with a notice of default on 29 April 2022 and the 
Court  awarded damages to the the Claimant.  

DDPA Recommendation to amend 
proposal regarding the Reuse of 
Public Sector Information Act 

The DDPA has made a recommendation to amend the current 
government proposal regarding the Reuse of Public Sector 
Information Act. The DDPA argues that the proposal, which 
encourages public agencies to make government data (including 
personal data) available for reuse, does not set sufficient limits 

and risks personal data being shared without the consent or 

knowledge of the data subjects concerned. 

The legislative proposal should ensure that as much government 
data as possible is made available, for example for research and 
commercial use purposes. Such data should also be searchable 
with software and capable of being combined with other data. 

The DDPA advises the government to amend the proposal to 
include a general prohibition on the reuse of personal data in 

public registers, along with details of any exceptions to that 
prohibition (including which types of personal data may be made 
available for reuse). 

11 August 2022  

 

DDPA Recommendation 
(Dutch only) 

 

  

Council of State rules that a video 
and social media platform was 
unfairly fined by DDPA for 

broadcasting amateur football 
matches. 

This month's most discussed ruling is undoubtedly the ruling by 
the Administrative Jurisdiction Division of the Council of State 
(“Division”) on a fine imposed on a video and social media 

platform.  

The video and social platform in question makes video recordings 
of matches on behalf of amateur football clubs. Supporters can 
watch football moments, analyse matches and collect and share 
data with others on the platform.  

In 2020, the DDPA imposed a fine of €575,000 because, 

according to the regulator, the platform had no legitimate interest 

in processing personal data. 

The platform appealed the decision and the Court of the Central 
Netherlands held that the DDPA had negligently made its decision 
to impose a fine and annulled that decision. The Division confirms 
the lower Court’s ruling.  

27 July 2022  

 

Court Decision (Dutch 
only) 

 

  

https://www.autoriteitpersoonsgegevens.nl/nl/nieuws/ap-stel-grenzen-aan-opnieuw-gebruiken-van-persoonsgegevens-uit-overheidsdata
https://www.autoriteitpersoonsgegevens.nl/nl/nieuws/ap-stel-grenzen-aan-opnieuw-gebruiken-van-persoonsgegevens-uit-overheidsdata
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2022:2173
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2022:2173
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The platform was fined for unlawfully processing video footage, 
because, according to the DDPA, it did not have a legitimate 
interest for processing the data, only a commercial interest.  
According to the DDPA, a legitimate interest is an interest that 

follows from the law and a purely commercial interest is not a 
legitimate interest.  

The platform did not agree with this reasoning and argued that a 
'legitimate interest' is any interest that does not conflict with the 
law. According to the platform, not only did they have a 

commercial interest in the data processing, but it also ensures 
that the involvement and enjoyment of football fans is enhanced. 

Also, the platform facilitates technical analysis by trainers and 
analysts and provides the opportunity for players, friends and 
family members to (re)watch matches remotely. 

The key question in this case looks at what exactly constitutes a 
legitimate interest and under what conditions the processing of 
personal data on this basis is lawful. Following European case 

law, three requirements must be met to successfully invoke a 
legitimate interest: 

− The interest pursued must be a legitimate interest. 

− The processing must be necessary to pursue the legitimate 
interest. 

− There must be a balance between the interests of the 
controller and those of the data subjects. 

According to the Division, the regulator erred in not including all 
of the platform’s interests in its assessment. Had it done so, the 
regulator would have concluded that the platform did not have a 
purely commercial interest in the processing. The Division found 
that the DDPA improperly concluded that the platform did not 
comply with the legitimate interest for processing. 

It should be noted that the question of whether a purely 

commercial interest can be a legitimate interest was not decided 
in the case and is therefore yet to be answered. 

Ruling on the scope of the right to 
data erasure 

The Administrative Jurisdiction Division of the Council of State 
ruled on the scope of the right to data erasure and found that a 

20 July 2022  Court Decision (Dutch 
only) 

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2022:2065
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RVS:2022:2065
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defense to a legal claim can also be considered an exception to 
the right to data erasure. 

The right to data erasure allows data subjects to request an 
organisation to erase their personal data. Such a request must be 

granted in a number of cases, for example when consent is 
withdrawn by the data subject or in situations where personal 
data is unlawfully processed. However, there are some exceptions 
where the right to data erasure cannot be invoked. This is the 
case, for example, when the processing of personal data is 

necessary for reasons of public interest or to comply with a legal 
obligation. Moreover, the erasure of personal data cannot be 

invoked if the processing is necessary for the establishment, 
exercise or support of a legal claim. The latter was at issue in this 
case.  

The processing of personal data in this case was not necessary for 
the establishment, exercise or substantiation of a legal claim, but 
for the defence of a legal claim. The case in question revolved 

around a legal claim by a data subject against a municipality. In 
its assessment, the Administrative Jurisdiction Division compared 
different language versions of GDPR. The German-, English- and 

French-language versions showed that defence of a legal claim is 
also covered by the exception. The Division therefore ruled that 
the Dutch translation was too limited and that the conduct of a 
defence to a legal claim is also covered by the data erasure 

exception. 

  

  

Dutch Customs deletes Social 
Security Numbers ("BSN") from 
sole traders’ identification number  

By order of the DDPA, Dutch Customs is deleting the Social 
Security Numbers (“BSN”) from the European identification 
number (“EORI number”) of approximately 111,000 sole 
traders. Customs may not use the BSN in the EORI number 

required for export because it creates privacy risks, such as 
identity fraud. 

Customs has no legal ground to include the BSN in the EORI 
number because it is not necessary. From 30 September 2022, 
Customs will only use EORI numbers without the BSN. 

6 July 2022  

 

DDPA Statement 

 

                                  

 

https://www.autoriteitpersoonsgegevens.nl/nl/nieuws/douane-schrapt-bsn-uit-identificatienummer-eenmanszaken
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Polish Voivodship Administrative 

Court in Warsaw: the controller of 
personal data contained in postal 
correspondence is the sender 

The Polish Data Protection Authority (the “DPA”) has imposed an 

administrative fine of PLN 363,832 on a bank (as the controller) 
for failing to notify data subjects of a breach that occurred when 
a courier company lost correspondence sent by the bank. The 

correspondence contained personal data, such as first name, last 
name, PESEL number (Universal Electronic System for 
Registration of the Population), address, bank account numbers 
and the identification number assigned to the bank's customers 

(CIF). The DPA imposed the fine as the controller had considered 
the risk to affected individuals to be medium and therefore did 
not report the breach to the supervisory authority or data 
subjects. 

The DPA found that the bank was the controller of the personal 
data affected by the breach, as only the sender has knowledge of 

what data is provided in the correspondence. It was the bank, not 
the postal operator, that determined the purposes and means of 

data processing. The judgment confirms the position of the DPA 
relating to the role of postal operators and mail senders in 
personal data processing. Postal operators are separate 
controllers of the personal data appearing on the envelope, i.e. 
the data necessary for the proper delivery of the correspondence. 

1 July 2022  

 

Judgment (in Polish) 

 

  

https://uodo.gov.pl/pl/file/4112
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Polish Data Protection Authority: 
an error in a patient's given name 
does not preclude identification of 

that person and the application of 
data protection regulations 

A patient received from their doctor a referral to a specialist clinic 
containing personal data of another person including: name, 
surname, address, PESEL number (Universal Electronic System 

for Registration of the Population) and information about health 
(information about the diagnosis and purpose of the advice).After 
analysing the incident, the controller erroneously concluded that 
the referral contained data on a person who did not actually exist, 
as another female name was entered instead of the patient's 

male name. In the opinion of the controller, there was no 

personal data breach, and therefore they did not notify the 
supervisory authority or the patient whose data was entered in 
the referral (information about the breach was submitted to the 
DPA by the Patient Ombudsman). 

In its decision, the DPA indicated that the referral issued by the 
doctor only contained an error in the patient's given name, while 
the rest of the data, i.e. surname, registered address and PESEL 

number (Universal Electronic Population Registration System) 
pertained to a specific patient. Therefore, it could not be 
considered that the incident involved a non-existent person since, 
despite the error in the given name, the patient could be easily 

identified. 

In its written decision the DPA stressed that the controller is 
responsible for the personal data processed and its security. In 

this context, healthcare entities that process large amounts of 
sensitive personal data should take special care to maintain 
security procedures, including those related to issuing documents 
and granting employees authorisation to process data. The DPA 
imposed an administrative fine of PLN 10,000 on the controller.  

6 July 2022  

 

Decision (in Polish) 

 

  

Polish Voivodship Administrative 
Court in Warsaw: the legality of  
the retention of personal data by 

the employer after the recruitment 
process is completed 

The DPA in Poland has consistently recognised over the years that 
an employer (controller) should permanently delete the personal 
data of a candidate (e.g., by destroying or returning it) whom it 

has decided not to employ immediately after completion of the 
recruitment process, unless other prerequisites authorising the 
controller to process them have been fulfilled. The DPA stressed 
that it is not permissible to process data only to protect against a 

possible future and uncertain claim by the subject. Otherwise, the 
question may arise as to how long personal data should be 

4 August 2022  

 

Judgment (in Polish) 

 

  

https://www.uodo.gov.pl/decyzje/DKN.5131.34.2021
https://orzeczenia.nsa.gov.pl/doc/CA1EDD9C9F
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processed if the person does not decide to file a lawsuit against 
the employer. 

In its judgment, the Voivodship Administrative Court in Warsaw 
assessed that the DPA misinterpreted the legitimate interests of 

the controller, i.e. the employer, and also failed to take into 
account the interests of other individuals involved in the 
recruitment process. It shared the position presented by the 
employer, which emphasised that the employing entity is obliged 
to keep personal data from recruitment processes even after they 

are completed. The DPA, in turn, argued that it was unclear what 
claims could justify the retention of personal data after the 

recruitment process.  

According to the Labour Code in Poland, a job candidate against 
whom an employer has violated the principle of equal treatment 
in employment  is entitled to compensation. The onus is on the 
employer to prove that the principle of equal treatment was not 
violated, i.e. that objective criteria were applied in selecting a 

new employee. To be able to provide such proof, it is necessary 
to compare the qualifications and qualities of the candidates. The 
employer must therefore have the data of both the person 

alleging discrimination and the other candidates with whom the 
person has been compared.  

The court's ruling has important implications for HR departments 
that have struggled with determining the retention period for job 

candidates' personal data after completed recruitments. It 
reinforces that employers can keep candidates' personal data for 
a period of 3 years after the end of the recruitment process. 

Polish Data Protection Authority:   
financial institutions may only 

make copies of ID cards when 
security measures are necessary to 

prevent money laundering and 
terrorist financing 

In a statement published on their website, the DPA reaffirmed its 
position that financial institutions may not always copy the ID 

cards of their clients in connection with AML regulations. The law 
enables  copying of ID cards to apply security measures after 

assessing the risk of money laundering. 

The DPA, in its statement, points out that thelegislation does not 
authorise financial institutions to copy clients' ID cards in every 
situation. Financial institutions are subject not only to money 
laundering regulations, but also to GDPR as controllers of 

personal data. Before applying financial security measures, they 

16 August 2022  

 

Statement (in Polish) 

 

https://uodo.gov.pl/pl/138/2435
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must assess whether processing an individual's personal data 
contained in a copy of an ID card for these purposes is necessary. 
According to the principles of purpose limitation and data 
minimisation in Article 5 GDPR, personal data must be collected 

for specific, explicit and legitimate purposes, and must be 
adequate, relevant and limited to what is necessary for the 
purposes for which they are processed. 

A financial institution must make two risk assessments as part of 
its activities, which should be compatible with each other. One 

concerns the risk of money laundering, and the other the risk to 
the rights and freedoms of persons whose personal data will be 

processed. Only after such risk analyses are carried out can a 
financial institution apply financial security measures such as 
copying ID cards. Once personal data is collected, the controller is 
responsible for its lawful and secure processing. 

Publication of the Data Protection 

Authority's annual report for 2021 

The Polish Data Protection Authority (“DPA”) has published its 

annual report for 2021 summarising its activities over the past 
year. The report summarises the DPA's activities in the field of 
personal data protection, education and participation in the work 
of organisations and international institutions dealing with 

personal data protection issues. 

The report shows that the DPA imposed 18 administrative fines, 7 
more than in 2020. The fines ranged from PLN 4,548 to PLN 

1,136,975. The report also shows a significant increase in 
complaints filed with the DPA – from 6442 in 2020 to 8318 in 
2021.  More than a third of these were in the private sector and 
concerned issues such as information obligations, marketing, 
monitoring, internet and social media.  

In addition, breach reports increased considerably, with 12,946 

breaches reported in 2021, 5,439 more than in 2020.  These 
included such matters as: incorrectly addressed or packaged 

correspondence; incorrect anonymisation of data or inadvertent 
publication of data; release of data to the wrong person; loss of 
correspondence by the postal operator or opening of 
correspondence before returning it to the sender; unauthorised 
access to databases; paper documentation lost, stolen or left in 

an unsecured location; loss or theft of a data carrier; use of 

31 August 2022  

 

Annual Report (in Polish) 

                                                                   

https://uodo.gov.pl/pl/file/4110
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malicious software and interfering with the confidentiality, 
integrity or availability of personal data. 
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Renewal of Memorandum of 
Understanding between Hong Kong 
and Singapore 

The data protection authorities of Hong Kong and Singapore have 
signed and renewed their Memorandum of Understanding 
(“MOU”) to maintain their existing ties and foster closer 

cooperation in personal data protection. The scope of 

collaboration between the two data protection authorities under 
the MOU includes, amongst others, the exchange of information 
and sharing of best practices involving data protection policies 
and enforcement actions, coordination and provision of mutual 
assistance in joint investigations into cross-border personal data 

incidents and collaboration in education and training. 

13 July 2022  

 

Joint media release 

 

Publication of the Guide on 
Personal Data Protection 
Considerations for Blockchain 
Design 

The Personal Data Protection Commission of Singapore (“PDPC”) 
has published a new Guide on Personal Data Protection 
Considerations for Blockchain Design (“Guide”), which clarifies 
how organisations can comply with the Personal Data Protection 
Act 2012 of Singapore (“PDPA”) when deploying blockchain 

applications that process personal data.  

The Guide also provides guidance on ‘data protection by design’ 
considerations to ensure a more accountable management of 
customers’ personal data. 

18 July 2022  

 

Guide on Personal Data 
Protection Considerations 
for Blockchain Design 

 

  

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Press-Room/2022/Media-Release--Singapore-and-Hong-Kong-sign-joint-MOU-English-13-July-2022.ashx?la=en
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Blockchain-Guide_final.ashx?la=en
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Blockchain-Guide_final.ashx?la=en
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Blockchain-Guide_final.ashx?la=en
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Publication of Infographic on Good 
Practices to Secure Personal Data 
in the Cloud Platform 

The PDPC has published an infographic on Good Practices to 
Secure Personal Data in the Cloud Platform, which provides 
organisations with a list of basic good practices to implement to 

secure personal data in cloud platforms and avoid common types 
of cloud-related data breaches. 

18 July 2022  

 

Good Practices to Secure 
Personal Data in Cloud 
Platform Infographic 

  

Launch of Privacy Enhancing 
Technologies Sandbox 

The Infocomm Media Development Authority (“IMDA”) and the 
PDPC have launched a Privacy Enhancing Technologies (PET) 

Sandbox, which provides support to businesses who wish to pilot 

PET projects that address common business challenges. PET 
allows the extraction and sharing of insights, while protecting 
personal data and commercially sensitive information. 

The participants in the PET Sandbox will benefit from:  

(a) ready access to a panel of PET solutions providers; and 

(b) a comprehensive suite of support including grants and 
regulatory guidance to support pilots of PET use cases. 

20 July 2022  

 

IMDA’s press release 

Invitation to Participate in 

PET Sandbox 

 

Publication of Critical Information 
Infrastructure Supply Chain 

Programme Paper 

The Cyber Security Agency of Singapore (“CSA”) has published 
the Critical Information Infrastructure (“CII”) Supply Chain 

Programme Paper, which introduces five foundational initiatives, 
including a new tool kit for CII owners to identify and rate cyber 
supply chain risks. 

The CII Supply Chain Programme Paper aims to mitigate cyber 

supply chain risks and strengthen the cyber resilience of 
Singapore’s essential services through the following foundational 
initiatives:  

− Initiative 1: CII Cyber Supply Chain Assessment Toolkit 

− Initiative 2: Cyber Contractual Handbook for CIIs 

− Initiative 3: Vendor Certification Programme 

− Initiative 4: Cyber Supply Chain Learning Hub 

− Initiative 5: International Cooperation 

27 July 2022  

 

CSA’s Critical Information 
Infrastructure (CII) 

Supply Chain Programme 
Paper 

 

  

https://www.pdpc.gov.sg/news-and-events/announcements/2022/07/good-practices-to-secure-personal-data-in-the-cloud-platform-infographic-now-available
https://www.pdpc.gov.sg/news-and-events/announcements/2022/07/good-practices-to-secure-personal-data-in-the-cloud-platform-infographic-now-available
https://www.pdpc.gov.sg/news-and-events/announcements/2022/07/good-practices-to-secure-personal-data-in-the-cloud-platform-infographic-now-available
https://www.imda.gov.sg/news-and-events/Media-Room/Media-Releases/2022/IMDA-and-PDPC-launch-Singapore-first-Privacy-Enhancing-Technologies-Sandbox-as-they-mark-decade-long-effort-of-strengthening-public-trust
https://www.imda.gov.sg/-/media/Imda/Files/Programme/PET-Sandbox/PET-Sandbox-CFP.pdf
https://www.imda.gov.sg/-/media/Imda/Files/Programme/PET-Sandbox/PET-Sandbox-CFP.pdf
https://www.csa.gov.sg/-/media/Csa/Documents/Publications/CSA-CII-Supply-Chain-Programme.pdf
https://www.csa.gov.sg/-/media/Csa/Documents/Publications/CSA-CII-Supply-Chain-Programme.pdf
https://www.csa.gov.sg/-/media/Csa/Documents/Publications/CSA-CII-Supply-Chain-Programme.pdf
https://www.csa.gov.sg/-/media/Csa/Documents/Publications/CSA-CII-Supply-Chain-Programme.pdf
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Publication of Singapore Cyber 
Landscape 2021 

The CSA has published the Singapore Cyber Landscape 2021 
(“SCL 2021”), which reviews and highlights Singapore’s 
cybersecurity situation in 2021. 

Additionally, SCL 2021 highlights the CSA’s initiatives to combat 
new and emerging cyber threats. A key initiative featured in SCL 
2021 is the Cybersecurity Strategy 2021, which takes a more 
proactive stance in addressing threats via a broader scope of 
protection, closer relationships with international partners, and a 

greater emphasis on workforce and ecosystem development. 

29 August 2022  

 

CSA’s Singapore Cyber 
Landscape 2021 

 

  

Signing of the Memorandum of 
Understanding on Digital 
Cooperation and the Renewal of 
the Memorandum of Understanding 
on Cooperation in Personal Data 
Protection by the Philippines and 

Singapore 

To pave the way for stronger collaboration in the digital economy, 
data protection and other areas, the Philippines and Singapore 
have signed the following agreements: 

(a) Memorandum of Understanding on Digital Cooperation 
between the Department of Information and 
Communications Technology of the Philippines and the 

Ministry of Communications and Information of Singapore; 
and  

(b) Renewal of the Memorandum of Understanding on 

Cooperation in Personal Data Protection between the National 
Privacy Commission of the Philippines and the PDPC. 

7 September 2022  

 

Joint press statement 

  

Singapore Court of Appeal clarifies 

Right of Private Action under the 
PDPA 

Under the PDPA, a person who suffers loss or damage as a direct 

result of an organisation’s breach of any of the data protection 
provisions in the PDPA has a right of action for relief in civil 
proceedings against the organisation (“Right of Private 
Action”). 

The Singapore Court of Appeal (the highest court of Singapore) 
(“SGCA”) has clarified the ambit of the Right of Private Action in 

Michael Reed v Alex Bellingham (Attorney-General, intervener) 

[2022] SGCA 60 (“Decision”).  

In its Decision, the SGCA considered parliamentary debates and 
the purposes of the PDPA to determine whether “loss or damage” 
under section 32 of the PDPA (now replaced by section 48O of the 
PDPA) would include or exclude emotional distress. It concluded 
that a wider interpretation would align with the general and 

specific purposes of the PDPA (which aims to provide robust 

9 September 2022  

 

Court of Appeal decision 

 

                          

https://www.csa.gov.sg/-/media/Csa/Documents/Publications/SCL2021/Singapore-Cyber-Landscape-2021.pdf
https://www.csa.gov.sg/-/media/Csa/Documents/Publications/SCL2021/Singapore-Cyber-Landscape-2021.pdf
https://www.mfa.gov.sg/Newsroom/Press-Statements-Transcripts-and-Photos/2022/09/20220907jpcpsp
https://www.elitigation.sg/gd/gd/2022_SGCA_60/pdf
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protections for personal data) and held that “loss or damage” 
would include emotional distress. In so ruling, the SGCA 
overruled the lower court’s decision that “loss or damage” should 
be interpreted narrowly to refer to the heads of loss or damage 

applicable to torts under common law (such as pecuniary loss, 
damage to property, and personal injury (including psychiatric 
illness)). 

The Decision illustrates the importance placed on the protection 
of personal data in Singapore. The SGCA’s recognition of 

emotional distress as a form of actionable “loss or damage” is 
significant because it expands the scope for organisations’ liability 

under the PDPA. 

Whilst section 32 of the PDPA has been repealed and replaced by 
section 48O of the PDPA, it is likely that the Singapore courts will 
follow the principles laid out in the Decision in interpreting section 
48O of the PDPA. 
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Report of Slovak Data Protection 
Authority for the year 2021 

The Office for Personal Data Protection of the Slovak Republic 
("the Office") submitted its report on personal data protection 
for the year 2021 to the National Council of the Slovak Republic. 

The report is an overview of the Office’s activities in 2021 and 
shows, among other things, that: 

− the Office registered 17 more inspections/audits than in the 
previous year (42 inspections/audits in 2020 compared to 59 

in 2021), of which 10 were initiated on the basis of the 
Office’s inspection/audit plan; 42 on personal data protection 

proceedings; and 7 on the basis of suspicions of breach of 
obligations in the processing of personal data; 

− in the course of 61 inspections, only 26 cases of breach of 
personal data processing obligations were detected; 

− the most frequently detected breaches of GDPR were of 
Article 5(1)(a) (17 breaches), Article 13 (14 breaches) and 
Article 5(1)(c) (11 breaches).  

As regards data protection proceedings, in 2021 the Office: 

− postponed 306 applications and referred 49 applications to 
another administrative authority with competence in the 

matter for a procedure and decision; 

− initiated 218 administrative proceedings, of which 135 were 
initiated at the request of the data subject, 43 were initiated 
on the basis of a complaint, 19 were initiated on the basis of 
the results of an inspection which revealed deficiencies, and 
21 were initiated by the Office on its own initiative based on 

31 August 2022  

 

Slovak Data Protection 
Office report (in 
Slovakian only) 

 

                                                     

https://www.nrsr.sk/web/Dynamic/DocumentPreview.aspx?DocID=508519
https://www.nrsr.sk/web/Dynamic/DocumentPreview.aspx?DocID=508519
https://www.nrsr.sk/web/Dynamic/DocumentPreview.aspx?DocID=508519
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a suspected breach of legislation in the field of personal data 
protection; 

− the most frequent subject of data protection proceedings 
was the examination of whether the processing of personal 

data of data subjects in the information system, which 
included cameras, was in breach of data protection 
legislation; 

− the most frequent violations included unlawful processing of 
personal data, where personal data were processed without 
or in breach of a legal basis, and processing in breach of the 

principle of integrity and confidentiality, which was related to 

the failure to take adequate security measures. 

Year 2021 & fines imposed by the Office 

The highest fine imposed in 2021 was €40,000 imposed by the 
Office on a controller for violation of the principle of accountability 
(failure to demonstrate that a personal data protection impact 
assessment had been carried out), breach of the principle of 
fairness and transparency as well as of Article 28 of the 

Regulation (absence of an intermediary contract). 

The lowest fine imposed in 2021 was a fine to an individual of 

€100. The controller was an entity unlawfully processing personal 
data of data subjects by means of cameras installed in a 
gardening settlement. 

In total, the Office imposed 53 fines totalling €110,900 for breach 

of data protection legislation  and collected a total of €89,289.10 
in fines for the year 2021. The average fine in the period under 
review was €2,092. 
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The Information Regulator 
establishes its Enforcement 
Committee 

The Information Regulator has confirmed that it has established 
its Enforcement Committee under section 50 of the Protection of 
Personal Information Act No. 4 of 2013 (“POPIA”). The 
Enforcement Committee will be chaired by Adv. Helen Fourie SC, 
with Ms Simonè Margadie serving as the alternative Chairperson, 
and is made up of 14 independent experts drawn from various 
professional backgrounds, such as law, information security, 

education, finance accounting, auditing, actuarial science, 
forensics and criminal investigations. 

Pursuant to Section 93 of POPIA, the Enforcement Committee 
must consider all matters referred to it by the Information 

Regulator regarding a complaint, an investigation of a complaint, 
a finding in respect of the complaint and, as referred to in section 

92 of POPIA, other matters or a recommendation in respect of the 
proposed action to be taken by the Information Regulator, as well 
as any complaint in terms of the Promotion of Access to 
Information Act (“PAIA”).   

The establishment of the Enforcement Committee gives the 
Information Regulator another tool in its efforts to deal with the 
increasing volume of complaints by the public under POPIA. In 

the 12 months since the enforcement powers of the Information 
Regulator came into force, the Information Regulator has 

received in excess of 150 access to information complaints and 
544 protection of personal information complaints. 

4 August 2022  

 

Information Regulator 
media statement 

  

Information Regulator's POPIA and 

PAIA Online Portals Go Live 

The Information Regulator has established online portals for use 

by: 

2 September 2022  

 

Information Regulator's 

media statement (portals 
go live) 

https://inforegulator.org.za/wp-content/uploads/2020/07/Media-Statement_Information-Regulator-Establishes-Enforcement-Committee.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/Media-Statement_Information-Regulator-Establishes-Enforcement-Committee.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/MEDIA-STATEMENT-THE-INFORMATION-REGULATOR-POPIA-AND-PAIA-ONLINE-PORTALS-GO-LIVE.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/MEDIA-STATEMENT-THE-INFORMATION-REGULATOR-POPIA-AND-PAIA-ONLINE-PORTALS-GO-LIVE.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/MEDIA-STATEMENT-THE-INFORMATION-REGULATOR-POPIA-AND-PAIA-ONLINE-PORTALS-GO-LIVE.pdf
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i) public bodies, to submit their Promotion of Access to 
Information Act 2 of 2000 (“PAIA”) section 32 
reports.   

The purpose of the section 32 report, which must be 

submitted annually, is to give an account of the 
number of requests for access received; access 
granted in full; access granted in terms of section 46 
(mandatory disclosure in the public interest); access 
refused fully or partially; cases extended; internal 

appeals to relevant authority; and the number of 
internal appeals that were refused on the ground that 

an internal appeal was regarded as having been 
dismissed. 

ii) public and private bodies, to register their 
Information Officers as required by section 55(2) of 
the Protection of Personal Information Act 4 of 2013 
(“POPIA”). POPIA places an obligation on public and 

private bodies to register their Information Officers, 
and on the Information Officers to designate and 
delegate any power or duty to Deputy Information 

Officers (DIOs) before they assume their duties. 

According to the Information Regulator, "the online portals intend 
to improve efficiency, as they will be user-friendly and afford 
quick turnaround time for submission of Section 32 reports and 

registration of Information Officers. Manual applications will 
continue to be administered to accommodate special 
circumstances. However, we strongly encourage all public and 
private bodies to use the portals because it is cost-effective and 
saves time."  

The Information Regulator has encouraged both public and 
private bodies to comply with these statutory requirements (i.e. 

submitting their PAIA report and registering their Information 
Officers) and to use the portals made available, as non-
compliance with the statutory requirements is a contravention of 
the law. 

 

  

Guidelines on Section 22 

Notification of Security 

The Information Regulator has published: 12 August 2022  Guidelines on Section 22 

Notification of Security 

https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
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Compromises and Guidelines on 
Completing Section 22 Security 
Compromise Notification Form 

i) the guidelines for responsible parties and information 
officers/deputy information officers on how to 
complete the Security Compromise Notification Form 
provided by the Information Regulator (Regulator) 

pursuant to section 22 of POPIA; and  

ii) Form SCN1 Notification of a Security Compromise 
pursuant to section 22 of POPIA.  

The guidelines set out how responsible parties and information 

officers, or deputy information officers, should complete the 
security compromise notification form, providing a step-by-step 
guide of the process to be followed, starting with the responsible 

party notifying the Information Regulator of any security 
compromise, as soon as possible after it occurs, using the 
prescribed notification form, and providing the reason for any 
delay in notifying the data subjects in the notification form. 

The Information Regulator further advised that "The use of the 
form will be effective immediately, upon publication on the 

Regulator’s website. All information officers/deputy information 
officers will be required to use this pdf fillable Form. Not doing so 
may result in the notification being regarded as non-compliant." 

 Compromises or 
Guidelines on Completing 
Section 22 Security 
Compromise Notification 

Form 

Form SCN1 - Notification 
of a Security Compromise 
in terms of section 22 of 
POPIA 

 

                                                  

 

https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/Guidelines-on-completing-a-Security-Compromise-Notification-ito-Section-22-POPIA.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/FORM-SCN1-Security-Compromises-Notification-Fillable-Formpdf.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/FORM-SCN1-Security-Compromises-Notification-Fillable-Formpdf.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/FORM-SCN1-Security-Compromises-Notification-Fillable-Formpdf.pdf
https://inforegulator.org.za/wp-content/uploads/2020/07/FORM-SCN1-Security-Compromises-Notification-Fillable-Formpdf.pdf
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Swedish DPA initiates audit on a 
company that was monitoring the 
driving behaviour of employees 

The Swedish Authority for Privacy Protection (the “Swedish 
DPA”) has initiated an audit of a Swedish bus company after 
receiving complaints that the company was monitoring the driving 
behaviour of employees. 

The complaints stated that the company, as part of their “Green 
Journey” project, was monitoring the driving speed, energy 
consumption and braking frequency of individual bus drivers. It 

was further stated that the company had failed to inform affected 
employees about the personal data that was being processed for 
this purpose. 

According to the company, the purpose of processing the 
personal data was to achieve safe and environmentally friendly 
driving behaviour amongst the company’s bus drivers.  

As part of their audit, the Swedish DPA has requested that the 
company provides information concerning, amongst other things, 
the legal basis relied upon for processing the personal data 
collected by monitoring the driving behaviour of employees and 
for how long the company had stored the personal data. 

7 September 2022  

 

Press statement (in 
Swedish) 

Audit statement (in 
Swedish) 

 

  

Swedish DPA issues a reprimand 

against a company for maintaining 

a public database of court cases 
that contained sensitive personal 
data 

The Swedish company in question offers a wide range of 

background check services to employers as part of their 

recruitment processes. One of these services involves checking 
whether an individual has appeared in a court decision concerning 
compulsory psychiatric or drug abuse care. For this purpose, the 
background check company maintains a database of all the 
Swedish court decisions that are based on the Swedish Care of 
Abusers Act and the Compulsory Mental Care Act. Users are able 

13 September 2022  

 

Press statement (in 

Swedish) 

Decision (in Swedish) 

 

https://www.imy.se/nyheter/imy-granskar-bolags-overvakning-av-busschaufforer-i-norge/
https://www.imy.se/nyheter/imy-granskar-bolags-overvakning-av-busschaufforer-i-norge/
https://www.imy.se/globalassets/dokument/ovrigt/tillsynsskrivelse-nobina-europe.pdf
https://www.imy.se/globalassets/dokument/ovrigt/tillsynsskrivelse-nobina-europe.pdf
https://www.imy.se/nyheter/imy-klar-med-granskning-av-soktjanst-som-avser-uppgifter-om-halsa/
https://www.imy.se/nyheter/imy-klar-med-granskning-av-soktjanst-som-avser-uppgifter-om-halsa/
https://www.imy.se/globalassets/dokument/beslut/2022/beslut-tillsyn-verifiera.pdf
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to perform a search based on a candidate’s name, personal 
identity number and/or home address. 

Due to being issued a so-called “publication certificate” in 
accordance with the Fundamental Law on Freedom of Expression 

(“YGL”), companies such as the company in question have been 
allowed, under the protection of the Swedish constitution, to 
maintain databases of criminal convictions and/or other court 
decisions involving compulsory psychiatric or drug abuse care 
without being required to comply with GDPR.  

However, in 2019 an exception to the protection enshrined under 
YGL was introduced. The exception states that GDPR will apply 

when processing sensitive personal data, even if a controller has 
been issued a publication certificate, if the following three 
conditions are met: 

(i) the sensitive personal data is made available to the 
public; 

(ii) the data is organised in such way that it is possible to 

search or otherwise systematically compile it (e.g. a 
database); and 

(iii) there are particular risks to the privacy of individuals 
with regard to the activities carried out and the forms 
in which the data collection is made available.  

In the decision against the background check company, the 
Swedish DPA has for the first time applied the exception to the 

YGL with respect to the company’s publication certificate and 
concluded that the company has acted in breach of GDPR by 
maintaining the database described above. The decision 
clearlyemphasises the fact that the company’s services have been 
provided to the public for commercial purposes only. The position 
held by the Swedish DPA is that publication certificates should not 

be abused as a tool to avoid compliance with GDPR when the 

purpose of processing sensitive personal data is not in line with 
the spirit of YGL, which is to contribute to the free exchange of 
opinion and comprehensive information.  

As a result of the decision, the Swedish DPA has issued a 
reprimand against the background check company and ordered 
the company to remove the possibility for users to receive 
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information or copies of court cases relating to compulsory 
psychiatric or drug abuse care by searching a data subject’s 
name, personal identity number and/or home address.   

One of the background check company’s objections  was that 

affected data subjects must provide their explicit consent before a 
user is able to receive a copy of a court decision in which the data 
subject appears. The Swedish DPA noted that the background 
check company acquires consent only when a background check 
has been ordered by a user. Therefore, consent can only be given 

after the company has already processed the sensitive personal 
data by including the information in a searchable and publicly 

available database. For this reason, the Swedish DPA concludes 
that the consent must be deemed invalid. 

Should the decision against the background check company 
stand, it could spell the end for similar service providers that are 
established in Sweden as practically all of them rely on a 
publication certificate to maintain public databases of court 

decisions containing sensitive personal data. However, it still 
remains to be seen whether the company will appeal the decision 
and if so, whether the court will share the Swedish DPA’s 

interpretation of YGL.  

It should also be noted that in this decision, the Swedish DPA 
chose to only focus on the background check company’s database 
that contained court cases relating to compulsory psychiatric or 

drug abuse care and not those exclusively relating to criminal 
convictions pursuant to Article 10 GDPR. The latter is not covered 
by the exception in YGL, which is only concerned with the 
processing of sensitive personal data. Therefore a company with 
a publication certificate would, irrespective of this decision, likely 
be able to maintain a database with criminal convictions. 

Swedish DPA approve Binding 

Corporate Rules for the Samres 
group 

The Swedish DPA has approved two sets of Binding Corporate 

Rules (“BCRs”) for the Samres group. The BCRs relates to the 
transfer of personal data that the Samres group processes as a 
controller and as a processor respectively. 

Concerned data subjects covered by the BCRs include categories 
such as employees, customers, stakeholder representatives, civil 

19 September 2022  

 

Press statement (in 

Swedish) 

EDPB opinion - data 
controllers (in English) 

EDPB opinion - data 
processors (in English) 

https://www.imy.se/nyheter/imy-godkanner-bindande-foretagsbestammelser2/
https://www.imy.se/nyheter/imy-godkanner-bindande-foretagsbestammelser2/
https://edpb.europa.eu/system/files/2022-09/edpb_opinion_202223_bcr-c_samres_en.pdf
https://edpb.europa.eu/system/files/2022-09/edpb_opinion_202223_bcr-c_samres_en.pdf
https://edpb.europa.eu/system/files/2022-09/edpb_opinion_202224_bcr-p_samres_en.pdf
https://edpb.europa.eu/system/files/2022-09/edpb_opinion_202224_bcr-p_samres_en.pdf
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servants at authorities and other third parties the Samres Group 
may interact with (e.g., office visitors, trainees or journalists). 

Swedish DPA initiates audit on a 

company that may have obstructed 
data subjects' exercise of rights 
under GDPR 

The Swedish DPA has initiated an audit against a Swedish fintech 

company after receiving a number of complaints from individuals 
concerning the processing of their personal data by the company. 

The complaints relate mainly to individuals who have approached 
the company in order to have their personal data deleted or to 

gain access to the personal data that the company holds about 
them.The individuals claim that the company made unreasonable 

demands concerning how they should verify their identities.  

The purpose of the audit is, among other things, to investigate 
whether the company has through their identification 
requirements obstructed or otherwise made it unreasonably 
difficult for individuals to exercise their rights under GDPR. 

The fintech company has during the year been subject to 
extensive supervision by the Swedish DPA. In March 2022 the 

company received an administrative fine amounting to SEK 
7,500,000 due to numerous flaws in their privacy policy and in 

May 2022 an audit was initiated due to the company’s use of 
autofill functions in their checkout service. 

19 September 2022  

 

Press statement (in 

Swedish) 

Audit statement (in 
Swedish) 

  

The Stockholm Administrative 
Court of Appeal clarifies the extent 

of mitigating factors under Article 
83 GDPR 

In their decision (case nr.7837-21) concerning an appeal against 
an administrative fine previously issued by the Swedish DPA, the 

Stockholm Administrative Court of Appeal (“the Court”) has  
further clarified the scope of mitigating factors that are applicable 
in accordance with Article 83 GDPR when deciding on the amount 
of an administrative fine. 

It should be noted that this decision was taken without taking 
into consideration the EDPB guidelines 04/2022 on the calculation 

of administrative fines under GDPR, as the guidelines are still 

under public consultation. It is also unclear at this time whether 
the case will be appealed to the Swedish Supreme Administrative 
Court. 

The Court stated that the following circumstances do not 
constitute valid mitigating factorsunder  Article 83 GDPR when 
deciding on the amount of an administrative fine:  

16 September 2022  

 

Press statement (in 
Swedish) 

                                                      

https://www.imy.se/nyheter/imy-granskar-klagomal-mot-klarna/
https://www.imy.se/nyheter/imy-granskar-klagomal-mot-klarna/
https://www.imy.se/globalassets/dokument/ovrigt/tillsynsskrivelse-klarna-2022-09-13.pdf
https://www.imy.se/globalassets/dokument/ovrigt/tillsynsskrivelse-klarna-2022-09-13.pdf
https://www.imy.se/tillsyner/utbildningsnamnden-i-stockholms-stad/
https://www.imy.se/tillsyner/utbildningsnamnden-i-stockholms-stad/
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(i) the fact that the infringement was not committed 
intentionally; 

In regard to point (i) above, this only affects the decision of 
whether to impose an administrative fine, not the amount itself. 

Furthermore, the starting point is that the infringement was not 
committed intentionally, thus any evidence that supports 
otherwise can only have an aggravating effect.   

(ii) the lack of any previous GDPR infringements 

committed by the responsible party; 

(iii) that the technical issue in one of the services 
provided by the controller (which partially caused the 

personal data breach in question) was resolved one 
month after the issue was discovered; and 

(iv) that the data controller in question cooperated with 
the Swedish DPA by providing all requested 
information and remedied all infringements identified 
by the supervisory authority. 

In regard to point (iv) above, in order for Article 83(2)(f) GDPR to 
have any mitigating effect on the amount of the administrative 

fine, the responsible party has to take measures beyond what is 
explicitly requested by the supervisory authority. What those 
measures could be in the context of this decision was not further 
clarified by the Court. 
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Federal Council sets 1 September 
2023 as the implementation date 
for the revised Data Protection Act 
and the implementing provisions in 

the new Data Protection Ordinance 

On 31 August 2022, the Federal Council decided that the revised 
Data Protection Act and the implementing provisions in the new 
Data Protection Ordinance will enter into force on 1 September 
2023, without a transition period.  

The new data protection law introduces the following significant 

changes for companies: 

− Obligation to appoint a representative in Switzerland if data 
controllers domiciled or resident abroad process personal data 
of individuals in Switzerland and the data processing meets 
the following requirements:  

(i) The processing is in connection with the offering of 
goods and services or the observation of the 

behaviour of persons in Switzerland. 

(ii) The processing is extensive.  

(iii) The processing is carried out on a regular basis (Art. 
14 and 15 nFADP). 

− Obligation to keep a register of personal data processing 
activities (Art. 12 nFDAP). This obligation is comparable to 

that under Article 30 GDPR. 

31 August 2022  

 

Federal Council press 
release: ‘New Data 
Protection Law from 1 
September 2023’ 

 

The Federal Office of 
Justice FOJ article 
‘Strengthening data 
protection’  

 

  

https://www.bj.admin.ch/bj/de/home/aktuell/mm.msg-id-90134.html
https://www.bj.admin.ch/bj/de/home/aktuell/mm.msg-id-90134.html
https://www.bj.admin.ch/bj/de/home/aktuell/mm.msg-id-90134.html
https://www.bj.admin.ch/bj/de/home/aktuell/mm.msg-id-90134.html
https://www.bj.admin.ch/bj/de/home/staat/gesetzgebung/datenschutzstaerkung.html
https://www.bj.admin.ch/bj/de/home/staat/gesetzgebung/datenschutzstaerkung.html
https://www.bj.admin.ch/bj/de/home/staat/gesetzgebung/datenschutzstaerkung.html
https://www.bj.admin.ch/bj/de/home/staat/gesetzgebung/datenschutzstaerkung.html
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− Data Privacy by Design and Default (Art. 7 nFADP). The 
ordinance regulates the details in Art. 1 to 6 nDPO. 

− Extension of the information obligations when obtaining 
personal data (Art. 17 to 19 nFADP). This brings the duty to 

provide information under the Swiss Data Protection Act closer 
to that under Articles 13 and 14 GDPR, but the Swiss version 
contains more extensive exemption provisions than GDPR. 

− Obligation to conduct a data protection impact assessment if 

the processing of personal data may entail a high risk to the 
data subject's right to a personal life/privacy or fundamental 
rights (Art. 22 nFADP), similar to that under Articles 35 and 

36 GDPR. 

− Penalties for non-compliance have been tightened: violations 
of the Data Protection Act can be sanctioned with fines of up 
to CHF 250,000 for the person or company responsible for the 
violation (Art. 54 to 58 nFADP). This maximum fine is 
significantly more than under the current law, but a lot less 

than under GDPR. 

− Personal data of legal entities is no longer protected. 

We recommend that the business community prepares for, and 
implements, the new regulations at an early stage given the law 
will be implemented without a transition period. 
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ICO publishes report on DHSC’s 
use of private communications 

channels for official business 

The ICO has published a report to Parliament into the use of 
private correspondence channels (eg private email, WhatsApp, 

messaging apps) within the Department of Health and Social Care 
(“DHSC”).  

In July 2021, the ICO received complaints about the use of 
private correspondence channels by the DHSC during the COVID-
19 pandemic, with concerns that it would prevent information 
from being available to the public. Concerns were also raised 

about confidentiality and the security of personal data.  

The ICO noted that the use of private correspondence channels is 
not against the law, however, it found that in this case there were 
a lack of controls to safeguard the accuracy and security of 
personal information.  

In particular, the report highlights:  

− that policies were inconsistent, not kept up-to-date and 

unclear. There were contradictions between DHSC’s policies 
and Cabinet Office guidance on the use of private email and 
other DHSC procedures were not implemented consistently  

− concerns over the scale of the use of private correspondence 

methods, which means it is likely that there will have been 
mistakes in maintaining a public record  

− a breach of Article 25 UK GDPR as DHSC did not have 

sufficient measures in place to manage risks. There were 
also a lack of appropriate technical controls in place to 
assess the security and access provisions of private accounts  

July 2022 Behind the Screens 
(ico.org.uk) 

https://ico.org.uk/media/about-the-ico/documents/4020886/behind-the-screens.pdf
https://ico.org.uk/media/about-the-ico/documents/4020886/behind-the-screens.pdf
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− a breach of Article 5(1)(e) UK GDPR due to the lack of 
systems to enforce DHSC’s retention policies  

The ICO issued DHSC with a practice recommendation to improve 
the management of FOI requests. The ICO also issued a 

reprimand under UK GDPR, along with a set of recommendations 
to support the DHSC in improving its processes and procedures 
and keeping personal information secure.  

The ICO also recommends that the Government conducts a 

separate review into how these communication channels are 
used, bearing in mind the data protection and transparency 
requirements. 

DCMS conducts second review of 
NIS Regulations 2018 

The Department for Digital, Culture, Media & Sport (“DCMS”) has 
published the results of its second review of the Network and  

Information Systems Regulations 2018 (“NIS Regulations”). 
The NIS Regulations are intended to improve the security of IT 
systems that are critical for the provision of essential services in 

the energy, transport, water, health and digital infrastructure 
sectors as well as cloud computing services, online marketplaces 

and online search engines. They require in-scope organisations to 
have appropriate and proportionate cyber security measures in 
place and to report on incidents that breach that cyber security.  

The review concludes that the NIS Regulations are largely 
achieving their objectives but there is room for improvement, 

including: 

− doing more to secure the critical supply chains of operators 
of essential services 

− ensuring that the right cyber incidents are captured, in the 
context of a wide discrepancy between the number of 
incidents formally notified and the number of incidents 

informally reported to the NCSC 

− improving consistency of implementation across sectors 

− making it easier to identify which organisations are in-scope, 
with the ICO suggesting that only around 10% of in-scope 
digital service providers are registered 

4 July 2022 Second Post-
Implementation Review 
of the Network and 
Information Systems 
Regulations 2018 - 

GOV.UK (www.gov.uk) 

https://www.gov.uk/government/publications/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018
https://www.gov.uk/government/publications/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018
https://www.gov.uk/government/publications/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018
https://www.gov.uk/government/publications/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018
https://www.gov.uk/government/publications/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018
https://www.gov.uk/government/publications/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018/second-post-implementation-review-of-the-network-and-information-systems-regulations-2018
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The Government has recently consulted on proposed 
amendments to the NIS Regulations and intends to use the 
results of this review to help inform its policy in this area. 
Proposals include:  

− expanding the scope of the NIS Regulations to include IT 
managed service providers that provide critical support to 
essential services  

− creating a power to bring additional organisations within 

scope  

− establishing a two-tier supervisory system to differentiate 
between the most critical providers and others  

− expanding the cyber incident reporting obligations 

Organisations that are currently in-scope, as well as those who 
may come within scope as a result of the proposed reforms, 
should consider whether their current processes and procedures 
are adequate to comply with the NIS Regulations. This may 
involve including flow-down of security and notification 

requirements in contracts with third party service providers. 

ICO and NCSC warn against 
payment of cyber ransoms 

Following an increase in ransomware attacks, the Information 
Commissioner’s Office (“ICO”) and the National Cyber Security 
Centre (“NCSC”) have issued a joint letter to the Law Society and 
Bar Council, asking for help to spread the message that the 
payment of a ransom in response to a cyber-attack will not be 

taken into account as a mitigating factor when the ICO is 
considering enforcement action. The letter identifies that some 
believe that paying a ransom may protect stolen data and/or may 
help in the case of an ICO investigation, however the letter goes 
on to state that this is not the case, emphasising that the ICO 
and NCSC do not “encourage, endorse nor condone the payment 

of ransoms”.  

The fact that they have written this letter suggests that they have 
seen a real increase in these kind of payments.  

Bear in mind that there is also a risk that making such payments 
could breach sanctions, money laundering and counter terrorist 
financing laws. 

8 July 2022 Letter from the 
Information 
Commissioner 
(ico.org.uk) 

https://ico.org.uk/media/about-the-ico/documents/4020874/ico-ncsc-joint-letter-ransomware-202207.pdf
https://ico.org.uk/media/about-the-ico/documents/4020874/ico-ncsc-joint-letter-ransomware-202207.pdf
https://ico.org.uk/media/about-the-ico/documents/4020874/ico-ncsc-joint-letter-ransomware-202207.pdf
https://ico.org.uk/media/about-the-ico/documents/4020874/ico-ncsc-joint-letter-ransomware-202207.pdf
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ICO launches draft strategic plan, 
ICO25 

The ICO has launched a draft three year plan, ICO25, which 
identifies the ICO’s approach and priorities over the next three 
years. It includes the Annual Action Plan, which sets out the ICO’s 

focus for the year between October 2022 and 2023.  

This includes looking at: 

− predatory marketing calls and their impact, particularly on 
vulnerable groups  

− targeted advertising online for gambling  

− the use of algorithms within the benefits system 

− the use of AI in recruitment and the impact this could have 
on neurodiverse people or ethnic minorities who were not 
involved in the testing for this software  

− children’s privacy  

The plan also sets out the ICO’s plans to help save businesses 
over £100 million over the next three years, which include the 
following:  

− publishing internal data protection and FOI training materials 

− producing off the shelf templates for organisations to use in 
developing their own approach  

− creating a platform, moderated by the ICO, for organisations 
to share information and discuss compliance  

− developing ‘data essentials’ training for SMEs  

− creating a database of ICO guidance for the public and for 

organisations  

− launching an iAdvice service to offer direct expert advice to 
support innovators  

There will also be a revision of the ICO’s approach to public sector 
fines.  

The consultation period on the ICO25 plan closed on 22 

September 2022. 

14 July 2022 ICO25 - Empowering you 
through information 

https://ico.org.uk/media/about-the-ico/documents/4020926/ico25-plan-for-consultation-20221407-v1_0.pdf
https://ico.org.uk/media/about-the-ico/documents/4020926/ico25-plan-for-consultation-20221407-v1_0.pdf
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DWP publishes its response to 
consultation on draft pensions 
dashboards regulations 

The Department for Work & Pensions (“DWP”) has published its 
response to the January 2022 consultation on draft pensions 
dashboard regulations for occupational pensions schemes. The 

dashboards will be a really important way for individuals to find 
out quickly from pension schemes around the UK whether they 
have any entitlements to monies. A commercial dashboard 
provider will be the interface between individuals and schemes. 
The Pensions Regulator will be able to fine schemes if they do not 

meet very strict timings for return of data to individuals. Data 

protection is fundamental to implementation of the dashboards.  

The ICO provided a response to this consultation on 11 March 
2022, which set out how UK GDPR principles are relevant to 
pensions dashboards.  

The key points raised in the ICO’s response include the following: 

− the importance of establishing both the controllership and 
the lawful basis relied upon before any processing takes 

place  

− individuals should be given genuine choice and control over 

the processing of their personal data where consent is relied 
upon  

− privacy information must be made clear to meet 
transparency obligations  

− when developing the programme, a data protection by 

design and default approach should be used to ensure 
effective management of data minimisation and storage 
limitation principles  

− entities may need to carry out a Data Protection Impact 
Assessment  

− the data processed (eg the find/view data and pension 

identified tokens) must be processed securely, remain 
accurate and should be limited to what is necessary 

 

March and July 2022 Government response: 
Draft Pensions 
Dashboards Regulations 

2022 - GOV.UK 
(www.gov.uk) 

 

ICO Response to the DWP 

consultation on draft 
Pensions Dashboards 

Regulations 2022 

 

Pensions dashboards - 
full steam ahead (with 
some tweaks) - 
Eversheds Sutherland 
(eversheds-

sutherland.com) 

https://www.gov.uk/government/consultations/pensions-dashboards-consultation-on-the-draft-pensions-dashboards-regulations-2022/outcome/government-response-draft-pensions-dashboards-regulations-2022
https://www.gov.uk/government/consultations/pensions-dashboards-consultation-on-the-draft-pensions-dashboards-regulations-2022/outcome/government-response-draft-pensions-dashboards-regulations-2022
https://www.gov.uk/government/consultations/pensions-dashboards-consultation-on-the-draft-pensions-dashboards-regulations-2022/outcome/government-response-draft-pensions-dashboards-regulations-2022
https://www.gov.uk/government/consultations/pensions-dashboards-consultation-on-the-draft-pensions-dashboards-regulations-2022/outcome/government-response-draft-pensions-dashboards-regulations-2022
https://www.gov.uk/government/consultations/pensions-dashboards-consultation-on-the-draft-pensions-dashboards-regulations-2022/outcome/government-response-draft-pensions-dashboards-regulations-2022
https://ico.org.uk/media/about-the-ico/consultation-responses/4020182/icos-response-to-dwps-consultation-draft-pensions-dashboards-regulations-2022-v1_0.pdf
https://ico.org.uk/media/about-the-ico/consultation-responses/4020182/icos-response-to-dwps-consultation-draft-pensions-dashboards-regulations-2022-v1_0.pdf
https://ico.org.uk/media/about-the-ico/consultation-responses/4020182/icos-response-to-dwps-consultation-draft-pensions-dashboards-regulations-2022-v1_0.pdf
https://ico.org.uk/media/about-the-ico/consultation-responses/4020182/icos-response-to-dwps-consultation-draft-pensions-dashboards-regulations-2022-v1_0.pdf
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Pensions/pensions-dashboards-1907
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Pensions/pensions-dashboards-1907
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Pensions/pensions-dashboards-1907
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Pensions/pensions-dashboards-1907
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Pensions/pensions-dashboards-1907
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Pensions/pensions-dashboards-1907
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The Data Protection and Digital 
Information Bill  

The Data Protection and Digital Information Bill (“the Bill”), 
formerly referred to as the Data Reform Bill, has been introduced 
to Parliament. This follows the Government’s response to its 

consultation, ‘Data: a new direction’, published in June.  

Through the Bill, the Government intends to simplify the UK’s 
data protection framework and reduce burdens on businesses. 
Some of the key proposed changes include: 

− reforms to the Privacy and Electronic Communications 
Regulations, including the removal of the need for a cookie 

banner for low risk activities 

− reform of the ICO, with a new governance model, the 
introduction of key performance indicators, increased 
investigatory powers and new strategic objectives  

− in relation to direct marketing, there will be increased fines 
for nuisance calls and messages, and an obligation on 
network providers to notify the ICO if they suspect 

unsolicited direct marketing is taking place on their network 

− simplified requirements around the use of personal data for 

scientific research 

− reforms to ensure there are secure and flexible mechanisms 
for international transfers of personal data 

− powers for Government departments to establish Smart 
Data Schemes to allow for the secure sharing of customer 

data  

The second reading of the Bill was scheduled for 5 September 
2022. However, The House of Commons released a Business 
Statement on 5 September 2022 explaining that the second 
reading has been delayed due to the appointment of Elizabeth 

Truss as the leader of the Conservative Party. The aim of the 

delay is to allow Ministers to review the contents of the Bill 
further.  

Since the announcement of this delay, there has been speculation 
as to how the appointment of Elizabeth Truss may impact the 
progression of the Bill within the House of Commons, including 
any amendments that may be made to the Bill. A particular point 

18 July 2022 The Data Protection and 
Information Bill 

 

Business Statement - 
Hansard - UK Parliament 

 

Our plan for digital 
infrastructure, culture, 
media and sport 

(conservatives.com) 

https://publications.parliament.uk/pa/bills/cbill/58-03/0143/220143lp.pdf
https://publications.parliament.uk/pa/bills/cbill/58-03/0143/220143lp.pdf
https://hansard.parliament.uk/commons/2022-09-05/debates/FB4997E6-14A2-4F25-9472-E2EE7F00778A/BusinessStatement
https://hansard.parliament.uk/commons/2022-09-05/debates/FB4997E6-14A2-4F25-9472-E2EE7F00778A/BusinessStatement
https://www.conservatives.com/news/2022/our-plan-for-digital-infrastructure--culture--media-and-sport
https://www.conservatives.com/news/2022/our-plan-for-digital-infrastructure--culture--media-and-sport
https://www.conservatives.com/news/2022/our-plan-for-digital-infrastructure--culture--media-and-sport
https://www.conservatives.com/news/2022/our-plan-for-digital-infrastructure--culture--media-and-sport
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of controversy in the Bill is the increase in Government 
supervisory powers of oversight and the subsequent reduction in 
the independence of the Information Commissioner’s Office. 

On 3 October 2002 at the Conservative Party Conference, the 

newly-appointed Secretary of State for Digital, Culture, Media and 
Sport (DCMS) Michelle Donelan, made clear that the Government 
is reconsidering its approach to the UK’s data protection and 
indicated a move away from a GDPR-like regime and “will look to 
those countries who achieve data adequacy without having GDPR, 

like Israel, Japan, South Korea, Canada and New Zealand”, 
suggesting that more (perhaps significant) changes may be made 

to the Bill. 

ICO publishes updated guidelines 
on UK BCRs approval process 

The Information Commissioner’s Office (“ICO”) has published 
new guidance on UK Binding Corporate Rules (“BCRs”) and 
updated the approval process for both Controllers and Processors. 
The guidance sets out the ICO’s expectations when considering 

whether to issue a UK BCR approval.  

The updated approach means that the ICO will only request 
supporting documents and commitments once during the UK 

process.  

It is hoped that the new guidance will simplify the process and 
provide assurances to organisations already using UK BCRs to 
transfer data. 

25 July 2022 ICO Guidance on UK 
Binding Corporate Rules 

Five key topics from the Data 
Protection Practitioner’s 
Conference 2022 

The Information Commissioner’s Office (“ICO”) have published an 
article highlighting five key topics raised at the Data Protection 
Practitioner’s Conference 2022 held in July 2022. These include:  

1. training materials for businesses and organisations to 
improve data protection and information rights expertise  

2. privacy professionals as an organisation’s “eyes and ears”, 
with more to be done to connect DPOs to enable them to 
share expertise and experience 

3. doing the right thing to safeguard children, including 
sharing data, particularly in urgent situations  

4. personal data and equality in a digital age  

26 July 2022 ICO article  

Seminars and recordings 
| ICO 

 

https://ico.org.uk/for-organisations/guide-to-binding-corporate-rules/controller-guidance/
https://ico.org.uk/for-organisations/guide-to-binding-corporate-rules/controller-guidance/
https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2022/07/five-things-we-learned-from-dppc-2022/
https://ico.org.uk/global/data-protection-practitioners-conference-2022/seminars-and-recordings/
https://ico.org.uk/global/data-protection-practitioners-conference-2022/seminars-and-recordings/


 

Updata Edition 17 – July to September 2022 | Updates by territory 77 

United Kingdom 

Development Summary Date Links                                                                                                                   

5. data protection reform in light of the introduction of the 
new Data Protection and Digital Information Bill to 
Parliament  

The ICO has also published videos of the speeches and seminars 

from the conference. 

ICO comments on recent case 
regarding employee unlawfully 

accessing health records 

The ICO has recently commented on a new case judgment 
involving unlawful accessing of medical health records by an 

employee.  

An employee was found to have breached s170 of the Data 

Protection Act by unlawfully accessing and reviewing 
approximately 14 patient records (all of them being the records of 
people personally known to the NHS employee) without a justified 
business reason, legal cause and without the knowledge of their 
employer.  

The employee pleaded guilty to unlawfully obtaining personal 
data through these actions, and as such ordered to pay a 

compensation sum of £250 to each data subject.  

In its response to the case, the ICO stated that although an 

employee may have access to view personal or sensitive data, it 
does not confirm that there is a legal right to look at it without a 
justified business purpose. Furthermore, it recommended that 
organisations remind staff about their obligations when dealing 
with sensitive data. 

5 August 2022 ICO comment 

DCMS report on organisational 
experiences of cyber security 
breaches 

The results show the importance of Board buy in to managing the 
risk of cyber-threats and the need for further awareness raising 
and education.  

In January 2022 the Department for Digital, Culture, Media and 
Sport commissioned an in depth study working with organisations 

who had suffered cyber security breaches. The aims were:  

− “Understand the level of existing cyber security before a 
breach  

− Determine the type of cyber attack to which the organisation 
was subject  

17 August 2022 DCMS report 

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2022/08/former-health-adviser-found-guilty-of-illegally-accessing-patient-records/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1095978/V6_DCMS_Exploring_Organisational_Security_Breaches_Report_080722.pdf
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− Understand how businesses and organisations act in the 
immediate, medium, and long-term aftermath of a breach  

− Investigate the impacts upon the business or organisations 
immediately and into the future  

− How cyber security arrangements have changed in the wake 
of a cyber breach”  

The results were published this month and show:  

− cyber crime is a growing business risk with “attacks 
increasing in volume and technical sophistication”  

− greater investment has been required to manage these risks 

− whilst some businesses have policies in place to manage 

these risks others simply do not have the resource and so 
still operate on a reactive basis  

− technology is used to “stay secure” with people and culture 
being a weak spot in organisations  

− the breaches caused leadership to become more proactively 
engaged in managing the threat  

− whilst Government support has been welcomed further 
support and education / awareness raising was suggested. 

Government publishes report by 
Centre for Data Ethics and 
Innovation relating to self-driving 
vehicles 

On 19 August 2022, the government published a report by the 
Centre for Data Ethics and Innovation (“CDEI”) entitled 
"Responsible Innovation in Self-Driving Vehicles". The report is 
intended to support the Department for Transport's roadmap for 

developing a legislative framework for self-driving vehicles 
(“AVs”).  

The scope of the report is to examine the most pressing ethical 
and governance issues that relate to the regulation of AVs.  

The report considers ethical and governance issues raised by AVs, 
and recommends:  

− Road safety: outline a framework for the assurance of safe 
AVs as part of an emerging regime of standards 

19 August 2022 Government report 

https://www.gov.uk/government/publications/responsible-innovation-in-self-driving-vehicles/responsible-innovation-in-self-driving-vehicles#data-privacy
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− Data privacy: issuance of guidance by AV regulators 
clarifying how data protection obligations apply to AVs, 
including guidance on biometric data collection  

− Fairness: minimise the risk of algorithmic bias, including 

discrimination  

− Explainability: design the construct of the AV so its 
decisions can be explained, as required for regulatory 
oversight.  

− Data sharing: standardised disclosure of safety-relevant 
data  

− Public trust: commissioning of public dialogue and social 

research to seek views  

− Governance: establishing a joint committee on AV ethics 
and safety to provide contestable advice and 
recommendations on policy and ethical issues regarding the 
safety of AVs  

The Department for Transport intend to develop and consult on 

secondary legislation setting out details of the new legislative 

framework for AVs in 2023 – for more information see our 
Technology section below. 

National Cyber Security Centre 
publish new Information Security 
Best Practice Guidance for 

construction firms 

The UK’s National Cyber Security Centre (“NCSC”) has published 
a new “Information Security Best Practice Guidance” for 
construction firms embarking on joint ventures on how to protect 

sensitive data from malicious actors.  

The guidance was developed in collaboration with government 
and industry, and recommends:  

− the establishment of information security governance and 
accountability within joint ventures;  

− appoint staff to be responsible for assessing information 

security risks;  

− understand risks and any regulatory requirements for joint 
ventures, including risk-appetite of all involved parties; and  

23 August 2022 NCSC guidance 

https://www.ncsc.gov.uk/blog-post/information-security-best-practice-for-the-construction-sector
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− develop and agree on a shared information security 
strategy. 

Retailer fined for sending nearly 

500,000 unwanted marketing emails  

A retailer has been fined £30,000 by the Information 

Commissioner’s Office (“ICO”) for sending 498,179 unsolicited 
marketing emails without consent.  

The retailer and the ICO received complaints regarding a July 
2020 email sent by the retailer concerning the Government “Fix 

Your Bike” scheme, which permitted participants to use a £50 
voucher towards the cost of bicycle repair at any approved 

retailer or mechanic. The retailer’s email encouraged recipients to 
book a free bicycle assessment and redeem the Government 
voucher towards the cost of bicycle repairs carried out by the 
retailer.  

The retailer had attempted to rely on its legitimate interests as a 
lawful basis to send the emails as an alternative to consent, 
although the ICO dismissed this argument given the requirement 

for consent to electronic marketing communications imposed by 
the Privacy and Electronic Communications (EC Directive) 
Regulations 2003 (“PECR”). Furthermore, the soft opt-in 

exemption under PECR (which allows organisations to send 
electronic marketing communications to individuals without 
consent in limited circumstances) was also not appropriate as 
recipients of the email had not opted in to receive emails from the 

retailer and were denied the opportunity of opting out at the point 
of receiving the email.  

This continues to evidence the ICO’s increasing trend of 
enforcement regarding electronic marketing communications, and 
businesses should act with caution when sending such 
communications to customers and ensure that such 

communications are sent only to individuals who have consented 
to receiving them to reduce the risk of regulatory enforcement.  

6 September 2022 ICO article 

Feedback sought by the ICO on its 
recently updated draft guidance on 
anonymisation, pseudonymisation 
and privacy enhancing 

technologies 

The ICO has issued a fresh request for feedback relating to its 
recently updated draft guidance relating to anonymisation, 
pseudonymisation and privacy enhancing technologies (PET).  

The already published guidance chapters cover;  

7 September 2022 ICO consultation and 
draft guidance 

https://ico.org.uk/about-the-ico/media-centre/news-and-blogs/2022/09/halfords-fined-for-sending-nearly-500-000-unwanted-marketing-emails/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-anonymisation-pseudonymisation-and-privacy-enhancing-technologies-guidance/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-anonymisation-pseudonymisation-and-privacy-enhancing-technologies-guidance/
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− Chapter 1 – ‘Introduction to Anonymisation’ (which covers 
legal (i.e. data protection law specific) and governance 
issues on anonymisation)  

− Chapter 2 – ‘Identifiability’ (which covers (in the context of 

identifiability) the assessment of anonymisation)  

− Chapter 3 – ‘Pseudonymisation’ (which compares 
pseudonymisation and anonymisation)  

− Chapter 4 - ‘Accountability and Governance’ (which clarifies 
the governance and method of anonymising personal data)  

− Chapter 5 – ‘Privacy-enhancing technologies (PETs)’ (which 
covers the different types of PETs, their advantages and 

risks, and guidance for businesses) 

Although these have all been open for some time, feedback is still 
sought by the ICO on all of these chapters.  

The ICO have also announced that they intend to publish further 
draft chapters for feedback at regular intervals. Upcoming 
chapters are set to cover; anonymisation and research and data 

sharing options/case studies.  

The consultation closes on 31 December 2022. A full version of 
the draft guidance (covering all chapters) is expected for Autumn 
publication and consultation. 

ICO launches second consultation 
on draft journalism code  

 

The second consultation on the draft journalism code of practice 
(the “Code”) has now been launched by the ICO. The 

consultation closes on 16 November 2022.  

The Code has been updated by the ICO since the first 
consultation in January this year, with a particular focus on 
reducing the Code’s length and complexity to make it easier to 
understand and follow.  

In addition to requesting feedback on the Code itself, the ICO has 

also encouraged comments on a number of associated 
documents:  

− supporting reference notes  

− the Code “at a glance”   

21 September 2022 ICO consultation 

Supporting reference 

notes 

The Code ‘at a glance’ 

10 DP tips for day to day 
journalism 

Updated impact 
assessment  

https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-second-consultation-on-the-draft-data-protection-and-journalism-code-of-practice/
https://ico.org.uk/media/about-the-ico/consultations/4021637/ico-draft-journalism-code-supporting-reference-notes-21092022.pdf
https://ico.org.uk/media/about-the-ico/consultations/4021637/ico-draft-journalism-code-supporting-reference-notes-21092022.pdf
https://ico.org.uk/media/about-the-ico/consultations/4021554/ico-draft-journalism-code-at-a-glance.pdf
https://ico.org.uk/media/about-the-ico/consultations/4021556/ico-draft-journalism-code-10-data-protection-tips-for-journalists.pdf
https://ico.org.uk/media/about-the-ico/consultations/4021556/ico-draft-journalism-code-10-data-protection-tips-for-journalists.pdf
https://ico.org.uk/media/about-the-ico/consultations/4021559/ico-draft-journalism-code-impact-assessment.pdf
https://ico.org.uk/media/about-the-ico/consultations/4021559/ico-draft-journalism-code-impact-assessment.pdf
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− 10 data protection tips for day to day journalism 

− updated impact assessment  

Separately, the ICO’s statutory review focusing on the processing 
of personal data for journalism purposes closed on 30 September 

2022.  

DIFC confirms UK equivalence 
process in final stages  

 

The Dubai International Financial Centre (“DIFC”) has issued a 
press release reporting, among other things, that the DIFC Data 

Protection Law (the “Law”) is in the “final stages” of being 
evaluated for equivalence with United Kingdom privacy laws.  

The DIFC notes that the partnership aims to provide “practical 
issues” intended to alleviate the complexity of cross-border data 
sharing.  

The DIFC describes the Law as “support[ing] the development of 
technology and innovation, while ensuring that the rights of 
individuals are properly safeguarded by the companies in DIFC 
and those they engage with”.  

8 September 2022 DIFC article 

 

 

Call for information on 

unauthorised access to online 
accounts and personal data  

 

As part of its National Cyber Strategy, the UK Government has 

issued a call for information on a number of key issues relating to 
unauthorised access to online accounts and personal data, via 
both hacking of individual user accounts and breaches of 
organisations’ systems and databases.  

Views are requested on the risks associated with such 

unauthorised access, actions that are currently taken to address 
this problem and actions that should be taken to address this 
problem and where responsibilities for taking that action should 
lie.  

Responses will inform development of measures to reduce this 
type of cybercrime in order to make the internet safer. The 

working title for these potential new measures is the “Cyber Duty 
to Protect”. The Home Office envisages that measures may 
include more widespread implementation of secure-by-default 
principles to protect user accounts and personal information and 
broadening of data protection rules to ensure that providers of 
online services and accounts, as well as processors and 
controllers of personal data, exercise an appropriate and 

20 September 2022 Government consultation 

https://www.difc.ae/newsroom/news/dubai-international-financial-centre-records-strong-growth-h1-2022-reaffirming-dubais-status-global-financial-hub/
https://www.gov.uk/government/consultations/unauthorised-access-to-online-accounts-and-personal-data/call-for-information-unauthorised-access-to-online-accounts-and-personal-data
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proportionate degree of responsibility for protection of and access 
to data.  

The call for information closes on 27 October 2022.  

End of COVID-19 adjustments to 
right to work checks 

On 30 March 2020, the UK government introduced adjustments 
to the requirements to right to work checks, as part of the 
response to coronavirus (COVID-19). These adjustments, which 
allowed employers to check ID remotely by requesting a scanned 

copy or photo of the worker’s original documents via email or 
through a mobile app, then scheduling a video to verify the digital 

copy against originals shown during the call, ended on 30 
September 2022. From this date, employers can return to the “in 
person” documentation verification process used pre-COVID or 
use the Home Office’s right to work online service; but they can 
also use a new process, by carrying out a right to work check 
using “IDVT” via the services of an “IDSP”. 

IDVT stands for Identity Document Validation Technology, and is 

carried out by an Identity Service Provider (“IDSP”). This allows 
holders of valid British or Irish passports (or Irish passport cards) 
to demonstrate their right to work. The Government has 

published a list of approved IDSPs, but others are available, and 
they can provide ID verification to various levels of confidence. 
The responsibility of ensuring that the ID check are carried out 
appropriately, in accordance with the government’s guidance 

(which advises at least a medium standard of confidence) and the 
law, rests with the employer who selects the IDSP.  

Using any service which uses biometric data to verify identity 
needs to be considered carefully by employers, who will be 
responsible for the UK GDPR compliance of that verification. The 
Government’s guidance makes clear that you cannot treat 

potential employees adversely if they do not wish to use either 
the Home Office or IDVT services; but as use of these services is 

not compulsory, and freely given consent is difficult to 
demonstrate in an employee/employer relationship, employers 
will need to think carefully about the lawful basis for these 
checks, and have confidence in the provider they select to 
undertake them.  

30 September 2022 Government guidance  

Government list of 
approved Identity Service 
Providers  

https://www.gov.uk/government/publications/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks
https://www.gov.uk/government/publications/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks
https://www.gov.uk/government/publications/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks#list-of-certified-idsps
https://www.gov.uk/government/publications/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks#list-of-certified-idsps
https://www.gov.uk/government/publications/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks/digital-identity-certification-for-right-to-work-right-to-rent-and-criminal-record-checks#list-of-certified-idsps
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Telecommunications (Security) Act 
2021 in force 

The Telecommunications (Security) Act 2021 and subordinate 
regulations (The Electronic Communications (Security Measures) 
Regulations 2022) came into force on 1 October 2022, with 

phased implementation of their provisions over the next few 
years. Providers will be expected to implement the most 
straightforward and least resource intensive measures by March 
2024, with the most complex and resource intensive measures to 
be in place by March 2028. 

This legislation aims to enhance the security of UK telecoms 

networks and services and to protect them from cyber threats. It 
sets out minimum security standards that telecoms providers 
(providers of public electronic communications networks or public 
electronic communications services) are obliged to implement to 
protect UK telecoms networks from security compromises and to 
remedy or mitigate the adverse effects of any security 
compromise. 

The Act also allows the Government to prohibit or restrict 
telecoms providers from using goods, services or facilities 
supplied by designated vendors, on national security grounds. 

A draft statutory technical Telecommunications Security Code of 
Practice to assist telecoms providers in complying with their 
obligations was laid before Parliament on 5 September and will be 
subject to Parliamentary scrutiny for 40 sitting days before being 

published. 

1 September 2022 Telecommunications 
(Security) Act 2021 
(legislation.gov.uk) 

The Electronic 
Communications 
(Security Measures) 
Regulations 2022 
(legislation.gov.uk) 

https://www.legislation.gov.uk/ukpga/2021/31/enacted
https://www.legislation.gov.uk/ukpga/2021/31/enacted
https://www.legislation.gov.uk/ukpga/2021/31/enacted
https://www.legislation.gov.uk/uksi/2022/933/introduction/made
https://www.legislation.gov.uk/uksi/2022/933/introduction/made
https://www.legislation.gov.uk/uksi/2022/933/introduction/made
https://www.legislation.gov.uk/uksi/2022/933/introduction/made
https://www.legislation.gov.uk/uksi/2022/933/introduction/made
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DC Circuit affirms FCC’s exemption 

for commercial non-telemarketing 
calls 

On 28 June 2022, the U.S. Court of Appeals for the District of 

Columbia Circuit (“D.C. Circuit”) denied a petition to review a 
2020 Federal Communications Commission (“FCC”) order 

allowing callers to place commercial non-telemarketing robocalls 
to residential phone numbers. The affirmed order also established 
uniform call limits for these types of calls.  

Under the Telephone Consumer Protection Act (“TCPA”), 
robocalls are prohibited for residential phone numbers without the 

1 July 2022 Lucas v. FCC 

Rules and Regulations 

Implementing the TCPA- 
Report and Order 

 

https://www.cadc.uscourts.gov/internet/judgments.nsf/A1B8E1841B1190328525886F0052B827/$file/21-1099-1952450.pdf
https://www.fcc.gov/document/fcc-further-limits-robocalls-pursuant-traced-act
https://www.fcc.gov/document/fcc-further-limits-robocalls-pursuant-traced-act
https://www.fcc.gov/document/fcc-further-limits-robocalls-pursuant-traced-act
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express consent of the called party; the FCC has only exempted 
certain calls not aimed at advertising or solicitation.  

The Telephone Robocall Abuse Criminal Enforcement and 
Deterrence (“TRACED”) Act of 2019 directed the FCC to issue 

rules setting clear parameters for those TCPA exemptions and a 
year later, the FCC issued an order that amended the exemption 
for commercial non-telemarketing calls to incorporate the 
TRACED Act parameters.  

Shortly after the order was adopted, a petitioner sued alleging 
that (1) the FCC acted arbitrarily and capriciously in creating an 
overly broad TCPA exemption for all commercial non-

telemarketing calls, and (2) debt collection calls and calls from 
broadcasters notifying the call recipient of a free broadcast should 
not be exempt from the TCPA. The  D.C. Circuit disagreed, finding 
that the exemption supported the public interest by “enabling 
businesses to communicate with their customers on important 
matters.” The court further asserted that the FCC’s decision was 

particularly reasonable in light of the privacy-protective 
safeguards contained in the Order which enabled the FCC to 
strike a balance between consumer privacy protections and 

access to important information. 

The decision protects consumers’ ability to receive calls for key 
services, like prescription refills, power outage updates, and data 
security breach notifications.  It also affirms the FCC’s uniform 

approach to call limits for commercial non-telemarketing 
robocalls. 

NIST selects encryption algorithms 
as a part of its post-quantum 
cryptographic standard 

On 5 July 2022, The National Institute of Standards and 
Technologies (“NIST”) under the US Department of Commerce 
announced the selection of four quantum resistant cryptographic 

algorithms which can be used to defend encrypted databases 
against attacks by quantum computers. These algorithms were 

developed as part of the agency’s post-quantum cryptography 
(“PQC”) standardisation project, which aims at meeting the 
challenges presented by the speed and power represented by 
quantum computers.  

For example, Harvest Now, Decrypt Later (“HNDL”) attacks are 

on the rise, as adversaries with strong quantum computing 

5 July 2022 NIST- Computer Security 
Resource Center 

https://csrc.nist.gov/projects/post-quantum-cryptography
https://csrc.nist.gov/projects/post-quantum-cryptography
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programmes are able to target and steal encrypted data with the 
knowledge that quantum computing will give them the 
opportunity to decrypt in the near future. This practice exposes 
the current threat of quantum computing, and has inspired some 

jurisdictions to consider the theft of personal encrypted data to be 
a trigger for mandatory breach reporting.  

The risks related to quantum computing extend across industries 
and organisations, with the ability to impact sensitive personal 
and business information, intellectual property, financial systems, 

and even national security. NIST’s advancement of the PQC 
standardisation project and the selection of viable cryptographic 

algorithms represent a major step forward in the United States’ 
response to the looming global threat of quantum computing.  

CPPA begins the formal rule 
making process for the CPRA 

On 8 July 2022, the California Privacy Protection Agency 
(“CPPA”) initiated formal rulemaking for the California Privacy 
Rights Act (“CPRA”). The CCPA’s new regulations aim to: 

1. harmonise the existing CCPA regulations with CPRA 
amendments; 

2. operationalise new rights introduced by the CPRA; and  

3. reorganise and consolidate requirements to make 
regulations easier to understand.  

With the CPRA going into effect in January 2023, the draft 
regulations provide businesses with early insight into how the 

CPPA will interpret the CPRA and the opportunity to update 
current policies and procedures to be in compliance ahead of 
time. The proposed regulations address topics like notice at 
collection requirements for first and third parties, data 
minimisation and explicit consent for unexpected users, and 
expanded contracting and due diligence requirements, among 

others.  

8 July 2022 CCPA Regulations Home 
Page 

FTC focuses on protection of 
sensitive consumer data 

On 11 July 2022, a Federal Trade Commission (“FTC”) official 
published a post on the FTC’s Business Blog suggesting that the 
Commission will focus on enforcing laws that protect consumers’ 
location, health and other sensitive data. The post stated that the 
misuse of location and health data exposes consumers to 

11 July 2022 Blog Post 

https://cppa.ca.gov/regulations/consumer_privacy_act.html
https://cppa.ca.gov/regulations/consumer_privacy_act.html
https://www.ftc.gov/business-guidance/blog/2022/07/location-health-and-other-sensitive-information-ftc-committed-fully-enforcing-law-against-illegal
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“significant harm” and suggested that the FTC would “us[e] the 
full scope of its legal authorities to protect consumers’ privacy.” 

The post pointed to the FTC’s past enforcement actions as a road 
map for companies who are concerned about changing 

enforcement measures. 

Financial services company settles 
data claims for $58 million 

On 20 July 2022, a federal judge approved a $58 million 
settlement of certain data collection and use claims against a 

financial services company which provides login services for 
banking applications and linking and verification services for 

financial technology applications. The company is accused of 
harvesting and selling financial information without proper 
knowledge or consent, although the company has asserted that it 
had already discontinued the practices that gave rise to the 
complaint. 

In addition to the financial component, the company has agreed 
to make changes to its data collection practices, to include: 

improved data deletion, improved disclosures related to its portal, 
changes to the privacy policy, minimisation of data storage, and 
changes to disclosures in its terms of service.  

20 July 2022 Settlement Agreement 

Crypto sector company imposed 
with $30 million fine 

On 1 August 2022, New York Department of Financial Services 
(“NYDFS”), in its first foray into enforcement in the crypto 
sector, ordered a financial services company to pay a $30 million 

fine for violations of the Department’s anti-money laundering 
(AML) and cybersecurity rules.  

In addition to the penalty, the company will also be required to 
retain an independent consultant that will perform an evaluation 
of the company’s compliance with the Department’s Regulations 
and the company’s remediation efforts with respect to the 

identified deficiencies and violations. In particular, the company is 
accused of inadequate staffing of its bank secrecy act/anti-money 

laundering compliance program, a failure to timely transition its 
manual transaction monitoring system, and insufficient allocation 
of resources to risk assessment.  

1 August 2022 Consent Order 

https://www.skadden.com/-/media/files/publications/2022/07/privacy-cybersecurity-update/fn2-classactionsettlementagreement.pdf
https://www.dfs.ny.gov/system/files/documents/2022/08/ea20220801_robinhood.pdf
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OFAC imposes sanctions against 
decentralised cryptocurrency 
mixing service.  

On 8 August 2022, U.S. Treasury Department’s Office of Foreign 
Assets Control (“OFAC”) imposed blocking sanctions on a 
decentralised cryptocurrency mixing service and numerous wallet 

addresses associated with it.  

OFAC named the service as a Specially Designated National 
(“SDN”) and accused it of facilitating the laundering of $7 billion 
in virtual currencies since 2019, including $455 million of the 
$625 million stolen by the North Korea-backed Lazarus Group 

during its March 2022 hack of Axie Infinity’s Ronin Network. 

As a result of this SDN designation, U.S. persons are generally 
prohibited from using the service or transacting with its 
associated wallet addresses, and any property or interests in 
property belonging to the service must be blocked if they come 
within the U.S. or the possession or control of a U.S. person. 

8 August 2022 Treasury Press Release 

Fintech company settles claims by 

SEC 

On 9 August 2022, a fintech company settled claims by the SEC 

that it offered unregistered securities. The technology start-up 
which offered and sold Blocto Tokens (“BLTs”) through an initial 
coin offering (“ICO”), is found to have violated sections 5(a) and 

5(c) of the Securities Act of 1933 by selling the BLTs, which 
constituted securities under the Howey test. The SEC also noted 
that the ICO was not registered nor exempt from the registration 
requirements. 

The SEC found that BLTs were securities since “the structure of 
the platform and the marketing demonstrate that the BLT 
purchasers had a reasonable expectation of profit through the 
company’s efforts to develop the token’s uses and increase its 
value.” Under the settlement, the company agreed to cease and 
desist from further violations and to pay a $300,000 civil penalty. 

It also agreed to register its BLTs as a security, to issue a press 
release notifying the public about the settlement and the SEC 

order, to notify purchasers about potential claims, and to offer 
rescission to purchasers. 

9 August 2022 SEC Order 

FTC initiates broad privacy 
rulemaking 

On 11 August 2022 the Federal Trade Commission (“FTC”) 
announced an advance notice of proposed 

rulemaking (“ANPRM”) on “Commercial Surveillance and Data 
Security.” The rulemaking could be a first step toward the 

11 August 2022 FTC- Advanced Notice of 
Proposed Rulemaking 

https://home.treasury.gov/news/press-releases/jy0916
https://www.sec.gov/litigation/admin/2022/33-11089.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/commercial_surveillance_and_data_security_anpr.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/commercial_surveillance_and_data_security_anpr.pdf
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adoption of a federal regulation addressing privacy, data security 
and algorithmic discrimination across the U.S. economic sectors.  

In addition to focusing on the issues described above, the FTC 
has invited comments on key matters such as protections from 

children and teens, restrictions on data processing and 
personalised advertising, data security, and biometric 
information. Upon collection of public comments, the FTC will 
then decide if it will propose new rules, and must undertake the 
formal rulemaking process. These proceedings have the potential 

to impact the FTC’s policies and enforcement activities, and may 
even influence other regulators and policymakers.  

SEC files enforcement action 
against a blockchain platform 
provider 

On 16 August 2022, the SEC filed an enforcement action against 
a hybrid blockchain platform provider in the U.S. District Court for 
the Western District of Washington alleging violations of Sections 
5(a) and 5(c) of the Securities Act of 1933. The company is 
accused of engaging in unregistered offerings of securities via a 

“presale” of a crypto asset in August 2017, an ICO of crypto 
assets between October and November 2017, and continued sales 
of crypto assets between 2019 and 2022. 

Significantly, the complaint alleges that the company used sales-
based commissions to entice crypto influencers to market. The 
company is also accused of telling potential investors that the 
value of the crypto asset would grow as the company’s ecosystem 

evolved and it retained a market maker for crypto assets. 

16 August 2022 

 

SEC Complaint 

FTC sues data broker for sale of 
geolocation data 

The Federal Trade Commission (“FTC”) filed a lawsuit on 29 
August 2022, against a data broker, alleging that the company’s 
sale of precise geolocation data is an unfair act or practice that 
violates Section 5 of the FTC Act. According to the complaint, the 

company allegedly sells, licenses, or “otherwise transfers” the 
“precise geolocation data” of consumers’ mobile devices.”  

The FTC asserts that the company’s data can be used to “track 
consumers to sensitive locations,” such as abortion clinics, places 
of religious worship, places that may be used to infer LGBTQ+ 
identification, domestic abuse shelters, and addiction recovery 
centres, and threatens to expose them to “stigma, discrimination, 

physical violence, emotional distress, and other harms.” 

29 August 2022 Complaint 

https://www.sec.gov/litigation/complaints/2022/comp25468.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/1.%20Complaint.pdf
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Notably, the company is not accused of misleading consumers or 
its clients, nor is it alleged that any choice mechanisms did not 
work as described, or otherwise that the company acted in a 
deceptive manner. Instead, the FTC simply asserts that 

company’s practices are unfair, i.e., that they “cause or are likely 
to cause substantial injury to consumers that consumers cannot 
reasonably avoid themselves and that is not outweighed by 
countervailing benefits to consumers or competition.” 15 U.S.C. § 
45(n). 

DOJ releases report on law 
enforcement related to digital 
assets 

On 16 September 2022, the DOJ released a report on “The Role 
of Law Enforcement in Detecting, Investigating, and Prosecuting 
Criminal Activity Related to Digital Assets,” detailing the ways in 
which digital assets have been exploited by bad actors. The 
report discusses the law enforcement challenges created by 
technological advances and proposes new regulatory and 
legislative actions to allocate resources, assist law enforcement 

with investigation and prosecution and strengthen laws and 
penalties.  

The DOJ also announced the establishment of the Digital Asset 
Coordinator (“DAC)” Network, a team of federal prosecutors from 

U.S. Attorneys’ Offices and the Justice Department’s litigating 
components. The DAC Network will examine the application of 
existing authorities and laws to digital assets and share best 

practices for investigating digital assets-related crimes, including 
drafting search and seizure warrants, restraining orders, criminal 
and civil forfeiture actions, indictments and other pleadings. The 
report and the announcement of the DAC network highlight 
increased focus by the DOJ on the enforcement of crimes related 
to cryptoassets.  

16 September 2022 DOJ's Report 

National Institute of Standards and 
Technology publish “Ransom Risk 

Management: A Cybersecurity 
Framework Profile” 

The National Institute of Standards and Technology (“NIST”) has 
published a report “Ransom Risk Management: A 

Cybersecurity Framework Profile” which guides organisations 
on how to manage the risk of ransomware events, including 
protecting against, identifying, detecting and recovering from 
such events.  

The report can be used by organisations to test their readiness 
for ransomware events. 

Ongoing NIST report 

https://www.justice.gov/ag/page/file/1535236/download
https://nvlpubs.nist.gov/nistpubs/ir/2022/NIST.IR.8374.pdf
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National Institute of Standards and 
Technology publish cybersecurity 
guidance for healthcare industry 

The National Institute of Standards and Technology (“NIST”) has 
updated its cybersecurity guidance for the U.S health care 
industry in a publication “Health Insurance Portability and 

Accountability Act (HIPAA) Security Rule: A Cybersecurity 
Resource Guide”.  

The publication aims to provide updated cybersecurity guidance in 
the wake of increased cyberattacks affecting healthcare.  

NIST is seeking comments on the draft publication until 21 
September 2022. 

Ongoing NIST report 

 

 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-66r2.ipd.pdf
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