Standing through uncertain weather
Data transfers following a ‘No-Deal’ Brexit
– implications for Irish pension schemes
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The EU and the UK have agreed another Brexit extension,
this time until 31 October 2019. The immediate threat of
a no-deal Brexit has been dealt with, but it remains a live
possibility. Trustees and sponsors of Irish pension schemes
should still be planning for a potential no-deal Brexit. A key
part of this will include considering how it would affect their
data processing arrangements.
This issue will be relevant for any schemes that
transfer, or use service providers that transfer,
personal data to the UK, including Northern Ireland.

Relevance to pension schemes
Trustees of pension schemes will hold a range
of personal data. They may also hold special
categories of personal data which require further
data protection safeguards. It is important that
trustees and scheme sponsors are aware of the
extra measures that may need to be put in place to
continue to legally transfer personal data to the UK
in the event of a ‘no-deal’ Brexit.
The Data Protection Commissioner (DPC) has
published guidance on the impact of a nodeal Brexit. It gives examples of ways an Irish
organisation may be transferring personal data to
the UK. Some examples that may be applicable to
pension schemes are:
–– Outsourcing administration functions to a UK
based organisation;
–– Storing data in the UK on a server or in the
cloud; and
–– Any other processing of member data by advisers
and service providers based in the UK.

Data flows from Ireland to the UK
after Brexit
Data can generally be transferred within the
European Economic Area (EEA) on the same basis
as transfers within Ireland. This is because all
members of the EEA are subject to the same
EU data protection laws and standards.

If the UK leaves the EU without a Withdrawal
Agreement (i.e. a ‘no-deal’ Brexit), the UK
will become a ‘third country’ under EU data
protection law.
To continue to lawfully transfer personal data to
the UK and Northern Ireland, Irish pension schemes
will need to have a ‘transfer mechanism’ in place
from the date the UK leaves the EU. Broadly,
transfer mechanisms are required to ensure
adequate data protection in line with EU standards.
Some Irish organisations will already be familiar
with the legal transfer mechanisms available in the
case of transfers to countries such as Australia,
India or Brazil.
Some countries data protection regimes (such
as Israel or Argentina) are recognised by the EU
Commission as ‘adequate’ and therefore do not
require further safeguards. However, the DPC has
confirmed no such recognition of the UK regime
will be in place before Brexit date and so the legal
transfer mechanisms would be required.
According to the DPC, this will have implications
for all organisations and bodies trading with or
doing any kind of business or correspondence with
entities in the UK, including Northern Ireland. Irish
based organisations (including trustees of pension
schemes) transferring the personal data will be
required to implement additional legal safeguards.
This is most commonly done through the use of EU
approved standard or model contractual clauses.

Data flows from the UK to the EU after Brexit

Key contacts

The UK government has stated that the current practice of
permitting personal data to flow freely from the UK to EU
Member States will continue in the event of a ‘no-deal’ Brexit.

If you are unsure as to what steps you should take, please
contact us and we would be delighted to assist.

Data flows from the UK to non-EU countries
after Brexit
In addition, the UK will implement a legal mechanism similar
to standard or model contractual clauses that mirrors that of
the EU in order to facilitate transfers from the UK to non-EU
counties. It will also recognise as ‘adequate’ the countries
already recognised as adequate by the EU in the event of a
‘no-deal’ Brexit.
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Standard Contractual Clauses
The DPC has commented that ‘Standard Contractual Clauses’
(SCCs) are likely to be relevant to most Irish businesses that
transfer personal data to the UK. SCCs can be adopted by
putting in place stand-alone or new contracts between the
Irish based controller and the UK-based recipient of personal
data. The content of SCCs is largely prescribed, and binds the
recipient to complying with EU data protection law standards.
Contracts may also include other commercial clauses
provided that they do not affect the SCCs operation or
reduce data subjects rights.
The DPC has noted that it is important to bear in mind the
SCCs (and indeed any other mechanisms used to facilitate
lawful transfers of data out of the EU/EEA) are not an end
in themselves. Care is required to ensure that operationally,
transfers are conducted and managed to ensure personal
data is at all times protected to the level contemplated by
the GDPR.

Next steps
Suggested ‘next steps’ for pension schemes transferring data
to the UK (including Northern Ireland) are:
–– Map the personal data being transferred to the
UK currently;
–– Engage with service providers / recipients of data;
–– Determine if the transfers will need to continue post-Brexit;
–– If this is the case, then assess the various transfer
mechanisms to decide which one best suits the situation
and work towards having it in place before the UK leaves
the EU.

Disclaimer
The information is for guidance purposes only and should not be regarded
as a substitute for taking legal advice.
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