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Executive summary
The fourth edition of Updata is here!
Updata is an international update report produced by Eversheds Sutherland’s dedicated Privacy and Cybersecurity
team – it provides you with a compilation of key privacy and cybersecurity regulatory and legal developments from
the past quarter.
This edition covers April to June 2019 and is packed full of interesting news items from our contributors around the
globe, including:


EU’s data transfer news in relation to Standard Contractual Clauses and the Privacy Shield;



Guidance in Germany regarding data protection considerations in corporate asset deals;



Guidance from the data protection supervisory authority in Ireland on securing cloud-based environments;



News from the UK regarding the ICO’s latest report on advertising technology and real-time bidding;



Commentary from the US regarding New York’s proposed privacy law;



News from the Netherlands of a successful compensation claim under Article 82 GDPR following unlawful
data sharing between Dutch municipalities; and



A number of new cybersecurity and information security guidelines and standards issued in China.

You can also read our Spotlight On… briefings, which provide more in-depth analysis of particular topics –
including: our examination of the EDPB’s draft guidelines on Article 6(1)(b) GDPR in relation to online services, our
US mid-year data privacy legislative round-up, our briefing on the Hong Kong Monetary Authority’s alert regarding
eight cyber security incidents and our assessment the benefits and challenges of the use of Over the Top Platform.
Follow us on Twitter at:
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Summary

Impact date

Links

The European Data Protection Board (“EDPB”) held its ninth
plenary session on 9-10 April, and published new Guidelines
2/2019 on the processing of personal data under Article 6(1)(b)
GDPR in the context of the provision of online services to data
subjects for consultation. The consultation closed on
24 May 2019.

12 April – 24 May
2019

Guidelines

April
EDPB guidelines on the processing of
personal data under Article 6(1)(b)
GDPR in the context of the provision of
online services to data subjects

Eversheds Sutherland
briefing
Eversheds Sutherland
eight point summary

The draft guidelines outline the elements of lawful processing
under Article 6(1)(b) GDPR and consider the concept of necessity
as it applies to “necessary for the performance of a contract” in
the context of online services.
For more information, you can read our briefing.
European Commission recommendation
on cybersecurity of 5G networks

The European Commission issued a recommendation on ensuring
the cybersecurity of 5G networks. The recommendation sets out
the actions that member states should take to assess the risks,
co-ordinate across national and EU bodies and identify a common
set of measures to mitigate the risks relating to infrastructures
underpinning the digital environment, including 5G networks. The
Commission says that member states, working with the European
Agency for Cybersecurity (“ENISA”), should complete a joint
review of EU-wide risks by 1 October 2019. In the second phase
of the project, the review will be extended to other elements of
the digital value chain.

Ongoing

European Commission
recommendation

In addition, by 31 December 2019 the co-operation group that
was established under Article 11(1) of the Cybersecurity Directive
(2006/1148) will identify best practices used at national level and
create a toolbox of risk management measures that can be
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Press release

applied at national and EU level. This will be used to advise the
European Commission on the development of minimum
requirements for the security of 5G networks across the EU.
European Commission ethical
guidelines for trustworthy AI

The European Commission’s High-Level Expert Group on Artificial
Intelligence (“AI”) presented their ethics guidelines for
trustworthy artificial intelligence following consultation towards
the end of last year. The Commission also announced a pilot
phase in efforts to implement the guidelines, which is due to
launch in Summer 2019. As a part of the pilot phase, the
Commission has encouraged industry, research institutes and
public authorities to test the assessment list drafted by the HighLevel Expert Group that supplements the guidelines. The
guidelines put forward a set of seven key requirements that AI
systems should meet in order to be deemed trustworthy - (i)
human agency and oversight; (ii) technical robustness and
safety; (iii) privacy and data governance; (iv) transparency; (v)
diversity; (vi) societal and environmental wellbeing; and (vii)
accountability. A specific assessment list (found in Chapter III of
the guidelines) aims to help verify the application of each of the
key requirements.

8 April 2019

New joint advice papers on ICT risk
management and cybersecurity in EU
financial sector

The European Supervisory Authorities published two pieces of
joint advice on the need for legislative improvements relating to:
(i) Information and Communication Technology (“ICT”) risk
management requirement, and (ii) the costs and benefits of a
coherent cyber resilience testing framework for significant market
participants and infrastructures, in the EU financial sector.

10 April 2019

Joint advice

16 April 2019

Press release

Guidelines (including
assessment list)

The advice has been published in response to requests made by
the European Commission in its March 2018 FinTech Action Plan.
ENISA reports on human aspects of
cybersecurity

ENISA published a report comprising four evidence-based reviews
of human aspects of cybersecurity: two based on the use and
effectiveness of models from social science, one on qualitative
studies, and one on current practice within organisations.
In summary, “ENISA found a relatively small number of models,
none of which were a particularly good fit for understanding,
predicting or changing cybersecurity behaviour. Many ignored the
context in which much cybersecurity behaviour occurs (i.e. the
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17 May 2019

EU Regulation

workplace), and the constraints and other demands on people’s
time and resources that it causes. At the same time, there was
evidence that models that stressed ways to enable appropriate
cybersecurity behaviour were more effective and useful than
those that sought to use threat awareness or punishment to urge
users towards more secure behaviour.”
The report provides recommendations for specific groups such as
practitioners, policy makers, management and organisational
leaders, CISO and security specialists, CSIRT / CERT community,
software developers and awareness raising managers.

May
New sanctions for cyber-attacks which
constitute an external threat to the EU

EU Council Regulation (EU) 2019/796 concerning restrictive
measures against cyber-attacks threatening the Union or its
Member States came into force on 17 May 2019. The Regulation
establishes a framework which allows the EU to impose targeted
restrictive measures to deter and respond to cyber-attacks (or
attempted attacks) that have a significant impact and which
constitute an external threat to the EU or its Member States. It
allows the EU to impose sanctions on persons and entities that
are responsible for such cyber-attacks or who provide support for
them or are otherwise involved. Sanctions include travel bans and
asset freezes.

The Cyber-Attacks
(Asset-Freezing)
Regulations 2019

In the UK The Cyber-Attacks (Asset-Freezing) Regulations 2019
(SI 2019/956) have been laid before Parliament and will enter
into force on 11 June 2019. The Regulations put in place the UK’s
domestic enforcement regime for the new sanctions regime set
out in the Regulation.
New WTO rules and commitments on
e-commerce

The European Commission released its proposals on the future
international rules and commitments on e-commerce in the EU
following negotiations between World Trade Organization
(“WTO”) ministers in January 2019. The EU’s objectives are to
strengthen consumer trust, improve transaction security, improve
market fairness and create new opportunities to promote
inclusive and sustainable growth and development. The proposals
were discussed along with proposals from other participating WTO
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24 May 2019

European Union Aviation
Safety Agency press
release

members during formal discussions on 13-15 May 2019, in
Geneva.
Among other things, the proposals address forced data
localisation requirements, while ensuring protection of personal
data. The proposals include a commitment to ensuring crossborder data flows to facilitate trade in the digital economy should
not be restricted - including by way of requiring computing
facilities or network elements to be in a Member’s territory for
processing, requiring the localization of data in the Member’s
territory for storage or processing, prohibiting storage or
processing in the territory of other Members and making the
cross-border transfer of data contingent upon use of computing
facilities or network elements or localization requirements in the
Member’s territory). The proposals acknowledge that the
protection of personal data and privacy is a fundamental right and
high data protection standards contribute to trust in the digital
economy and to the development of trade. In addition, the
proposals state that Members may adopt and maintain the
safeguards they deem appropriate to ensure the protection of
personal data and privacy, including via rules for the cross-border
transfer of personal data.
New regulations on use of drones
published in Official Journal

The European Commission adopted new rules in respect of drones
to help ensure the safety of and security of people on the ground
and in the air. The two regulations: (1) Commission
Implementing Regulation (EU) 2019/947 on the rules and
procedures for the operation of unmanned aircraft; and (2)
Commission Delegated Regulation (EU) 2019/945 on unmanned
aircraft systems and on third-country operators of unmanned
aircraft systems, have been published in the Official Journal.

European Commission
May press release

Regulation 2019/947 will among other things, require drone
operators to register in their member state.
Regulation 2019/945 sets out requirements for the design and
manufacture of “unmanned aircraft systems”, establishes rules
for their use and lays down rules for third-country operators when
they operate within the single European airspace.
ENISA increases efforts to encourage
cybersecurity with “Industry 4.0

ENISA published a new paper ‘Challenges and Recommendations
for Industry 4.0 Cybersecurity’ which provides the results of a
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Cybersecurity: Challenges and
Recommendations” paper

gap analysis conducted in order to identify main challenges to the
adoption of the security measures and security of Industry 4.0
and Industrial Internet of Things (“IoT”). The report follows and
builds on the recently published study on ‘Good Practices for
Security of IoT in the context of Smart Manufacturing. In the
report, ENISA lists high-level recommendations to different
stakeholder groups in order to promote Industry 4.0
cybersecurity and facilitate wider take-up of relevant innovations
in a secure manner. The key recommendations for stakeholders
are:


promote cross-functional knowledge on IT & OT security;



clarify liability amongst industry 4.0 actors;



foster economic and administrative incentives for industry
4.0 security;



harmonise efforts on industry 4.0 security standards;



secure supply chain management processes;



establish industry 4.0 baseline for security
interoperability; and



apply technical measures to ensure industry 4.0 security.

Impact date

Links
Report

June
Data transfers news: Standard
Contractual Clauses (“SCCs”) and
Privacy Shield

European Commissioner Věra Jourová confirms Standard
Contractual Clauses are under review
At a GDPR event on 13 June, the European Commissioner Věra
Jourová noted that the Commission is “working to modernise
standard contractual clauses. This will make it easier for
companies to share data when they contract processing services,
within the EU or abroad”.
Case against Privacy Shield postponed pending outcome of SCCs
challenge
The EU’s General Court (part of the Court of Justice of the
European Union) postponed its hearing in Case T-738/16 La
Quadrature du Net v Commission, which was originally scheduled
for 1 July. By way of background, La Quadrature du Net (French
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La Quadrature du Net
website post
CJEU press office Tweet
regarding Privacy Shield
case
European Commission
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2019)
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non-profit association that defends the rights and freedom of
citizens on the Internet) brought an action on 25 October 2016
calling for the Privacy Shield decision to be annulled on the basis
that it infringes the Charter of Fundamental Rights of the
European Union, as follows:
i.

by reason of the generalised nature of the collections
allowed under the US regulatory regime. Commission
Implementing Decision (EU) 2016/1250 of 12 July
2016 pursuant to Directive 95/46/EC of the European
Parliament and of the Council on the adequacy of the
protection provided by the EU-US Privacy Shield (‘the
contested decision’) committed such an infringement
by failing to draw the conclusion that the US
regulatory regime is in particular contrary to the
essence of the fundamental right to respect for
private life guaranteed by Article 7 of the Charter of
Fundamental Rights of the European Union, as
follows:

ii.

insofar as the contested decision wrongly found that
the EU-US Privacy Shield assures a level of protection
of fundamental rights that is substantially equivalent
to that guaranteed within the European Union despite
the fact that the operations allowed under the US
regulatory regime are not limited to what is strictly
necessary.

iii.

to the extent that the contested decision failed to
take into consideration the lack of effective remedy
provided for under the US regulatory regime and
concluded, notwithstanding that failure, that the
abovementioned protection was equivalent.

iv.

as the contested decision was manifestly incorrect in
finding that the EU-US Privacy Shield assured
protection equivalent to that guaranteed within the
European Union, despite the lack of provision of
independent monitoring under the US regulatory
regime.

Impact date

Links
European Parliament
statement (June 2018)

This is the latest development in a series of criticisms made
against the Privacy Shield framework. By way of background, in
Updata Edition 4 – April to June 2019 edition | Updates by territory
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June 2018 the European Parliament called for the European
Commission to suspend the Privacy Shield if specific requirements
were not implemented by 1 September 2018. However in
December 2018, the European Commission published the findings
of its second annual review of the EU-US Privacy Shield - finding
that the US continued to ensure an adequate level of protection
for personal data under the Privacy Shield. The Commission
urged the US government to identify a nominee to fill the
Ombudsperson position on a permanent basis by
28 February 2019 otherwise, the Commission would consider
taking “appropriate measures,” in accordance with GDPR.
More recently in January 2019, the EDPB adopted a report on the
Second Annual Review of the EU-US Privacy Shield. The report
noted the concerns already expressed by the EDPB’s predecessor,
the Article 29 Working Party, on the lack of concrete assurances
that indiscriminate collection and access of personal data for
national security purposes are excluded. In addition, the EDPB
noted that the Privacy Shield ombudsperson is not vested with
sufficient powers to remedy non-compliance, and that checks
regarding compliance with the substance of the Privacy Shield’s
principles are not sufficiently strong. The EDPB also highlighted
additional concerns in relation to checks to comply with the
onward transfer requirements, the scope of meaning of HR Data
and the recertification process, and a list of remaining issues
raised after the first joint review which are still pending.
The General Court have vacated the hearing to await the CJEU
judgment in Case C-311/18 Data Protection Commissioner v
Facebook Ireland Limited, Maximillian Schrems (aka Schrems II)
on the validity of the standard contractual clauses, which was
heard on 9 July. In Schrems II, the Irish High Court referred a
number of questions to the CJEU for a preliminary ruling including
whether the SCCs provide an adequate level of protection for
personal data transfers. The CJEU’s Advocate General is expected
to issue an opinion on the case on 12 December 2019.
Organisations relying on the US Privacy Shield framework and/or
SCCs to legitimise transfers of personal data should continue to
monitor developments.

Updata Edition 4 – April to June 2019 edition | Updates by territory

8

European Union
Development

Summary

Impact date

Links

ePrivacy Regulation news: Romanian
Presidency of the Council of the EU
publishes progress report on ePrivacy
Regulation

Progress report

Ongoing

Romanian Presidency
progress report

26 June 2019

Council adoption press
release

The Romanian Presidency of the Council of the EU published a
progress report on the proposed ePrivacy Regulation highlighting
the key areas of debate, which have led to recent changes to be
made to the draft as it continues to be scrutinized by the Council
(a process which has lasted for over a year and a half, so far).
According to the report, those areas are: the interplay between
the GDPR and the Regulation, the way the Regulation would
interact with new technologies (in particular Internet of Things
technology), the processing of electronic communications data for
the purposes of prevention/detection/reporting of child abuse
imagery, the ways to ensure the Regulation maintains the
possibility for existing and future data retention regimes to be
compliant with the requirements of the EU Charter of
Fundamental Rights, and the provisions on supervisory
authorities.
The Finnish Presidency of the Council of the EU commenced its
term in July, and will build on the work carried out by previous
presidencies in relation to the ePrivacy Regulation.

“Cybersecurity Act” Regulation adopted
and now in force

On 9 April 2019, the General Affairs Council formally adopted at
first reading a Regulation of the European Parliament and of the
Council on the European Union Agency for Cybersecurity (ENISA)
and on information and communication technology cybersecurity
certification (Cybersecurity Act). The Regulation came into force
on 26 June 2019.

At-a-glance factsheet

The Regulation aims to achieve a high level of cybersecurity,
cyber resilience and trust within the EU by establishing:


specific objectives, tasks and organisational matters for
the ENISA; and



a framework for European cybersecurity certification
schemes to help ensure an adequate level of
cybersecurity for ICT products, services and processes in
the EU.
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EU Council mandates Commission aim
to negotiate international agreements
on e-evidence in criminal matters

The Council of the EU adopted two mandates authorising the
European Commission to negotiate an agreement with the US on
behalf of the EU to facilitate access to e-evidence for judicial
cooperation in criminal matters, and participate in the
negotiations in the Council of Europe on a second additional
protocol to the Cybercrime Convention, respectively.

6 June 2019

Council press release

EDPB adopts final guidelines and
annexes on codes of conduct,
accreditation and certification

The European Data Protection Board adopted the following
guidelines and annexes at its eleventh plenary session on 4 June
2019:

4 June 2019

EDPB press release



Special Eurobarometer survey on data
protection

Guidelines on Codes of
Conduct and Monitoring
Bodies

the Guidelines on Codes of Conduct, providing guidance
on the application of Article 40 and Article 41 of the
GDPR;



the annex to the Guidelines on Accreditation, providing
guidance on how to interpret and implement the
provisions of Article 43 of the GDPR; and



annex 2 to the Guidelines on Certification, identifying
criteria which may be relevant to certification
mechanisms issued in accordance with Article 42 and
Article 43 of the GDPR.

The European Commission published the results of a Special
Eurobarometer survey on data protection at a stock-taking event,
bringing together national and EU authorities to mark the GDPR’s
first year. The multi-stakeholder expert group report details
different organisations’ experience with GDPR compliance,
identifying areas where more guidance would be helpful.

Annex 1 to Guidelines
4/2018 on the
accreditation of
certification bodies under
Article 43 of the General
Data Protection
Regulation (2016/679)
Annex 2 to Guidelines
1/2018 on certification
and identifying
certification criteria in
accordance with Articles
42 and 43 of the
Regulation
13 June 2019

European Commission
press release
Special Eurobarometer
487a Report

The main findings of the Eurobarometer survey are as follows:


More than two thirds of Europeans have heard of GDPR.



73% of Europeans have heard of at least one right
guaranteed by GDPR. The highest levels of awareness are
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Council press release

for the subject access right, the right to rectification, the
right to object to direct marketing and the erasure right.


The majority of respondents (65%) feel they have at least
some control over the information they provide online:
14% feel they have complete control and 51% that they
have partial control.



Amongst respondents who use the Internet, the majority
(60%) read privacy statements on the Internet - although
they are more likely to do so partially (47%) than fully
(13%). The most common reason is that they are too
long or that they are unclear or difficult to understand.
Respondents are less likely to read privacy statements
than they were in 2015.

The majority of social network users (56%) have tried to change
the default privacy settings of their profile. The most common
reasons for not doing so are that users trust sites to set
appropriate settings (29%) or that they do not know how to do it.
EU Council adopts conclusions on
retention of electronic communications
data to fight crime

The EU Council have adopted conclusions regarding the retention
of electronic communications data for the purpose of fighting
crime. The Council reflects that the use of data retention and
similar investigative measures should be guided by the protection
of fundamental rights and freedoms as enshrined in the Charter
and the principles of purpose limitation, necessity and
proportionality. The Council has also invited the Commission to
gather information, to hold targeted consultations with relevant
stakeholders, and prepare a comprehensive study taking into
account the consultations on possible solutions for retaining data,
including the consideration of a future legislative initiative. The
study should take into account the evolving case law of the Court
of Justice and the national courts relevant for data retention, and
the outcomes of the common reflection process in the Council.
The Council has asked that the Commission reports on the stateof-play of its work by the end of 2019.

Ongoing

European Banking Authority issues
opinion on elements of strong customer
authentication under PSD2

In response to continued queries from the market as to which
authentication approaches it considers to be compliant with
strong customer authentication (“SCA”), the European Banking
Authority (“EBA”) has issued an opinion on the elements of SCA

21 June 2019
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17 June 2019

Press release

13 June 2019

Report on the Data
Economy

under the Payment Services Directive (Directive (EU) 2015/2366)
(“PSD2”).
The opinion provides a non-exhaustive list of authentication
approaches observed across the market and notes whether or not
they are SCA-compliant in line with the PSD2 requirements.
The opinion also addresses concerns about market preparedness
- acknowledging the complexity of the EU payments markets and
the challenges arising from the changes required, in particular by
actors that are not directly subject to PSD2 and EBA technical
standards (such as e-merchants), which may result in some
organisations in the payments chain not being ready by the
14 September 2019 application date.
Europol releases new decryption tool in
fight against ransomware

A free of charge decryption tool has been released for the latest
version of ransomware, GandCrab. The tool enables victims of
ransomware to regain access to their information encrypted by
hackers, without having to pay demanded ransoms.
Europol partnered with Bitdefender and law enforcement agencies
from nine countries (including the UK) to release the tool. The
joint effort has weakened the GandCab operators’ position on the
market and led to the demise and shutdown of the operation.
Europol have reminded users of the following advice:

BEREC Data Economy Report published
following consultation



always keep a copy of your most important files
somewhere else: in the cloud, on another drive, on a
memory stick, or on another computer;



use reliable and up-to-date anti-virus software;



not download programs from suspicious sources;



not open attachments in e-mails from unknown senders,
even if they look important and credible; and



do not pay the ransom if you are a ransomware victim.

The Body of European Regulators for Electronic Communications’
(“BEREC”) Report on the Data Economy explores the impact of
the data economy on electronic communications services
(“ECSs”), the role of ECSs in facilitating the development of the
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data economy, as well as how National Regulatory Authorities
(“NRAs”) can benefit in their activities from the tools of the data
economy. “Data economy” is interpreted by BEREC to mean the
increased availability of data, the related business opportunities
resulting from data, and the potential social value and insights
that can be generated from it.

Impact date

Links
Report on the outcome of
the public consultation

The report indicates that regulatory powers related to different
aspects of the data economy are assigned to different institutions
(including data protection authorities, competition, governmental
offices promoting open data policies, or cybersecurity authorities)
and that, broadly speaking, NRAs have limited direct power in the
data economy. However, the report explores how NRAs and other
institutions, such as competition authorities or data protection
authorities, could collaborate to address issues on the data
economy, eg market power assessments, interoperability, access
obligations, etc.

Updata Edition 4 – April to June 2019 edition | Updates by territory

13

Contributors

Austria

Georg Roehsner
Partner

Manuel Boka
Senior Associate

T: +43 15 16 20 16 0
georg.roehsner@
eversheds-sutherland.at

T: +43 15 16 20
manuel.boka@
eversheds-sutherland.at

Michael Roehsner
Associate
T: +43 15 16 20
michael.roehsner@
eversheds-sutherland.at

Development

Summary

Impact date

Links

In their April 2019 newsletter, the Austrian DPA commented on Codes of
Conduct as viable self-regulation measures for specific industry sectors.

1 April 2019

Quarterly Report by
the Austrian DPA

April
Quarterly Newsletter by the
Austrian data protection
authority (“DPA”)

Currently, codes issued by the Internet Service Providers Austria have been
approved, with seven other applications received by the DPA.

(in German)
Information sheet on
Codes of Conduct

So far, no application to approve Code of Conduct from an international
perspective has been filed with the Austrian DPA.

(in German)

The DPA has included a reminder of its information sheet on Code of Conduct
approval.
Federal ministry infringes
journalist’s rights by publishing
correspondence

The Austrian Federal ministry for Interior Affairs complained that an
investigative journalist had failed to ask the ministry for a statement on his
findings before publishing a particular article. The journalist then published an
e-mail, proving that he had indeed asked for an interview. The ministry
subsequently published the entire correspondence of several e-mails and text
messages on its website, commenting that they were never shown the
specifics of the article.

12 April 2019
(published 14 June
2019)

DPA decision
(In German)

In the proceedings initiated by the journalist, the ministry referred to the
possibility to issue a counterstatement and relied on the necessity of
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11 February 2019
(published 1 April
2019)

Included in the
Quarterly Report by
the Austrian DPA

publishing the correspondence for the overriding public interest of maintaining
the public’s trust in the ministry.
The DPA did not follow the ministry’s arguments, stating that the journalist’s
rights have been violated. The public interest referred to does not cover full
disclosure of the entire correspondence, while the right to have a
counterstatement published does not apply to the ministry’s own website but
only to the same medium where the original statement had been published.
Minor data subject not entitled to
file complaint with DPA without
legal guardian’s approval

The Austrian DPA rejected a complaint filed by a data subject under the age of
18 (and therefore subject to the consent requirement under Article 8 GDPR).
While the parent subsequently provided approval for the relevant complaint, it
was determined by the Austrian DPA that the child may not file a statement
on their own. The parent failed to provide a statement on the grounds of the
complaint, and therefore the compliant was subsequently rejected by the DPA.
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On 19 April 2019, the French government adopted Decree no.
2019-341 on the implementation of processing operations
involving the use of registration numbers in the national
identification register (the social security number) of natural
persons, or access to the register. This decree complements
Article 22 of the French Data Protection Law which provides
that a decree shall “determine the categories of controllers and
the purposes of such processing operations in the light of which
they may be carried out when they pertain to data containing
the registration number of persons in the national register for
the identification of natural persons”.

20 April 2019

Decree no. 2019-341

April
Adoption of decree regarding
processing of social security numbers

(in French)

Nine categories of activities are listed by the decree, including
social protection, health and employment and for each, the
purposes for which controllers may process the NIR are also
specified.
Conditions for sanction by the CNIL of a
data controller for failure to comply
with its obligations which cannot be
remedied

The Conseil d’État in a decision handed down on 17 April 2019,
reached the solution that the CNIL may, without prior formal
notice, sanction a data controller whose breaches are not likely
to be remedied or have already been remedied.
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13 May 2019

Developer Kit

On principle, where a data controller does not comply with its
legal obligations, the President of the CNIL may give notice to
the data controller to put an end to the breach within a time
limit set by him. If the data controller complies with the formal
notice sent to him, the President shall declare the procedure
closed. Otherwise, the CNIL may impose sanctions.
In the case at issue, the CNIL had sanctioned a data controller
without prior notice, while the breach of security obligations
identified by the CNIL had ceased following a corrective
measure applied to the processing at issue, and which was
therefore no longer likely to be regularised.
The Conseil d’Etat considered that in such a case, the CNIL was
legally able to initiate sanction proceedings against the
controller without prior formal notice.

May
CNIL launches a “Developer Kit” to help
software and web developers to comply
with privacy laws

Decree no. 2019-536 of 29 May 2019:
Final adjustments to the French data
protection regime

Considering that the development of software or websites is
often associated with data processing, the CNIL launched its
“Developer Kit” to cover all stages of development, including:


choosing work tools;



preparing for development;



best practices for managing source codes;



integrating libraries, SDKs or third-party tools into
applications;



enhancing the quality of the code; and



documenting the code and architecture.

The Decree No. 2019-536 of 29 May 2019 completes the new
data protection regulations, which adapt French law to the
GDPR.

(in French)

1 June 2019

Decree no. 2019-536
(in French)

The new European regime of the GDPR has led to a series of
amendments at the national level, starting with Act No. 2018493 of 20 June 2018, which rewrites the entire French Data
Protection Act of 6 January 1978. The decree of 29 May 2019,
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which came into force on 1 June and repeals decree No. 20051309 of 20 October 2005, supplements decree No. 2018-687 of
1 August 2018.
Ensuring consistency
First, the Decree clarifies the way in which the CNIL can give an
opinion on draft laws or decrees relating to data protection. It
must take a decision within two months of the date of receipt of
the request for an opinion, which may be extended by one
month by a motivated decision of the chairman of the CNIL. In
case of emergency, the delay is reduced to one month at the
request of the government.
The Decree also details the CNIL’s cooperation with other
supervisory authorities or with the European Data Protection
Committee. As lead supervisory authority, the CNIL submits the
draft warning or formal notice to the supervisory authorities
concerned without delay. If these authorities raise objections
which the CNIL’s chair intends to follow, the chair shall
promptly appoint a rapporteur to investigate the case. The
CNIL’s opinion, authorisation or refusal of authorisation shall be
notified by letter delivered against signature or by electronic
means, within eight days, to the data controller who submitted
the request.
Obligations of the data controller
The Decree also provides the following clarifications:


Data protection officer
Where local authorities, their groupings, local public
institutions and legal persons governed by private law
managing a public service appoint a single data
protection officer, an agreement shall determine the
conditions under which mutualisation is to be carried
out.



Health data
A large part of the Decree is devoted to treatments in
the health sector. Requests for authorisation to process
health data follow a strict formalism: the expert
committee for research, studies and evaluations in the
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6 June 2019

CNIL’s publication

field of health - whose composition and functioning are
specified in the text - issues an opinion on the
methodology adopted, on the need for the use of
personal data, on their relevance to the purpose of the
processing and, where appropriate, on the scientific
quality of the project.


State security and defence
Finally, it should be noted that for processing operations
concerning State security or defence, any request for
access, rectification or deletion of information must be
addressed to the CNIL in writing. The latter must be
able to identify those data whose communication to the
applicant does not jeopardise the purposes of the
processing.

June
CNIL sanction for breach of data
security and non-compliance with
retention periods

On 6 June 2019, a company specialising in real estate
development was fined €400,000 by the CNIL for breach of
data security and non-compliance with retention periods.

(in French)

In August 2018, the CNIL received a complaint from a user of
the site indicating that he had been able to access, from his
personal space on the site, documents registered by other
users (including copies of identity cards, health cards, divorce
judgments, bank account statements, etc.) by slightly
modifying the URL displayed in the browser. An online check
carried out by the CNIL on 7 September 2018 revealed that
documents sent by applicants for rental were freely accessible,
without prior authentication.
On the day of its audit, the CNIL alerted the company to the
existence of this security breach and the subsequent violation
of personal data. A few days later, another audit was carried
out at the company’s premises by the CNIL. On that occasion, it
appeared that the company had been aware of the vulnerability
since March 2018 and that, although it had initiated IT
developments to correct them, it was not until 17 September
2018 that the total correction became effective.
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18 June 2019

CNIL’s publication

On the basis of the investigations carried out, the CNIL found
two breaches of the GDPR:


failure to preserve the security of the personal data of
the users of the site, considering that the company had
not put in place a procedure for authenticating users of
the site to ensure that the people accessing the
documents were the ones who were downloading them,
although this was a basic measure to be taken. This
failure was aggravated, on the one hand, by the nature
of the data made available and, on the other hand, by
the company’s particular lack of diligence in correcting
it; and



breach of the limited retention principle, as the CNIL
found that the company kept all the documents sent by
candidates who had not accessed rental accommodation
for more than the time required to allocate housing.

The CNIL imposed a fine of €400,000 and decided to make its
sanction public. To impose this fine, the CNIL took into account,
among other things, the seriousness of the breach, the lack of
due diligence by the company in addressing vulnerability and
the fact that the accessible documents revealed very intimate
aspects of data subjects’ lives. However, it also took into
account the size of the company and its financial strength.
CNIL sanction for excessive video
surveillance of employees

On 18 June 2019, a very small company with nine employees
specialising in translation was fined €20,000 by the CNIL for
excessive surveillance of the employees’ workstations.

(in French)

Between 2013 and 2017, the CNIL received complaints from
several employees of the company who were filmed at their
workstations. On two occasions, the CNIL reminded the
company of the rules to be observed when installing cameras at
the workplace, in particular that employees should not be
filmed continuously and that information on the presence of
cameras should be given to them.
An audit was carried out at the company’s premises in February
2018, which revealed that:
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a camera in the office of the six translators filmed them
at their workstations without interruption;



no satisfactory information had been provided to
employees; and



the computer workstations were not secured by a
password and the translators accessed a shared
professional messaging system with a unique password.

Impact date

Links

In July 2018, the President of the CNIL issued a formal notice
to the company to comply with the French Data Protection Law,
asking it to:


move the camera so that employees are no longer
filmed constantly;



inform employees about the presence of cameras; and



implement security measures for access to computer
workstations and for the traceability of access to
professional messaging.

In the absence of satisfactory measures at the end of the
deadline set in the formal notice, the CNIL carried out a second
inspection in October 2018, which confirmed that the breaches
continued despite the company’s assertions to the contrary.
Sanction proceedings were therefore initiated by the President
of the CNIL.
The CNIL imposed an administrative fine of €20,000
considering that the breaches identified persisted. In particular,
it took into consideration the size and financial situation of the
company, which showed a negative net result for 2017, in order
to adopt a dissuasive but proportionate administrative fine.
It also ordered the company to ensure the traceability of access
to shared professional messaging and to justify it within two
months of notification of the decision, subject to a penalty of
200 euros per day of non-compliance.
In making its decision public, the CNIL reminds the particular
sensitivity of video surveillance of employees in the workplace.
It also highlights the importance of responding to the CNIL’s
formal notices. It was the company’s refusal to take the
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measures to comply, despite the CNIL’s support for the
compliance it had received, that justified the initiation of
sanction proceedings in this case.
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Requirements for the use of artificial
intelligence

The DSK stated that the use of AI, particularly in the case of
government actions, requires that the individual is not treated like an
object. AI may only be used for purposes laid down in constitutional
law and needs to be transparent, comprehensible and explainable. In
addition, discrimination has to be prevented and the principle of data
minimisation must be complied with when using AI.

3 April 2019

Statement

Companies are responsible for the
breaches of data protection laws by
their employees.

The DSK stated that companies are liable for culpable violations of
the GDPR by their employees, except if the violation results from an
act outside the scope of employment by the employee. It is not
required that a legal representative or a manager is responsible for
that act or that the management is aware of the specific breach or a
breach of the supervisory duty.

3 April 2019

Statement

Information on biometric analysis of
personal data

The DSK published an information sheet with a detailed overview and
definitions relating to the use of biometric data. The conditions for
the collection and processing of biometric data are explained on the
basis of case groups.

3 April 2019

Information sheet

April
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Summary of the Federal Commissioner
for Data Protection after one year GDPR

One year after the GDPR came into effect, the summary of the
Federal Commissioner for Data Protection, Ulrich Kelber, in his
activity report, is generally positive. In his opinion there is, however,
still a need for improvement with regard to the information and
documentation duties which particularly burden private persons and
small enterprises excessively.

8 May 2019

Activity report

GDPR infringements cannot be claimed
under competition law

The District Court Stuttgart decided on the controversial question of
whether or not GDPR violations can be asserted as a violation of
market conduct rules under unfair competition law. Since the GDPR
contains an exhaustive catalogue of sanctions and only entitles
individuals to claim their data privacy rights, there is no further legal
protection (for consumer protection organisations or competitors)
required. A decision of the Federal Court of Justice with regard to this
question is still pending.

20 May 2019

Judgment

Data protection interests to be taken
into account in an asset deal

The Conference of the DSK released a catalogue of case groups which
are to be taken into account in an asset deal as part of the balancing
of interests pursuant to Article 6(1)(f) in conjunction with Article 6(4)
GDPR:

24 May 2019

Decision

May

1.
2.
3.
4.
5.

Customer data for current contracts;
Existing customers without current contracts and
contractual relationships older than 3 years;
Data on customers with advanced contract initiation,
existing customers without current contracts and
contractual relationships less than three years old;
Customer data related to open claims; and
Special categories of customer data pursuant to Article 9(1)
GDPR
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Data Protection Commission
(“DPC”) issues guidance on
taking photographs at school
events

The DPC published guidance on this topic after receiving various queries from
parents, schools and even photographers about taking photos of children at
school events. The guidance aims to clarify confusion amongst the public on
this issue with a common sense approach. The guidance clarifies how the
“household” exemption can apply to this particular scenario. The DPC
highlights that taking a photo in public is generally fine (providing you are
not harassing anyone) - it is what you do with that photo that can potentially
become a data protection issue. The DPC also notes that the approach will
differ between taking photos at a school nativity play for family only as
opposed to a ticketed school musical open to the public. Furthermore, the
guidance discusses the difference between family and friends taking photos
and official photography at school events and the concept of consent. The full
guidance can be read on the DPC website.

12 April 2019

DPC Guidance

DPC issues guidance on the right
to rectification in the context of
recording of names with
diacritical marks

The DPC published guidance on foot of complaints it received concerning the
right to rectification and the recording of names of individuals without
diacritical marks (eg fadas in the Irish language). The guidance states that
consideration needs to be given to whether the recording of a name without
diacritical marks is deemed to be inaccurate having regard to the purpose for
which the data is processed. Taking into consideration the Official Languages
Act 2003 and consulting other EU Supervisory Authorities, the DPC came to
the conclusion that the right to rectification was not absolute and

30 April 2019

DPC Guidance

April
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consideration must be given to each particular scenario. The Official
Languages Act 2003 does not impose an obligation on public bodies to record
one’s name or address with diacritical marks such as fadas.

May
DPC calls for submissions on the
Data Protection Officer (“DPO”)
role

Approaching the first anniversary of the GDPR, the DPC called for
submissions on the DPO role. The DPC sought feedback on DPO’s
experiences, resources, and day-to-day reoccurring topics. This information
was sought with a view to establishing a Data Protection Officer Network in
2019 to facilitate sharing of good practice and peer-to-peer DPO support.
The call for submissions is now closed.

2 May 2019

DPC Call for
Submissions

DPC issues guidance on data
protection and canvassing

Ahead of the May local and European elections, the DPC issued guidance on
personal data used for electoral purposes. The guidance reminded candidates
to abide by their responsibilities as controllers and to process personal data
in accordance with data protection principles. In particular, the guidance
focused on individuals’ rights and canvassers’ responsibilities and referred
elected representatives to previous guidance materials issued by the DPC.

10 May 2019

DPC Guidance

DPC reflects on the first year of
the GDPR

Commissioner for Data Protection, Helen Dixon, marked the first anniversary
of the GDPR by acknowledging strong engagement across the board with the
new law. She commented that the DPC is grateful for the positive and
energetic engagement with the GDPR seen from all quarters, particularly
from consumers and concerned persons who have raised queries about the
processing of their personal data with the office. The full statement is
available on the DPC’s website.

24 May 2019

DPC Statement

DPC produces new guidance for
drivers on the use of dash-cams

The DPC has updated its guidance on the use of dashboard-mounted CCTV
systems (“dash-cams”) due to their increased use in recent times. The DPC
seeks to highlight the data protection implications that may arise from using
these devices. This is particularly relevant where insurance companies are
offering discounts on insurance premiums to drivers who purchase a dashcam. The full guidance is available on the DPC website.

Ongoing

DPC Guidance

DPC publishes guidance on CCTV

In May, the DPC published guidance on CCTV for controllers and for
individuals. The guidance for controllers is intended to assist owners and
occupiers of premises to understand their responsibilities and obligations

22 May 2019

DPC Guidance
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Ongoing

Supreme Court
Determination

regarding data protection when using CCTV, particularly where the premises
are workplaces or are otherwise accessible to the public.
More information can be found in our Spotlight article below. The full
guidance documents are available on the DPC website.

June
Supreme Court agreed to hear a
“leapfrog” appeal by the State
concerning mobile phone data
retention

The Supreme Court has allowed a “leapfrog” appeal by the State against a
High Court ruling that declared certain telephone data retention laws
inconsistent with Articles 7, 8 and 52.1 of the European Charter of
Fundamental Rights. The case of Dwyer v The Commissioner of An Garda
Síochána will bypass the Court of Appeal. This is allowed where the Supreme
Court considers the case is of general public importance or necessary in the
interests of justice.

Media Coverage

The plaintiff in the case was tried and convicted of murder in 2012. Evidence
against him in the trial was obtained by Gardaí on foot of certain provisions
of the Communications (Retention of Data) Act 2011 (the “Act”). The Act was
enacted to give effect to the EU Directive 2006/24/EC - however in April
2014 the Court of Justice of the EU declared the Directive invalid as it
contained a disproportionate interference on the right of privacy and data
protection. The plaintiff subsequently issued proceedings challenging the
validity of the Act, to which the High Court declared sections of the Act
inconsistent with Articles 7, 8 and 52.1 of the European Charter of
Fundamental Rights. The Supreme Court accepted that the case met the
constitutional criteria to leave for appeal and granted the appeal on that
basis. A hearing date for the appeal is yet to be set.
DPC issues guidance on securing
cloud-based environments

The DPC has issued guidance on securing cloud-based environments, in
particular to mitigate the risk of a personal data breach. The DPC covers five
key topics in their guidance as follows:

Ongoing

DPC Guidance

1. access control and authentication;
2. review default security settings;
3. seek assurances from your ICT service provider;
4. clear policies and staff training; and
5. know your data and secure it.
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Ongoing

DPC Press Release

The full guidance is available on the DPC website.
DPC publishes third episode of
its official podcast ‘Know Your
Data’

In episode three, the Head of Communications of the DPC, Graham Doyle,
discusses the documentation that should be included when contacting the
DPC with a query.
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On 18 April, the IDPA published an explanatory leaflet with reference to the
outcomes of the application of the GDPR in the period between 25 May 2018
and 31 March 2019.

18 April 2019

IDPA’s explanatory
leaflet

On 7 May the IDPA issued its Annual Report for the year 2018, recalling the
activities carried out throughout the year.

7 May 2019

April
Italian Data Protection Authority
(“IDPA”) provides the results of
a period of application of the
GDPR

(only available in
Italian language)

May
IDPA’s Annual Report

The report concludes the public mandate of the current members of the
IDPA’s Board and deals with the passage to the new data protection system,
as of 25 May 2018.
After a short foreword, the Annual Report illustrates the changes to the
Italian Data Protection Law and analyses Italian laws with relevance to data
protection issues, focusing in particular on Legislative Decree 196/2003
(“Italian Privacy Code”, as amended to be in line with the GDPR by the
Legislative Decree 101/2018).
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30 May 2019

IDPA’s measure

The IDPA then lists in summary its main activities during 2018 in various
sectors (setting out its relevant measures and, in some cases, its pre-GDPR
case law), in areas such as:


relationships with other Italian public administrations and bodies;



health and historic, scientific and statistical research;



marketing, profiling, internet and electronic communication services;



employment (in particular specific issues like geo-location of
company vehicles, usage of company devices, controls on company
e-mails, deployment of CCTV systems and other systems able to
monitor employees);



various economic activities in the private sector (e.g. banking);



activities with reference to the requirements introduced by the
GDPR;



management of data subjects’ complaints and litigation;



investigations and sanctions; and



international relationships.

The final parts of the Annual Report deal with the organisation of the IDPA’s
offices and provide the relevant statistics on the IDPA’s activities.
IDPA’s Newsletter N. 453 of 30
May 2019

The IDPA published its newsletter, mentioning the following:


The IDPA was requested by the Ministry of Economic Development to
provide an opinion on draft regulation on the “Public Register of
Oppositions” (“Register”), to be issued to replace the current
regulation on the topic and to fully implement the provisions of Law
5/2018 on telemarketing.

(only available in
Italian language)

The Register was provided for by the Italian Privacy Code to combat
aggressive marketing practices. “Contractors” (ie individuals and, for
the purposes of the Register only, undertakings that have a
telephone number that can be contacted for marketing purposes)
can enrol their telephone numbers on the Register if they don’t wish
to be contacted for marketing purposes. Such a register must be
consulted by operators and call centres before carrying out
marketing campaigns.
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This was originally restricted: only numbers included in publicly
available telephone directories could be enrolled on the Register
(and, after the first amendment to the relevant regulation, physical
addresses mentioned in such directories, regarding marketing by
paper mail), thus excluding telephone numbers not included in such
directories and mobile numbers. Law 5/2018 introduced such a
possibility, but the regulation governing the functioning of the
Register needs to be amended accordingly. For this purpose, a draft
was prepared and the amendment process has started.
The IDPA provided its opinion on the draft regulation for the Register
through a measure, proposing some amendments regarding the
modalities and scope of enrolment, the exercise of objections by
“contractors” and the wording of some provisions of the draft,
including references to sanctions for non-compliance. The
amendment process of the regulation of the Register is still ongoing;


The IDPA was requested by the Ministry of Internal Affairs to provide
an opinion on the draft regulation on the management of the “Data
Elaboration Center” of the Department of Public Security of such
Ministry. The IDPA proposed some amendments to the draft text,
focusing on issues like rights of data subjects recorded in the “Data
Elaboration Center” and the information to be provided to them, on
possible legal restrictions and on the designation of a DPO.

IDPA’s measure
(only available in
Italian language)

June
IDPA’s Newsletter N. 454 of 21
June 2019

The IDPA published its newsletter, mentioning the following:


The IDPA approved the code of conduct proposed by ANCIC (a
national association of providers of informative services) on the
commercial and financial reliability of entrepreneurs and managers,
pursuant to Art. 40 GDPR (the “Code”). The Code replaces and
updates a previous deontological code on the topic (which is still in
force until 19 September 2019).

21 June 2019

IDPA’s measure
(only available in
Italian language)

The Code is a tool for the accountability of companies processing
personal data for the above mentioned services: they will be able to
process personal data of concerned surveyed data subjects relying
on legitimate interest, provided that they ensure certain safeguards
for data subjects (including information provision and exercise of
rights) and comply with various requirements set forth in the Code.
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Providers of the services will have to operate with a risk-based
approach, to adopt appropriate measures, to comply with guidelines,
recommendations and best practices adopted by the EDPB or by
other relevant authorities and shall designate a DPO, where
applicable.
The Code also establishes an independent monitoring body,
supervising the compliance of the adhering providers with the Code
and managing the resolution of complaints. The IDPA underlines that
in any case the effectiveness of the Code is made conditional on the
completion of the accreditation phase of the monitoring body
pursuant to GDPR, and in this sense the completion of works by the
EDPB to set standard criteria for accreditation is to be awaited.


The IDPA authorised Consob (the Italian supervisory authority for
the financial sector) to sign an administrative agreement for the
transfer of personal data among supervisory authorities within and
outside the EEA. Such an agreement is aimed at ensuring mutual
assistance among authorities to contrast unlawful behaviours in
markets and to make sure that operators comply with transparency
obligations. The agreement was defined by the European Securities
and Markets Authority (ESMA) and the International Organization of
Securities Commissions (IOSCO) and was presented to the EDPB.
IDPA’s measure is the first authorisation for data transfers under Art.
46 GDPR. The agreement provides for data protection requirements
to be complied with by the supervisory authorities. The IDPA will
supervise compliance by Consob with the data protection
requirements.
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The State Data Protection Inspectorate (“SDPI”) has imposed a fine of EUR
61,500 on a payments processing company (the “Company”) for breaches of
Articles 5, 32 and 33 of GDPR.

17 May 2019

SDPI press release (in
Lithuanian)

May
First significant fine imposed
for GDPR breaches in Lithuania

SDPI carried out an investigation and imposed a fine further to the personal
data of bank customers being made public and the possibility that a personal
data breach had been committed by the Company. Having carried out the
investigation, the SDPI determined that the company breached the
requirements of GDPR as it improperly processed personal data in
screenshots, made personal data publicly available and failed to report the
personal data breach to the personal data protection supervisory authority.
As for the improper processing of personal data, it was determined that the
Company was processing (accesses and collects) more personal data than it
indicates as necessary for effecting payments initiated by payers.
Regarding the failure to notify the personal data breach, the Company was
required to notify the SDPI of the incident, where unauthorised persons could
access personal data in the Internet for two days. As the Company failed to
notify the Inspectorate of the incident, it breached Article 33 of the GDPR.
This is the first significant fine imposed by the SDPI after the effective date of
GDPR. In light of this fine, data controllers should review their personal data
protection practice compliance with applicable laws and pay close attention to
the amount of data processed and compliance with the data minimisation
principle. Data controllers should also pay attention to suitable and actual (not
only formal) implementation of data protection policies and procedures. Once
it is determined that a breach (as set out in GDPR) has occurred, data
controllers should immediately inform, as well as cooperate with, the SDPI –
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30 May 2019

SDPI press release (in
Lithuanian)

11 June 2019

SDPI press release (in
Lithuanian)

non-compliance with this legal obligation may result in the strictest sanctions
possible.
SDPI publishes the results of
investigation into processing of
biometric data in sports clubs

The SDPI has carried out several investigations in sports clubs operated by
three companies regarding the processing of biometric data. As a result of the
investigation, it was established that the companies process fingerprint
models, the so-called binary codes, for the purpose of providing access to the
sports club and for the purpose of workplace control.
According to the SDPI, companies that intend to process biometric data have
a legal obligation to carry out a data protection impact assessment (“DPIA”).
In this exercise, the data controllers should determine if there is a sufficient
legal ground to process such sensitive personal data and assess possible risks
as well as security measures that should be sufficient to control the risks.
Following the investigations, the SDPI ordered the companies to cease the
breaches. One of the companies was ordered to stop processing individuals’
fingerprints until a DPIA is carried out. The SDPI ordered the other two
companies to terminate the processing of employees’ fingerprints. All three
companies were ordered to ensure the implementation of appropriate
technical and organizational data security measures.

June
SDPI commences investigation
into the activities of ‘D-Link’

The SDPI commenced an investigation further to the results of cyber security
assessments carried out by Lithuania’s National Cyber Security Centre under
the Ministry of National Defence (“Lithuanian NCSC”). It looked at the safety
of the communication equipment and software supplied to the Lithuania
market, and identified some new and refined cyber security risks in Lithuania.
During the assessment, it was established that due to the default settings of
the internet routers, supplied to the Lithuanian market by D-Link, the
personal data of the users of such routers may end up on servers in Russia.
The Lithuanian NCSC specialists found that the devices are powered by the
Russian DNS services Yandex, DNS and SkyDNS, while the software updates
are also run from the servers in Russia. Accordingly, due to the use of D-Link
router, the browser would, by default, be connected to DNS servers in Russia.
Thus, the browsing history, social networks information, user preferences and
other personal data ends up on Russian servers, and the data subjects may
not be aware of how and for what purposes, if any, the information is used.

Updata Edition 4 – April to June 2019 edition | Updates by territory

34

Lithuania
Development

Summary

Impact date

Links

Based on publicly-available data, the investigation did not reveal any
malicious software, which could be used to extract the data from user devices.
Nevertheless, as per NCSC, the situation may change where software updates
originate from third countries.
In its investigation, the SDPI will assess the lawfulness of processing of data
by the use of D-Link equipment. We estimate that it will take some three to
six months to complete the investigation. The complexity here is that D-Link
does not seem to have an establishment in Lithuania and there is no
information on whether or not they have a representative assigned within the
EU under the requirements of GDPR. Collection of information and subsequent
enforcement of any decisions may prove to be complex, if at all possible.
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On 23 April 2019, the Dutch National Cyber Security Centre (“Dutch NCSC”)
published their updated IT security guidelines for Transport Layer Security
(“TLS”). TLS is the most popular protocol designed to provide secure
connections on the Internet, including web traffic (https), e-mail traffic (IMAP
and SMTP after STARTTLS), and certain types of virtual private networks. The
Dutch NCSC guidelines help organizations to choose between the different
configurations of TLS in order to set up a secure configuration.

23 April 2019

AP Newsletter

April
Updated IT security guidelines
for Transport Layer Security

(in Dutch)

The new guidelines divide the TLS settings into four security levels:
insufficient, phasing out, sufficient and good. Organizations that use a TLS
configuration with the settings that fall under the “phase out”- security level
are currently at risk, as new or improved attacks against TLS appear on a
regular basis. Therefore, the NCSC advises organizations to start phasing out
the older versions of TLS.

May
NTA 7516: A new standard for
e-mail exchanges in the
healthcare industry

As part of its project ‘Secure E-Mail Exchanges’, the Dutch National Healthcare
Council (Dutch: Informatieberaad Zorg), a self-regulatory body for the health
care industry, and more than 50 healthcare experts from 46 different
organizations drafted a new standard for e-mail exchanges in the healthcare
industry: the NTA 7516.
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28 May 2019

Decision

The NTA 7516 provides clarity about the requirements that must be met in
order for health care organisations to be considered GDPR-compliant. This
new standard includes requirements regarding the availability, integrity and
confidentiality of e-mail exchanges, but also takes into account userfriendliness.
First ruling in the Netherlands
on article 82 GDPR

On 28 May 2019, the Dutch District Court of Overijssel handed down a
landmark decision on Article 82 GDPR and awarded the claimant with financial
compensation for non-material damages further to the sharing of the
claimant’s personal data without a lawful basis.

(in Dutch)

The claimant had filed multiple requests under the Government Information
(Public Access) Act. As multiple municipalities were wondering how to deal
with requests filed under the Government Information (Public Access) Act, the
municipality of Deventer decided to share his personal data and the way they
handled his request with more than 40 other municipalities.
The Dutch District Court concluded that the sharing of the claimant’s personal
data did not have a lawful basis, the GDPR has been infringed and the
claimant has suffered non-material damage. Therefore, based on article 82
GDPR, the claimant had the right to receive financial compensation. The
District Court decided that €500 was fair compensation and ordered the
municipality of Deventer to pay the claimant the compensation as awarded.
Dutch trade association for IT,
telecom and internet
companies launches a GDPRcertification program

The Dutch trade association for IT, telecom and internet companies in the
Netherlands (‘Nederland ICT’), has launched a GDPR-certification program for
Dutch organisations that process or wish to process personal data. After
passing the certification audit, the organisation receives a ‘Data ProCertificate’.

24 May 2019

Nederland ICT
Newsletter
(in Dutch)

The Data Pro-Certificate certificate is valid for one year from the time of issue.
With the Data Pro-Certificate, organisations can prove that they are compliant
with the Data Pro Code and the GDPR. The underlying Code of Conduct that
has been drawn up, has been submitted for approval to the Dutch Data
Protection Authority.

June
The Dutch Government wants
to curb profiling based on
personal data

As (multinational) technology companies are able to collect large amounts of
(sensitive) personal data, the Dutch Government fears that such data may be
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used for profiling purposes and that profiling based on extensive data sets will
continue to increase.
As the data may contain inaccuracies and errors, profiling as such may impose
risks for individuals, such as discrimination on the basis of racial or ethnic
origin, political opinion, religion or beliefs, trade union membership, genetic or
health status, or sexual orientation.
The Dutch Government is currently investigating whether the legal
requirements can be tightened in order to curb the amount of personal data
that (multinational) technology companies process.
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The President of the Personal Data Protection Office has published a new
dedicated newsletter for data protection officers.

1 April 2019

Press release

Sector Act implementing GDPR
in force from 4 May 2019

The Sector Act implementing GDPR is now in force and applied from 4 May
2019. The Act includes an amendment to over 160 Polish acts affecting many
sectors including banking, insurance, e-commerce, Telecommunications,
labour law and public property.

4 May 2019

Update

Deputy of the DPO

An amendment to the Data Protection Act on 10 May 2018 has introduced the
option to appoint a DPO deputy. The DPO deputy must be notified to the
President of the Personal Data Protection Office in the same way that a DPO is
notified.

4 May 2019

Website

New President of the Personal
Data Protection Office

Jan Nowak has commenced his four year term as President of the Personal
Data Protection Office.

16 May 2019

Press release

The President of the Personal Data Protection Office published statement on
sobriety control testing in the workplace. Pursuant to the statement,
employers may not carry out sobriety tests on their own. The only authorised
entity to conduct sobriety control tests a body appointed to protect public
order (for example the police).

27 June 2019

Statement

April
DPO newsletter published by
President of the Personal Data
Protection Office

Subscription details

May

June
Information about employee
drunkenness is deemed by
Polish data protection authority
to be special category personal
data
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29 June 2019

Press release

In addition, the statement confirmed that knowledge about whether someone
is inebriated will constitute information about a health condition.
Consequently, the information is special category personal data.
Direct marketing without
previous consent

The President of the Office of Electronic Communications imposed a penalty
on Koksztys S.A. for direct marketing without user consent.
The President of OEC has determined that the company it ordered to make
telephone calls of a marketing nature without the legally required consents of
subscribers or end users.
During the proceedings, it was established that 30,636 telephone calls of a
marketing nature were made, in violation of the provisions of the
Telecommunications Law. Consequently, a fine on the company of
approximately EUR 18 000 was imposed.
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The RDPA published a statistics report on its activities between 25 May 2018
and 24 May 2019. According to the report:

24 May 2019

RDPA statistics
report

May
Statistics of the Romanian Data
Protection Authority (“RDPA”)
on its activity, starting with the
entry into force of the GDPR



9439 data protections officers have been notified to the RDPA;



398 security breaches have been notified to the RDPA;



5260 complaints and claims have been submitted with the RDPA; and



RDPA has conducted 485 ex officio inquiries and 496 inquiries into the
complaints of the data subjects. As a result of these complaints, 57
corrective measures were ordered and 23 warnings were issued.

The main complaints from data subjects were:


non-observance of data subjects rights; unsolicited commercial
messages;



disclosure of personal data on the Internet;



breach of the data processing principles in the banking system;



breach of the legal requirements for implementing the CCTCV system;
and



violation of the confidentiality and security provisions.

The most frequent types of data breaches were:
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unauthorized disclosure of the personal data;



mistakenly transmission of invoices to the data controller’s clients;



disclosure of personal data of the clients; and



loss of postal items.

The RDPA has issued its first three fines in connection with various GDPR
related breaches:


The first fine was of EUR 130,000 and was applied to a bank, for
failing to observe the principles of data minimisation and privacy by
design and privacy by default – their online transactions were
revealing to the payment recipients too much personal information
connected to the payers (e.g. their national identification number, the
postal address etc. The authority considered that the bank failed to
ensure the necessary measures and safeguards in order to minimize
to the fullest the data processed and disclosed to other third parties.



The second fine was of EUR 15,000 given to a hotel for failing to take
the necessary measures and safeguards against unauthorized
disclosure of personal data – they actually reported a data breach to
the authority after a list with information about 46 guests who were
serving breakfast at the hotel was photographed by an unauthorised
person and published online.



The third fine of EUR 3,000 was applied to a website selling GDPR
implementation toolkits and compliance programs, for failing to take
the necessary security measures during a platform migration, when
two links to a list of files have been made available to public access in
which there were included the business contacts of clients purchasing
the GDPR toolkits – names, postal address, e-mail, phone, workplace
etc.
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The Department for Digital, Culture, Media and Sport (“DCMS”) published its
Cyber Security Breaches Survey 2019. Of those surveyed, 32% of businesses
report having cybersecurity breaches or attacks in the last 12 months. The
percentage has decreased from 43% last year - partly due to the introduction
of new data laws under the GDPR The most common types of attack are
phishing attacks (identified by 80% of these businesses); others
impersonating an organisation in e-mails or online (28% of these businesses);
and viruses, spyware or malware, including ransomware attacks (27% of
these businesses). The Government has urged businesses and charities have
been urged to train more people to help manage cyber risks.

3 April 2019

Cyber Security
Breaches Survey
2019

The Information Commissioner’s Office (“ICO”) published ‘Age appropriate
design: a code of practice for online services’ (the “Code”) for consultation.
The Code sets out the standards expected of those responsible for designing,
developing or providing online services likely to be accessed by children, when
they process their personal data. The UK’s Information Commissioner hopes
that when finalised, the Code will set an international benchmark and help to
create an open, transparent and protected place for children when they are
online. The Code sets out 16 standards of age appropriate design for online
services and emphasises that privacy must be built in, not bolted on. Settings
must be “high privacy” by default (unless there’s a compelling reason not to);
only the minimum amount of personal data should be collected and retained;
children’s data should not usually be shared; geolocation services should be
switched off by default. Nudge techniques should not be used to encourage
children to provide unnecessary personal data, weaken or turn off their
privacy settings or keep on using the service. The Code also addresses issues
of parental control and profiling. The consultation closes on 31 May 2019 and
the final version is expected to come into effect before the end of the year.

Consultation
launched 15 April
2019

April
New survey on cyber security
breaches

ICO consultation on rules to
protect children online
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ICO enforcement news (April)

In April 2019, the ICO took enforcement action (under the Data Protection Act
1998) against a number of organisations for various data breaches, including
the following:

April 2019

ICO enforcement
news



a London council was fined £145,000 for disclosing sensitive personal
data about more than 200 alleged gang members extracted from a
police database via e-mail to 44 recipients;



a former NHS manager fined for sending recruitment related personal
data (including names, addresses, personal e-mail addresses, national
insurance numbers of candidates as well as further personal data of
their referees) to her e-mail account, following her suspension from
work;



a parenting club was fined £400,000 for illegally sharing personal
information belonging to more than 14 million people via its own data
broking service, which supplied data to third parties for electronic
direct marketing purposes;



a television production company was fined £120,000 for not providing
patients in a maternity clinic with adequate information or getting
adequate permission before using microphones and CCTV-style
cameras to film a documentary on stillbirths, which was subsequently
aired without the unlawfully obtained footage (which was deleted);
and



a funeral plan firm was fined £80,000 for making unlawful marketing
calls to people who had made it explicitly clear they didn’t want to
receive them.

CAP amends rules on naming
prize-winners and marketing to
children

Following its consultation, the Committee of Advertising Practice (“CAP”)
announced changes to its rules on naming prize-winners and the use of
children’s personal data for marketing in order to align them with the DPA
2018 and GDPR. The amendments to the CAP Code, which came into effect on
25 March 2019, followed a period of public consultation and informal
consultation with the ICO.

25 March 2019

CAP announcement

DCMS establishes new
Parliamentary Sub-Committee on
Disinformation

DCMS has launched a new Sub-Committee on Disinformation. It will become
Parliament’s ‘institutional home’ for matters concerning disinformation and
data privacy; a focal point that will bring together those seeking to scrutinise

2 April 2019

DCMS statement
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and examine threats to democracy. The launch of the sub-committee was
marked by a report on ‘Disinformation’
ICO artificial intelligence blog
series: Automated decisionmaking - the role of meaningful
human reviews

In the first detailed element of the ICO’s AI framework blog series, Reuben
Binns, ICO Research Fellow in AI, and Valeria Gallo, Technology Policy
Adviser, explore how organisations can ensure ‘meaningful’ human
involvement to make sure AI decisions are not classified as solely automated
by mistake.

12 April 2019

ICO blog

House of Commons note on how
to stop junk mail

The House of Commons published a report on how to stop receiving junk mail,
including information on the steps individuals can take to remove their names
from direct marketing mailing lists.

10 April 2019

Report

High Court provides guidance on
approach to assessing whether
information is personal data and
how to balance right of access
against rights of third parties

In Rudd v. Bridle [2019] EWHC 893 (QB), the High Court considered what
remedies could be obtained by a claimant for inadequate subject access
responses under the Data Protection Act 1998. The Court upheld a claim that
the information provided to the claimant by the defendant in response to a
subject access request (“SAR”) was inadequate.

10 April 2019

Judgment

By way of background, the claimant was a doctor specialising in the field of
diseases related to asbestos exposure. The defendant was involved in
manufacture and use of asbestos products used in the building industry - he
alleged that the claimant was part of a conspiracy with various law firms to
provide false evidence about the risks associated with a certain type of
asbestos. This allegation led to the claimant making a SAR to the defendant.
The defendant also controlled a company (jointly with son) which was added
as second defendant to the proceedings, after the defendant asserted that any
personal data of the claimant was being processed by the company, and not
him. The claimant maintained that the responses to his SAR were inadequate,
and sought orders to compel the defendants to provide further information.
The Court held that:


the first defendant (not the defendant’s company) was the controller
in respect of the personal data which was the subject of the claim;



the exemptions relied on by the defendant - journalistic, regulatory
activity and privilege - did not apply; and



the information provided to the claimant in response to the SAR did
not contain any information about: (a) the nature, status or identities
of the person, firm or company to whom the e-mails were sent or (b)
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the identities of the people who allegedly conspired with the claimant
in the alleged fraud, which the judge held did qualify as part of the
claimant’s personal data because the information was focused on the
claimant and was biographically significant.
The court ordered the defendants to provide a further SAR response, including
details of the individuals who had been communicating with the defendant
about the claimant, information regarding the sources of the personal data,
and a description of the purposes of the processing of the personal data.
Sharing of personal data of
young persons

In R (on the application of M) v Chief Constable of Sussex [2019] EWHC 975
(Admin), the High Court found that it was appropriate to share certain data
pertaining to a sixteen year old girl by way of an information sharing
agreement between the police and a local business crime reduction
partnership did not breach data protection laws. However, the sharing of the
information that revealed the girl’s vulnerability to child sexual exploitation
breached her statutory data protection rights.

15 April 2019

Judgment

NCSC Cyber Survey reveals
most-hacked passwords

The National Cyber Security Centre’s (“NCSC”) urged the UK’s population to
apply steps to stay safe online after results of its first UK Cyber Survey
exposed exploitable gaps in their personal security knowledge. The survey
shows 42% of Brits expect to lose money to online fraud and that 23.2 million
victim accounts worldwide used 123456 as a password. The survey was
independently conducted on behalf of the NCSC, a part of GCHQ, and DCMS.

21 April 2019

Press release

NCSC guidance on cyber security
design principles

The NCSC published guidance setting out cyber security design principles
which are intended to help ensure that networks and technologies are
designed and built securely. The principles are divided into five categories
which are loosely aligned with the stages at which an attack can be mitigated,
namely, establishing the context (determining all the elements of the system
so that there are no blind spots); making compromise or penetration difficult;
making disruption difficult; making compromise detection easier; and
reducing the impact of compromise.

21 May 2019

Guidance

Call for evidence on online
targeting and bias in algorithmic
decision making

The Centre for Data Ethics and Innovation issued called for evidence on online
targeting (defined as the customisation of products and services online based
on data about individual users) and bias in algorithmic decision making.
Responses were due by 14 June 2019.

Responses were due
by 14 June 2019

Calls for evidence

Cyber Survey

May
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Government forms Artificial
Intelligence Council

The Government established an independent expert committee to further the
development of artificial intelligence across the UK, and promote its ethical
use. The committee has been named the AI Council, and is made up of
leaders from business, academia and data privacy organisations.

16 May 2019

Press release

ICO AI blog series: accuracy of
AI system outputs and
performance measures, and
security risks

In a blog post, the ICO’s AI specialist team considers how the data protection
principle of accuracy may be applied to AI systems, and propose certain steps
organisations should take to ensure compliance. In particular, the blog post
explains why accuracy is important for the outputs of AI systems, in respect
of the accuracy of decisions or predictions about a specific person and across
a wider population. The post also examines accuracy as a performance
measure. The ICO recommends that where organisations decide to adopt an
AI system, they should:

2 May 2019

ICO accuracy and AI
blog post



ensure that all functions and individuals responsible for its
development, testing, validation, deployment, and monitoring are
adequately trained to understand the associated accuracy
requirements and measures; and



adopt an official common terminology that staff can use to discuss
accuracy performance measures, including their limitations and any
adverse impact on data subjects.

23 May 2019

ICO security and AI
blog post

In a later post, the team examines how AI can exacerbate known security
risks and make them more difficult to manage. The team notes that the ICO
guidance ICO recommends that organisations developing machine learning
systems can further mitigate security risks associated with third party code,
by separating the machine learning development environment from the rest of
their IT infrastructure where possible, by deploying the following techniques:

ICO emphasises importance of
paying data protection fee by



use ‘virtual machines’ or ‘containers’ - emulations of a computer
system that run inside, but isolated from the rest of the IT system.
These can be pre-configured specifically for machine learning tasks;
and



where appropriate, train the machine learning model using one
programming language (eg Python) and then, before deployment,
convert the model into another language (eg Java) that makes making
insecure coding less likely.

In a recent blog post, the ICO’s Deputy Chief Executive Officer discussed the
importance of paying the data protection fee, drawing on recent ICO
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drawing on recent enforcement
action

enforcement action. The First Tier Tribunal (Information Rights) dismissed an
appeal against a £4,000 penalty notice from the ICO for failure to pay the tier
3 data protection fee of £2,900. The appellant argued that the failure to pay
the fee was a mistake and that the ICO’s reminder to pay was sent while the
person responsible was on holiday, the correspondence was not identified as
important internally and the fee was paid promptly once the oversight was
discovered.

ICO calls for views on a data
protection and journalism code
of practice

On 29 April 2019 the ICO called for views on a data protection and journalism
code of practice. The ICO have stated that they will use our existing media
guidance as a framework to inform the code and will update the contents to
reflect the requirements of the Data Protection Act 2018, and take account of
developments in case law and the field of journalism more generally. The aim
is to provide journalists and media organisations with a helpful, practical
toolkit to assist them in complying with their data protection obligations. The
ICO will work with other regulatory bodies which police standards in the
journalism industry, such as IPSO, IMPRESS and Ofcom, to ensure the code
fits within the wider framework. The deadline for submitting responses is
27 May 2019.

29 April

ICO launches campaign to help
people be data aware

The ICO launched a new campaign: “Be Data Aware”, which aims to help
people understand how organisations might be using their data to target them
online (including to reach them with social media adverts to market goods or
services and for political marketing), and how people can control who is
targeting them (such as by using social media privacy settings). The
campaign follows the ICO’s ongoing investigation into the use of data
analytics for political purposes, which recommended the continuation of
education of the public on the use of data analytics in political campaigns and
on the impact of new and developing technologies.

8 May 2019

ICO statement

ICO seeks views from
organisations considering
certifications schemes and codes
of conduct

In its May newsletter, the ICO has called for organisations to get in touch if
they are considering developing a certification scheme (under Article 42
GDPR) and/or creating a sector specific code of conduct (under Article 40
GDPR).

May 2019

ICO newsletter (May
2019)

Information Rights
Tribunal decision

ICO statement

Responses were due
by 27 May 2019

Certification is a way for organisations to demonstrate compliance with the
GDPR. It can cover specific issues or be more general. The ICO has also
updated its guidance on certification schemes. Trade associations and
representative bodies may draw up codes of conduct covering topics
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Government
Response

important to their members to provide sector specific guidance about data
protection law.
Government responds to House
of Commons Select Committee
report on disinformation and fake
news

The DCMS Select Committee published the Government’s response to the
Committee’s final report as part of its inquiry into disinformation and fake
news. The response states that it builds on the Government’s response to the
Committee’s Interim Report, published on 23 October 2018 and should be
read in conjunction with the Online Harms White Paper, published on 8 April
2019, and that many of the committee’s recommendations are in line with
and addressed in the white paper.

8 May 2019

Government hosts roundtable on
improving cybersecurity and
Internet of Things devices

On 30 April, DCMS, the NCSC and consumer group Which? met with
representatives from IoT manufacturers and retailers to discuss the cyber
security of consumer smart products. The meeting was chaired by Margot
James MP, Minister for Digital and the Creative Industries and the purpose
was for DCMS to understand the steps manufacturers are taking to secure
their products and drive the adoption of security good practice.

21 May 2019

News release

TalkTalk hacker sentenced to
four years in youth detention

The hacker behind the TalkTalk cyber-attack has been sentenced to four years
in youth detention. The hacker used SQL injection to illegally access data from
a number of organisations, including TalkTalk, and threatened to sell the data
on the dark web unless he received hundreds of thousands of pounds in
Bitcoin. The cyber-attack cost TalkTalk £77,000. The CPS was able to piece
together evidence hidden in the hacker’s digital devices, including chat logs
and Bitcoin accounts which led to the hacker pleading guilty to eleven
offences. The hacker has been sentenced to four years in youth detention.

10 June 2019

CPS press release

Caseworker prosecuted for
sending sensitive personal data
to personal e-mail address

A restorative justice caseworker at Victim Support was prosecuted under
section 55 the Data Protection Act 1998 for sending sensitive personal data
from her work e-mail address to her own personal e-mail account without
authorisation during her final week or employment. The data included
spreadsheets containing a combination of victim and offender data. She was
sentenced to a three year conditional discharge, and ordered to pay costs of
£600 and a victim surcharge of £20.

6 June 2019

ICO statement

DCMS Committee
statement

June
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Former customer services officer
prosecuted for accessing antisocial behaviour database

A former customer services officer at Stockport Homes Limited was
prosecuted under section 55 of the Data Protection Act 1998, for unlawfully
accessing personal data without authorisation to do so. She accessed SHL’s
case management system to look at anti-social behaviour cases 67 times
between January and December 2017. The offences came to light following an
audit of Masterson’s access to SHL’s case management system. She was
ordered to pay a £300 fine, £364.08 in costs and a victim surcharge of £30.

7 June 2019

ICO statement

DCMS announce National Data
Strategy call for evidence

On 10 June 2019, the Department for Digital, Culture, Media and Sport
(DCMS) announced an open call for evidence for the government’s intended
National Data Strategy. The aim of the National Data Strategy is to support
the UK to build a world-leading data economy and help ensure that all citizens
and organisations trust the data ecosystem, are sufficiently skilled to operate
effectively within it, and can get access to high-quality data when they need
it. The DCMS will use the call for evidence to consult on the parameters and
objectives of the strategy and gather evidence that will underpin a draft
strategy. The DCMS note they will run a full consultation on that draft strategy
later in 2019.

10 June 2019

DCMS call for
evidence

The call for evidence has three areas of focus: people, economy and
government. There are specific objectives and questions relating to each area.
The DCMS has invited submissions on the following questions related to data
protection:


Are organisations (private, public or third sector) using personal data
in ways that may damage trust?



In what ways are companies making money from personal data? How
profitable are these activities?



Do people know how information provided to, or inferred about them
by, an organisation (private, public or third sector) is being used,
stored and shared?



To what extent are people concerned about how data about them is
used, stored and shared? Are some groups more concerned than
others? Are there particular categories of data that raise more
concerns than others?
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What commercial practices or behaviours have affected trust in the
use of personal data? Have targeted advertising and ‘recommending’
affected trust?



Have the General Data Protection Regulation (GDPR) and Data
Protection Act 2018 made people more concerned about how personal
data is managed? How has it influenced their behaviour?



How far do existing protections, such as in the Data Protection Act, go
in promoting transparency and trust? What, if anything, should the
government do to further build trust?



Are people aware of how to manage personal data about them? Do
they know about tools to control access?

Impact date

Links

What issues are there around government increasing access to the data it
holds between departments and other parts of the public sector? Does the use
of Privacy Enhancing Technologies sufficiently counter any such risks?
BEIS consults on Smart Data
Review

The Government’s Department for Business, Energy and Industrial Strategy
(BEIS) have published a consultation on proposals following its Smart Data
Review.

BEIS and DCMS
consultation

The Smart Data Review explored how government can accelerate the
development and use of new data-driven technologies and services to improve
consumer outcomes to help foster innovation and facilitate switching and data
portability in regulated and digital markets.
The consultation proposals look to:


enable data driven innovation in consumer markets - this includes the
proposed establishment of a new cross-sectoral Smart Data Function
to oversee delivery of smart data initiatives across different markets,
and a new Open Communications to facilitate data portability;



use data and technology to help vulnerable consumers - this includes
establishing a vulnerable consumer challenge to improve outcomes for
vulnerable customers; and



ensure consumers and their data are protected - this includes
introducing strong data protection requirements on third party
providers accessing consumer data, and a cross-sectoral approach to
the regulation of third party providers to minimise burdens on
providers operating across multiple markets.
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New cyber security guidance for
pension schemes

The Pensions Administration Standards Association has published guidance on
cyber security for pension schemes. The guidance provides advice on
conducting effective reviews of safeguards against cyber risk. The guidance
covers the following topics:

June 2019

PASA guidance

20 June 2019 and
ongoing

Statement

5 June 2019

Press release

ICO Adtech update report
published following initial
investigation and sector
engagement



risk assessment;



different types of cyber risk;



governance;



risk management;



controls; and



incident management.

The ICO has published an update report on advertising technology and realtime bidding (“RTB”). The ICO selected RTB as a key area of focus for its
investigations because of its complexity, the risks it poses and the low level of
data protection maturity exposed in initial engagement with the industry. The
ICO’s aim is to prompt changes reflecting the need for an effective system
which facilitates revenue generation for publishers and audiences for
advertisers, whilst ensuring internet users’ rights are respected.

Update report

The ICO has prioritised two areas of concern: (1) transparency and consent,
particularly in relation to the processing of special category data; (2) data
supply chain, particularly the issues caused by reliance on contracts for data
sharing, security and retention/deletion across the supply chain.
The ICO’s view is that, in its current form, RTB presents a number of
challenges to good data protection practices and the ICO has identified a
number of concerns which it expects the industry to address. However, the
ICO is taking a “measured and iterative approach”. The ICO plans to further
explore the data protection implications of RTB by intensive information
gathering, engage with key stakeholders including IAB Europe and Google,
cooperate with other data protection authorities and undertake a further
industry sweep in six months’ time. The ICO may issue a further update
report in 2020.
Two new exclusion clauses to
address “silent” cyber risk cover
issues

The International Underwriting Association published two new London Market
model clauses – a Cyber Loss Absolute Exclusion Clause (IUA 09-081) and a
Cyber Loss Limited Exclusion Clause (IUA 09-082) – to help underwriters
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19 June 2019

Analysis

manage cyber losses. The clauses have been formulated to address concerns
raised by the Prudential Regulation Authority over issues with “silent” cover
(where insurance policies unintentionally indicate coverage of undefined cyber
risks).
Law Commission analyses
responses to consultation on
automated vehicles

The Law Commission of England and Wales and the Scottish Law Commission
published their analysis of the responses to their consultation on the rules
around automated vehicles.
Initial recommendations for immediate steps for the Government to take to
allow for the commercial deployment of highly automated driving systems,
include: (i) the establishment of a safety assurance scheme; and (ii)
establishing a forum for collaboration on the application of road rules to selfdriving vehicles.

November 2018
consultation paper

The key issues identified from the consultation responses are:
1. safety assurance scheme - to complement the current system of
international type approval and deal with driver training, software
updates, continuing roadworthiness and the management of data;
2. automated driving system entity - for all automated driving systems
put forward for authorisation to be backed by an entity that vouches
for the safety of the system;
3. user-in-charge - to take over from an SAE Level 4 system in planned
circumstances or after the vehicle has come to a stop;
4. conditional automation (SAE Level 3) - responses were mixed in
relation to issues around conditional automation and there were calls
for a clear dividing line between driver assistance and automated
driving;
5. road accident investigation - shift focus of accident investigation from
allocating blame to learning for the future to improve safety;
6. criminal liability - proposals that a user-in-charge would not be liable
for breaches of driving rules "committed" while the ADS is engaged.
Instead, the police should refer the matter to a regulatory authority to
be dealt with. In addition, a review of the law on corporate offences
where wrongs by the developer of an automated driving system
resulted in death or serious injury;
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June 2019

Report

7. Automated and Electric Vehicles Act 2018 - clarity is needed on what
data need be retained, by who and for how long;
8. product liability - review the way product liability law applies to “pure”
software, sold separately from any physical product;
9. adapting road rules - Government to consider the feasibility of
establishing a forum for collaboration between developers and
regulators;
10. overarching themes - the importance of active travel and accessibility
and that automated vehicles should not make streets less accessible
to non-motorised users, and should improve the lives of people with
disabilities.
Final recommendations will be published in 2021.
ICO joins the UK Regulators
Network

The ICO announced that it has joined the UK Regulators Network (“UKRN”) as
a full member. The UKRN includes regulators from the UK’s utility, financial
and transport sectors who collaborate to share knowledge, explore cross
cutting issues and build better ways of working.
Joining the network will enable the ICO to gain valuable insights into the
issues facing regulators across the UK, inform policy debates and share
experience. Membership will also support the ICO engaging with the main UK
regulators on specific issues such as cyber security.

IOSCO cyber taskforce issues
final report

The International Organization of Securities Commissions (“IOSCO”) - the
international body which brings together the world’s securities regulators, and
global standard setter for the securities sector - has published the final report
(FR09/2019) of its cyber taskforce, which seeks to promote consistent and
good cyber practices across the IOSCO membership.
Some of the report’s key findings include:


Rating Cyber Risk: Many IOSCO member jurisdictions consider Cyber
to be at least one of the most important risks faced by regulated firms
in their jurisdiction. However, a significant percentage of survey
respondents either consider Cyber to be a risk like any other or are
unsure of its relative standing compared to other risks.



Consistency with the Core Standards: A majority of survey
respondents indicated that their domestic regulations, guidance,
and/or supervisory practices were either “generally consistent” or
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12 June 2019

Guidance

“entirely consistent” with one of the Core Standards. While the
principles underlying the Core, Standards have gained considerable
influence in IOSCO jurisdictions, no one Core Standard predominates.


Express Reference to the Core Standards: Almost half of the survey
respondents indicated that they are flexible and not prescriptive as to
which Cyber standards (Core Standards or otherwise) firms may
utilise to comply with applicable domestic regulations.



Consistency across National Cyber Security Frameworks: Despite
jurisdictional differences, the Cyber frameworks of most survey
respondents share certain common elements.



Updating and Improving Cyber Regimes: Over one third of survey
respondents reported that they have publicly declared plans to issue,
within the next year, new regulations, guidance or supervisory
practices that address Cyber Security for all or part of their financial
sector.

The report also provides an overview of three international cyber standards
and frameworks used by IOSCO members (Core Standards) which are:

NCSC publishes cyber security
response and recovery guidance
for small to medium sized
organisations



Committee on Payments and Market Infrastructures and IOSCO
guidance on cyber resilience for financial market infrastructures;



National Institute of Standards and Technology framework for
improving critical infrastructure cybersecurity; and



International Organization for Standardization 27000 series standards.

The NCSC published guidance for small to medium sized organisations, to help
them plan their response to, and recovery from, cyber incidents.
The guidance sets out a five step plan to respond to an attack:
1. prepare for incidents;
2. identify what is happening;
3. resolve the incident;
4. report the incident to wider stakeholders; and
5. learn from the incident.
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ICO blog post: Human bias and
discrimination in AI systems

In a blog post forming part of the ongoing Call for Input on developing its
framework for auditing AI, the ICO explores how AI can play a part in
maintaining or amplifying human biases and discrimination.

25 June 2019

ICO blog post

The post notes the legal backdrop to discriminatory AI practices (including the
UK Equality Act 2010 and the GDPR) and considers two main reasons why the
data used to train and test AI systems, as well as the way they are designed,
and used, may lead AI systems to treat people less favourably, or put them at
a relative disadvantage, on the basis of protected characteristics, namely:


imbalanced training data; and



training data which reflects past discrimination.

The post explains the various mathematical techniques developed by
computer scientists and applied statisticians to understand how machine
learning models can results in discriminatory effects on individuals, and
provides practical advice to organisations on managing the risk of
discriminatory outcomes in machine learning.
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On 10 April 2019, the Ministry of Public Security published the Internet
Personal Data Protection Guidance (“IPDPG”), clarifying certain principles for,
among others, the Cybersecurity Law. Although not binding under law, it is
used as a standard of reference when assessing breaches and violations by
the Ministry of Public Security.

10 April 2019

Link

April
Internet Personal Data Protection
Guidance
(互联网个人信息安全保护指南)

(in Chinese)

The IPDPG has a broad scope, covering all persons involved in the control and
processing of personal information. It also sets a higher bar in comparison
with existing measures. However, processes and actions involving personal
data must comply with the corresponding standards set out under the
Information security technology - Baseline for classified protection of
cybersecurity.
The IPDPG further sets out several duties of the authorised person in ensuring
data protection in addition to requiring the appointment of an audit manager
to supervise data protection. The authorised person is also required to be
assessed on data protection law and practice on a regular basis.
The IPDPG sets limits on the collection of personal information to information
related to the provision of services, and prohibits bundling of consent with
services or functions. Personal information must not generally be shared with
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Published: 5 May
2019

Link

another party, unless consent is obtained and the data security capabilities of
the transferee is satisfactory.

May
Methods for Identifying Unlawful
Behaviours of Applications
(Apps) to Collect and Use
Personal Information (Draft)
(APP违法违规收集使用个人信息行为
认定方法（征求意见稿）)

On 5 May 2019, several departments including the Cyberspace Administration
of China and the Ministry of Public Security published the Methods for
Identifying Unlawful Behaviours of Applications (Apps) to Collect and Use
Personal Information (Draft) (“Methods”) which clarified the circumstances
where an application may be in breach of the cybersecurity laws and
regulations in China. This is also the first time standards are applicable to
applications in particular.

Effective: Draft

(in Chinese)

The Methods set out seven general categories of violations with detailed
descriptions of such violations:
i.

failure to publicise data privacy and collection policies, including
where pop-ups or links to policies are inaccessible or more than
four actions are required before reaching the policies on the
application;

ii.

failure to state the purpose, method and scope of collection of
personal information, including the type and frequency of
collection, especially for sensitive personal information, and failure
to inform a user of a change in purpose, method or scope of such
collection;

iii.

collection of personal information without consent, including
collecting personal information outside the scope of consent, and
where frequent requests for consent are made after a user
expressly refuses to give consent;

iv.

breaching the principle of necessity and the collection of personal
information unrelated to the provision of services, including where
the frequency of collection of personal information exceeds the
needs for the operation of the application, and the termination of
all other functions of an application where a user refuses to give
consent in respect of one function;

v.

providing personal information to another party without the user’s
consent, including directly diverting the personal information to
third parties via the user’s terminal without anonymising the
information;
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网络安全等级保护基本要求)

Summary
vi.

failing to provide functions to amend or delete personal
information in breach of law and regulation, including failing to
amend or delete personal information manually within 15 days or
other agreed period, and failing to amend or delete personal
information after being requested to do so; and

vii.

infringing the legal interests of minors, including obtaining
personal information and using such personal information to
collate personalised feeds of a person under 14 years of age
without consent from the person’s guardian.

On 10 May 2019, the State Administration for Market Regulation and the
Standardisation Administration of China published the Information security
technology - Baseline for classified protection of cybersecurity (“Baseline”),
clarifying and strengthening the standards for data protection by order of
importance of the area in which a network operator operates in. The Baseline
particularly strengthens the standards of levels 2, 3 and 4 network operators
such that network operators must be able to resolve security incidents instead
of merely discovering them, must be able to monitor attacks on their
networks and recover most functions when attacked, and must be able to
monitor potential attacks and quickly recover all functions when attacked,
respectively.

Impact date

Links

Published: 10 May
2019

Link

Effective: 1
December 2019

(in Chinese)

In addition, the Baseline now re-categorises the areas that should be
monitored under specific fields such as big data, cloud computing and the
internet of things. The level and scope of responsibility of data-protection
related positions within a network operator expands when the level increases.
Measures for Cybersecurity
Review (Draft)
(网络安全审查办法 (征求意见稿))

On 24 May 2019, the Cyberspace Administration of China published the
Measures for Cybersecurity Review (Draft) (“MCR”), establishing the Cyber
Security Review Office of the Cyber Administration of China and setting out
the powers and procedures by which it may investigate whether the cyber
security standards set out by laws and regulations are satisfied (“Review”).

Published: 24 May
2019
Effective: Draft

Link
(in Chinese)

The subject of Reviews under the MCR includes all critical information
infrastructure operators (“CII Operators”) who procure cyber security
products and services which may affect national security and any person
provided by any law, regulation or measures.
A Review is initiated either (i) by an CII Operator by applying to the Cyber
Security Review Office when a product or service procured may cause the CII
Operator’s main systems to cease functioning, where large amounts of
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Published: 31 May
2019

Link

personal information and important data may be leaked, where it poses a
threat to system maintenance and upgrades, and other major risks to cyber
security; or (ii) if the Cyber Security Review Office regards that the
procurement may affect national security.
The Review mainly takes into account factors such as (i) impact on stability of
operations of critical information infrastructure; (ii) safety of personal
information and important data; (iii) ability to control the product and services
and their transparency and security in maintaining their supply chain; (iv) for
defence industries, impact on the technology and industry of the critical
information infrastructure; (v) compliance with laws and regulations of China
by the supplier of products and services; and (vi) the extent and nature of
control of foreign governments in the supplier of products and services.
Provisions on Protecting Personal
Cyber Information of Children
(Draft)
(儿童个人信息网络保护规定
(征求意见稿))

On 31 May 2019, the Cyberspace Administration of China published the
Provisions on Protecting Personal Cyber Information of Children (Draft)
("Provisions"), setting out concrete standards for dealing with data regarding
children.

Effective: Draft

(in Chinese)

The Provisions now define ‘children’, for the purposes of data protection, as
persons under the age of 14. In relation to the collection of personal
information of children, the Provisions provide that clear and obvious
notification must be provided to the guardian, and the guardian’s express
consent is necessary, including where material changes occur to the use and
storage of such information.
In addition, accessing the personal information of children after collection
within an organisation is strictly limited to persons authorised by the
appointed information protection officer or manager. Where the child or the
guardian terminates use of the product or service or where the guardian
withdraws consent, there is a right for such information to be deleted.

June
Measures for Security
Assessment for Cross-border
Transfer of Personal Information
(Draft)
(儿童个人信息网络保护规定
(征求意见稿))

On 13 June 2019, the Cyberspace Administration of China published the
Measures for Security Assessment for Cross-border Transfer of Personal
Information (Draft) (“Measures”) setting out the procedures required and
attributes taken into account when a network operator intends to transfer
personal information outside of China.

Published: 13 June
2019
Effective: Draft

Link
(in Chinese)

The Measures provide that where a network operator intends to transfer
personal information outside of China, it must submit to the relevant
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provincial Cyberspace Administration a personal information cross-border
security appraisal (“Appraisal”). Where a foreign entity collects personal
information via the internet, it has a duty to submit an Appraisal through its
Chinese legal representative or entity.
The Appraisal consists of the appraisal report, the contract between the
network operator and the recipient (“Contract”), the personal information
export security risk and security protection analysis (“Security Analysis”),
and other requested materials. The Appraisal covers 6 major areas: (i)
whether the transfer complies with Chinese laws and regulations; (ii) whether
the Contract sufficiently protects the personal data subjects’ interests; (iii)
whether the Contract can be enforced; (iv) whether there is a history of the
interests of the personal data subjects being harmed involving the recipient;
(v) whether the personal information was obtained legally; and (vi) other
attributes for appraisal. It is not expressly required to demonstrate the
necessity of transferring personal information outside of China in the
Appraisal.
In respect of the Contract, it must cover: (i) terms as to the export of
personal information; (ii) the duties and obligations of the network operator
and the information recipient; and (iii) restrictions on transfer of personal
information to other third parties unless certain conditions are met. For the
Security Analysis, it must cover: (i) the basic information of the network
operator and recipient; (ii) the plan for the export of personal information;
and (iii) analysis of risks and the measures for protection.
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An event organised by Partnering Robotics Ltd together with two of its local
partners, the State Investment Corporation and MCB Capital Markets, marked
the official launch of a commercial product called Diya One, an autonomous
and mobile robot with air-purification and well-being capabilities that can
navigate in large and dynamic indoor environments of up to 1,000 square
metres.

7 June 2019

Official Launch of
Diya One in
Mauritius

10 June 2019

National Budget
2019-20

June
Neuro-inspired AI robot, Diya
One, officially presented in
Mauritius

The Mauritian Minister of Technology, Communication and Innovation, who
was also present during the launch, declared that Diya One has arrived at a
time where Mauritius is inclined to embark on the adoption of emerging
technologies with a view to address its socio-economic challenges. The
Mauritian Government, admittedly, will foster the development of new growth
enablers such as the Internet of Things, Big Data and Data Science, Artificial
Intelligence, the Blockchain and Augmented Reality.
Mauritius to become a Fintech
hub in the region

The Mauritian Prime Minister and Minister of Finance and Economic
Development delivered the National Budget 2019-20, which makes provision
for a number of measures to enable sustainable economic development,
aligned with a sound environment strategy. In his endeavour to position
Mauritius as a smart island, the Mauritian Prime Minister announced several
innovative measures on various fronts:
1.

Mauritius as a Fintech Hub in the region:
The Financial Services Commission (“FSC”) of Mauritius will, amongst
others:


establish a regime for Robotics and AI enabled financial advisory
services;
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introduce a new licence for Fintech Service providers;



encourage self-regulation for Fintech activities in consultation with
the United Nations Office on Drugs and Crime; and



introduce the use of e-signatures and e-licences on a pilot basis.

Impact date

Links

Regulatory framework reinforced to fight fraud, corruption and financial
crimes:
The FSC will develop a financial data handling code of conduct to
address cyber risks.

3.

Financial Services Sector:
A scheme for headquartering of ‘e-commerce’ activities will be
introduced to diversify the product base of the Mauritius International
Financial Centre.

4.

5.

Efficiency of public services


An e-health project will be implemented to provide that data on the
medical history of patients are made available to all hospitals across
the country in real time. This major reform in the public health
sector will save time for patients, and will give them more flexibility
to seek treatment in hospitals; thus greatly facilitating the treatment
of patients;



E-signatures and e-licences combined with the implementation of a
National Authentication Framework as well as the integration of epayment solutions across government agencies will be introduced as
part of the technology transformation agenda of the National Budget
2019-20.



A digitalised Queue Management System will be integrated in
government services which will help organisations to manage
queues more efficiently and organise the waiting process by
informing customers about their place in the queue and waiting
time. Citizens will also be able to register in the Digital Queuing
System via the Internet or through mobile apps. In the first
instance, the service will be offered for issuance of Identity Cards
and registration of vehicles.

Education
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Post-graduate courses in AI and Robotics will be offered by a
Mauritian university in collaboration with two French universities.



The Human Resource Development Council of Mauritius will set up a
six-month AI Skills Development Programme for 100 students with
the support of the local universities and international experts.



A “Post-Study Work Visa”, valid for a period of three years, will be
introduced for international undergraduate students having
completed studies in sectors where there is a scarcity of skills such
as ICT, Fintech and AI.

Impact date

Links

Online Betting Legal Framework
In line with the intention to developing Mauritius as an online betting
platform for foreigners, the Economic Development Board will issue a
“Sandbox Licence” to enable interested parties to develop a licensing
programme that would include the elaboration of an appropriate legal
framework, the choice of latest software solutions for real-time tax
deduction at source for every online betting transaction and exploring
risk-assessed Blockchain and Crypto Currency initiatives.
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On 11 April 2019, Massachusetts’ new breach notification law went into effect.
The law now requires:

11 April 2019

Mass. H.B. 4.806

19 June 2019

New York Privacy Act

April
Massachusetts’ new breach
notification law



companies that suffer data breaches involving social security numbers
to provide credit monitoring services for a minimum of 18 months to
affected consumers free of charge; this requirement becomes 42
months if the company that suffered the breach is a credit monitoring
agency;



post-breach notice sent to the Massachusetts Attorney General and
the state’s Office of Consumer Affairs and Business Regulation
(“OCABR”) to include whether the company has a written information
security program in place and the type of information compromised;
and



corporations providing post-breach notification to consumers to
identify any parent or affiliated corporations.

The law also requires OCABR to post information about the breach on its
website, including a copy of the notice sent to consumers regarding the
breach and instructions on how consumers could get access to the notice sent
to the OCABR and the state attorney general.

May
New York introduces its own
comprehensive data privacy
legislation

The State of New York considered its own comprehensive data privacy bill-The
New York Privacy Act, but ultimately failed to pass it this legislative session.
The bill was introduced by state Senator Kevin Thomas on 9 May and was the
subject of a hearing of the New York State Consumer Protection Committee.
The bill mirrored California’s impending Consumer Privacy Act (CCPA) and

Updata Edition 4 – April to June 2019 edition | Updates by territory

65

United States
Development

Summary

Impact date

Links

9 May 2019

FinCEN
cryptocurrency
guidance

1 October 2019

Nevada Senate Bill
220

Europe’s GDPR in many ways: it had an expansive definition of personal
information and required businesses that process personal information of New
York residents to provide those individuals with data privacy rights similar to
the CCPA.
New York’s privacy law would also have been more expansive and different
from the CCPA in multiple ways. For one, New York’s law did not have
California’s threshold requirements on the definition of a “business,” but,
would have applied to all businesses regardless of their size or revenue. New
York’s law also would have created a comprehensive private right of action
and would not have explicitly included an exemption for data covered by the
Gramm-Leech-Bliley Act (GLBA).
It is very likely that New York State will continue to push for enhanced privacy
legislation.
FinCen issues cryptocurrency
guidance

Nevada joins California as only
other state to give consumers
the right to opt out of the sale of
their personal information

Recognizing the prevalence of cryptocurrencies but also their potential for
abuse (including money laundering and sanctions evasion), the Financial
Crimes Enforcement Network (FinCEN) at the U.S. Treasury Department
recently issued guidance that consolidated the agency’s regulatory framework
for cryptocurrencies. The purpose of the guidance is to provide those financial
institutions using cryptocurrencies with an understanding of how FinCEN’s
regulations under the Bank Secrecy Act (BSA) apply to cryptocurrencies, as
well as advice on illicit activity involving cryptocurrencies. The key takeaways
from the guidance include:


FinCEN has a broad definition of cryptocurrencies and it will look to
see what function the currency serves to see if it is subject to FinCEN
regulation;



FinCEN’s definition of money service business includes peer-to-peer
exchanges for cryptocurrencies, depending on the business model;
and



whether an initial coin offering is subject to FinCen regulations is a
matter of facts and circumstances.

Nevada just joined California as the only other state to grant consumers the
right to opt out of the sale of their personal information. Senate Bill 220,
which Governor Steve Sisolak signed into law on 29 May, goes into effect on
1 October 2019, giving certain businesses operating in Nevada a trial run of
how to implement the right to opt-out of sale of personal information before

Updata Edition 4 – April to June 2019 edition | Updates by territory

66

United States
Development

Summary

Impact date

Links

the California Consumer Privacy Act (“CCPA”) goes into effect a few months
later.
It is important to note that Nevada’s law is narrower than the CCPA in certain
ways. It provides consumers only with the right to opt out of data sales for
monetary consideration, and does not provide consumers with broad rights to
access, portability and deletion of their data that are provided by the CCPA
and by the European Union’s General Data Protection Regulation (“GDPR”).
The CCPA’s definition of personal information, for example, is limited to
personally identifiable information, which is significantly narrower than its
definition of personal information, and does not apply to employees or to
business-to-business contacts. Consumers will have the right to direct website
operators not to sell their information, but the definition of “sale” excludes
data disclosures to affiliates and data processors and disclosures that are
“consistent with reasonable expectations of a consumer,” given the context.
Website operator is defined as a person that: (1) owns or operates an
Internet website or online service for commercial purposes; (2) collects and
maintains covered information from Nevada residents that use or visit the
internet website or online service; and (3) purposefully directs its activities
toward Nevada (based on the Constitutional test of having a sufficient nexus
to the state). Notably, the definition of an operator excludes third parties that
operate, host, or manage a website on an owner’s behalf and entities and
their affiliates that are subject to the Gramm-Leach-Bliley Act (“GLBA”) or the
Health Insurance Portability and Accountability Act (“HIPAA”). This is an
entity-wide exemption that is similar to that available under Illinois’
Biometrics Information Privacy Act and is broader than the GLBA exemption
under the CCPA.
Maine passes legislation limiting
Personal Information collected by
broadband internet service
providers

Maine also recently took a step to protect consumer privacy online by passing
Legislative Document 946 on 31 May. The law prevents broadband internet
service providers from using, disclosing, selling or permitting access to
consumer personal information without consumer consent, and it requires
providers to provide a clear and conspicuous notice of the provider’s
obligations and the consumer’s rights under the law. The law also requires
broadband providers to take reasonable steps to protect customer personal
information that takes into account the nature and scope of the provider’s
activities, among other factors.

31 May 2019

L.D. 946

Deadline passes for California’s
Consumer Privacy Act

31 May was the last day for bills to pass their originating chamber in the
California legislature for this legislative session. The California Senate will now
have until 13 September to pass the potential California Consumer Privacy Act

1 January 2020

AB 25
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United States
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Summary

amendments to pass their
original chamber

(“CCPA”) amendments it has received from the Assembly, and Governor
Gavin Newsom will have until 13 October to sign into law any amendments
passed by both chambers. Meanwhile, we are still waiting on the California
Attorney General to pass regulations clarifying major provisions of the CCPA.
While there is quite a bit of uncertainty regarding the CCPA before its effective
date of 1 January, it remains prudent to take steps now to come into
compliance.

Impact date

Links
AB 1281
Eversheds
Sutherland CCPA
website

The major CCPA amendments that passed the assembly and are now being
considered by the Senate include:


Assembly Bill 25, which would remove employees, job applicants, and
contractors from the scope of the law;



Assembly Bill 981, which would change California’s Insurance
Information and Privacy Protection Act to make it align with the CCPA;
and



Assembly Bill 1281, which would create disclosure and consent
requirements for companies that use facial recognition technology.

Senate Bill 561, which would have created a general private right of action for
all potential violations under the CCPA, did not make it to the Assembly for
consideration.
For further information on California Consumer Privacy Act, you can see our
dedicated website here.

June
FTC issues settlement and
consent order for cybersecurity
violations

On 12 June, the Federal Trade Commission (“FTC”) issued a Consent Order
settling a case arising from a 2016 data breach that hit a provider of Dealer
Management Systems to auto dealers and dealer groups (the “Company”).
The settlement requires the Company to implement specific data security
protocols, similar to those that the FTC had required in earlier settlements this
year, including annual senior executive sign off on the state of the Company’s
cybersecurity.

12 June 2019

Press Release
Consent Order

In addition, the FTC is requiring yearly cyber training for employees across
the board; regular and consistent monitoring for data security incidents; and
access controls and up-to-date inventorying of devices on the company’s
networks. All of this further indicates that the FTC-like other regulators in the
US and abroad-is looking for a comprehensive, proactive, and risk-based
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1 January 2020

Texas H.B. 4390

17 June 2019

SHIELD Act

cybersecurity program that starts at the top and permeates through all levels
of a company.
Texas amends Breach
Notification Law and creates
Data Privacy Panel

On 14 June, the state of Texas passed House Bill 4390 into law. The
legislation creates an Attorney General notification requirement if 250 Texans
are affected by a data breach. AG notification must include a detailed
description of the breach; what information was compromised; how many
residents were affected; measures taken to mitigate the breach; and whether
law enforcement has been notified. The law also requires that individuals be
notified within 60 days of having their personal information compromised. The
new breach notification requirements go into effect on 1 January 2020.
On the data privacy side, the law creates a Texas Privacy Protection Advisory
Council, whose purpose it is to study data privacy laws and make
recommendations to the legislature by 1 September 2020.

New York amends its breach
notification law and adds
cybersecurity requirements

On 17 June, the New York legislature passed the SHIELD Act, which amends
the state’s breach notification law and adds data security protection
requirements for companies to adhere to. Among other things, the law
expands the definition of personal information to include biometric
information; account, credit, or debit card numbers if circumstances exist
where such numbers could be used to access an individual’s financial account;
a user name or e-mail address in combination with information that would
permit access to the account; and any unsecured protected health information
as defined under HIPAA. Regarding data security protections, the law requires
one or more employees to coordinate the company’s security program that,
among other things, must: 1) identify reasonably foreseeable internal and
external risks; 2) assess the sufficiency of safeguards in place to control the
identified risks; and 3) adjust the security program in light of business
changes or circumstances.

Updata Edition 4 – April to June 2019 edition | Updates by territory

69

Contributors

Russia

Victoria Goldman
Managing Partner

Ekaterina Mironova
Senior Associate

T: +7 (921) 999 3111
victoria.goldman@
eversheds-sutherland.ru

T: +7 (903) 001 1534
ekaterina.mironova@
eversheds-sutherland.ru

Ivan Kaisarov
Associate
T: +7 (921) 643 2468
ivan.kaisarov@
eversheds-sutherland.ru

Development

Summary

Impact date

Links

On 1 May 2019, the President of the Russian Federation signed into law a bill
which introduces rules providing for the safe and sustainable functioning of
the Internet on Russian territory (“RuNet”): Federal Law No.90-FZ of 1 May
2019.

1 November 2019

Link

(most of the
provisions)

(in Russian)

May
Internet Stabilization Law

The Law will allow the Russian government to control all connections between
the Russian segment of the Internet and the rest of the world. It provides for
the creation of infrastructure that would enable RuNet to work in isolation if
operators are unable to connect with internet servers abroad. The authority
responsible for executing the Law will be the Federal Service for Supervision
of Communications, Information Technology, and Mass Media of the Russian
Federation (“Roskomnadzor”).
In addition, this Law imposes different obligations and requirements for
communication operators, owners of technological communication networks,
owners of traffic exchange points, and owners of communication lines,
including the obligation to include special provisions in contracts related to
communication lines, notification obligations, etc.
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Impact date

Links

In June 2019 a bill was submitted to the Russian State Duma to introduce
administrative liability for non-compliance with the localization requirement of
Russian data protection legislation (the “Bill”). Currently, Russian legislation
does not provide for direct administrative liability in case of non-compliance
with this requirement. However, it is currently possible for the competent
authorities to restrict access to a particular website in such cases.

Ongoing – draft

Link

June
Increase of liability for noncompliance with personal data
localization requirement (bill)

(in Russian)

Under Russian personal data legislation when a personal data operator collects
personal data belonging to Russian citizens, including through the Internet
and information and telecommunication systems, the operator must record,
systematize, accumulate, store, clarify (update, change) and retrieve such
personal data belonging to Russian citizens using a database located on the
territory of the Russian Federation (“Localization Requirement”), except for
certain cases regulated in the law (for example, if data processing is directly
required by Russian law).
According to the Bill, the operator of personal data may be brought to
administrative liability in case of violation of the legal obligations related to
Localization Requirement. The Bill envisages administrative fines of up to RUB
6,000,000 (approx. EUR 85,000) for companies and up to 500,000 (approx.
EUR 7,000) for company officials; repeated violations, these fines my go up to
RUB 18,000,000 (approx. EUR 250 000) for companies and up to 1,000,000
(approx. EUR 14,000) for company officials.
If passed, the operator’s liability for the protection of personal data will see a
significant increase in scope.
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Spotlight on…
 Ireland: New guidance on CCTV
for controllers

We examine the DPC’s new guidance
on CCTV usage for controllers.
Read more…

 Global: Benefits and challenges
of the use of Over the Top
Platform

We discuss the benefits and challenges
of the use of Over the Top Platform.
Read more…

 Hong Kong: Monetary

Authority’s alert regarding eight
cyber security incidents
We examine banks’ reporting
obligations; two factor authentication;
and customer compensation, against
the backdrop of the Hong Kong
Monetary Authority’s recent alert.
Read more…

 UK: GDPR – one year on

We examine enforcement,
complaints and personal data
breach trends since 25 May 2018.
Read more…
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 EU: Meaning of “necessity” and

“contract” for lawful processing
and online services
We analyse the EDPB’s draft guidance
the processing of personal data under
Article 6(1)(b) GDPR in the context of
the provision of online services to data
subjects.
Read more…

 Brazil: Six reasons to care about
Brazil’s new data protection law
We set out the key reasons why clients
should care about Brazil’s new data
protection law in comparison to the
GDPR.
Read more…

 Sweden: Swedish Protective
Security Act

We look at Sweden’s new Protective
Security Act, which aims to better
protect systems and information from
cyber-attacks as well as more
traditional threats.
Read more…

 US: Is the CCPA proliferating? A  Hong Kong: Data privacy
midyear data privacy legislative
round-up

We highlight potential significant
changes to the CCPA and other data
privacy laws making their way through
US state legislatures.
Read more…

implications of use of CCTV
footage in the press

We discuss the data privacy principles
that apply to video footage captured
hidden cameras and CCTV systems in
light of a recent news story.
Read more…
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