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Digital
Manufacturing
Technology is now having a revolutionary impact on the whole manufacturing sector, both
in terms of manufacturing processers and the goods which can now be produced.
In all of this, the major catalysts for change relate to:

Smart Manufacturing

Additive Manufacturing

These disruptive technologies are having a radical effect on how products are designed,
manufactured and sold. In all of this, issues such as intellectual property, cyber security
and data are of central importance whilst, at the same time, the rapid uptake of these
new technologies is having a radical impact on how manufacturers organise their
businesses and contract with their customers and supply chain partners.
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At Eversheds Sutherland, we advise over
300 clients in the manufacturing sector
alongside over 200 suppliers of information
technology and communications services
via our longstanding sector focus on both
the manufacturing and technology sectors.
We are at the heart of the convergence
between manufacturing and information
technology and are well placed to advise
clients in both of these sectors
on issues arising out of the digitisation
of manufacturing.

These issues have some common threads across Smart
Manufacturing and Additive Manufacturing. These
opportunities and risks can be summarised
under the following themes:

It is anticipated that Smart Manufacturing and Additive
Manufacturing will be widely implemented by many
more manufacturers over the next 5 years. The
adoption of these technologies, whilst bringing lots of
opportunities, will also be highly disruptive to traditional
design and manufacturing processes and supply chains.
This will, in turn, create new and complex issues for
both manufacturing companies and the suppliers of
technology and communications services to consider.

In order to fully realise the opportunities created by
these radical developments, the senior executives of all
manufacturing companies need to fully understand the
commercial and technological benefits which are
there to be exploited. In addition to the opportunities,
companies also need to plan how they will manage the
associated legal risks and compliance issues which
need to be considered and resolved as part of the
process of commercializing the opportunities which
are made possible by the adoption of these disruptive
new technologies.
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–

data is the new gold

–

security is critical

–

intellectual property protection and digital
rights management will become the norm
in manufacturing

–

traditional business models will be radically affected
as new ways of doing business take off
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How is the pervasive networking of people, things, and machines creating
completely new production environments?
Introduction
Whilst manufacturing has been highly automated for
many years, a so called fourth industrial revolution (which
is generally referred to as “Industry 4.0”) is now well
underway and is having a fundamental impact on how
manufacturers:
—— design and manufacture their products
—— interact with other companies in the supply chain
—— interact with their customers through the life of the

products
What is a smart factory?
A smart factory is a manufacturing facility in which
everything is fully connected. This generally means that:
—— all of a company’s factories are connected with each

other and the manufacturers’ supply and distribution
chain partners which will, in turn, enable smarter and
more flexible production processes
—— all of the robots are fully connected with both each

other and the products which are being produced.
This, in turn, enables the products which are being
produced to direct the robots as to what they
need to do to the product and for the product to
be fully customisable to meet individual customer
requirements
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—— all systems are fully interoperable and capable of self-

configuration and diagnostics
—— all information is fully transparent
—— all companies who are supplying the manufacturer

with goods and services are fully connected
—— all staff who are engaged in the design, manufacturing

and distribution processes are fully connected, often
utilising wearable technology, so as to be able to work
in smarter ways
—— artificial intelligence is being used so that the systems

can predict what needs to be done
As a result, rather than machines mass producing
products, the product is able to communicate with the
machinery to tell it what to do. This allows the products
which are being produced to be readily configured to
satisfy customer demand.
In all of this, it is clear that smart factories are going
to revolutionise the way in which many products are
produced, particularly when combined with other new
technologies such as additive manufacturing and the whole
world of the internet of things which is also revolutionising
many of the products which are manufactured.
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What are the key issues to consider?nts?

Data is the new Gold
Industry 4.0 relies on the transparency of data, much
of which will relate to the design of the product, the
requirements of the customers who will be buying the
products and the way in which the products are used by
customers.
Data security is paramount. It is essential to protect the
data which will be being shared between a wide variety
of connected systems and service providers. In all of this,
careful thought needs to be given to the extent that the ever
increasing amount of personal data which will be created
and processed by the connected systems which are used
in a smart factory can then be accessed by those outside of
the company and the extent to which such personal data
will be shared with third parties who are involved in the
smart manufacturing process particularly if this involves a
transfer of such personal data outside of the EU.
In addition, in a smart factory where workers will be using
wearable technology, it immediately becomes possible for
employers to record and track the activity and movement
of its workers. This will lead to new issues arising in the
work place regarding the privacy of workers and those
whose activities are recorded by wearable devices.

Increased use of IT – cloud
computing, big data, data centres
As the volume of data which needs to be processed
by manufacturers increases, so too will the need for
various cloud computing and data centre services and
solutions which will enable manufacturers to operate a
smart factory. These services will become increasingly
critical to the successful operation of any smart factory
and much attention will need to be paid to the terms of
these contracts. Here, any unavailability of a cloud or
data centre service could not just be inconvenient for a
particular process but it could mean that all production
has to stop until the issue is resolved.

Creation of new digitally enabled
products and services
As products become digitally enabled, they will
be embedded with software and communications
technology. This adds to the complexity of the products
that are being produced and the support that such
products will need from the manufacturers once sold.

Fully integrated IT
Radical impact on business models
For all of this to work, all systems must be fully integrated
and must be reliable and supported so as to ensure that
the systems are available for use at all times whilst the
factory is producing goods. Clearly, any issues in one
system could have a serious impact on the ability of a
manufacturer to produce.
This means that manufacturers need to pay particular
attention to all contractual arrangements with technology
providers so as to ensure that all issues have been covered.
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As products become digitally enabled, manufacturers
need to consider developing new “as a service” models
for the distribution of such products to consumers and
other service providers. These models may result in fewer
physical products being sold to consumers as more
products will be made available to customers as a service.
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Impact on supply chains and
logistics
As the manufacturing process becomes smart, the
suppliers and distributors of the manufacturer will need
to ensure that they work with the manufacturer to fully
support smart manufacturing processes. As a result, better
communications with suppliers via digital processes will
allow for better integration, transparency and efficiency
as the whole supply chain, manufacturing, logistics
and distribution processes become fully integrated.
In so doing, new sourcing, logistics, warehousing and
distribution models will evolve.

Skills
With increased digitisation will come the need for
manufacturers to retrain their workforce in the use of the
new technologies (including wearable technologies) and
for businesses to be able to adapt their organisations and
business processes to fully benefit from Industry 4.0.

Cyber security
As all of the smart systems will now be connected to the
internet, all manufacturers will be increasingly vulnerable
to cyber-attacks. These cyber-attacks may threaten the
operation of the smart factory as well as all of the data
and IP of the manufacturer. Given the myriad of systems
involved, production facilities will have many potential
points of vulnerability to disruptive attacks on the systems
along with increased threats from those who want to
steal the personal data, trade secrets and other’s sensitive
information which is stored on a manufacturers systems.

Product liability
As products become increasingly configurable to meet
customer requirements, manufacturers need to pay
particular attention to the safety of the configured product
and to any potential product liability issues that may arise.
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Intellectual Property
As more and more products are to be produced via smart
factories, the risk of the digital design files of the products
being stolen will increase. Once a third party has access
to those digital design files, it will be easier for them to
produce their own perfect copies. For this reason, it will be
critically important for all companies to ensure that they
maximise the potential intellectual property protection that
is sought to protect their products. Companies need to
develop and implement a strategy to protect and exploit
their designs in a digital environment.
In addition, as it becomes possible for manufacturers
to produce products which are made to or which
incorporate customer designs, questions will arise
regarding who owns the IP, what licences are required,
alongside potential infringement issues between
customers, manufacturers and third parties.

Industry consolidation between the
manufacturing and technology sectors
Traditional manufacturers are looking to form business
critical relationships with technology suppliers – whether by
strategic alliances, joint ventures, acquisitions or investments.
There is clearly much interest in the manufacturing sector
in developing and exploiting new technology as well
as in acquiring businesses which have developed new
technologies which are relevant to the manufacturer as
companies strive to gain competitive advantage in terms of
how they operate and in what they produce.

Threat of new entrants
Digitisation is disrupting the manufacturing sector. With
this, many technology suppliers are now looking at the
opportunities to extend the scope of their activities so as
to start producing their own smart products. For example,
rumours of the Apple car will not go away. In addition, the
emerging “as a service” model will enable a new range of
service providers to create businesses out of selling rights
to use the products of a manufacturer “as a service” to
customers who traditionally bought the physical products.
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Additive
Manufacturing
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The advantages of Additive Manufacturing

How does additive manufacture work?

Whilst traditional mass manufacturing processes are a
very quick and cost effective way of producing goods on
a large scale, the processes do have some constraints
such as:

A design file is downloaded to a specialist 3D printer, which
then uses the downloaded design file to create 2D slices of
the product. These are then used to guide the 3D printer
to build up the product by depositing micro thin layers of
material which are fused together by melting, softening,
binding or spraying the material with a hardening agent.

—— requiring significant investment in tooling
—— creating a considerable amount of waste
—— suffering from technical constraints around the

complexity of shapes produced
—— not being clean or sustainable and
—— requiring large stocks of raw materials and long-lead

order pipelines
Additive manufacturing turns these traditional
manufacturing issues on their head by:
—— reducing barriers to entry in terms of investment
—— potentially allowing anybody in the supply chain to

produce lower quantities of products on a just in time
basis close to the point at which the products are needed
—— reducing wastage
—— reducing pollution (in terms of waste material, energy

use and transportation)
—— requiring limited stock holding
—— allowing for complex, intricate and precise design/

production including, in time, electronically enabled
products
—— allowing for the possibility of creating product

designs which could not be produced via traditional
manufacturing processes
Whilst additive manufacturing can be used to produce
simple products, the real impact is likely to be seen as
additive manufacturing enables companies to design and
produce new products or shapes which were previously
impossible to produce using traditional processes.
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Recent developments in the technology and
accompanying price reductions on printers and raw
materials have brought additive manufacture to the tipping
point of becoming a mainstream means of producing
products for both consumer and business applications.
The additive manufacturing process does away with the
need for specialist tooling and assembly lines. One single
3D printer can produce many different products depending
on the design files downloaded. Products can now be
produced via 3D printers using not only a wide range of
plastic and composite materials but also simulated fabrics
and molten metals. It is even possible to produce human
tissue and body organs using a patient’s own cultured cells
or stem cells.
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Radical impact on
business models

Creation of new products
and services

Additive Manufacturing allows manufacturers to take
advantage of the following opportunities:

By adopting Additive Manufacturing processes, designers
can create radically different and more complex design
solutions for components and products which are also
lighter and more efficient than was previously possible to
manufacture using traditional processes.

—— manufacturers and designers can license customers to

3D print their own supplies of products
—— companies, particularly start ups, will be more readily

able to commercialise their new product designs as it
will no longer be necessary to invest in any expensive
moulds, jigs and manufacturing processes which have
historically been necessary to competitively mass
produce products by conventional methods. At its
simplest, all that a company needs to produce many
articles in the future will be a 3D printer
—— low volume production can be as viable as mass

production as the cost of 3D printing one product is
the same as the cost of 3D printing many copies

Additive Manufacturing removes many of the limitations
encountered with traditional manufacturing processes
in relation to the shape of the products which can be
manufactured using existing manufacturing techniques.
All manner of products can be produced via 3D printing –
including metals, composites and even foods, electronics,
body parts and pharmaceuticals.
3D printing also enables fast track prototyping.

—— manufacturing can be “brought home” as products

can be now be viably produced at the point of
demand. This results in huge supply chain implications
and environmental benefits

Customisation

—— manufacturers can produce infinite numbers of

customised products to meet the requirement of
individual customers
—— spare parts can be easily produced for all new and

historic products
—— raw materials will need to be produced and widely

distributed in powdered form to enable 3D printing.
This will result in significant changes for logistics
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We are approaching an era when personalised
manufacturing can take place anywhere, anytime and at
a price that is commercially viable. This will enable a vast
array of new products to be produced, potentially on a
made to measure basis, in ways that were previously not
economically viable.
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Increased use of IT – cloud
Security
computing, big data and data centres
3D printing relies on the distribution of digital design
files which are rich in data. The widespread adoption of
3D printing will require increases in available bandwidth
alongside cloud and data centre storage solutions to
help companies manage and manipulate huge numbers
of digital design files.

It will be necessary to fully protect any 3D printing
facilities (including all design files, personal data, trade
secrets and other sensitive information) against
cyber attacks.

Intellectual Property
Product liability
Are products made via 3D safe?
If a product is 3D printed by a licensee of the design,
who is liable if there is a defect in the product – it may
not be a design issue but it may relate to failures by the
entity who “prints” the product.
Other important questions to consider are:
—— who is liable if a product manufactured to a customer

design goes wrong?
—— who is the manufacturer when a purchaser produces

a product at home on its own printer?

As 3D printing requires the creation and distribution over
the internet of digital design files, there is a significant risk
that the digital design files may be stolen by hackers and
used to produce counterfeit products. These counterfeits
can be “printed” locally to avoid the traditional customs
checks.
All of the new product designs which are specifically
designed to be 3D printed, all require proper IP protection.
Once properly protected, companies can exploit a
digital library of product designs as part of a digital rights
management programme
What constitutes infringement – home copying for
personal use is permissible by law (although the scale of
home copying that may now occur was not anticipated by
law makers)
Companies need to devise strategies to maximise the IP
protection that is available to them in the context of their
product designs. Here, different elements (such as surface
decoration) can be added to product designs to increase
the layers of IP protection which is available.
All digital design files should be encrypted.
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