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Introduction
All higher education providers operate in a highly  
complex environment of learning and research. 

They need advice on a broad range of dispute 
management and resolution issues involving 
complex, and specialist subject areas. Our 
dedicated education dispute resolution team 
has the expertise to address each of your needs 
and is nationally recognised for excellence on 
advising on the broadest range of commercial, 
regulatory and student related disputes. From 

low value claims to multimillion pound disputes, 
cross-jurisdictional challenges and high profile 
and reputationally sensitive actions. They are 
also highly experienced at all forms of 
alternative dispute resolution including 
mediation, early neutral evaluation and 
arbitration.
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Because HEIs hold significant volumes of sensitive personal and 
corporate data, and valuable confidential information and 
intellectual property, they remain at high risk of internal and 
external data security breaches. 

Cyber, data privacy 
litigation and data 
disputes

Examples of our recent work in the sector include

 – advising an education sector client on its response 
to a significant cyber-attack involving unauthorised 
third-party access to servers containing personal 
data held in relation to current and former students 
and staff

 – assisting a number of universities in their response 
to a cyber-attack against leading software provider 
Blackbaud, including contract reviews; advising on 
termination; and handling data breach claims 
arising out of the attack

 – acting for an education sector client on its 
response to claims of breach of GDPR, misuse of 
private information and breach of confidence 
arising from an investigation into serious employee 
misconduct

 – working with key stakeholders of education 
institutions to review contractual portfolios, 
identify areas of cyber risk and propose mitigation 
strategies

 – acting for multiple further and higher education 
institutions advising on and defending a variety of 
data breach claims, from one-off inadvertent 
disclosures to larger-scale breaches

Breaches are frequent, sophisticated and, as we have 
seen, the financial and reputational consequences can 
be huge, whether because of regulatory fines, litigation 
and/or a loss of trust.

We have a multi-disciplinary team of specialists, with 
strength in depth and extensive experience in the UK 
and globally. We help clients prepare for, respond to, 
and resolve their cyber, individual and group data 
privacy litigation and data disputes. This includes 
working with many clients to develop operational 
resilience capabilities, to proactively improve their 
systems and controls to manage the risk of cyber-
attacks, and to implement remediation.

The team’s instructions span multiple jurisdictions and 
come from clients in both the private and the public 
sector, ranging from UK higher and further education 
institutions to prominent multinational companies. 
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Examples of the recent wider experience  
which we bring to the sector include:

 – acting for one of the largest online retailers in the 
world as their preferred supplier of data privacy 
litigation services in the UK

 – acting for a major financial services client in respect 
of one of the largest data breaches to take place in 
the UK

 – acting for a global, US-headquartered client on its 
response to a ransomware attack against a supplier, 
including incident response; pursuing claims and 
injunctive relief; managing regulatory response and 
defending data subject claims

 – acting for a technology provider as its preferred 
supplier in relation to its data security breach 
matters in the UK and Ireland which can impact its 
operations, corporate customers, joint ventures, 
supply chain, and employees and contractors 

 – regularly acting for clients across the retail and 
industrials sector on security and data breaches, at 
all levels of seriousness, including advising on 
immediate incident response and risk 
management, defending and bringing legal action 
against suppliers and other third -parties, and 
defending legal action brought by data subjects

Some questions to think about:

Who maintains and supports your systems,  
and to what standard?

Where there are multiple suppliers, are the dividing lines 
between them clear, as to who is responsible for 
protecting which systems and data stored there? 

Have those systems been independently audited and 
penetration tested?

What organisations process data on your behalf, what 
technical and organisational measures to protect that 
data do they have in place and when did you last audit 
and test those? 

Do you have Cyber insurance in place and, if so, does 
that policy allow you to choose who you call on to help 
you in a time of crisis, and what specific costs of a data 
breach incident does it cover and not cover? 
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All HEIs will want to cultivate and maintain a positive relationship 
with regulators whether OfS, OfSTED (for apprenticeship 
provision), the OIA or the range of other regulatory bodies they 
have to deal with. 

Public Law and 
Judicial Review 
Challenges

Examples of our recent work in the sector include

 – advising and acting for a university in relation to a 
threatened judicial review challenge to strategic 
re-structuring of academic departments which 
raised issues relating the statutory obligations of 
equality, freedom of speech and academic 
freedom

 – advising a university on a threatened judicial review 
challenge concerning the intersection of policies 
concerning equality, diversity and inclusion and the 
statutory obligations of free speech

 – advising and acting for a university in relation to an 
investigation undertaken by the OIA concerning 
changes to course provision during the COVID-19 
pandemic

 – defending JR proceedings brought by a PhD 
student challenging the institution’s approach to 
allegations of plagiarism by the student’s supervisor

Both OfS and OfSTED are becoming increasingly 
interventionist in their regulation of the sector though 
-and student complaints to the OIA are on the increase. 
The risk of being on the wrong end of a regulator’s 
decision is also therefore on the increase. If those 
circumstances arise, understanding the range of 
options which are realistically available, and making 
balanced decisions quickly about the implications, will 
be critical. 

For anyone considering pursuing a judicial review 
challenge, the potential impact in terms of time and 
expense can be very significant indeed. In addition, 
challenging the regulator is also likely to be a 
reputationally sensitive move and handling the PR 
issues astutely can be as important as assessing the 
legal merits. 

We have extensive experience of advising HEIs on a 
range of public law issues – both in the context of 
challenging the decisions of regulators and defending 
JR proceedings brought by disaffected students. 
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Examples of the recent wider experience  
which we bring to the sector include:

 – advising a transport and infrastructure client on 
high profile judicial review proceedings relating to 
a major redevelopment scheme involving the 
compulsory purchase of London’s third largest 
nightclub

 – acting for REPIC (the compliance membership 
scheme of a number of the world’s leading 
manufacturers of consumer electronics) to 
challenge the structure implemented in the UK to 
adopt the European WEEE Directive

 – acting for the Olympic Park Legacy Company on a 
challenge to its selection of the preferred bidder for 
the Olympic Stadium

Some questions to think about:

Do you think there are any weak spots in the 
institution’s governance framework? Where are the 
vulnerabilities in the institution’s ability to demonstrate 
it is complying with its registration conditions?

Are you up to speed with OfS enforcement powers  
and its latest comments about priorities for this year?

How comfortable do you feel that your team 
understand the Ofsted inspection process for 
apprenticeship provision in practice. 

How comfortable are you that you have systems and 
processes in place to capture the evidence which 
would be required. Would a workshop be helpful?

How confident are you that your safeguarding  
and governance processes would meet Ofsted’s 
inspection criteria?
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Traditionally more prevalent in the US, we are starting to see a 
growing trend in the UK, driven by claimant-side law firms actively 
advertising for claimants, backed by litigation funders. 

Group actions 

Examples of the wider experience of group  
claims we bring to the sector include

 – acting for a leading UK retailer in the defence of in 
excess of 3,000 equal pay claims being brought by 
current and former employees

 – acting for multiple retailers in competition 
damages claims against Mastercard and Visa 
relating to overcharged interchange fees, and 
advising others considering joining larger group 
actions

 – acting for a number of land owners -including a 
school- facing multi party claims arising from 
Japanese Knotweed on their land

 – acting for a number of global companies facing 
group nuisance claims arising from allegations of 
noise, odour and dust emissions from their use of 
land and property

They are arising out of a range of underlying issues, 
from data breaches to equal pay claims brought by 
employees. 

Education institutions are at particular risk, given their 
large numbers of students and employees. The 
potential for group actions brought by students has 
been particularly obvious in recent years in the context 
of disruption to study arising from industrial action or 
changes to course provision during the pandemic. It is 
an increasing risk in many different contexts however, 
particularly as ESG considerations continue to grow in 
prominence.

Whilst the value of each individual claim may be small, 
brought en masse the overall sum claimed has the 
potential to be very large. Group claims attract greater 
publicity and there are additional administrative 
burdens to deal with. Settlement can also be difficult, 
particularly at the early stage.

Being alive to potential group claims that could be 
brought against you, mitigating the risks of such claims 
arising, and having a well-considered response from 
the first indication of any claims or issues is key.

Many claimant groups are well-organised and well-
funded by legal insurers or third party funders meaning 
claimants don’t necessarily feel the “pain” of litigation in 
the same way, 

We are experienced however in helping clients pursue 
different strategies to make group claims harder to 
progress.
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Some questions to think about:

Who maintains and supports your systems,  
and to what standard?

Where there are multiple suppliers, are the dividing lines 
between them clear, as to who is responsible for 
protecting which systems and data stored there? 

Have those systems been independently audited and 
penetration tested?

What organisations process data on your behalf, what 
technical and organisational measures to protect that 
data do they have in place and when did you last audit 
and test those? 

Do you have Cyber insurance in place and, if so, does 
that policy allow you to choose who you call on to help 
you in a time of crisis, and what specific costs of a data 
breach incident does it cover and not cover? 
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Protestor disruption on campus can be triggered 
by a wide range of issues: student, staff or external. 

Disruption on Campus

Examples of our recent work in the sector include

 – advising a number of institutions on the successful 
resolution of student sit-ins on campus including 
the commencement of proceedings to obtain 
possession and advice on various “self-help” 
strategies

 – advising an HEI on student sit in protests arising 
from decisions taken about restrictions on campus 
during the Covid pandemic

The issues which spark protests can escalate quickly 
and draw in different sections of the campus population 
without warning.   Social media means that campaigns 
can become high profile, damaging to your reputation 
and difficult to manage very quickly.

And on-campus disruption has the potential to cause 
long-term damage to the reputation of the institution 
and its senior officers.

In a moment of crisis, it can be challenging to 
understand your options for responding, achieve clarity 
on risk implications and maintain robust decision 
making processes. The key to an effective response is 
to be ready. Forward planning enables you to consider 
whether preventative measures are possible; to be 
better informed about the options if disruption hits and 
to make more effective decisions in a crisis scenario. To 
be ready not reactive.

We have a proven track record of helping clients to 
respond to high profile, politically sensitive incidents on 
campus across the education sector and for clients in a 
range of other sectors. Our experienced property, 
student and industrial relations, media law and 
governance lawyers work as one team to provide a 
swift and effective response whatever the risks posed.  

Drawing on our experience of handling high profile 
protestor actions (for instance in the fracking and 
transport industries), we bring together key 
stakeholders across the institution to ensure an 
effective and consistent legal, practical and PR 
response to the campaign.

We also help institutions prepare for the risk of 
campaigns and disruption through scenario planning 
and crisis management workshops.
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Examples of the recent wider experience  
which we bring to the sector include:

 – acting for High Speed 2 in court proceedings to 
remove protestors from various sites along the 
route of the proposed HS2 line

 – acting for Cuadrilla in long running proceedings to 
prevent disruption to its fracking operations caused 
by environmental protestors

 – acting for a global oil company to obtain an 
injunction to restrain protestors disrupting an oil 
refinery

 – we have also obtained over 39 injunctions for 
clients seeking to prevent the practice of “urban 
exploring” where individuals free climb on high 
profile tall buildings to achieve social media profile

Some questions to think about:

How confident are you that you would have  
visibility of threats of campaigns and protest and  
could spot trends emerging which might  
foreshadow protest action?

How confident are you that you would spot on line/
social media activity which might foreshadow protest 
action?

Is your crisis management procedure up to date?  

Are you gold silver and bronze teams fully briefed and 
recently trained on how to crisis manage a protest on 
campus?
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We have experience in all areas of reputation 
management work, including defamation, 
harassment and anonymous internet forum posts. 

Reputation 
management

Examples of our recent work in the sector include

 – successfully defending an FEI, in the High Court 
and Court of Appeal, from a defamation claim 
arising from safeguarding concerns that were 
alleged to have been communicated to the 
claimant’s employer

 – preparing responses to press enquiries, for an FEI, 
relating to a student being charged with terrorism 
offences

 – advising an HEI on warnings to students about a 
company facilitating payments from overseas, 
where that company alleged that the HEI was 
defaming it

 – advising a large secondary school on serious issues 
of harassment of its staff, working with the police 
and the courts to ensure appropriate protections 
were put in place to ensure their ongoing safety 
(whilst also managing communication of the same 
to protect the school’s reputation)

We regularly work on a variety of matters within the 
education sector, ranging from defending against 
defamation claims from disgruntled employees to 
taking action in respect of harmful forum activity or 
articles by parents, students and employees. We have 
produced the attached guide to reputation 
management on social media to assist our education 
sector clients in identifying when an issue might 
become legally actionable and the key grounds 
necessary.
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Examples of the wider  
experience we bring to the sector

 – advising a local authority on managing defamation 
risks, in relation to the publication of a report into 
alleged mismanagement at the authority

 – obtaining numerous injunctions under the 
Protection from Harassment Act, protecting 
employees of our clients from harassment by a 
third party

 – prevented publication of a defamatory article in a 
widely-read healthcare industry journal, which 
would have questioned the efficacy of our client’s 
services and the legitimacy of its approach to the 
marketing of those services

Some questions to think about:

Do you have plans in place, to respond to press queries 
in the event of a major incident?

Do possible recipients of press queries know who to 
refer them to?  What if that person is not immediately 
available?

Do you consider the risk of a defamation claim against 
your institution, when communicating with students, 
parents, staff, new employers, or any other person?

Have your staff ever been harassed by a current or 
former student, parent or other third party?  What 
would you do if that occurred?

Do you know how these issues fit with the obligations 
on HEIs in particular, regarding freedom of speech?
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Contact details

James Hyde 
Partner

T: +44 113 200 4066  M: +44 796 965 3306
jameshyde@eversheds-sutherland.com

Matthew Chapman 
Principal Associate

T: +44 113 200 4237  M: +44 739 325 4319
matthewchapman@eversheds-sutherland.com

Alison Oldfield  
Partner

T: +44 113 200 4660  M: +44 777 558 7803
alisonoldfield@eversheds-sutherland.com

Emma Gordon 
Partner

T: +44 20 7919 4931  M: +44 782 590 4428
emmagordon@eversheds-sutherland.com

David Hughes 
Principal Consultant

T: +44 742 345 8548  M: +44 742 345 8548
davidhughes@konexoglobal.com

Jake McQuitty 
Partner

T: +44 20 7919 0600  M: +44 774 753 2453
jakemcquitty@eversheds-sutherland.com

Litigation and Dispute Management lead for the education sector

Cyber Security and Data Breach Claims
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Matthew Taylor 
Partner

T: +44 161 831 8245  M: +44 774 019 2377
matthewtaylor@eversheds-sutherland.com

Alison Oldfield  
Partner

T: +44 113 200 4660  M: +44 777 558 7803
alisonoldfield@eversheds-sutherland.com

Katlyn Wild 
Associate 

T: +44 113 200 4675 
katlynwild@eversheds-sutherland.com

Thomas Whitfield 
Legal Director

T: +44 161 831 8116  M: +44 782 446 0357
thomaswhitfield@eversheds-sutherland.com

Public Law and JR challenges and group claims/disruption on campus

Reputation management/defamation
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