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Welcome 

Firstly, it was great to see so many of you at 
September’s Annual TMT Conference. If you don’t 
receive invites to our events and would like to, 
please email me at tmt@eversheds.com. 

We also have useful slides and video clips which 
are available to view if you would like these. Our 
next event will see the launch of our new Cloud 
survey, in conjunction with The Lawyer, in the first 
quarter of next year. Please see more detail on this 
in the article “Focus on Cloud” below. This winter’s 
edition of the briefing is packed with updates and, 
unsurprisingly, given the news, you will see quite a 
focus on data protection amongst the other 
articles. As ever, we hope you find this briefing 
useful. If you have any feedback on the briefing or 
any ideas for events or comments generally, please 
do contact me at tmt@eversheds.com. As this is 
my last briefing in advance of the holiday break, I 
will take the opportunity to wish you all Happy 
Holidays and for those celebrating Christmas, a 
Happy Christmas.

Welcome to the December edition of Eversheds’ 
TMT briefing 

Charlotte Walker-Osborn 
Head of Technology,  
Media and Telecoms Sector
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Since then security breaches have continued to make the 
headlines and those affected continue to be concerned 
about the potential impact, not least in cases involving the 
possibility of leaked customer account details.

What?

Three key questions

An organisation will need to act swiftly following any data 
security breach, so it is vital to have policies and 
procedures in place which consider how the organisation 
will respond if a breach arises. Three key questions the 
organisation will need to ask are as follows:

1 Are we legally required to inform the Information 
Commissioner’s Office (“ICO”) about the breach?

2 Even if we are not legally required to inform the ICO, is 
this breach serious enough that the ICO will expect to 
be informed?

3 Should we issue communications about the breach to 
our customers, staff or other individuals who are the 
subjects of the data?

So what?

1.  Is our organisation legally required to inform the 
ICO of data security breaches?

At present, in the UK, organisations are legally required to 
inform the ICO of data security breaches if they are 
“service providers” under the Privacy and Communications 
(EC Directive) Regulations 2003 (“PECR”). 

As the ICO explain, this covers “in essence … someone who 
provides any service allowing members of the public to 
send electronic messages”.  It will include telecoms 
providers and internet service providers.” The definition 
may also cover organisations providing public Wi-Fi 
networks to their customers.  There is a specific exclusion 
in the definition for providers of “content services” – the 
ICO give shopping portals or online newspapers as 
examples of content services.

Organisations that are covered by PECR must notify the 
ICO of a breach within 24 hours of its detection.  There is 
no minimum level of seriousness required, as the ICO 
explains, even release of securely encrypted data should 
still technically be notified.  Where PECR applies, 
organisations must also inform users or subscribers of any 
breach that is “likely to adversely affect […their] personal 
data or privacy”.

As well as PECR, industry-specific reporting requirements 
also apply to organisations who are regulated by the 
Financial Conduct Authority.  Any organisations who are 
unclear as to whether they fall under PECR or the FCA 
reporting regime should seek specialist legal advice.  

2.  Even if we are not legally required to inform the 
ICO, is this breach serious enough that the ICO will 
expect to be informed?

Even where there is no legal requirement to report, the 
ICO have made it clear that they expect to be informed of 
any “serious breach” in relation to personal data, in order to 
help them perform their function, provide advice and deal 
with complaints.

Security breaches: still 
under the spotlight

In September, we discussed some of the issues an organisation 
faces if it suffers a security breach which involves personal data 
relating to its customers, staff or other individuals 
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Failure to disclose could potentially lead to a harsher 
penalty should the breach come to the attention of the 
ICO.  The ICO have stated that it is not their approach to 
publicise security breaches they are informed of that are 
not already in the public domain, although they may advise 
the organisation itself to do this.

The key points of ICO guidance on whether a breach is 
sufficiently serious to require notification include the 
following:

 – The overriding consideration is the potential detriment 
to individuals (including emotional distress as well as 
both physical and financial damage).  Examples of 
detriment include exposure to identity theft and 
information about private aspects of an individual’s life 
becoming known to others.

 – Conversely, if there is little risk of significant detriment 
then an organisation need not notify the ICO. Examples 
given include the theft of a laptop which is properly 
encrypted or data which was already publicly available.

 – Low volumes of data where there is no particular 
sensitivity are not reportable.  However, every case 
must be judged on its own merits and if the 
organisation “is unsure of whether or not report, the 
presumption should be to report”. 

 – Sufficiently sensitive data may require reporting even if 
only one record is released, linking to the overriding 
consideration of detriment to the individual. 

3.  Should we issue communications about the 
breach to our customers, staff or other individuals 
who are the subjects of the data?

Where communicating details of the breach is not legally 
required, this can be one of the most difficult decisions for 
organisations to take.  The ICO are clear that 
communicating to the subjects of the data breach is not 
required in every situation.  Additionally, the ICO reiterate 
that communicating a breach to individuals should not be 
an end in itself – it should have a clear purpose (for 
example, to enable the individuals to act to protect 
themselves from fraud). 

Amongst the considerations are:

 – Will informing the individuals help them? Can they act 
to reduce the harm they might suffer (for example, 
cancelling credit cards, changing passwords, being 
more alert to potential fraud)? 

 
It should be noted that helping an individual to mitigate 
any financial loss they may suffer will also have an effect 
on the amount of a claim they may have against the 
organisation.

 – Take care not to “over-notify”.  For example, if a breach 
only relates to a small proportion of customers and an 
organisation chooses to inform all of its customers 
about the breach it may create a risk of 
disproportionate enquiries from unaffected individuals.  

The commercial factors which may influence an 
organisation considering whether to communicate any 
breaches to individuals include:

 – Is the breach already public knowledge? 
 
If so, it may be beneficial to attempt to gain some sort 
of control over the reporting of the breach and provide 
clear information of what has happened and how the 
organisation has dealt with it. 

 – What would be the potential outcome if we didn’t 
inform the individuals and the breach later came to 
their attention from other sources? 
 
It could add further damage to a brand if it was 
perceived to have tried to cover up the breach.

In summary, unless the organisation has a legal duty to 
notify the breach to the ICO and inform the affected 
individuals, it faces difficult decisions as to whether it 
notifies the ICO and whether it goes public with the breach 
or not.  One of the key things will be for it to balance the 
risks of disclosing the breach against the risks of not 
disclosing.  In most circumstances it will be advisable to 
make this decision at a very early stage, and therefore, it is 
imperative that the organisation has systems in place 
which enable senior management to be informed of any 
breaches as soon as possible so that they can respond in a 
timely manner. 

For more information contact:

Paula Barrett
Partner 
paulabarrett@eversheds.com

John Inglese
Associate
johninglese@eversheds.com 
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Is the authority just as empowered to impose sanctions as 
it would be in a purely domestic case?  In the recent case 
of Weltimmo (C-230/14, 1st October 2015) the Court of 
Justice of the EU (“CJEU”) passed judgment on all of these 
issues, clarifying Articles 4 and 28 of the European Data 
Protection Directive (96/46/EC) (the “Directive”).

What?

The case concerned whether a national data protection 
authority could apply its national law when the data 
controller company is registered or incorporated in a 
different Member State.

Weltimmo, a Slovakian registered company runs a property 
dealing website that advertises and sells properties located 
in Hungary.  Users can upload details of properties for sale, 
with advert displays on the site being free for one month, 
and fees payable after that.

Many advertisers sent a request by e-mail for their 
advertisements and personal data to both be deleted when 
the initial month had expired.  Weltimmo, however, did not 
delete the personal data and charged the advertisers for 
the price of its services.  Given that the amounts charged 
were not paid by the advertisers, Weltimmo forwarded 
their personal data to debt collection agencies.  The 
advertisers in turn lodged data protection complaints 
against Weltimmo with the Hungarian data protection 
authority, who imposed a fine.

The key point leading to the referral to the CJEU was 
Weltimmo’s claim in defence that the Hungarian authority 
was not competent to fine a company which was 
registered or incorporated in a different Member State. 

What amounts to an “establishment”?

Under Article 4 of the Directive, the test of whether a 
particular Member State’s national laws apply is whether 
the data controller’s processing of data is “carried out in 
the context of the activities of an establishment of the 
controller on the territory of the Member State”.

In Weltimmo, the CJEU found that the definition of 
“establishment” is broad and flexible and, importantly, is 
not dependent on where a data controller is registered or 
incorporated.  When a data controller has “stable 
arrangements” in a Member State and exercises a “real and 
effective” activity there, however minimal, the law of that 
Member State is likely to apply. 

In reaching the conclusion that Weltimmo had a “real and 
effective activity” within Hungary, the Court’s observations 
included that:

 – the properties displayed by the website were all located 
in Hungary; and

 – the website was written in Hungarian (therefore mainly 
directed at Hungary).

Territorial scope of 
European data protection 
laws – case update

Which European Member State’s data protection laws apply when 
personal data is processed?  What should happen if a data 
protection authority receives complaints about an organisation 
who turns out to be governed by a different Member State’s laws?
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Next, the Court considered whether the website was a 
“stable arrangement” within Hungary.  Again it concluded 
that it was, noting that Weltimmo:

 – has a bank account in Hungary, intended for payment 
of customer debts;

 – uses a letterbox there to manage its affairs; and

 – has a representative based in Hungary, listed in the 
Slovak companies register as being at a Hungarian 
address.

 – this representative, it was noted:

 – sought to negotiate with website advertisers 
regarding unpaid debts;

 – served as a point of contact at the company for the 
individuals who launched the complaint; and

 – represented the company in the various legal 
proceedings.

The Court therefore concluded that Weltimmo was indeed 
“established” in Hungary for the purpose of Article 4 of the 
Directive, and was accordingly subject to Hungarian data 
protection law.

What powers does a data protection 
authority have when a data controller is 
governed by another Member State’s data 
protection laws?

The CJEU found that when a national data protection 
authority receives a complaint that authority may exercise 
its investigative powers irrespective of the national data 
protection law that applies.  However, if it reaches the 
conclusion that the law of another Member State is 
applicable, it may only exercise its intervention powers 
within its own territory.  It cannot impose penalties if a data 
controller is not “established” in its own Member State. 

So what?

Following this judgment, multinational businesses with 
operations in more than one Member State may be subject 
to compliance with multiple data protection laws, each 
having specific differences and particularities.  The risk 
now exists that EU-based companies that offer products or 
services online in several jurisdictions within the EU (with a 
contact address and a representative in those particular 
Member States) will be expected to comply with the data 
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protection laws of potentially up to 28 countries.  The 
ruling is incredibly far-reaching and may make data 
protection compliance for some businesses offering 
services and products operating across multiple Member 
States quite burdensome. 

The decision also brings a new perspective on the 
competence of data protection authorities. Although 
Member States’ data protection authorities are required to 
monitor data protection compliance independently based 
on applicable law, they may not be able to directly sanction 
non-compliance where the respective establishment is 
based in another Member State. In this situation, the 
authority can only investigate the facts and inform the 
relevant authority where the controller is established of its 
findings. The latter authority may then impose relevant 
sanctions if it chooses to do so. 

The court’s broad interpretation of “establishment” risks 
eliminating the long-standing “country of origin” principle 
whereby a company incorporated or registered in only one 
Member State has to observe the data protection law of 
only that Member State (even when it processes personal 
data about individuals resident elsewhere in other Member 
States).  The impact of this judgement may be superseded 
by the new EU Data Protection regulation which is on the 
horizon and which attempts to set up a “one stop shop” for 
data protection law.  However, for now, the judgement 
creates another significant issue to consider when 
processing personal data in the EU. 

Up until now, many business have adopted the (clearly 
now more risky) strategy of incorporating an entity in one 
particular Member State and nominating that entity as the 
data controller for the purposes of EU data protection law.  

As such, it was previously considered that the organisation 
must comply with the data protection laws of only that 
Member State. This is no longer the correct approach if 
you as a data controller are “established” elsewhere. 
Obviously, a number of businesses have always sought to 
comply with the higher bar in this area.

The broader interpretation of what constitutes an 
establishment could trigger the full range of compliance 
requirements that apply across Member States, including 
making filings with the authority and complying with each 
Member State’s variants in interpretation.  It also means 
that claims and complaints can be made to the local data 
protection authority by the individuals affected.

For those companies who are not already operating in this 
way, they may need to revisit their EU data protection 
strategy if they offer their services via the internet in various 
jurisdictions and should carefully consider where to locate 
their staff and other facilities if they do not want to be 
deemed subject to data protection compliance in multiple 
Member States.

For more information contact 

Paula Barrett
Partner 
paulabarrett@eversheds.com

Candice O’Brien
Associate 
candiceo’brien@eversheds.com 
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The European Parliament has adopted a 
new Regulation to dramatically reduce and 
then abolish mobile phone roaming 
charges for EU residents travelling within 
Member States, and to establish clear net 
neutrality rules, starting in April 2016.

What?

After several years of negotiations, on 27 
October 2015 the European Parliament 
passed a Regulation amending Directive 
2002/22/EC on universal service and users’ 
rights relating to electronic 
communications networks and services 
and amending Regulation 531/2012 which 
deals with roaming on public mobile 
communication networks within the EU. 

Roaming

From 30 April 2016, the amendments to 
Regulation 531/2012 impose a significantly 
reduced cap on “roaming surcharges”, 
those fees that EU mobile phone network 
operators add to their customers’ bills for 
calls, text messages and mobile Internet / 
data usage on top of their standard charges 
while the customer is away from their own 
country but still within the EU. At present, 
the amount that mobile operators can 

charge for calls, text messages and mobile 
data usage in other countries in the EU is 
capped at certain levels (as set out below).  

From 30 April 2016, the current caps will be 
removed and replaced with a transitional 
regime under which operators will be able 
to apply a surcharge in addition to their 
standard domestic rates (such amount to 
be in-line with the wholesale charge for the 
relevant roaming service). However, when 
these maximum surcharges are added to 
the relevant domestic charges of the 
operator, the Regulation states that the total 
figure should not exceed the current 
roaming caps. It is intended that from 15 
June 2017 such roaming surcharges will be 
banned altogether, meaning that EU 
citizens would pay the same to use their 
phones in any EU state as they do in their 
home country.  However, operators will be 
able to apply for authorisation to apply a 
surcharge on top of their domestic rates to 
enable them to recover their costs of 
providing such services, provided that such 
surcharge will need to be in-line with the 
maximum wholesale charge for the relevant 
services and information to support its 
imposition is provided to the relevant 
regulatory authority every 12 months.

Roam like at 
home and an 
open Internet: 

a step towards a single EU communications 
market, but does everybody win?
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The maximum surcharge that can be imposed from April 
next year represents a reduction of up to 75% against the 
current maximum amount operators can charge 
customers, as shown below:

Category Current 
Roaming Cap

Maximum 
Surcharge from 
30 April 2016

Outgoing voice 
calls

€0.19 per minute €0.05 per minute

Incoming voice 
calls

€0.05 per minute To be determined. 
Not to exceed the 
weighted average 
of maximum 
mobile 
termination rates 
across the EU, to 
be set out by the 
Commission by 
the end of 2015. 

Text messages 
(SMS)

€0.06 €0.02

Mobile Data / 
Internet

€0.20 per 
megabyte of 
mobile Internet 
use

(for domestic 
price plus 
roaming 
surcharge, 
excluding VAT)

€0.05 per 
megabyte of 
mobile Internet 
use.

The reasons behind it

The European Parliament noted that the EU mobile 
communications market remains fragmented, with no 
single mobile phone network providing coverage across all 
Member States. This means that mobile phone network 
operators have to purchase or exchange wholesale 
roaming services with operators in other Member States, in 
order to provide seamless services to their own customers 
who travel within the EU. The original domestic operators 
then impose additional roaming charges on such 
customers to be able to use certain services when 
travelling in the EU.

British newspapers regularly report on holiday horror 
stories, where holidaymakers have returned from Europe 
and been confronted with unexpectedly high bills for using 
their phones during trips. The EU has always been pro-
consumer in relation to such charges, but the Parliament’s 

reasons for acting can been seen as more fundamental 
and go to the heart of the EU’s overall purpose. Andrus 
Ansip, European Commission Vice-President with 
responsibility for the Digital Single Market has been 
reported as saying:

“This is not only about money; this is about bringing 
down barriers in the Digital Single Market. Today’s 
achievement is a first step towards a Telecoms 
Single Market.”

In 2014, the Commission’s own survey of 28,000 EU 
citizens indicated that 47% of people would never use 
mobile Internet in another EU country and more than a 
quarter switch their phones off altogether due to mobile 
roaming charges. Frequent travellers are even more likely 
to restrict their usage, despite the fact that data roaming is 
now up to 91% cheaper than in 2008 when the EU first 
introduced price caps. In response to the survey, European 
Commission Vice President Neelie Kroes said: 

“It’s not just a fight between holiday-makers and 
telecoms companies. Millions of businesses face 
extra costs because of roaming, and companies like 
app makers lose revenue too. Roaming makes no 
sense in a single market – it’s economic madness.”

The EU’s central ideal of a single market operating across 
all Member States is all about the free movement of 
people, goods and services, and roaming charges are 
perceived by the Commission as being barriers to these 
goals and an obstacle to Europe’s digital economy.

Although some operators offer packages which include 
EU-wide roaming at the same cost as domestic use, the 
lack of pan-EU network operators and the continued 
imposition of significant roaming charges has meant that 
the Commission has felt compelled to regulate to address 
this situation.

Net neutrality 

Currently, Internet service providers are able to manage 
end-users’ access to the Internet, and to manage traffic 
across their networks, in a manner that the Commission 
views as incompatible with the aims of the Digital Single 
Market. Practices that have been subject to criticism 
include “throttling”, where certain users’ access is limited 
– in particular their upload and download rates – in order 
to limit the effect of a high-data user on other network 
users, and ‘blocking’ where Internet service providers may 
block certain sites or services from being accessed by 
end-users. 
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In December 2009, the European Commission noted its 
support of net neutrality, stating:

“The Commission attaches high importance to 
preserving the open and neutral character of the 
Internet, taking full account of the will of the co-
legislators now to enshrine net neutrality as a policy 
objective and regulatory principle to be promoted 
by national regulatory authorities.”

This policy objective is reflected in the new Regulation 
which, by amending Directive 2002/22/EC, protects the 
right of every European end-user to access Internet 
content without discrimination or interference. Under the 
new rules, which come into force on 30 April 2016: 

every EU citizen must be able to have access to the open 
Internet, and all content and service providers must be able 
to provide their services via a high-quality open Internet. 
Blocking and throttling of the Internet will be illegal, 
although reasonable day-to-day traffic management, for 
example to ensure network security, will be permitted; and 

all traffic will be treated equally, with no paid prioritisation 
of traffic in the Internet access service. 

As a result of these amendments some have argued that 
the EU will have the strongest and most comprehensive 
open Internet rules in the world, with strong end-user 
rights and common rules safeguarding equal and non-
discriminatory treatment of traffic in the provision of 
Internet access services. 

So what?

Roaming

At first glance the amendments to the Roaming rules seem 
like good news for holidaymakers and workers who travel 
regularly within the EU and the companies that employ 
them, as well as developers and providers of apps and 
online services used by travellers. Users and businesses will 
also appreciate the greater level of predictability and 
transparency with regard to costs.

However, some commentators have suggested that 
consumer gains will be off-set because operators may 
increase their domestic pricing to compensate for the lost 
roaming revenue, with non-travelling customers effectively 
subsidising EU citizens who regularly visit other EU 
countries. Operators might also raise the cost of roaming in 
non-EU countries to help to make up for the shortfall. 

A more optimistic view focuses on the customers who 
currently restrict their phone usage when travelling in the 
EU, but who might choose to use their phones normally if 
there were no financial penalty for doing so; in essence, it 
makes little sense for operators to discourage customers 
from using their services. The European Commission’s 
2014 survey suggested that telecoms companies may be 
missing out on as many as 300 million phone users due to 
prohibitive roaming charges, which could represent a 
highly significant and sustainable source of additional 
revenue that would eclipse any losses arising from the 
removal of these charges. 

Finally, the new Regulation does include some protection 
for mobile network operators. Firstly, the purpose of the 
Regulation is focused on customers who travel 
periodically. Roaming providers are able to apply a “fair use 
policy” to prevent abusive usage by customers, for 
example “permanent roaming” where a customer signs a 
cheap contract for mobile phone services in one Member 
State with the intention of using it mainly in another, more 
expensive, Member State. Secondly, the surcharge may not 
have disappeared altogether as mentioned above, with 
roaming providers being able to request authorisation to 
apply a surcharge where they are not able to recover their 
overall actual and projected costs of providing regulated 
roaming services. 

In conclusion, whilst EU mobile phone network operators 
will see a forced change to their charging models from April 
next year when roaming charges are reduced and 
subsequently abolished, there is also an opportunity for 
them to benefit from a potential dramatic increase in mobile 
phone usage amongst customers travelling within the EU.

Net neutrality 

The introduction of net neutrality legislation will impose 
common EU-wide Internet rules on Internet service 
providers, with the aim of avoiding further fragmentation in 
the Digital Single Market. Until now, there have been no 
clear rules on net neutrality at an EU level, and a pan-
European approach was considered by some to be 
increasingly necessary, as the practice of differing 
approaches across 28 Member States would not have been 
a sustainable solution for the industry. 

In a typically pro-consumer approach the new rules will 
create a positive individual right for end-users to access or 
distribute Internet content and services of their choice. 
This right can be enforced by courts as well as by 
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regulatory authorities, increasing consumer choice, 
competition and consumer’s welfare. It is also intended 
that net neutrality rules will improve transparency for 
consumers, as providers will have to provide their 
customers with more information (for instance informing 
their subscribers about their Internet speeds). One of the 
reasons behind such an approach is to address issues 
relating to discrepancies between the advertised speed 
and the delivered speed of Internet services, with – on 
average – it being shown in studies published by the 
European Commission that consumers only appear to 
receive 75% of the advertised speeds for which they pay.

However, Internet service providers have argued that 
(instead of net neutrality legislation) what is required is 
investment to improve the capacity of the existing 
infrastructure, which is struggling to cope with increased 
demand from video downloads and online streaming from 
sites such as YouTube, iPlayer and 4OD, which can slow the 
speed of the Internet for all users. Additionally, Internet 
service providers argue that a greater element of traffic 
management is required to protect the security and 
integrity of networks, to deal with temporary or 

exceptional congestion, and for the continuous delivery of 
time-sensitive services such as video conferencing that 
may require prioritisation of traffic for better quality, which 
the net neutrality rules will interfere with. Such rules can 
also impact on the commercial offerings that the Internet 
service providers are able to provide going forward.

Following 30 April 2016, it is likely to become apparent 
whether the new rules on net neutrality have achieved the 
right balance between ensuring the openness of the 
Internet and the reasonable use of traffic management by 
Internet service providers. 

For more information contact 

Simon Cloke
Head of Telecoms
simoncloke@eversheds.com

Chris Perks
Associate 
chrisperks@eversheds.com 
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What? 

The Competition and Markets Authority (CMA) have 
launched an investigation looking at whether Internet 
users are being charged unfairly in relation to their use of 
services in the cloud.

So what?

The CMA has stated some cloud providers may be 
breaching consumer laws, following a number of 
complaints about the transparency of pricing and the detail 
of the service being procured being changed. In particular, 
the CMA states concerns around:

1 certain suppliers practice of increasing prices 
unexpectedly after the contract has been formed

 In relation to 1, clearly, suppliers have to comply with fairly 
strict laws on price transparent as a result of the new 
Consumer Rights Act which came into force in October;

2 the ability for cloud providers to change data storage 
levels; 

3 data of the user being lost or deleted;

4 automatic contract renewal at the end of the term; and 

5 clarity and detail of what happens at the end of a contract.

Nisha Arora, CMA’s consumer senior director comments: “If 
our review finds breaches of consumer protection laws, we 
will take further action to address these. The type of action 
the CMA has in its powers includes asking for voluntary 
changes, providing guidance to either the suppliers and/or 
the consumers and using enforcement powers.  

The CMA’s consultation is open for comments until 15 
January 2016. The initial findings and report are expected 
around May. 

The investigation gives cloud suppliers an opportunity to 
comment and influence the findings. Additionally, cloud 
suppliers are advised to check they are content their online 
cloud provision for consumers are fully compliant. 
Moreover, it will be important to consider the impact of 
any findings and guidance when it comes out next year. 

For more information contact:

Charlotte Walker-Osborn 
Partner, Technology & Outsourcing and  
Head of TMT Sector
charlottewalker-osborn@eversheds.com 

Focus on Cloud 

CMA Investigation, FCA published proposed guidance for firms 
outsourcing to the cloud and Eversheds launches 2016 Cloud 
Survey in Conjunction with The Lawyer

CMA Investigation into cloud pricing for consumers
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What? 

In mid-November, the Financial Conduct Authority (“FCA”) 
usefully published proposed guidance for firms 
outsourcing to the cloud. 

At this stage, the FCA has requested comments. The 
consultation period ends in February. The final report and 
proposals  after the consultation period ends.

So what? 

For some time, customers have been grappling with 
whether regulations cut across their ability to adopt cloud 
solutions. This has also hampered suppliers – clearly it is 
difficult to design a clear offering which seeks to be 
compliant while there is a lack of clarity. Though, 
nevertheless, a number of suppliers have been developing 
and licensing cloud services which seek to address 
regulatory concerns for firms subject to financial services 
regulation. The main problems being around ability to 
ensure the firms still have some control, clarity over 
location of relevant data and how the cloud solution is 
made up of potential subcontractors.

The FCA has stated that they “see no fundamental reason 
why cloud services (including public cloud services) 
cannot be implemented, with appropriate consideration” 
while also complying with their rules and regulations. 

Usefully, the proposed guidance there is a check list of the 
issues that need to be considered for customers which is 
helpful to suppliers in considering key issues which they 
will need to address when facing this market and when 
drawing up their contracts. 

Clearly, if this is a market you are in or wish to move into, it 
will be sensible to consider whether to input into the 
consultation and influence the results. It is useful to consider 
the draft guidance now including whether this might lead 
you to tailor your services and/or contract and, of course, to 
do the same when the final guidance is published.

For more information contact:

Charlotte Walker-Osborn 
Partner, Technology & Outsourcing and Head 
of TMT Sector
charlottewalker-osborn@eversheds.com 

FCA publishes proposed 
guidance for firms 
outsourcing to the cloud
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This week sees the launch of Eversheds’ 2016 cloud survey, 
in conjunction with The Lawyer.

Focusing on the major commercial and legal risks and 
opportunities around adopting cloud technologies, the 
report will provide an up to date view (from a supplier, 
customer and advisory perspective) on current industry 
thinking, including whether the barriers to adoption have 
changed and/or lessened and looking at some of the legal 
and commercial issues around adoption as well as a focus 
on current M&A trends.

We would be very keen for your organisation to contribute 
to the research through a short survey, as your views on this 
ever changing industry will be invaluable. Your participation 
will not only help to shape the content of the report but also 
industry thinking, which will assist all parties when it comes 
to structuring deals. 

Results will be published in early 2016 and a summary of the 
report will be published in The Lawyer and on www.thelawyer.
com  as well as on www.eversheds.com. Having contributed 
to the survey you will also receive a bespoke copy of the final 
report as well as invitations to the launch event and 
subsequent thought leadership events in early 2016.

If you would like to participate in the survey please contact 
us at tmt@eversheds.com. 

For more information contact:

Charlotte Walker-Osborn 
Partner, Technology & Outsourcing and Head 
of TMT Sector
charlottewalker-osborn@eversheds.com 

Eversheds launches 
2016 Cloud Survey in 
Conjunction with 
The Lawyer 

Your chance to participate
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The ability of law enforcement authorities to access and 
intercept customer data is once again being debated in the 
UK Parliament, with a first draft of the Investigatory Powers 
Bill (the “IPB”) having been read on 4 November 2015.

What? 

Following the defeat of the Communications Data Bill ( the 
‘Snoopers’ Charter’), in 2013, and the High Court declaring 
s.1 of the Data Retention and Investigatory Powers Act 
2014 (“DRIPA”) invalid and suspending it until 31 December 
2016, the problems of outdated legislation, the lack of 
central oversight and the need for judicial control have not 
diminished over time. Consequently, the IPB is intended to 
bring together all of the powers already available to law 
enforcement and security agencies to intercept, acquire 
and retain communications data, in one coherent and 
comprehensive Act. 

Currently, the powers to be amalgamated under the IPB 
are found in DRIPA, the Wireless Telegraphy Act 2006, the 
Justice and Security Act 2013, Part I of the Regulation of 
Investigatory Powers Act 2000 (“RIPA”) and the Police Act 
1997, and are considered by many as outdated and 
inadequate.  Additionally, when the existing legislation was 
reviewed by David Anderson QC, as part of a review into 
the terrorism legislation, this status quo was described as 
“undemocratic, unnecessary and – in the long run – 
intolerable” and was criticised for its lack of oversight and 
unchecked executive control. 

The IPB proposes a new statutory basis for the interception 
of data, access to and retention of communications data - 
which now includes internet connection records (“ICRs”) 
– equipment interference, and also details the procedures 
for authorisation of “bulk acquisition warrants” on all of the 
above. Additionally, it introduces a “double lock” procedure, 

a requirement for executive and judicial approval for warrant 
authorisations (required for interception and access to 
communications data and equipment interference) whether 
for bulk requests or isolated instances. Previously, warrants 
were authorised by the Secretary of State. However, under 
the IPB, all warrants would be subject to a further check by a 
Judicial Commissioner, who must apply the same principles 
to the application of a warrant as to an application for 
judicial review. 

Under the IPB, subject to the “double-lock” warrant 
authorisation, law enforcement agencies, security services, 
intelligence agencies and (in limited circumstances, and 
excluding internet connection records) public authorities 
will be able to: 

 – intercept data – the actual content of a 
communication;

 – access communications data – the who, what, where 
and when of a communication;

 – interfere with electronic equipment in order to obtain 
data from a device;

 – request bulk warrants for interception, access or 
interference; and 

 – access internet connection records – a record of the 
internet services a specific device has connected to, 
without revealing every webpage visited or the activities 
conducted on that webpage.

Notably, the IPB will not impose any additional requirements 
in relation to encryption over and above the existing 
obligations in RIPA, which require persons in possession of 
protected information (i.e. encrypted information) to 
disclose it in an unencrypted form, and to disclose the 
electronic “key” when necessary and proportionate.

Returning to the UK’s 
legislative agenda 

Access to, and interception of, customer data
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Additionally, the IPB details a stronger oversight regime, as 
required by the EU, and as demanded by the public. The 
IPB proposes the creation of a single, new, independent 
and more powerful Investigatory Powers Commissioner 
(“IPC”), abolishing the previous offices of the Interception 
of Communications Commissioner, the Chief Surveillance 
Commissioner and the Intelligence Services 
Commissioner. The IPC will have a significantly expanded 
role in authorising the use of investigatory powers, and a 
wide-ranging and self-determined remit to oversee any 
aspect of how law enforcement, security services and 
intelligence agencies use the powers and capabilities 
available to them. 

So what? 

The most frequent concern, for organisations and 
individuals alike, is likely to be the security of the data 
collected and retained under the IPB. Whilst many people 
recognise the need for up-to-date legislation, and 
appreciate that the digital age leads - almost naturally - to 
the retention of meta-data, such as communications data, 
the concern is how securely that data is stored. Following 
the recent hackings of Ashley Madison and TalkTalk, 
consumer concerns over the security of data and who has 
access to it are rightly increasing. If the Government wish for 
the IPB to pass into law, many difficult discussions will surely 
occur over how to balance access to data and its security. 

Unlike the changes proposed in the Communications Data 
Bill, the territorial reach of the IPB is narrower. For example, 
providers in the US will not be asked to comply with UK 
laws, breaking domestic law in the process. How the 
Government will achieve the interception, acquisition and 
decryption of data from overseas communications service 
providers remains to be seen however, it is likely to be via a 
treaty negotiation. The issue of, and need for, a pan-
European or global regime for data collection is unlikely to 
diminish over time. 

Additionally, the issue of encryption is unsolved as Part III 
of RIPA – which details the procedure for the investigation 
of data protected by encryption – will remain in force. The 
explanatory notes to the IPB confirm that the Government 
does not wish to ban companies generating encrypted 
data, but reiterates that companies will have to have the 
capacity to unlock encrypted data if asked by law 
enforcement, the security services and intelligence 
agencies. It remains to be seen what would happen in the 
case of a warrant being issued on a communication service 
provider to decrypt data when they have implemented 
end-to-end encryption (for example, of the type used in 
Apple IMessages and WhatsApp) and therefore have no 
access to such data, and deliberately promote their 
services as having this functionality.  

The Government has been placed in the unenviable 
position of achieving national security whilst maintaining 
individuals’ privacy, in a world where the collection and 
analysis of big data is prioritised, whilst also being 
hazardous due to the ever-present problem of cybercrime. 
Consequently, the IPB will undoubtedly be subject to a raft 
of necessary public and Parliamentary scrutiny, and the 
legislation that receives Royal Assent may well look very 
different to the draft IPB published on 4 November 2015. 

For more information contact 

Simon Cloke
Head of Telecoms
simoncloke@eversheds.com

Paula Barrett
Partner 
paulabarrett@eversheds.com
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Commonplace direct marketing practices have been 
under scrutiny by the Information Commissioner’s Office 
(“ICO”) for some time, with a focus on so-called nuisance 
calls and texts. However, a flurry of recent cases involving 
enforcement action by the ICO have wider implications for 
all businesses and organisations conducting electronic 
direct marketing, such as by email and text. 

In this context, the ICO has imposed substantial fines on 
Help Direct UK Limited (“Help Direct”) & Oxygen Ltd 
(“Oxygen”), and Pharmacy2U Ltd (“Pharmacy2U”), for their 
respective breaches of the Privacy and Electronic 
Communications (EC Directive) Regulations 2003 
(“PECR”), and the Data Protection Act 1998 (“DPA”). The 
ICO’s approach to PECR compliance has also just been 
upheld by the First Tier Tribunal (“Tribunal”), when Optical 
Express (Westfield) Limited (“OE”) failed to win their appeal 
to overturn the ICO’s enforcement notice to stop their 
non-PECR-compliant text-marketing.

The cases are relevant to those buying in marketing lists, 
looking to sell or rent customer data lists, and all those 
who send electronic marketing outside the narrow 
boundaries of the direct soft opt-in. Those affected should 
re-evaluate their direct marketing practices to ensure they 
do not breach the DPA and PECR in the same way, or 
otherwise risk the wrath and fining power of the ICO and 
damage to hard-won reputation.  

What?

Consent to direct marketing by third parties

The OE case focused on the nature of fair notice and 
consent in respect of direct marketing and the party to 
whom consent to must be given. In seven months, over 
4,600 people reported OE to the mobile telephone 
networks’ Spam Reporting Service, complaining that they 
had not given their consent to the company to use their 
details for text marketing. The ICO ordered the company 
to stop non-compliant marketing by an enforcement 
notice. OE appealed the decision to the Tribunal on the 
basis that it had sufficient proof of consent. 

In rejecting the appeal, the Tribunal emphasised that there 
is no difference between the requirements for a PECR 
consent, compared to a DPA consent.   The burden of 
proof to show that the consent had been obtained rested 
with OE. Even though OE had purchased prospect details 
on a “consented” basis, in this case, that was insufficient for 
valid consent to direct marketing by OE. To be valid, the 
individual would need to understand who would be 
carrying out direct marketing to it and for what, to give the 
necessary consent to such marketing by that sender. 

OE could not produce any direct evidence of any consents 
to it for the text marketing concerned. OE had acquired 
many numbers from a travel company, in respect of 
customers who had completed a holiday survey. The travel 
company told customers that their details might be shared 
with unspecified third parties for marketing purposes and 
there was a tick box to opt in but the details did not specify 
that this marketing may be in respect of laser eye surgery, 
and that parties such as OE may contact them accordingly 
by text. The Tribunal said that this did not constitute valid 
consent and OE had acted in breach of PECR. 

The ICO has also just fined Help Direct £200,000 for 
sending unsolicited marketing texts without the necessary 
consents; and Oxygen £120,000 for making unsolicited 
automated marketing calls without consent, both in 
breach of PECR.

Fair and lawful sale or rental of customer data for 
marketing

Pharmacy2U, the UK’s largest NHS approved online 
pharmacy, obtained customer details through customer 
registration details and their use of its on-line services. To 
submit registration details, users had to accept 
Pharmacy2U terms and conditions, which linked to their 
privacy policy. The policy noted that occasionally the 
business made user “details available to companies whose 
products and services we think may interest our 
customers” but without giving any more details. To avoid 
this happening, customers had to log in to their account 
and change settings to refuse such data sharing.  

New risks for direct 
marketing and consents
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The business entered into a list management arrangement 
and as a result rented specific customer lists to various 
buyers. In one case to an Australian lottery company that 
targeted males over 70 years old. The lottery company 
intended to contact the Pharmacy2U customers as recipients 
“specially selected” to “win millions of dollars”. In another 
case, details of “active donor” customers were sold to a UK 
charity for them to send letters requesting donations. 

The ICO investigation found that Pharmacy2U had not 
informed its customers that it intended to sell their details 
to third parties, and that this sale would not be within the 
customers’ reasonable expectations, this was unfair under 
the DPA. Further, the ICO found that the customers had 
not given their consent for their personal data to be sold 
on, as there was insufficient detail provided to generate a 
valid consent to onward sale, so there was no lawful 
ground for the sale of the details to third parties. The ICO 
found that Pharmacy2U had processed customers’ data in 
breach of the DPA requirement to process personal data 
fairly and lawfully, and fined them £130,000, the first fine 
for a breach of this type.

What next?

The ICO is clearly keen to publicise its views on what 
amounts to compliant electronic marketing and in the 
Help Direct case noted “The sending of unsolicited text 
messages is a matter of significant public concern…This is 
an opportunity for businesses to ensure that they are only 
sending unsolicited direct marketing text messages in 
compliance with PECR.”

As we have seen, the ICO is willing and able to issue fines 
for breaches of the DPA and PECR. PECR compliance is 
increasingly important, as legal changes this year removed 
the need to show ‘serious harm’ before a fine of up to £0.5 
million can be imposed for breach.

These cases are likely to be seen by many as a shift in 
respect of the ICO’s requirements about the level of 

information which must be provided in a fair notice and 
what details are needed to ensure a consent is valid for 
direct marketing and sales purposes. The decisions are 
timely alongside the ICO’s recent survey to evaluate its 
current direct marketing guidance. It is likely that these 
regulatory expectations will be specified in the anticipated 
revisions to the ICO’s direct marketing guide and its privacy 
notices code of practice. 

The changes may also be seen as a step closer to 
anticipated more onerous compliance requirements in the 
proposed General Data Protection Regulation (where 
enforcement sanctions are likely also to increase, with 
fines potentially being up to 2-5% of an organisation’s 
global annual turnover). 

So what?

As a result of these cases, businesses will need to think 
carefully when planning marketing initiatives, obtaining 
marketing lists from third parties and selling personal data. 
In particular, businesses harvesting contact lists acquired 
from third parties for marketing purposes must carefully 
consider whether they now have valid consents to send 
marketing communications to such contacts.  When 
purchasing data for direct marketing initiatives, businesses 
will also need to undertake appropriate due diligence into 
apparent marketing consents, or may find they have 
purchased details which cannot lawfully be used. 

For more information contact 

Liz Fitzsimons
Legal Director
lizfitzsimons@eversheds.com 

Rebecca Sherry 
Associate 
rebeccasherry@eversheds.com 
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What?

On 6 October 2015, the CJEU published its Ruling on the 
case of Maximillian Schrems v Data Protection 
Commissioner (the “Case”), declaring the decision by the 
European Commission (the “Commission”) on the 
adequacy of US Safe Harbor, to be invalid. In the wake of 
the Ruling:

1 a number of data protection authorities (“DPAs”) 
expressed their own opinion on the implications of the 
Ruling – many taking a considered and practical stance, 
while others (namely some of the German DPAs) 
attempted to muddy the water further by applying the 
same logic used by the CJEU in the Ruling, to question 
the validity of other transfer mechanisms such as EU 
Model Clause (“Model Clauses”) and Binding Corporate 
Rules (“BCRs”);

2 the Article 29 Working Party (the “Working Party”), on 
19 October 2015, quietly released a brief statement (the 
“Statement”) to DPAs, explaining how DPAs should take 
enforcement action (or not as the case may be) against 
businesses continuing to rely solely on Safe Harbor for 
the transfer of personal data. The Statement also set 
out a time limit for the implementation of Safe Harbor 
2.0 and noted that the Working party would be 
considering the validity of other transfer mechanisms in 
the meantime; and

3 it appears that negotiations between EU and US 
authorities have accelerated quicker than expected as 
the European Commissioner reported on 26 October 
2015, that an agreement in principle in relation to Safe 
Harbor 2.0, has now been agreed and a final agreement 
is hoped to be achieved soon.  

This briefing summarises the above developments and 
helps to answer the question still being asked by business 
in both the EU and the US: “what do we do now?!”

What are the DPAs saying?

France - Commission Nationale de l’Informatique 
et des Libertés (“CNIL”)

The CNIL has now updated its website to state that 
transfers of personal data on the basis of Safe Harbor is no 
longer possible. However, it stressed the need for co-
operation between DPAs.

Spain - Agencia Española de Protección de Datos 
(“AEPD”)

Similarly, the AEPD also placed the emphasis on co-
ordination between DPAs, both in terms of analysing the 
Ruling and how to apply it consistently throughout Europe.

Germany

On 26 October 2015, the German “Konferenz der 
Datenschutzbeauftragten des Bundes und der Länder”, a 
conference of the German Federal Data Protection 
Commissioner and the German state authorities in charge of 
data protection compliance, issued a position paper in light of 
the Case. Similar to the Working Party Statement (discussed 
below), the position paper questions BCRs and Model Clauses 
but does not go so far as to make a general statement that 
BCRs and Model Clauses are no longer “valid” (as previously 
stated/suggested by some local DPAs in Germany). 

Is Safe Harbor 2.0 
around the corner?

Developments since the Court of Justice of the European Union 
(“CJEU”) ruled Safe Harbor to be invalid (the “Ruling”)
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However, the position paper does clearly state that the 
German DPAs will not approve any new BCRs or data 
transfer agreements for transfers to the US. It is unclear 
how this will affect the use of Model Clauses in Germany (if 
at all) as the involvement of a DPA  is rather limited in 
Germany due to the requirement of having a data 
protection officer (a requirement under German law if the 
company has over nine (9) employees). 

UK – Information Commissioner’s Office (“ICO”)

The ICO appears to have taken a surprisingly lenient 
approach to the Ruling (at least in some respects). On 27 
October 2015, the Deputy Commissioner of the ICO, David 
Smith, published a statement in which he noted that while 
the Ruling has cast doubt on Commission decisions on the 
adequacy of particular countries and Model Clauses/BCRs, 
such adequacy decisions still stand and can be relied on by 
businesses for the time being.

However, he also went on to say that business should not 
panic – “don’t rush to other transfer mechanisms that may 
turn out to be less than ideal… especially with the 
possibility that a new, improved and perhaps rebranded 
Safe Harbor will emerge.” 

The ICO even suggested that the Ruling did not make 
reliance on Safe Harbor (in its current state) automatically 
unlawful in the UK – “…businesses in the UK don’t have to 
rely on Commission decisions on adequacy… UK law 
allows you to rely on you own adequacy assessment.” It 
based this point on its interpretation that the Ruling only 
made the adequacy decision of the Commission regarding 
Safe Harbor invalid and that actually, in practice, reliance 
on Safe Harbor still offered some protection that was at 
least better than simply relying on consent. Therefore, if a 
business relied only on Safe Harbor, it could presumably 
escape any enforcement action been taken by the ICO by 
shoring up the protection of such data by other means. 
Although this seems a risky strategy to take, particularly in 
light of the Working Party Statement (below).

In closing, the ICO gave some further comfort to UK 
businesses by noting that: “We’re certainly not rushing to 
use our enforcement powers”.

The Working Party Statement

In its Statement, the Working Party confirmed that reliance 
solely on Safe Harbor is now unlawful and addressed some 
of the above points by saying that:

 – Model Clauses and BCRs can be relied on as an 
alternative to Safe Harbor, for now;

 – the Working Party will, however, review the validity of these 
transfer mechanisms over the next couple of months – it 
noted that the mass surveillance by US authorities is a 
breach of EU fundamental rights (this being the foundation 
of the CJEU’s decision) and that reliance on Model Clauses 
and BCRs does not solve this wider issue;

 – EU and US authorities should continue their negotiations 
in relation to a new version of Safe Harbor (“Safe Harbor 
2.0”) which does solve these wider issues – presumably 
by implementation of new laws, restrictions and/or 
regulatory oversights in the US;

 – DPAs should wait until the end of January 2016 to issue 
any enforcement against businesses that have not put in 
place alternatives to Safe Harbor; and

 – after the end of January 2016, and dependent on the 
findings of the review by the Working Party on the validity 
of Model Clauses and BCRs, DPAs are encouraged to take 
all necessary steps to investigate complaints in relation to 
reliance on such transfer mechanisms and take 
enforcement action as necessary, including co-ordinated 
enforcement between DPAs where relevant.

However, the Statement was very short and did not offer 
much in the way of detail. For example, there is no 
guidance as to what DPAs should do during the period up 
to the end of January, if it receives a complaint in relation 
to the application Model Clauses or BCRs. According to 
the Ruling such a DPA would be required to investigate and 
take action according to its findings. It will therefore be 
interesting to see whether any such complaints are made.

Safe Harbor 2.0

It appears the Working Party hoped its Statement would 
act as a catalyst to accelerating negotiations with the US in 
relation to Safe Harbor 2.0 and perhaps this has worked. In 
an announcement made on Monday 26 October 2015, the 
European Commissioner gave some details of its progress 
negotiating with US authorities on a new trans-Atlantic 
data transfer pact (Safe Harbor 2.0). 

While a final agreement has not yet been reached, it 
appears both sides are keen to ensure that Safe Harbor 2.0 
resolves all the problems highlighted by the Ruling. As part 
of Monday’s announcement, Justice Commissioner Vera 
Jourova said:

“There is agreement on these matters in principle, 
but we are still discussing how to ensure that these 
commitments are binding enough to fully meet the 
requirements of the [CJEU]”.
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She also noted that that Safe Harbor 2.0 would include the 
requirement for increased oversight by the US Department 
of Commerce.

While no hard deadline for a completed deal was given, the 
Justice Commissioner did allude to significant movement 
by mid-November, when she is due to visit Washington to 
progress discussions further. Therefore, it is very possible we 
could see the arrival of Safe Harbor 2.0 well in advance of 
the end of January 2016 deadline set by the Working Party.  

So what?

As a first step, those relying on Safe Harbor should 
consider their risk exposure. The comments of the ICO 
appear to give business (in the UK at least) a “pass” until the 
end of January and if a new version of Safe Harbor appears 
likely to be introduced before then, business may wish to 
wait. However, other DPAs (such as those in Germany) may 
not be so lenient and therefore, if businesses have data 
flowing from within European jurisdictions other than the 
UK to the US, it might be more prudent to implement 
“Plan B” now and ensure adequate protection by entering 
into Model Clauses or (where transfers are made internally 
within the group) consider Binding Corporate Rules. 

Although, careful consideration will need to be given as to 
how to approach transfers to vendors and whether these 
contractual alternatives will be workable.  For more 
information on Model Clauses please see our separate 
briefing note, titled “Model Clauses and Data Transfers – What 
you need to know in summary”.

Other options?  Reliance on consent and other derogations 
from the transfer prohibition is unlikely to provide solutions 
for large scale regular transfers.  By their nature these 
derogations are supposed to deal with specific exceptions 
to what is otherwise seen as a fundamental right to 
protection. Consent would have to be very specific, 
informed and freely given.  So “opt in”, with the specific data 
and transfer described as well as the impact of the loss of 
protection in a way the reader will understand.  Not so easy 
to achieve as it might appear on first reading.

In any case it is worth noting that, although it looks like 
businesses have until the end of January to get this 
sorted, implementation can often take longer than 
expected. Therefore, waiting for Safe Harbor 2.0 could 
cause problems in the long run.

Finally, while these alternative mechanisms may also be 
held invalid at some point in the coming year, for now the 
consensus among most European DPAs is that they are still 
valid for now. 

Steps to take

Businesses should asses:

1 What personal data flows does your company have to 
the US? 

2 Which is the largest in terms of volume of data 
transferred? Start with these.

3 Which involve sensitive details e.g. on health? These are 
high risk, so consider these too in priority. 

4 Which of these data flows were made in reliance on 
Safe Harbor? 

5 Who were the transfers of data to? Consider internal 
group transfers and those to third parties such as 
vendors.

6 Do these Safe Harbor based arrangements have 
contracts which already include completed Model 
Clauses?

7 If not, do these contracts give you the right to insist on 
Model Clauses if Safe Harbor fails? 

8 Are discussions in place with the other party for Model 
Clauses, where not already in place?

9 Have you dealt with local data exporter transfer filings / 
approval requirements and allowed time for their 
completion before January 2016? 

10 For future contracts and data flows, are your internal 
contracts and/or procurement team up to date on the 
changes, ensuring no future reliance only on the 
current Safe Harbor framework?

For more information contact 

Paula Barrett
Partner 
paulabarrett@eversheds.com

Toke Myers
Associate
tokemyers@eversheds.com 

Quarterly TMT newsletter 
December 2015

25

mailto:paulabarrett@eversheds.com
mailto:tokemyers@eversheds.com


Quarterly TMT newsletter 
December 2015



In the case of Absolute Lofts South West London Limited 
v Artisan Home Improvements Limited and another 
[2015] EWHC 2608 (IPEC), the Intellectual Property 
Enterprise Court ruled that there had been a flagrant 
breach of copyright as to the use of 21 photographs on the 
website of home improvement company, Artisan Home 
Improvements Limited, without the photographer’s 
consent. Whilst the facts of the case were not disputed, the 
judge Hacon J, provided clarity as to when additional 
damages would be available to copyright owners on top of 
a notional licence fee when assessing damages. Most 
importantly, it was found that copyright owners could 
decide on recovery based on whichever option has a more 
favourable financial outcome.

What? 

This case concerned Absolute Lofts South West London 
Limited (“Absolute Lofts”) and Artisan Home 
Improvements Limited (“Artisan”). Mr Colton, the director 
of Absolute Lofts occasionally, with the owner’s consent, 
took photographs of completed loft conversions to display 
on the company’s website. It was confirmed that copyright 
subsisted in each photograph and was owned by Absolute 
Lofts. Mr Ludbrook, the second defendant and director of 
Artisan, was originally in the home improvements business. 
A decision was made to expand the business into the loft 
conversion market and a new Artisan loft conversion 
website was created. The new Artisan website displayed 21 
of Mr Colton’s photographs, which were held out to be 
Artisan’s own. 

Absolute Lofts issued a letter before action and as such, Mr 
Ludbrook removed the images and replaced them with 21 

licenced stock images. Mr Ludbrook admitted that Artisan 
used the images without licence or consent infringing 
Absolute Lofts copyrights.  

This case involves two issues: the first was whether 
Absolute Lofts were entitled to compensatory damages; 
and secondly whether or not Absolute Lofts were entitled 
to additional damages under section 97(2) of the 
Copyright, Design and Patents Act 1988 (the “Act”) and/or 
under Article 13 of the Directive on the Enforcement of 
Intellectual Property Rights 2004/48/EC (the “Directive”). 

Compensatory damages 

The starting point for copyright infringement damages is 
normally the licence fee that would have been agreed 
assuming the parties were willing to negotiate. This is 
known as the “user principle”.  This notion is used where a 
willing licensor and licensee is assumed to create a 
hypothetical situation for the purposes of establishing 
what a license fee could potentially have been. 

Hacon J took the view that evidence as to what a 
professional photographer would have charged (coming in 
between £700 - £9,000) was irrelevant as a person who 
was willing to hold out images of another company’s loft 
conversions as their own was likely to have paid as little as 
possible. Therefore, Hacon J found that what Mr Ludbrook 
actually paid for the licence fee in May 2014 was “as good a 
guide as any” to what would hypothetically have been 
agreed between the parties. In fact, the price Mr Ludbrook 
paid for the image bank of 21 new images was £300 and as 
such, Mr Colton was awarded that sum. 

Damages claim for 
infringement of 
copyright in photographs 
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Additional damages 

Hacon J then turned to the issue of additional damages. 

The difficulty when assessing additional damages is that 
we now have two regimes to consider:

 – Section 97(2) of the Act which allows additional 
damages where an infringement is flagrant; and

 – Article 13(1) of the Directive which requires the court to 
take into account the claimant’s lost profits, any ‘unfair 
profits’ made by the infringer and moral prejudice 
caused to the claimant, where the infringement is 
knowing or with reasonable grounds to know.

It was found that Mr Ludbrook knew that the photographs 
were infringing Mr Colton’s copyright in them, or 
alternatively, that he had reasonable grounds to know that 
they were infringing copies. 

It was clear to Hacon J that Artisan had made “unfair 
profits” from the use of the photographs on its website and 
so Absolute Lofts was entitled to additional damages 
because of this. 

Hacon J referenced his interpretation of “unfair profits” in a 
previous case (Aysha Henderson v All Around the World 
Recordings Limited [2014] EWHC 3087 (IPEC)) and Article 
13 of the Directive which deals with the infringers 
knowledge of their actions and concluded that because 
Artisan’s company had three successful years and 
therefore profited from its acts of infringement (its 
turnover increasing from £226,000 to £498,000 between 
2011 and 2013), these profits were “unfair” because they 
were generated by a misrepresentation to Artisan’s 
customers that it had done the conversions featured in 
Absolute Lofts’ photographs.

Further, it was held that Artisan’s use of the photographs 
was flagrant, bringing the breach of copyright into the 
realms of section 97(2) of the Act. Hacon J again assessed 
the damages once more and came to the same figure he 
had reached on his assessment under the Directive. 
Absolute Lofts were awarded a further £6,000 under both 
section 97(2) and Article 13(1). 

So what?

This decision in this case is one to be welcomed by 
copyright owners. Following Hacon J’s line of reasoning 
that Article 13 of the Directive does not override section 
97(2) of the Act but instead provides an alternative route 
for additional damages, copyright owners can decide 
which avenue to take dependant on whether the Directive 
or the Act has a more favourable financial outcome. 

An innocent infringer will rarely pay damages higher than 
the licence fee, but a guilty infringer will sometimes pay a 
lot more. This case highlighted the importance of a 
defendant’s state of mind being a key element in assessing 
damages in infringement cases.

For more information contact 

Neil Mohring 
Head of Media
neilmohring@eversheds.com

Candice O’Brien
Associate 
candiceo’brien@eversheds.com
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Last year in Weller v Associated Newspapers [2014] EWHC 
1163 (QB), Paul Weller obtained £10,000 damages from 
Associated Newspapers (which owns the Daily Mail) in 
respect of seven unpixellated photographs of his children 
published on the Mail Online in October 2012. Associated 
Newspapers challenged this pay-out, suggesting it created 
an “image right”. In Weller & Ors v Associated Newspapers 
Limited [2015] EWCA Civ 1176 the Court of Appeal 
dismissed the appeal and refused Associated Newspapers 
permission to appeal to the Supreme Court. 

What?

Court of first instance

Mr Justice Dingemans heard Weller v Associated 
Newspapers back in 2014 and applied the established two 
limb test of the tort of misuse of private information in 
regard to the Mail Online publishing the children’s pictures 
without their father’s consent. The first question to be 
addressed was whether the children had a “reasonable 
expectation of privacy” and the second consideration was 
whether the children’s right to privacy should yield to the 
publisher’s right to freedom of expression.

In regard to the first limb, the court considered factors 
such as the attributes of the children, the nature of the 
activity in which the children were engaged, the location 
of the photos, the absence of express consent and 
whether or not consent could be inferred, the effect of 
publishing the photographs on the claimant and the 
circumstances in which the information came into the 
hands of the publisher.

This limb was held to be satisfied; the children’s faces were 
identifiable and it was accepted by the court that a person’s 
image amounts to a major part of their personality and is a 

key attribute, the photographs showed the children relaxing 
and spending family time with their parents and siblings, 
Paul Weller had asked the photographer to desist, the 
photographer had told the Mail that he had “spotted” the 
children out with their father (implying that there was no 
express consent) and, importantly, the online publication 
made an error, referring to Weller’s 16 year old daughter as 
his wife, which caused her embarrassment. 

With limb one satisfied, Mr Justice Dingemans moved onto 
to the second limb, which involved considering whether 
the children’s right to privacy (article 8) should yield to the 
publisher’s freedom of expression (article 10). A balance 
had to be struck, weighing up each party’s rights. The 
interests of a child attract higher protection in privacy laws 
than an adult’s and the child of a famous parent has the 
same right to privacy as an ordinary child. 

However, the parent’s prior conduct can have an adverse 
impact on the child’s privacy rights - if a parent regularly 
uses their child’s image, for instance on social media, the 
child’s privacy rights are diluted. The Weller children had 
been exposed to the media on prior occasions, with Paul 
Weller’s wife displaying images of her twin boys on Twitter 
(but deliberately concealing their faces) and the elder 
daughter (Dylan) had appeared in Teen Vogue. However 
the fact that Paul Weller had asked the photographer to 
stop and had admonished a family member for posting 
images of his children online previously was consistent 
with his desire not to have his children’s faces visible. 

Consequently, the judge found in favour of Paul Weller and 
awarded damages of £2,500 for each of his twin sons, and 
£5,000 for Dylan (reflecting the fact she had suffered 
embarrassment by being referred to as her father’s wife). 
Associated Newspapers appealed the decision. 

Developing the law 
of privacy:  

Balancing children’s right to privacy against a publisher’s freedom 
of expression
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Court of Appeal

The Master of the Rolls dismissed Associated Newspaper’s 
appeal. He affirmed the two part test applied by Mr Justice 
Dingemans and suggested that the appellate court would 
not interfere with the first court’s decision in relation to the 
first limb unless it lacked evidence or that the decision was 
one that could not reasonably be made. The second limb 
was considered to be analogous to the exercise of 
discretion. As a result, an appellate court should not 
intervene unless the judge of first instance (Mr Justice 
Dingemans) had erred in principle or reached a conclusion 
that was plainly wrong or completely unreasonable. The first 
instance Mr Justice Dingemans had made no such errors.   

In relation to the first limb, it was held that Mr Justice 
Dingemans was right to conclude that the children had a 
reasonable expectation of privacy, despite the photographs 
occurring in a public place. Crucially, the family were 
visiting shops and a cafe which was a “family activity”. The 
“critical factor” was the fact they were children and were 

identifiable by their surname. The twin boys had never 
courted publicity but Dylan had - by virtue of her 
appearance in Teen Vogue. Although this had the potential 
to affect whether she had a reasonable expectation of 
privacy, it was held that just because her parents were 
public figures, this could not be used to argue that she 
deserved a lower expectation of privacy. It was not 
challenged that she felt embarrassed, threatened and 
shocked by the photographs and as such, all three children 
were held to have a reasonable expectation of privacy. 

In regards to the second limb, the Court of Appeal cited the 
following as important: the publication of the photographs 
did not contribute to a current debate of general interest, 
the children performed no public functions and had no 
public profile (or a limited profile, in Dylan’s case), the twins, 
despite being tweeted about, always had their faces 
concealed and Dylan’s image had not been reprinted to  a 
“measurable extent”, in addition to the her genuine 
embarrassment on publication of the photographs. 
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So what?

Associated Newspapers claimed after losing at the court of 
first instance that Lord Dingemans’ decision created an 
“image right” which is not recognised in English law. They 
suggested that the ruling had ”wide-ranging and serious 
consequences not only for local, national and international 
digital journalism but for anyone posting pictures of children 
on social networks”. Their main concern was that the 
children were afforded an expectation of privacy from the 
media in regard to their faces when, in the past, the children 
had had varying degrees of exposure to the media and press. 

If the law were to have recognised such “image rights” then 
it may have further restricted a publisher’s ability to print 
images without the express consent of the subject. This 
may have fettered the press and firmly swing the balance in 
favour of the right to privacy over freedom of expression. 
“Image rights”, could therefore be seen to fundamentally 
change what is permissible in the publishing industry.

The Court of Appeal did not discuss the “image right” 
argument. Instead the Master of the Rolls’ focus was on the 
imbalance between the children’s “paramount” article 8 
right and Associated Newspaper’s “generic” article 10 right. 
On the facts, the Weller children had a stronger case: it is 
highly unlikely that ever taking photographs in a public 
place of children of the rich and famous will ever trump 
children’s reasonable expectation of privacy. The 
conclusion of this appeal can be seen as an application of 
existing convention rights and principles laid down in 
established and widely accepted case law.

This ruling must also be considered in light of the fact that 
there are already extensive rules on child privacy included 
within the IPSO (Independent Press Standards 
Organisation) Editors Code, which already binds editors 
and photographers. In this case, as counsel for Weller’s 
children stated “the photographs were taken by the 
photographer ‘(a) largely illicitly, (b) without consent, (c) 

despite being asked to stop and where he gave an 
assurance that any publication would show the faces 
pixelated and (d) in circumstances where the claimants had 
been followed an harassed”. Collectively, this 
circumstances firmly tipped the balance in favour of the 
article 8 rights.

Another point  considered in the appeal was the effect 
foreign laws play in assessing the reasonable expectation 
of privacy that individuals have.  The photographs were 
taken in California (where it was lawful to publish the 
pictures) but displayed on the Mail Online website, which 
was visited by 34,000 people (24,000 of which were UK 
based) before they were removed. The Court of Appeal 
stated that Lord Dingemans was entitled not to accord too 
much weight to the fact the pictures were taken in 
California – the twins’ connection with California was 
slight, especially considering the Paul Weller’s strong 
connection with England where the photos were 
published and where the publication breached both a tort 
and an important convention right.

This case  highlights the potential difficulties publishers 
face when they display photographs taken in one 
jurisdiction on websites that can be accessed 
internationally. In light of this, it may be necessary to limit 
certain jurisdictions’ access to online media. This may be 
both costly and difficult to implement. 

For more information contact 

Neil Mohring 
Head of Media
neilmohring@eversheds.com  
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The Department for Business Innovation and Skills (“BIS”) 
has decided it will not grant businesses the power to seek 
civil injunctions to prevent “copycat” packaging (i.e. that 
which mimics the look and feel of competing well-known 
brands).  This decision follows BIS’ review of enforcement 
provisions in the Consumer Protection from Unfair Trading 
Regulations 2008 (the “CPRs”) (which implemented the 
Unfair Commercial Practices Directive (“UCPD”) in the UK). 

What?

Copycat packaging may breach the CPRs if: 

 – it contains false information or its overall presentation is 
likely to deceive the average consumer;

 – it creates confusion with any products, names or marks 
of a competitor;

in each case in a way that affects, or is likely to affect, their 
purchasing decisions; or 

 – it deliberately misleads the consumer into believing that 
a product is made by a competitor when it is not.

Currently enforcement of the CPRs is reserved to specified 
enforcement bodies such as Trading Standards or consumer 
watchdog Which?.  Last year, consumers were granted 
limited rights to enforce the CPRs by unwinding contracts, 
or receiving a discount or damages, but businesses have no 
such rights to enforce the CPRs directly.

BIS called for evidence from stakeholders in order to 
review whether businesses should be given a direct 
enforcement role, i.e. the right to apply for a civil 
injunction. This was an option available to the UK 
government under Article 11 of the UCPD, but one which it 
chose not to exercise at the time of implementation.  Its 

recent decision to maintain the status quo is based on its 
review of the evidence received, which suggested that:

 – whilst copycat packaging reduces consumers’ ability to 
make accurate decisions, this does not necessarily 
equate to consumer detriment;

 – some consumers deliberately buy copycat products and 
a high proportion are happy with their purchase; and 

 – there is a lack of empirical evidence to demonstrate a 
negative impact of copycat packaging on prices or on 
brands’ incentives to innovate.

So what?

Brand owners have argued for some time that the current 
protection offered to them against copycat packaging under 
intellectual property laws in the UK is inadequate.  This is 
because copycat packaging often falls short of the tests 
required for infringement under intellectual property law:  

 – For trade mark infringement, confusion of average 
consumers over the origin of the copycat product is often 
required (rather than mere association with the original 
brand).  This can be a difficult hurdle to overcome, 
especially in relation to own-brand products sold by 
discounters (as consumers are aware that such retailers 
do not stock branded products, and so are unlikely to 
mistake products sold by them for branded products).  

 – For passing off, a claimant must establish the existence 
of goodwill in the get-up of his product, 
misrepresentation by the seller of the copycat product, 
and damage: proving goodwill and misrepresentation is 
usually a costly evidential process, and proving the 
existence of goodwill can be difficult if a brand owner’s 
product is relatively new.  

No civil injunction power 
to fight “copycat” 
packaging for businesses 
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It is worth noting that the UK is the only European Member 
State that does not provide redress under laws against unfair 
competition and unfair commercial practices.  The result is 
that copycat packaging that would be considered unlawful 
elsewhere in Europe could not be challenged in the UK.

Brand owners had therefore hoped that this gap would be 
plugged by the government allowing businesses to enforce 
the CPRs directly.  They are likely to be disappointed that 
their options for fighting copycat packaging will continue to 
be restricted to bringing actions for infringement of their 
intellectual property rights.  However, enforcers and retailers 
that were opposed to the introduction of a civil injunction 
will feel that this decision is justified by the absence of 
consumer detriment and the legal uncertainty that they 

argued would result from this new right being introduced 
(which they feared could give rise to tactical and 
opportunistic litigation by brand owners).

For more information contact:

Neil Mohring 
Head of Media
neilmohring@eversheds.com

Chloe Gastrell 
Senior Associate
chloegastrell@eversheds.com 
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What?

Pre-determining loss and damage for certain breach 
events is common place in ICT/outsourcing contracts and 
avoids the need for the innocent party to (i) prove the 
causal link between the breach and the loss suffered, and 
(ii) quantify it. It provides certainty for all concerned. 
Liquidated damages clauses are intended to provide a 
genuine pre-estimate of the loss suffered by the innocent 
party and are therefore compensatory in nature. Penalties 
on the other hand are a predetermined amount payable 
upon breach set at such a level that their impact is 
inevitably penal rather than compensatory.

For this reason, it is a long established principle of 
common law that penalties are unenforceable. The 
distinction between liquidated damages and penalties has 
been a fertile ground for disputes as the Court has sought 
to reconcile the common law principle with allowing 
parties to negotiate their own contractual terms.

In July 2015, the Supreme Court heard two cases which 
focused on whether a particular payment was a penalty or 
not, and which raised the question as to whether the 

whole area of penalties should be reviewed. In brief, the 
two cases were:

El Makdessi v Cavendish Square Holdings [2013] EWCA Civ 
1539: Under a sale purchase agreement relating to the 
purchase of Mr Makdessi’s company by Cavendish, Mr 
Makdessi committed a breach of the agreement, which 
triggered the application of two clauses. Under the first, he 
would lose over $44m in deferred consideration, and 
under the second, the shareholder option price available to 
him was reduced. Mr Makdessi argued that these clauses 
were penal and not genuine pre-estimates of loss, nor 
commercially justifiable.

ParkingEye Limited –v- Barry Beavis [2015] EWCA Civ 402: 
Mr Beavis overstayed in a 2 hour free car park and received 
a fine of £85 as a result. He argued that this was not a 
genuine pre-estimate of loss as if he had left at the correct 
time the parking space would either (i) have remained 
vacant or (ii) been occupied by another car for a period of 
free parking. Either way, ParkingEye would not have 
suffered loss of £85. The fine was a deterrent in nature 
rather than compensatory.

Liquidated damages 
clauses and penalties – a 
watered down principle?

Cavendish Square Holdings BV (Appellant) v Talal El Makdessi 
(Respondent); and ParkingEye Limited (Respondent) v Beavis 
(Appellant) [2015] UKSC 67

Quarterly TMT newsletter 
December 2015

35



The Supreme Court has rejected both these contentions 
and set out its views on both cases, as well as the law 
relating to penalties generally, over the course of a 124 
page judgment. In brief:

 – In Makdessi, the price formula was held to have a 
legitimate function which had nothing to do with 
punishment and everything to do with achieving 
Cavendish’s commercial objective of acquiring the 
business. The amount in question was not exorbitant in 
its nature and impact. Cavendish had a substantial 
legitimate interest to protect which was dependent 
upon the continued loyalty of the seller through his 
compliance with the restrictions on him which he 
breached. The Court was also influenced by the fact 
that both parties were highly experienced in 
commercial affairs and had been advised in the 
preparation of the contract by reputable solicitors. 

 – In ParkingEye, the Court held that the £85 fine had two 
purposes: (i) to manage the efficient use of parking 
spaces in the interest of retail outlets and other 
shoppers, and (ii) to provide an income stream to enable 
ParkingEye to meet the costs of operating the scheme. 
Imposing a fine by way of deterrence is not penal if 
there is a legitimate interest in influencing the conduct 
of the other party, which cannot be achieved purely by 
the right to claim damages for breach of contract. 

 – The true test for whether a term is a penalty is to assess 
whether the detriment on the contract-breaker is out 
of all proportion to any legitimate interest of the 
innocent party in the enforcement of the primary 
obligation in question. 

So what?

1 The rule that a penalty is unenforceable is still good law in 
England and Wales, but arguing that a clause is penal will 

likely be more difficult in the future given this judgment. 
The Supreme Court has accepted that liquidated damages 
can be more than a genuine pre-estimate of loss and can 
in fact protect a legitimate commercial interest. Therefore, 
when drafting, be clear as to what is to be compensated 
– loss following breach or something wider? 

2 The prudent party seeking to include a liquidated 
damages provision in a contract should record an 
explanation of the amount and why it represents either (i) 
a genuine pre-estimate of loss or (ii) a reasonable and 
proportionate protection of a legitimate commercial 
interest which can be used to rebut any challenge to the 
provision. For clarity, there is no reason why this cannot 
be briefly explained in the contract itself. 

3 It is arguable that the protection of a legitimate 
commercial interest is limited to “commercial cases” or 
where the parties are “bargaining on equal terms” or 
represented by lawyers. The Court placed much 
emphasis on the fact that the terms in Makdessi were 
specifically negotiated between the parties. 

For more information contact 

James Hyde
Head of TMT Disputes
jameshyde@eversheds.com

Mark Rhys-Jones
Partner
markrhys-jones@eversheds.com

Case update: Unwired Planet International Limited v 
Huawei Technologies Co, Samsung Electronics Co, 
Google and others [2015] EWHC 1198 (Pat)
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In two interim hearings on 24 April 2015 ([2015] EWHC 1029 
(Pat)) and 21 July 2015 ([2015] EWHC 2097 (Pat)) in an 
ongoing patent infringement and FRAND licensing dispute 
between Unwired Planet, Huawei and Samsung, the English 
Patents Court has given some useful guidance on FRAND 
terms in patent portfolio licences. It has also considered the 
phenomenon of patent privateering, and whether it 
amounts to a breach of European competition law.

What?

In March 2014, Unwired Planet brought claims of patent 
infringement in the Patents Court against Huawei, 
Samsung and Google. Unwired Planet’s business is patent 
licensing. It holds a portfolio of patents related to 
telecommunications. Many of the patents in Unwired 
Planet’s portfolio are declared essential to various 
telecommunications standards including 2G standards 
(such as GSM/GPRS), 3G standards (such as UMTS) and 4G 
standards (such as LTE).

Unwired Planet alleges that the defendants had infringed 
five standard essential patents (“SEP”) related to 2G, 3G and 
4G wireless data technology, as well as a further non-
essential patent. 

FRAND terms

Unwired Planet made two open licensing proposals to the 
defendants, in April 2014 (the “April Proposal”) and July 
2014 (the “July proposal”). 

 – The April Proposal was for a worldwide licence under all 
Unwired Planet’s patents, SEPs and non-SEPs. The 
proposal was divided into three parts, (i) cloud and 
server methods and equipment, (ii) mobile devices and 
(iii) infrastructure. For mobile devices, the proposed 
royalty rate was US $0.75 per major market end user 
device and US $0.50 per other end user device. For 
infrastructure the proposed royalty rate was 0.45% of 
infrastructure revenue. A 20% prepayment discount was 
also offered. 

 – The July proposal was for a worldwide licence under 
Unwired Planet’s SEPs only. The cloud and server aspect 
was not applicable in that case. The proposed royalty for 
mobile devices was 0.2% of Average Selling Price (ASP) 
for multi mode LTE end user devices and 0.1% of ASP for 
other end user devices. For infrastructure the proposed 
royalty rate was 0.2% of revenue for LTE based 
infrastructure and 0.1% for other standards.

English Court considers 
patent privateering 

and gives further guidance on FRAND terms in patent portfolio 
licences
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Huawei has argued that neither proposal is compliant with 
Unwired Planet’s FRAND undertaking to the European 
Telecommunications Standards Institute “ETSI”, on the 
following grounds:

 – Both offers demand a royalty for acts and/or territories 
and/or standards in respect of which the claimant does 
not even claim to enjoy any relevant patent protection. 
That can never be acceptable;

 – The April Proposal bundles non-SEPs together with 
SEPs;

 – Both offers bundle all telecommunications standards 
together;

 – The April and July Proposals both fail to offer a FRAND 
rate for the five alleged SEPs in suit and each of them 
separately; 

 – The April and July Proposals both bundle all territories 
of the world together; and

 – The April and July Proposals both fail to stipulate: (1) the 
full list of patents in respect of which a licence was 
being proposed; (2) which of those patents were said to 
be essential and to which standard; (3) in which territory 
or territories each patent was in force; (4) the term of 
each of those patents; (5) how the proposed royalty fee 
had been calculated (including whether it had been 
calculated on the assumption that all of the patents 
within the scope of the licence proposal were valid and 
infringed, or on some other assumption); or (6) why 
each offer was said to be FRAND. 

 – The April Proposal was made on the basis that “the parties 
will complete a licence arrangement before June 30, 
2014” otherwise the claimant “will require reimbursement 
of attorney fees and costs, as well as 8% interest…”. 

 – The April and July Proposals both state that “standard 
terms and conditions …. including assignment and 
subsidiary coverage” are “to be agreed”. The April and July 
Proposals were not therefore offers capable of acceptance, 
rather merely invitations to commence negotiations.

Huawei argued that Unwired Planet had no real prospect of 
demonstrating that the April Proposal or July Proposal 
complied with its FRAND obligation. It requested summary 
judgment on this issue.

The Court did not accept this. It held that, in light of the 
developing law on FRAND licensing terms, Unwired Planet 
had a real prospect of success in demonstrating that its 
offers complied with its FRAND obligation, despite the 
issues identified by Huawei. It therefore dismissed the 
application for summary judgment.

Patent privateering

Most of Unwired Planet’s patents were acquired from 
Ericsson pursuant to an agreement called the Master Sale 
Agreement (MSA) dated 10th January 2013. The MSA 
transferred 2185 patents to Unwired Planet and includes 
terms in which Ericsson shares in the revenue earned by 
Unwired Planet from licensing the patents.

Ericsson is a major innovator in the mobile 
telecommunications sector investing about $5 billion per 
annum (15% of its net sales) in R&D. It holds a portfolio of 
over 37,000 patents with roughly 2,000 new patents being 
granted each year. It sells telecommunications equipment 
and software in over 180 countries. It does not make 
mobile handsets.

Samsung and Huawei relied on various competition law 
defences, in addition to disputing validity, essentiality and 
infringement. In particular, Samsung alleged that the 
Ericsson had breached Article 101 of the Treaty on the 
Functioning of the EU (“TFEU”), as an agreement which 
divided Ericsson’s portfolio whilst allowing Ericsson to 
share in the revenue earned by Unwired Planet from the 
transferred patents had the object or effect of preventing 
or distorting competition.

Samsung commented in this regards that Ericsson 
competed in the downstream market with potential 
licensees such as Samsung and was therefore open to and 
indeed probably needed cross-licences from those 
competitors. This strongly influenced its licensing 
approach. Also as a major R&D organisation, manufacturer 
and seller, its commercial reputation is a matter of 
importance. On the other hand, as an NPE, Unwired Planet 
is in a different position. It is simply seeking to monetise 
the patents it holds. It can act aggressively, threaten and 
sue putative licensees with no adverse consequences, 
reputational or otherwise. It has no products and so is not 
interested in cross-licences.
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Samsung also complained that certain of the specific terms 
of the MSA also amounted to a breach of Article 101. Clause 
3.4 of the MSA sets a minimum payment to Ericsson by 
Unwired Planet in respect of a licence granted to a third party 
by Unwired Planet under a patent transferred to Unwired 
Planet. The clause sets a minimum percentage of the net 
sales revenue of the third party, which must be paid by 
Unwired Planet to Ericsson. This minimum percentage is 
payable regardless of whatever royalty rate has been agreed 
between Unwired Planet and the third party (e.g.  if the 
minimum percentage was 50% and Unwired Planet had 
agreed a licence based on a royalty of 25% of net sales 
revenue, then for every £1 sold by the licensee, Unwired 
Planet would be paid 25p but would still have to pay Ericsson 
50p). Samsung argued that this was a form of horizontal price 
fixing and as such was a hard core restraint on competition.

Ericsson intervened in the proceedings to apply to strike 
out these allegations. The Court dismissed the application, 
concluding that these allegations were arguable and 
should be allowed to proceed to trial. 

So what?

The detailed consideration by the Court of the terms of the 
April Proposal and July Proposal gives helpful practical 
guidance for parties negotiating FRAND licences on how 
to comply with their obligations.

Moreover, this is one of the first English disputes in which 
the phenomenon of patent privateering has been 
considered. As such, it will be closely scrutinised by SEP 
owners and unlicensed implementers alike for any 
leverage which can be deployed in licence negotiations.

The English Court has described the dispute as “complex 
and multi-faceted”. As a matter of case management, it has 
therefore allocated the case to a docketed judge. This 
means that the same judge (Birss J) will hear all 
applications and trials in the dispute.

The court has divided the case into five technical trials each 
approximately two months apart with the first in October 
2015 and the last in July 2016. In addition, a “non-technical” 
trial is scheduled for 13 weeks starting in October 2016. This 
will cover matters of fair, reasonable, and non-discriminatory 
(“FRAND”) licensing, competition law, obligations under the 
IPR policy of the European Telecommunications Standards 
Institute, and whether injunctions may be granted in the 
event of infringement of a SEP.

This is litigation on a grand scale. Further developments in 
the dispute will be followed closely by the whole TMT sector 
and judgment in the non-technical trial is eagerly awaited.

For more information contact

Adrian Toutoungi 
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In what circumstances can the owner of a Standard 
Essential Patent (“SEP”) seek an injunction against an 
unlicensed implementer of the technical standard? This is 
the vexed question, which has been debated globally in 
recent years. In C-170/13 Huawei Technologies Co. Ltd v 
ZTE Corp., ZTE Deutschland GmbH, it was the turn of the 
Court of Justice of the European Union (“the CJEU”) to 
give its answer. In its decision of 16 July 2015, it provides 
guidance on the circumstances in which a SEP-owner in a 
dominant position can nevertheless seek injunction 
without incurring liability under Article 102 of the Treat on 
the Functioning of the EU for abuse of dominance.

What?

Huawei Technologies Co. Limited (“Huawei”) is the owner 
of a SEP, which it has declared to the European 
Telecommunications Standards Institute (“ETSI”) as 
essential to the LTE (4G) telecoms standard. This is one of 
4700 patents which have been declared as essential to 
that standard.

As a member of ETSI, Huawei is bound by a commitment to 
licence its SEP to third parties on fair, reasonable and non-
discriminatory (“FRAND”) terms for a reasonable royalty rate. 

ZTE Deutschland GmbH (“ZTE”) implemented the LTE standard 
in Germany by marketing LTE-compliant base stations there. 
Huawei alleged that by doing this ZTE were using its SEP 
without paying a royalty.  Between November 2010 and the 
end of March 2011, Huawei and ZTE tried to conclude a licence 
for the use of the SEP. Huawei proposed a specific royalty, but 
ZTE preferred to discuss a cross-licence. Negotiations broke 
down and the license was never completed.

This resulted in Huawei bringing action in the Düsseldorf 
Regional Court for a prohibitory injunction, damages and a 
product recall order, on the grounds of patent infringement. 
ZTE protested that it was wiling to take a license on FRAND 
terms, and hence the seeking of an injunction was an abuse 
of a dominant position.

German law on this issue was set out in the well-known 
decision of the Bundesgerichtshof (Federal Court of 
Justice, Germany) of 6 May 2009 in Orange-Book-
Standard (KZR 39/06, “Orange-Book-Standard”). This case 
law establishes that seeking an injunction will only amount 
to an abuse in strictly limited circumstance, and places the 
burden on the unlicensed implementer to demonstrate 
that these circumstances apply. It is a heavy burden, and 
hence it has been hard in practice for an unlicensed 
implementer to resist the grant of an injunction in the 
Germany Courts.

Conversely, the European Commission has taken a 
different approach. In its preliminary assessment in its 
proceedings against Samsung Electronics and Others 
(COMP/C-3/39.939), it suggested that the bringing of an 
action for a prohibitory injunction was unlawful in the light 
of Article 102 TFEU, given that the case concerned an SEP, 
that the patent holder had given a FRAND undertaking and 
that the infringer was itself willing to negotiate such a 
licence. This preliminary assessment was confirmed in its 
formal Motorola and Samsung decisions of 29 April 2014.

In light of the divergence between the Orange-Book 
Standard line of cases, and the approach of the European 
Commission, the Düsseldorf Regional Court referred the 
matter to the CJEU.

It was common ground between the parties that Huawei 
was in a dominant position, so the CJEU only needed to 
consider the existence of an abuse.

The CJEU established certain steps that the SEP owner 
who brings an infringement action seeking an injunction or 
an order for product recall must follow in order to avoid 
liability under Article 102 TFEU for abuse of dominance. 
These are:

 – Prior to bringing the infringement action, the SEP 
owner must notify the alleged infringer of the 
infringement complained of. 

Orange squashed: the 
decision of the CJEU in 
Huawei v ZTE
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 – Following this, if the alleged infringer confirms that it is 
willing to take a licence, the SEP owner must make a 
specific, written offer of a licence on FRAND terms. The 
CJEU was clear that this offer must specify the royalty 
rate and how the royalty is to be calculated.

 – It is then for the alleged infringer to “respond 
diligently to the SEP owner, in accordance with the 
recognised commercial practices in the field and 
good faith”. In particular, the alleged infringer must 
not use delaying tactics.

 – In the event the alleged infringer refuses to accept the 
offer, it must promptly submit a counter offer, in 
writing, based on FRAND terms.

 – If the SEP owner rejects the counter offer and the 
alleged infringer is still using the SEP, the alleged 
infringer must provide a form of security, for example a 
bank guarantee or deposit. The calculation of this is to 
be based on the past acts of use of the SEP by the 
alleged infringer.

 – Finally and by common agreement, the alleged 
infringer and the SEP owner may request that the 
royalty rate is calculated by an independent third party, 
to be established without delay. 

The Court also clarified that seeking an action seeking a 
payment of damages, but not seeking injunctive relief, will 
not amount to an abuse.

It should be noted that the CJEU confirmed that the 
alleged infringer cannot be criticised for challenging in 
parallel with the licensing negotiations the validity, 
essentiality or infringement of the SEP, or reserving its right 
to do so. 

So what?

The decision sheds some useful light on this vexed issue. In 
particular, the CJEU decision is a clear departure from the 
Orange Book Standard case law, and creates a more 
balanced approach in which the actions of both the SEP 
owner and the unlicensed implementer are scrutinised.

However, significant uncertainty remains. For example:

 – The decision does not address the circumstances in 
which ownership of a SEP confers dominance.

 – How are “recognised commercial practices in the field 
and good faith” and “delaying tactics” to be identified?

 – The CJEU decision gives no guidance on how specific 
FRAND terms should be determined, in particular the 
royalty rate or royalty base. 

 – The decision of the CJEU refers in various places to the 
impact of seeking an injunction on “products complying 
with the standard in question manufactured by 
competitors from appearing or remaining on the market.” 
This appears to have been an important criterion for the 
CJEU in its analysis. This calls into question the extent to 
which the case is applicable to infringement proceedings 
brought by a Non-producing entity, rather than a 
competitor of the unlicensed implementer. It also calls 
into question the extent to which the case applies to 
infringement proceedings brought against entities 
downstream from the manufacturer. Indeed, in her 
speech on 11 September at the 2015 IBA Competition 
Conference in Florence, Margarthe Vestager, the 
Competition Commissioner, noted and deprecated 
attempts to “outmanouevre” the judgment by seeking 
injunctions against companies at other levels of the supply 
chain, such as telecoms network operators selling 
phones, rather than handset manufacturers.

 – Given the emphasis in the reasoning of the CJEU on the 
express FRAND declaration made by a SEP-owner to a 
Standards Setting Organization, it is unclear to what 
extent the judgment applies to de facto standards. 

Given the importance of these issues, further disputes are 
inevitable.

Whilst the CJEU referred to its well-established Magill case 
law on refusals to licence, it made no mention of its decision 
in Case T-111/96, ITT Promedia v  Commission, which 
established that only in “wholly exceptional circumstances” 
will the bringing of legal proceedings amount to an abuse of 
a dominant position. This omission is curious.

Finally, it is striking that this case was fought between two 
Chinese entities, first in the German courts and then the 
CJEU. In 2G or 3G telecoms, such disputes would 
generally have involved a US or European entity. Times are 
changing. Both ZTE and Huawei are reported to be making 
significant R&D investment in developing technology for 
4G and 5G telecoms, and hence to strengthen their SEP 
portfolios for these technical standards. 

For more information contact:

Adrian Toutoungi 
Partner, Telecoms 
adriantoutoungi@eversheds.com
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Tactical disclosure applications in patent disputes: a new 
strategy for alleged infringers to promote settlement 
discussions or licence negotiations.

In Adaptive Spectrum & Signal Alignment Inc. v British 
Telecommunications Plc, [2014] EWHC 4447 (Pat), the 
English Patents Court ordered the victorious patent owner 
in patent infringement proceedings to provide early 
disclosure to the defendant of confidential licence 
agreements. This is a commercially significant decision, as in 
appropriate cases it can provide a losing defendant with a 
strategy to increase its leverage in settlement discussions or 
licence negotiations with the patent owner, and to make a 
well-pitched early settlement offer, protecting itself from 
the legal costs of the damages inquiry phase of the litigation.

What?

This case formed part of a complex set of proceedings 
between Adaptive Spectrum & Signal Alignment (“ASSIA”), a 
consultancy and software company, and British 
Telecommunications plc (“BT”). At an earlier High Court 
trial, Birss J had found that a broadband network 
management system belonging to British 
Telecommunications Plc (“BT”) infringed a patent owned 
by ASSIA. On appeal, the Court of Appeal found that a 
second patent was also infringed. A further hearing 
established that a variant designed by BT to work around 
the patents also infringed.

Tactical disclosure 
applications in 
patent disputes: 

A new strategy for alleged infringers to promote settlement 
discussions or licence negotiations
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ASSIA elected to seek damages rather than an account of 
profits, and an inquiry as to damages was ordered. 
Although the proceedings for the inquiry had not yet 
started, BT applied for early disclosure of certain licences 
and other agreements from ASSIA in order that it could 
better understand what level of damages it may need to 
pay. BT argued that this was necessary to promote 
settlement discussions and to help it put together a 
reasonable Part 36 offer.

Conventionally, case management of intellectual property 
disputes separates the liability phase from the phase dealing 
with the assessment of the amount of damages. This means 
that disclosure which relates to quantum is normally not 
considered before the end of the liability phase, and 
normally takes place after the liability phase has started.

However, the Court accepted that it had jurisdiction to 
order disclosure at an earlier stage than would ordinarily 
be done, and would do so if it appears to be just and in 
accordance with the overriding objective to do so. This 
may be the case where it would promote settlement, allow 
the parties to be on an equal footing and allow them to 
gauge what the value of the case. 

ASSIA argued that the licences and other documents sought 
were highly confidential that making an order for early 
disclosure would cause ASSIA considerable cost and trouble.

The judge accepted this, but nevertheless decided that 
early disclosure of at least some of the documents sought 
by BT would be appropriate. The judge put particular 
weight on public statements made by ASSIA that its claim 
for damages would amount to “many millions of pounds”. 
This had caused difficulty to BT. Without access to the 
documents which BT had requested, it would not be able 
to understand if this statement was correct. Therefore, as 
ASSIA had “already entered the public domain” by making 
these statements, justice demanded that BT should be 
entitled to have at least a degree of early disclosure.

The judge concluded that it would be proportionate to 
order disclosure of the licences relating to the UK (where 
Sky was the licensee), but not the licences and other 
documents relating to ASSIA’s 27 other customers globally. 
These would have to be disclosed in due course, once the 
inquiry phase was under way.
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So what?

A losing defendant in patent infringement proceedings in 
the English Courts is on the back foot in the damages 
inquiry. The victorious patent owner is, almost inevitably, 
going to recover something on the inquiry; the only 
question is how much. In the absence of an appropriate 
settlement offer by the losing defendant (which typically 
would be made in accordance with Part 36 of the English 
Civil Procedure Rules), the costs of the entire inquiry 
phase will be borne by the losing defendant. This means 
that a losing defendant will typically wish to protect its 
position by making an early Part 36 offer. However, it is 
often not in a position to do so until it has a reasonable 
idea of the value of the case. 

Moreover, the Court accepted that, in appropriate 
situations, disclosure in relation to quantum may be 
ordered even pre-action (i.e. before the liability phase has 
started). This exact situation has cropped up in another 
recent case, The Big Bus Company Limited v Tickettogo 
Limited, [2015] EWHC 1094 (Pat).

In that case, an alleged infringer of a patent for a method 
of issuing tickets remotely applied for pre-action 
disclosure of the patent owner’s commercial contracts 
with existing licensees under the patent so that it could 
quantify the value of a likely future claim for patent 
infringement. Although no such claim had been explicitly 
threatened, it had been implied in a series of pre-action 
solicitor’s letters.

Arnold J ruled that the contracts should be disclosed, 
asking rhetorically: “Why should Big Bus have to fight and 
lose on infringement and validity in order to find out what 
it would have to pay by way of damages?”. The judge 
found that he had jurisdiction under CPR rule 31.16(3) to 
order pre-action disclosure satisfied in relation to licences 
under the patent granted to licensees in the transport 
sector in relation to licences under the patent granted to 
any licensees in the transport sector, and was satisfied 
that he should exercise his discretion to make an order. 

In summary, rights holders considering bringing a claim 
for IP infringement should be aware of the risk of having 
to disclose commercially sensitive documents related to 
quantum at a relatively early stage. They should also be 
wary of making public statements regarding damages 
even after obtaining a favourable judgment on liability. 
Conversely, alleged infringers have a new strategy in 
appropriate cases for increasing their leverage in 
settlement negotiations or licensing discussions.
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In the latest move as part of its sector-wide e-commerce 
inquiry, the European Commission (the “Commission”) has 
issued questionnaires to manufacturers of branded 
electronics, clothing and household appliances to obtain 
information on how distribution agreements are drafted 
and how producers set their policies for online sales in a 
range of territories. As discussed in our previous briefing 
the Commission has previously sent requests for 
information to retailers and content owners of movies, TV, 
music and sports.

As part of the questionnaire, producers are being asked to 
provide copies of distribution agreements, including those 
containing exclusive territory clauses. Through compiling 
this evidence, the Commission hopes to gain an insight 
into manufacturers’ relationships with retailers and 
marketplaces, the level of sales generated through 
channels such as online stores, marketplaces and shops, 
and the type of clauses that are deemed necessary within 
distribution agreements. It is understood that companies 
will have until January 2016 to provide their feedback.1

The sector inquiry was launched on 6 May 2015 to enable 
the Commission to identify possible competition concerns 
affecting European online markets. The Commission feels 
that there is potential evidence of barriers being put in 
place by companies within the online sector through, 
amongst other things, employing distribution agreements 
which restrict retailers from selling goods to customers in 
other EU countries. For further information on the inquiry, 
read our briefing here.

1  See MLex article, EU seeks manufacturers’ input on potential e-com-
merce curbs, published on www.mlex.com on 27 November 2015 
(Author: Lewis Crofts).

CMA’s review of consumer law compliance in 
cloud storage

Meanwhile, the UK Competition and Markets Authority (the 
“CMA”) has announced it has opened a consultation into 
the cloud storage industry, amid consumer complaints 
about price rises and reductions to unlimited storage 
capacity deals. The CMA is also investigating concerns 
over loss or deletion of consumer data.

The CMA aims to assess how widespread such practices are, 
whether they breach consumer protection law and what 
impact they have on consumers. Any breaches uncovered 
will result in follow-up action under the CMA’s consumer 
powers, which could include enforcement action or the 
provision of guidance to businesses or consumers.

With an estimated 40% of UK adults using cloud storage 
services to store personal files, music and photos in order 
to free up memory space on laptops or smartphones, the 
cloud storage sector is growing in size and importance and 
consists of major technology firms as well as small 
independent providers. Responses to the review are 
welcomed from businesses, consumers and industry 
experts prior to the closing date of 15 January 2016. The 
initial findings and report are expected around May.

The investigation gives cloud suppliers an opportunity to 
comment and influence the findings. Additionally, cloud 
suppliers are advised to check they are content their online 
cloud provision for consumers are fully compliant. 
Moreover, it will be important to consider the impact of 
any findings and guidance when it comes out next year.

Competition 
authorities intensify 
online sales review

European Commission e-commerce sector inquiry update
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Price comparison website investigation

In addition, the CMA has announced that it will carry out an 
analysis of price comparison websites in the New Year, 
which it believes are particularly significant in improving 
competition across a number of sectors. 

Price comparison websites have become an important 
tool for dealing with market-wide competitive concerns 
identified by the CMA in its markets work.  For example, 
they formed part of the packages of remedies coming out 
of the Private Motor Insurance and Payday Lending market 
investigations.  The CMA now hopes to deliver broader 
improvements to the operation of these sites so that 
consumers are able to find the best deals. The Treasury 
hinted that new legislation may be necessary to increase 
transparency and innovation, as well as to rebuild 
consumer trust. 

These reviews form part of Chancellor George Osborne’s 
“better deal” plan which aims to drive and maintain 
competition in order to make household and company 
bills more affordable, and also encourage the CMA to 
consider whether there are enabling steps that can be 
taken to support local authorities in promoting competitive 
local markets due to report in 2017.

Dawn raid at online sales platform

On 1 December 2015, the CMA carried out a dawn raid at the 
headquarters of Trod Limited, a UK retailer of toys and sports 
products, as well as the domestic premises of one of its 
officers. The dawn raid marked the start of an investigation 
into suspected anti-competitive arrangements relating to UK 
online sales of licensed sport and entertainment 
merchandise. The investigation will enable the CMA to gather 
and analyse information before deciding in around April 2016 
whether to proceed with the investigation. 

The dawn raid was coordinated with searches carried out 
by the West Midlands Police on behalf of the US 
Department of Justice in connection with a separate 
criminal investigation into the sale of posters and 
wallpaper, which concern both individuals and businesses. 

Comment

With a number of investigations ongoing or in the pipeline, 
and in particular the execution of dawn raids, it is clear that 
both the Commission and the CMA have a focus on online 
sales and e-commerce and are not afraid to tackle issues 
across a range of industries.  The CMA’s approach is very 
broad, covering both competition and consumer issues, 
and extending beyond e-commerce and into other 
consumer use of online products.

Few businesses will be totally uninvolved in the markets 
concerned.  For some businesses, the investigations may 
represent a risk, and they should review their practices and 
consider whether changes are needed so as to minimise 
the risk of adverse consequences such as enforcement 
action and fines.  Other businesses may benefit from the 
more competitive markets that should result from these 
investigations.  Either way, businesses should consider the 
potential impact on them and whether their interests may 
be best served by proactively seeking to influence the 
outcome of the various reviews.
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