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Introduction
As we reflect on a turbulent passing decade, although one which 
also saw positive and disruptive developments in the tech, media 
and telecoms space, we look to the year ahead and what this new 
landscape has in store. From AI and robotics and Internet of Things 
to potential new digital taxes, trade issues, new data regimes and 
biometric implications, our team have considered a number of 
upcoming trends and developments.

This new year and decade will be pivotal in the digital 
transformation journey. It seems to me that we are at a 
cross roads in a number of key areas around technology 
and the way it can be used towards the betterment of 
society. I see this coming period involving a great deal of 
reflection and contemplation when it comes to 
regulatory reform or legislative action. In various critical 
areas, there is room to improve current legislative norms. 
For example, we are witnessing a number of jurisdictions 
grappling with the need for updated data protection laws 
and regimes. In doing so, many of these countries are 
looking at the best way to strike a good balance between 
the absolutely critical needs of privacy and the realities of 
innovation such as blockchain and more. Data protection 
must be paramount, but many legislating bodies are 
exploring ways to ensure excellent protection while 
ensuring data can remain a great engine of reform and 
responsible entrepreneurial activity. Legal models such 
as the GDPR of course provide a good measure of 
guidance in what is becoming a truly global debate.

Privacy and data protection is not the only context in 
which we are seeing data emerge as a key factor. Indeed, 
as we stand in the midst of the digital tax debate, it would 
be impossible not to recognise how truly global and 
permeating this discourse is becoming. We hope to 
throw some light on the parameters of the wider debate 
in this [report].

Our economic climate and temperament is changing – 
with a shift in focus towards a sustainable world of the 
future. It will be interesting to see how that social 
conscious drives further change in this space, especially 
with the demand and necessity of technology growth, 
offset by the fierce debate around energy and emissions. 
What is beyond doubt is that sustainability will be one of 

the paramount themes in our sector moving forward, 
with more and more TMT companies aiming for more 
ambitious carbon-neutral goals.

In a similar vein, the debate around ethical AI rages on. 
The world is recognizing more and more the need to 
provide practical guidelines around the development of 
AI models and systems but there seems, as of yet, to be 
no real consensus on how this will (or indeed whether it 
should) translate in to regulatory requirements.

With so many of our TMT clients having major operations 
in the UK, tracking the impact of Brexit will obviously be 
critical. Trade deals and a suitable approach to 
immigration will be key considerations over the coming 
year. Despite its importance, Brexit features only briefly in 
this collection, but you can also track any developments 
at our Brexit Hub.

There is much to reflect on in the TMT world as we enter 
this new and exciting decade. We hope this publication 
will help focus your mind on some of the most prevalent 
themes and trends.

We welcome all our clients and contacts to get in touch 
with any queries you might have and we look forward to 
working with you in 2020.

Nasser Ali Khasawneh 
International TMT Sector Leader

nasseralikhasawneh@ 
eversheds-sutherland.com
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Nuts and bolts of 
Robotic Process 
Automation (“RPA”)
What happened in 2019? In many ways, 2019 was a watershed year 
for the adoption of Robotic Process Automation (RPA) technologies. 
We saw many clients (customers and suppliers) placing 
transformation and the adoption of new technologies such as RPA at 
the heart of procurement and sales strategies. 

T
his is particularly so in the business process 
outsourcing (BPO) sector, where traditional 
outsourcing models have been under 
increasing budgetary and cost pressures.

What is RPA? RPA is the automation of 
repeatable business rules and functions that would 
otherwise be performed by people through the use of 
software tools, often referred to as ‘robots’. 

Is this the same as AI? AI and RPA software perform quite 
differently. Whereas RPA technology requires every 
function to be explicitly programmed in order to execute 
the automated, repetitive process, AI technologies hold 
the promise of systems that are capable of making 
judgments and decisions based on the information 
presented to them. AI does this by using a combination of 
cognitive automation, machine learning, reasoning and 
analytics above human capability. Often, however, RPA 
technologies are bundled with AI so you have to look at AI 
implications as well as RPA implications.

RPA promises to reduce the time taken to undertake 
repetitive tasks such as data entry and retrieval, freeing up 
personnel to undertake more useful and rewarding work. 
Unlike AI, RPA is relatively mature – there are multiple 
solutions on the market and its short term benefits are 
often both tangible and more easily demonstrated to key 
stakeholders.

Are there any challenges to implementing RPA? RPA is, 
by nature, bespoke to a company’s processes and 
environment. Organizations often encounter difficulties at 
the implementation phase (including cost and time 
overruns) as the idiosyncrasies of the functions to be 
automated become clear. In turn, this can result in a 
mismatch between the commercial approach taken in the 
contract (which might have baked-in cost savings) and the 
operational reality of the RPA roll-out.

Other issues we have encountered include:

 – committing to an RPA solution too early, before 
business needs and future plans are fully understood

 – interconnectivity with an already established 
infrastructure along with potential licensing issues 
where existing arrangements do not allow for 
automated access and logins

So what do the next 12 months hold for RPA? Despite 
these challenges, we anticipate that RPA adoption will 
continue to be core to BPO negotiations throughout 
2020. However, we expect customers and suppliers alike 
to place additional focus on key issues such as: 

 – implementation, including initial pilot phasing and 
appropriate gateways to wider roll-out

 – contingency planning and potentially ‘break clauses’ 
for failed implementations

 – approach to pricing and gainshare

 – exit planning (including detailed rights for customers 
to continue using RPA implementations post term)
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How to guard  
the galaxy
Vast increase in adoption of IoT solutions forces  
legislators to increase focus on security guidance

T
here are many differing projections for the size 
of the Internet of Things (IoT) market in the 
coming years. Whichever report you read, IoT 
is booming and a key part of the global 
infrastructure for the future. Statista predicts 

that the total installed base of IoT connected devised is 
projected to reach 75.44 billion worldwide by 2025 
which is a fivefold increase in ten years. Gartner has 
stated that there were 14.2 billion connected things in 
use in 2019 with certain forecasts stating the enterprise 
and automotive IoT market will grow to 5.8 billion 
endpoints in 2020, which is a 21% increase from 2019. 
Gartner has provided an interesting breakdown of the 
2018-2020 real and projected figures for various sectors, 
showcasing utilities as the number one area but 
unsurprisingly building automation, manufacturing and 
natural responses, automotive, government, healthcare 
providers, retail and IT and transportation are also key 
sectors. Interestingly, Fortune Business Insights 
forecasts that the Banking and Financial services 
industry will be the largest segment of that market share. 
Forbes has also stated a similar view in a survey which 
found that the FS sector and healthcare sector were well 
forward with initiatives. This would resonate with the 
work we are helping our clients with too.

The laws which touch IoT are wide in nature. They bring a 
legally-complaint solution to market and take a lot of 
pre-thinking as well as just-in-time thinking on the project 
around the legal ramifications. For example, the data 
privacy (including around use of biometrics, where 
integrated into the solution), intellectual property, 
confidentiality, data-sharing, telecoms, cyber-security and 
consumer (where relevant) ramifications alone take much 
forethought. Particularly where there is an interconnected 
eco-system wishing to utilize the underlying data in  
some way.

For those working in IoT (either as a supplier or as an 
adopter of IoT for your business), the key focus for 
legislators is undoubtedly security, with various guidance 
and reports coming out and more likely to follow. This is 
against the back drop of a focus on privacy, cyber and 
transparency generally for IoT, AI and other tech 
companies. 

By way of example, in November 2019 ENISA, the 
European Union Agency for Cybersecurity, released a 
report on its study into “Good Practices for Security of IoT”. 
In the context of the growing prevalence and importance 
of IoT solutions across many sectors, the study aimed to 
identify the main threats to IoT security and to develop 
guidelines and recommendations for avoiding and 
mitigating those threats. Acknowledging that software is at 
the heart of all IoT systems and services, the report is 
intended for IoT software developers, integrators and 
platform and system engineers. It seeks to promote 
security by design for IoT devices and their ecosystems 
(communications, networks, etc) by setting out good 
practice guidelines for the full Software Development Life 
Cycle (“SDLC”). This comprises defining concepts and 
requirements, software design, development and 
implementation, testing and acceptance, deployment and 
integration, maintenance and disposal.

The report includes:

 – analysis of security threats and vulnerabilities in all 
phases of the SDLC

 – detailed asset and threat taxonomies

 – good practices to enhance cybersecurity broken 
down into practices relating to people (training and 
awareness, roles and privileges, security culture), 
processes (third party management, operations 
management, SDLC methodology, secure 
deployment, security design, internal policies) and 
technologies (access control, third party software, 
secure communication, secure code, security 
reviews, security of SDLC infrastructure, secure 
implementation)

 – mapping of ENISA good practices to related existing 
standards, guidelines and schemes 

In October 2018, the UK government published a 
voluntary Code of Practice for Consumer IoT Security (“UK 
Code of Practice”) which brought together 13 guidelines 
that are widely considered good practice in IoT security. 
They are intended to support all stakeholders involved in 
development, manufacturing and sale of consumer IoT 
devices.

We also reported in 2019 on a consultation from  
the UK government on its proposals to regulate the 
security of IOT.

The government has now published its response to  
that consultation.

Consultation
The current UK Code of Practice relies on self-regulation 
by industry, but the government is concerned that, despite 
the introduction of the UK Code of Practice, there are still 
significant security flaws in many products on the market. 
This situation needs to be addressed urgently in order to 
protect consumer security, privacy and safety and to 
mitigate the increasing threat of cyber-attacks launched 
from insecure IoT devices. As part of its policy objective of 
moving away from consumers being responsible for 
securing their own devices towards ensuring that all 
consumer IoT products are secure by design, the UK 
government intends to introduce legislation to regulate 
this area and ensure that all consumer IoT devices meet 
basic security standards. 

Following the consultation, the government has 
concluded that it will implement legislation that mandates 
the following three principles:

 – all IoT device passwords to be unique and not 
resettable to any universal factory default value

 – each manufacturer to provide a public point of 
contact as part of a vulnerability disclosure policy to 
enable security researchers and others to report 
issues 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 – each manufacturer to explicitly state the minimum 
length of time for which the product will receive 
security updates

The consultation proposed the introduction of a security 
labelling scheme for consumer IoT products to assist 
consumers in making informed purchasing decisions. 
Following a range of concerns raised by respondents to 
the consultation, the government has decided not to go 
ahead with a labelling scheme at this time.

The government will now carry out further policy 
development on the detail of this first phase stage of 
regulation, in particular considering how those selling into 
the UK can best evidence security information to 
consumers at the point of sale whilst ensuring minimum 
disruption to the supply chain. It is intended that this will 
only be the first phase of regulation in this sector.

The report also emphasizes that as part of its approach to 
regulation, the government is committed to collaborating 
at an international level to achieve global alignment across 
the IoT supply chain. For example, producing a joint 
ministerial statement by the UK, US, Australia, Canada and 
New Zealand committing to align approach to enhancing 
the security of IoT devices was signed in July 2019.

We will be closely monitoring developments in this area.

In terms of IoT going forwards, businesses need to watch 
for new laws and guidance as it comes in and ideally add 
to the debate where there is consultation. No doubt the 
continuing focuses this year will be around security as well 
as protecting the consumer, building on the above. It will 
be interesting to see the extent to which there is any 
international consensus. As ever the issue for technology 
suppliers, complying with differing requirements adds 
burden and time. With the current backdrop of Brexit, 
there is likely to be more divergence in laws between the 
EU and the UK over time (albeit hopefully complimentary 
where it makes sense). While it is important we get this 
right given the phenomenal access to data IoT can bring, it 
is also important we build rules and guidance that work 
across continents and which ideally do not mean 
completely new solutions are needed as the solution is 
deployed internationally.

Author
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May the consent be  
with you - Biometrics 
and data centers
The use of biometric security and access controls is a common 
feature of data centers. This security process relies on scanning and 
verifying the unique biometric characteristics of individuals to enter 
secure areas of a data center or access key IT assets. Biometric 
security technology is often used to manage access to facilities, and 
can also be incorporated into server cabinets as part of physical 
security measures.

I
nherent in the operation of these security controls is 
the collection of biometric data. This term refers to 
biological features that can identify an individual, 
such as their face, fingerprints, iris, voice and facial 
expressions. Under GDPR, and in the UK, the Data 

Protection Act 2018 (Data Protection Law), where 
biometric data is used to uniquely identify an individual, 
it becomes a special category of personal data. This 
means that it benefits from additional protections, 
including a limited number of purposes for which it can 
be used. 

Although data center operators will often be deploying 
these technologies in order to meet a requirement of their 
customers, they will be the controller in respect of this 
data. This is because they will be defining the purposes, for 
example in the case of any security breach to carry out an 
investigation, they will be the controller in respect of this 
data.

In practice, this means data center operators deploying 
biometric access controls for visitors and employees need 
to overcome a number of legal challenges in order to 

process it lawfully, including having an appropriate lawful 
basis for its use. 

The lawful basis often favored by data centers to process 
biometrics tends to be a person’s explicit consent. The 
challenge here is that consent cannot be lawful under 
Data Protection Laws if it is not freely given. In many cases, 
if a real alternative to the collection of biometric data is 
not offered, for example using a key card for access 
instead of fingerprint scanning, consent will not be 
considered freely given. With biometric access controls 
being standard practice in the industry, alternatives are 
often not operationally possible, which means that it is 
very difficult to obtain valid consent. For employees, the 
consent challenge is doubly difficult as the starting point 
under GDPR and European guidance is that “consent is 
highly unlikely to be a lawful basis for data processing at 
work, unless employees can refuse without adverse 
consequence1”, as a result of the power dynamic between 
employee and employer. 

1 Paragraph 1 (Executive summary (page 3)): Article 29 Working Party Opinion 2/2017 
on data processing at work

Finding an alternative lawful basis is tricky. A potential 
solution in some circumstances may be to argue that the 
processing is necessary for reasons of substantial public 
interest, for example, that they are necessary for the 
security and integrity of the data housed by the data 
center. In addition to being necessary, the processing of 
biometrics must be proportionate to the risks it is being 
deployed to protect. Operators should work with their 
legal team to assess whether this could be appropriate in 
their case and document their analysis.

In reality, this creates a commercial and legal tension for 
data center operators: a need to deploy biometrics to 
satisfy customer requirements and maintain competitive 
advantage, but risking a breach of Data Protection Laws. 
Part of the solution is ensuring that companies have 
stringent cyber security procedures built into the 
technology to limit risk in the event of security breach, 
such as fingerprint and face hashing where the data is 
encoded in a way that can’t readily be reversed. Other 
options, such as two factor authentication using, for 
example card reader data and biometric templates being 
held on separate servers, add further layers of security. 
However, the segregation of data does not mean that the 
data is no longer personal data and/or biometric data, 
which means that attention still needs to be given to lawful 
basis.
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OECD reforms
The OECD is currently attempting to achieve international 
consensus on proposed tax reform measures for 
businesses operating digitally. These reforms seek to 
reflect the global reach and scale available to businesses 
through digitization. Fundamentally, these reforms 
propose a reallocation of taxable profits from the “home” 
jurisdiction of digital businesses to customer or market 
jurisdictions. This represents a radical shift in international 
tax rights that will expose consumer-facing businesses to 
taxation in many more countries, increasing tax and 
administration costs and potentially requiring the 
reorganization of current corporate structures.

Interim digital tax measures
The OECD is seeking to deliver consensus on these 
reforms by the end of 2020. However, this process has 
been ongoing for nearly a decade and many countries are 
concerned that consensus will not be reached this year, if 
at all. Therefore, to address lost tax revenue and local 
political imperatives, many countries are introducing their 
own digital tax measures such as digital services taxes 
(DSTs), withholding taxes (for example, on digital 
advertising revenues) and VAT-type taxes on digital 
services. These take many different forms but often seek 
to tax the same income producing activity, giving rise to 
significant additional tax burdens for digital businesses.

Spotlight on 2020
Many of the interim digital tax measures are expressed to 
be subject to international consensus on the OECD 
approach. If consensus is reached, these local measures 
will either not be introduced or will be repealed. Therefore, 
the OECD’s work in this area in 2020 is key. If consensus 
can be reached in 2020 there could be huge global 
change to international business taxation. If consensus is 
not reached, 2020 could see a plethora of separate digital 
tax measures creating confusion and tax cost for 
businesses operating globally. For updates please 
subscribe to our weekly Digital Tax Bytes.

The tax impact of Brexit
Following the UK’s exit from the EU, 2020 will be the year 
in which the future relationship between the UK and the 
EU becomes clearer. From a tax perspective, the key issue 
will be the border between the UK and EU and the 
application of tariffs and import VAT. Will a customs union 
be preserved or will taxes begin to be applied on goods 
passing between the UK and EU?

Other tax issues dependent upon the future UK/EU 
relationship include:

 – taxation of dividends, interest and royalties – EU 
directives (which continue in force for the transition 
period through to the end of 2020) remove 
withholding taxes from certain dividend, interest and 
royalty payments between EU residents. Without 
further agreement, these directives will cease to apply 
at the end of 2020 which could lead to increased tax 
cost and administrative burden for EU corporate 
groups. Developments over 2020, both between the 
UK and EU but also within each EU member state 
should be monitored. Restructuring may be required 
to mitigate the impact of the loss of these directives 
and future investment decisions should take any such 
loss into account

 – application of EU law – EU law has historically been 
very influential on UK tax law, requiring changes not 
only to UK VAT law but also to a much wider spectrum 
of UK tax laws. A key question going forward will be 
what role, if any, will EU law have in respect of the UK 
and how UK tax law might change and diverge from 
its current state during 2020 and beyond

 – state aid rules – in recent years, the EU’s anti-
competition State Aid rules have increasingly been 
used to challenge tax matters, particularly tax 
authority rulings or local tax exemptions perceived to 
be selective and anti-competitive. Challenges made 
under these rules sit outside the usual tax court 
system and can overturn tax statute and settled 
government ruling procedures. Tax can also be 
reclaimed for up to a ten year period, a period in 
excess of most domestic tax assessment periods. 
State Aid challenges have added great uncertainty for 
EU based taxpayers and there is every indication that 
the EU will continue to use State Aid to challenge tax 
matters. The key question to be resolved in 2020 is 
whether the UK will continue to be subject to EU State 
Aid rules after the transition period?

Tax information sharing and  
coordinated audits
2020 will see a continued increase in demands upon 
taxpayers to provide information about their tax affairs to 
tax authorities, which will then be shared and used by tax 
authorities around the world to instigate enquires and tax 
challenges, increasingly on a multi-jurisdictional basis. 

DAC6
One particular milestone in this area in 2020 will be the 
commencement of the reporting requirements of DAC6 in 
the EU. Commencing on 1 July 2020, DAC6 requires 
taxpayers and intermediaries to report a wide range of 
cross-border transactions with an EU element to their 
relevant tax authorities. This reporting requirement is 
designed to flag potentially abusive transactions to tax 
authorities to enable challenges or legislative change. 
These rules are particularly burdensome as they require 
disclosure of relevant transactions dating back to 25 June 
2018, and preparations for this new reporting requirement 
and ensuring compliance for the initial months post-July 
will be a key area of tax focus throughout 2020 for 
multi-nationals with an EU presence.
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What can 
decarbonization  
do for you?
With the increasing emphasis on decarbonization, many technology 
companies and other large corporates are looking to source their 
(often substantial) energy requirements from renewable sources. 
Many have signed up to voluntary schemes like the RE100 (http://
there100.org/), a group of (more than 100) highly influential 
companies who have committed to 100% renewable electricity. In 
addition to boosting their ‘green credentials’, sourcing power directly 
from generators can make good economic sense.

The dual-catalysts of the drive to decarbonize and the end 
to subsidized renewable energy means that renewable 
energy generators and technology companies are 
increasingly looking to each other to enter into mutually 
beneficially “corporate power purchase agreements 
(PPAs)”. For tech companies, they can secure price 
certainty for their long-term electricity costs – this could 
be by fixing a price in the PPA, or by agreeing price floors/
caps. For generators, they can secure long term price 
certainty which enables them to outlay the capital 
required to construct and operate their renewable 
generating station. The result is that both are supporting 
the construction of new sources of low carbon 
generation. Demand for these arrangements from large 
energy users such as tech companies is critical if the 
energy system is to continue decarbonizing.

Certain conditions can make or break these endeavors, 
one of which is a healthy long-term demand from a 
creditworthy corporate, and high levels of predictable 
demand certainly helps. For this reason, technology 
companies (such as data centers) are an attractive target 
for electricity generators. 

There are a multitude of ways you can decarbonize your 
electricity, ranging from opting for a green tariff to having 

a generator construct a station on one of your sites. We 
are familiar with all models, and their pros and cons, and 
would be very happy to discuss with you. We understand 
that as electricity procurement is unlikely to be your core 
business, the process, technicalities and legalities can all 
be daunting – not least the prospect of entering into such 
long term contracts (many PPAs have terms of around ten 
years, for instance).

Despite these challenges and complexities, many 
corporate PPAs are being explored by large energy 
consumers, and an ever increasing number are being 
successfully closed.  This is a welcome trend for an energy 
grid which must continue to decarbonize at record pace, 
without subsidies, if we are to meet our ambitious legally 
binding “Net Zero” target.
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EU and UK TMT  
hot topics
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The Directive on Copyright in the 
Digital Single Market came into force on 
7 June 2019 and is to be implemented by 
EU Member States into national law by 7 
June 2021. 

Article 15 creates a new right for press 
publishers to receive payment from 
online platforms which aggregate their 
news stories. Article 17 imposes various 
obligations on ‘online content-sharing 
service providers’ which govern the use 
of copyright-protected content by users 
of online sharing services. For further 
information please visit our article here.

The UK Government announced on 21 
January 2020 that it has “no plans” to 
implement the Directive. However, 
remaining member states are likely to 
begin to interpret and implement the 
Directive into national law in the later 
part of 2020.

Implementation 
of the copyright 
directive

 – In a critical report, the view of the 
Information Commissioner’s Office 
(‘ICO’) is that the adtech industry is 
processing personal data unlawfully. 
In 2020, it is likely that regulators will 
begin to crack down on such 
unlawful activity within the adtech 
industry and will impose obligations 
on organizations to be more 
transparent. 

 – Advertising is becoming increasingly 
personalized and in order to target 
individuals accurately, companies 
require intimate and personal 
information. It is likely that highly 
invasive, personalized data-driven 
adverts will become more prevalent 
in the future, however individuals 
expect their data to be secure and 
used transparently. Finding this 
balance will be a challenge in 2020.

Adtech 
activity

The UK Government’s Online Harms White 
Paper of last year proposed a new approach 
to online safety. The White Paper proposed 
implementation of a new regulatory 
framework setting clear standards to protect 
individuals from harmful and illegal online 
content whilst preserving the freedom of 
expression. This included establishing a new 
statutory duty of care to ensure organizations 
become accountable for the safety of users 
of their online services. 

The policy proposals in the White Paper 
aimed to tackle a wide range of issues 
including the online abuse of public figures, 
screen time and its impact on children, 
cyberbullying, and underage sharing of 
sexual imagery. Although the policy did not 
feature in any detail in the Queen’s Speech 
for the opening of Parliament, there was 
reference to developing “legislation to 
improve internet safety for all”. The House of 
Lords in January 2020 held a first reading of a 
Bill to assign certain functions to Ofcom in 
relation to online harm regulation. There may 
be both further policy consideration and 
legislative development by the Government 
in relation to online harm in 2020.

Online 
harm
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Changes on  
the horizon
2020 looks set to be a significant year for privacy, cyber security  
and Internet content reforms in China and Hong Kong.

O
n 20 December 2019, the Cyberspace 
Administration of China released the 
“Regulation on Governance of Internet 
Information Content Ecosystem” 
(Regulation). The Regulation will come into 

force on 1 March 2020, supplementing China’s existing 
National Security Law, Cybersecurity Law and Measures 
for the Administration of Internet Information Services.

The Regulation seeks to prohibit the publication of 
inappropriate content by “Internet information content 
producers” across various digital platforms and forums. 
The Regulation expands upon the existing list of prohibited 
content under the Cybersecurity Law to include content 
that “distorts, insults, defames or otherwise infringes 
names, portraits or reputations” of individuals of 
prominent standing within China. It is worth noting that 
the Regulation applies to “Internet information content 
producers” and “Internet information content service 
platforms”. The Regulation appears to cast a wide net in 
respect of “Internet information content producers” and 
likely encompasses a broad range of organizations and 
users, including any user creating content for publication 
on the Internet. “Internet information content service 
platforms” includes Internet forums, blogs, social media 
sites, etc., and such platforms are required to implement 
appropriate measures to prevent the publishing of 
prohibited content on the Internet. The consequences for 
failing to comply with the Regulation include both civil and 
criminal liability, whereas “serious violations” may be 
subject to certain restrictions by the relevant Cyberspace 
administration authorities, including restrictions on 
business operations and Internet activities generally.

Also, on 20 December 2019, the Legislative Affairs 
Commission of the Standing Committee of the National 
People’s Congress of China announced that the 
Government will formulate new data laws—the Personal 
Data Protection Law and the Data Security Law—in 2020. 
It is not yet known how these new laws intend to operate 
alongside the existing data privacy and cybersecurity legal 
regulations, specifically the Cybersecurity Law. That being 

said, it is anticipated that these new laws will serve to 
revamp (and possibly consolidate) the existing data 
protection and cyber security landscape in China.

Additionally, on 30 December 2019, the Cyberspace 
Administration of China published further guidance 
entitled “Identifying Illegal Collection and Use of Personal 
Data via Apps” setting out specific instances in which the 
collection and use of personal data via an “App” is 
considered unlawful. Importantly, the guidance requires 
the operators of such “Apps” to ensure that their privacy 
policies and collection statements are made available in 
simplified Chinese and appear in pop-up windows or 
other noticeable ways. In addition, the policies and 
collection statements must be easily accessible by users, 
specifically, accessible within four “clicks”.

In Hong Kong, the Legislative Council Panel on 
Constitutional Affairs (Panel) released a discussion paper 
(Paper) on 13 January 2020 which proposes amendments 
to Hong Kong’s Personal Data (Privacy) Ordinance (Cap. 
486) (PDPO). The Paper forms part of the Panel’s agenda 
for its meeting on 20 January 2020. In particular, the 
proposed reforms focus on six specific amendments 
which include:

 – establishing a mandatory data breach notification 
mechanism

 – strengthening the regulation on data retention 
periods (including possibly requiring data users to 
have data retention policies in place)

 – imposing regulations on data processors directly

 – increasing penalties of non-compliance with the 
PDPO

 – revising the definition of “personal data” to include 
“identifiable” natural persons (rather than an 
“identified” persons), in part due to the more prevalent 
use of tracking and data analytics technology

 – regulating the deliberate disclosure of personal data 
of other data subjects (such as “doxxing”)

A further in-depth study on these proposed reforms will be 
conducted with the Office of the Privacy Commissioner for 
Personal Data and relevant stakeholders are intended to be 
consulted in due course.

In light of the rapid legislative developments and future 
plans proposed in the areas of Internet content, data 
protection and cyber security generally across China and 
Hong Kong, it is critical to closely monitor these 
developments and their potential impacts to an 
organization’s business operations. In the case of China 
specifically, and given the potential consequences under 
the Regulation for violations and the tight time frame for 
compliance, businesses that host websites, forums, social 
media sites, etc in China should take immediate actions.
This includes developing or revisiting their website 
monitoring practices and content take down policies, or 
using third-party website monitoring services—to ensure 
compliance with the Regulation.
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The continuing 
revolution - tech M&A
M&A activity – the litmus test of a sector 
In terms of global deal values, the TMT sector currently outstrips all 
other traditional business sectors – supported by booming 
underlying deal activity. 

T
echnology is transforming the way businesses 
work, and the products and services they offer. 
Companies are feeling the heat being turned 
up – to keep pace with change, and to deal 
with emerging commercial threats as they try 

to ride the wave of innovation and manage their 
businesses during a time of technological 
transformation. Across a wide range of traditional 
sectors, businesses are diversifying (by adopting new 
technology, or tech-enabled functions) and even in 
some cases recategorizing themselves as technology 
businesses. 

Market forces at work
The market displays both positive signs and also 
challenges – first some positives: technology sector 
activity continues to be driven by consumers adopting 
new technologies (which will be pushed yet further by the 
wider roll-out of 5G networks, and yet more mobile 
consumption by consumers) and by investors and buyers 
looking to secure opportunities earlier in the life cycle of 
nascent technologies. Set against this, challenges include 
regulatory restrictions (data privacy rules, competition 
regimes, public interest and foreign investment 
considerations) while economists predict a macro-
economic global slowdown and shadows being cast by - 
in the UK - a post-Brexit fog and, further afield, the 
concern of unpredictable international trade wars. In 
short, the sector is navigating a dynamic commercial 
environment, but at a pace of change previously unseen.

Features of Tech M&A
There are features of the technology sector that will be 
consistent for companies that rely on technology as an 

integral part of their operations, that are equally relevant 
for companies acquiring or divesting technology 
businesses. A concentration of intangible assets - IP, data 
(see more below) and even ‘expertise’ - and the critical 
importance of employees remain key. It is these elements 
that are the biggest drivers in valuation metrics in the 
context of M&A activity in the sector. The more common 
valuation benchmark - of proven past performance – will 
often play second fiddle to future forecasts and the 
potential for growth. Separately, the assessment of IT 
infrastructure – including systems integrity, cyber security 
capability and compliance with data protection regulation 
– remains an integral feature in any investment or 
acquisition process. Familiarity with all of these issues is 
critical to navigating the particular challenges in 
technology sector M&A transactions. 

Data – what is next?
Data has long been referred to by commentators in the 
sector as ‘the new oil’, a metaphor for the promise of 
exploiting a valuable trapped asset. Inevitably the real 
world position is much more complex than this and 
industry, commerce and public services are all still 
wrestling with how data sets of information that have been 
- and continue to be - captured, might be used as an asset 
in the future. The proliferation of social media, the Internet 
of Things and connected devices will increase this focus. 
In the context of M&A transactions we should anticipate 
that analytics becomes a more important activity in the 
diligence process. In turn, data will be an increasingly 
important part of business valuation. 
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Changes to the M&A model
Deal activity suggests some trends may be 
developing that will change how 
transactions in the TMT sector are pursued. 
Rather than outright acquisition, in certain 
sectors commercial ‘partnering’ may be 
more appropriate – allowing participants to 
avoid the disruption of a sale/purchase 
process, and to remain agile (possibly 
exploiting the benefits of being a smaller 
operation) as they react to developing 
technology and commercial demands. The 
challenge of integration – post acquisition/
investment – is becoming more widely 
recognized, with businesses spending more 
time and resource on integration planning, 
embedding and incentivising valuable new 
employees (avoiding a constant talent 
churn) and safeguarding the culture at 
organizations.
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Combating robocalls - 
Federal TRACED Act  
and state laws 
2019 saw an effort by both Congress and various state legislatures to 
reduce the volume of robocalling and “spoofed” calls. Robocalls are 
pre-recorded calls placed through automated dialing equipment 
while spoofed calls falsely appear to come from a particular area 
code or legitimate place of business to increase the recipient’s 
chances of answering. Both have been the source of federal and 
state legislation in 2019 due to the surge of these practices 
throughout the country. 

T
he federal Pallone-Thune Telephone 
Robocall Abuse Criminal Enforcement and 
Deterrence Act (TRACED Act) came into force 
towards the end of the last year and there 
have been several notable examples of state 

laws passed in 2019 aimed at reducing robocalling  
and spoofing.

The TRACED Act.
The TRACED Act, signed into law by President Trump on 
December 30, 2019, allows for certain civil forfeiture 
penalties for Telephone Consumer Protection Act (TCPA) 
violations and up to $10,000 in additional penalties for 
intentional violations. The TRACED Act also provides the 
Federal Communications Commission (FCC) with 
additional time (from two years to four years) to bring 
actions for civil forfeiture penalties based on violations 
related to knowingly providing misleading or inaccurate 
caller ID information. Lastly, the TRACED Act requires the 
FCC to issue a number of reports, rules, and proceedings 
regarding a wide variety of issues affecting the 
telecommunications industry, such as spoofing and call 
authentication. These include, among others:

 – implementation efforts taken by voice service 
providers—which are required under the TRACED Act 
to enable the Secure Telephone Identity Revisited 
(STIR)/Secure (or Signature-based) Handling of 
Asserted Information Using ToKENs (SHAKEN) 
authentication technologies—aimed at blocking 
unauthenticated calls and cutting back on spoofed 
calls

 – the progress of setting up a reassigned number 
database, which the FCC must report on within one 
year of the TRACED Act’s enactment

 – efforts taken by voice service providers to determine 
the source of suspected robocalls as part of an annual 
robocall report by the FCC

 – evidence of intentional robocall violations, which the 
FCC must report to the US Attorney General. The FCC 
must also provide the number and types of such 
violations via an annual, public summary

 – the FCC to initiate proceedings on specified topic 
areas as well as implement certain working groups to 
combat robocalling, including to initiate a proceeding 
regarding one-ring scams and to form an interagency 
group to study TCPA prosecutions

 – the FCC must also create an advisory group 
specifically to address robocalling practices to 
hospitals

At the state level, there were also a number of new 
legislative and regulatory initiatives focused on reducing 
the number of robocalls and spoofed calls. 

A number of states—including Arkansas, California, New 
York, North Carolina, and Texas—pursued efforts to 
combat the use of misleading information provided to 
caller ID services in a concerted attempt to reduce 
spoofing. 

A new law promulgated in Arkansas in April  
2019, for example, designates spoofing as a  
felony and similarly increases criminal penalties in 
connection with robocalling to felonies. California 
has also sought to reduce robocalling and spoofing 
by mandating that telecommunications service 
providers have STIR/SHAKEN call authentication 
protocols or comparable technology put in place by 
January 1, 2021. Also, in New York, under its 
Nuisance Call Act signed into law in December 2019, 
telemarketers during live telemarketing sales calls 
are now required to offer consumers the choice to 
be added to the company’s do-not-call list.

Conclusion
Like the TCPA, which is one of the most powerful 
consumer protection statutes of our era, these newly 
enacted laws are noteworthy examples of Congress 
and state legislatures providing greater protection to 
consumers against robocalling and spoofing and we 
will be following its impact over 2020. 
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Future fight club –  
key trends for 2020
Reflecting the evolving nature of this sector, the area of TMT disputes 
has experienced marked developments over the last couple of years, 
with no signs of slowing. As we look to 2020, there are many new 
horizons to choose from, but here are seven for you to really 
consider:

D
ata-driven disputes
Whether personal or corporate, data is so 
valuable, so useful, so embedded within 
systems, applications and supply chains, and 
(in some cases) insecure, that it will, like last 

year, continue to drive many different types of disputes. 

For example, expect to see a continuing rise of disputes 
concerning (i) cyber/data breach litigation (class action/
group litigation against the corporate victim, as well as 
claims against vendors, managed service providers, etc); 
(ii) data loss or unavailability; (iii) data difficulties from 
messy contract exits; and (iv) exiting employees and 
contractors taking corporate and personal data with them.

Digital transformation disputes
All organisations are on a digital transformation journey 
because they recognise the value it brings. However, the 
increasing sophistication of procured or outsourced/
managed solutions, whether involving AI, IoT, blockchain, 
etc, brings with it clear design and implementation risks 
for all parties. Add to that the criticality and scale of many 
solutions and services, means that customers are keener 
than ever to drive performance, protect their investments, 
and exit if necessary. 

IT resilience and outages
IT resilience is crucial to any organisation and 2019 
reminded us of the impact that outages can have on 
customer-facing systems and services – for consumers 
and corporates. The root cause can vary – whether it is a 
cyber incident, data centre failure, IT maintenance and 
support failures, back-up and encryption errors, transition/
cut-over issues, etc – but whatever the cause, the losses 
can be significant and, depending on the sector and 
services, regulatory action can follow. 

Software licensing
Changes to ICT provision (e.g. adoption of novel 
technologies, systems or applications, self-serve, a move 
to the cloud, improved access) or organisational change 
(e.g. acquisition, merger or disposal) can give rise to issues 
of licence non-compliance. As digital transformation 
continues at pace, expect to see a continuing trend of 
software licensing disputes. Internal and external auditing 
regimes, from technical and legal perspectives, can 
provide a measure of assurance. 

Intellectual property disputes
Collaboration is king in the tech space and can bring with 
it a number of IP challenges and disputes for all parties, 
whether at the formative/pilot stages, during a programme 
of transformation, and/or the exit. Expect to see a 
continuing focus on IP protection strategies and 
enforcement flash points in 2020. 

Data-enriched decision making
Organisations are looking for additional data points and 
inputs to further inform decision-making when 
considering dispute resolution strategy. Knowledge 
retention is a key imperative too. Law firms hold a wealth 
of such data, in terms of time, cost, dispute characteristics, 
outcomes and lessons learned. Such data has a powerful 
pro-active element too, allowing organisations to take 
action to reduce risk day-to-day. Expect to see further 
steps taken in this space in 2020.

Technology-enhanced dispute resolution
Organisations are rightly looking beyond traditional 
approaches, to how their advisers use technology to save 
time and cost, and improve effectiveness. Enhanced 
e-discovery, AI, case collaboration and project 
management tools are now part of the package and those 
that don’t offer them will fall further behind in 2020. 
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The Telecoms Code  
and what’s to come  
in 2020 for the UK
The Electronic Communications Code is just over two years old. In 
that short space of time, there have already been two Court of 
Appeal decisions; ten Upper Tribunal (Lands Chamber) decisions; and 
two outstanding applications for permission to appeal, one to the 
Supreme Court and one to the Court of Appeal. We believe that 2020 
is going to be just as busy.

O
ur Telecoms team having acted in more 
reported Code cases than any other lawyers 
and having been involved in four of the five 
key cases so far under the Code (as 
identified by Judge Elizabeth Cooke, a 

Judge of the Upper Tribunal and the former Law 
Commissioner who oversaw the Law Commission’s 
report on the new Code), we consider that we are in a 
fortunate position to be able to predict the next big 
issues likely to arise. 

We foresee, at the very least, the following issues coming 
before the Tribunal this year:

The definition of “subsisting agreement” under the 
Transitional Provisions
Are operators already in occupation under an expired 
agreement contracted out of the Landlord and Tenant Act 
1954 (1954 Act) in occupation pursuant to a “subsisting 
agreement”? Is an initial agreement in writing sufficient, no 
matter when it expired?

Consideration, Compensation and 1954 Act Rent
There has been some guidance provided by the Tribunal to 
date but on these provisions in Cornerstone 
Telecommunications Infrastructure Ltd v Compton 
Beauchamp Estates [2019] UKUT 107 (LC) and EE Limited 
and Hutchison 3G UK Limited –v- The Mayor and Burgesses 
of the London Borough of Islington [2018] UKUT 0361 (LC) 
but no definitive decision based on full arguments. A recent 
decision of the Portsmouth County Court dated 8 January 
2020 in Vodafone Enterprise UK Ltd –v- Portsmouth Water 
and AP Wireless II (UK) Limited (unreported) in which we are 
acting, has confirmed that the valuation of rent in an 
unopposed lease renewal under the 1954 Act must be 
based on the valuation methodology contained in section 
34 of the 1954 Act and not based on the Code. 

Access
The consequence of the Court of Appeal’s interpretation 
of the Code in Cornerstone Telecommunications 

Infrastructure Ltd v University of London [2019] EWCA Civ 
2075 which gives Code Operators statutory rights of 
access to buildings with limited grounds of statutory 
opposition and a low threshold test was not a question 
debated before Parliament nor is it clear that this was 
intended by the Government. As this has such far reaching 
consequences for landowners, we do not consider that 
this is the end of the attention on this Code right.

5G Exclusion Zones and ICNIRP Guidelines
EMF exclusion zones are significantly larger for 5G than 3G 
or 4G. Operators have been reluctant to provide details of 
the 5G exclusion zones to landowners. Those that have 
been provided are the ICNIRP occupational exclusion 
zones rather than the ICNIRP public exclusion zones and 
are therefore of limited assistance to landowners. It is of 
fundamental importance to landowners to know the 
extent of any exclusion zones and those areas in which 
people should not enter. It is important to landowners 
because landowners have obligations to ensure everyone 
on their land is safe and not many contractors appointed 
by landowners will have Radio Frequency training 
sufficient for the ICNIRP occupational exclusion zones. 
There are health and safety implications and raises the 
risks for landowners of damages claims from neighbouring 
buildings and/or occupiers.
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Can we and should  
we be taming AI?
New laws, guidance and policy-making in relation to the field of 
artificial intelligence command a leading focus in the second half  
of 2019, with much more set to come in 2020.

F
or those that follow our TMT posts, articles and 
social media, you will have seen an increasing 
amount of coverage by Eversheds Sutherland 
and, of course more generally, in relation to a 
plethora of guidance and policy-making covering 

artificial intelligence (AI), with the introduction of new 
laws likely to become an increasing focus in 2020 and 
beyond. 

In the last few months of 2019, by way of example, the 
World Intellectual Property Organization (WIPO) called for 
input into intellectual property policy on AI and, 
throughout 2019, the UK Information Commissioner’s 
office has published a plethora of guidance and blogs 
specifically focused on AI, including launching in 
December (in conjunction with the Turing Institute) a 
consultation seeking feedback on “Explaining decisions 
made with AI”. Earlier in the year, we also saw important 
guidance from Europe and the Middle East. 

Interestingly, we are beginning to see more guidance 
emanating again from the US. Towards the back-end of 
2019, in particular, members of Congress introduced 
various bills and resolutions which will seek to shape 
policy on artificial intelligence in the US. US Congress also 
passed the National Security Commission on Artificial 
Intelligence Act. The US also announced light-touch 
regulations around self-driving cars (the light-touch 
approach arguably being in contrast to much of the rest of 
the world). Such an approach is an example of the Trump 
Administration’s will to not stifle innovation in this area. 
Frankly, a more light-touch approach is likely to help 
companies establish themselves as major players before 
having to grapple with the more cumbersome laws of 
other countries as they launch internationally. However, 
there are few laws around AI in place specifically which 
give clarity or consensus for business.

While (as has always been the case) technology and its 
adoption forges ahead at pace - regardless of whether 
there is an adequate set of laws in place to cope with the 
evolving technology - the lack of clarity, in a number of 
legal areas relevant to AI, brings with it a likelihood of 

conflict and potential litigation and so sensible “guiderails” 
are to be welcomed in many ways. However, the crucial 
word is “sensible” here. The usual tensions are arising here 
around creation of laws which work for technology, 
including that the technology is global in nature but the 
laws are clearly not going to be uniform (we are already 
seeing divergences) and that there is a tension between 
the capability of the technology and how much the 
regulatory landscape will close down the potential of the 
technology. For example, AI has already given us huge 
strides forward in terms of its application to healthcare and 
drug discovery but the often times stringent positions 
taken or likely to be taken around areas like privacy law 
can mean it is difficult for crucial relevant data to be 
accessed – even if the usage would be very carefully 
applied. That said, we can understand, given the recent 
scandals around use of personal data by some technology 
companies outside of the bounds of fairness and 
transparency, why the regulators do want to apply strict 
rules in this area. 

The call by the ICO and the Turing Institute for feedback 
(which was due on 24 January 2020) around developing 
guidance to assist organizations in explaining to individuals 
how AI is used in making decisions that affect them, 
highlights an area where there is a particularly difficult area 
of tension between the AI provider/the organization who 
want to use the AI technology quite freely (often for good 
reasons) and ultimate owner or provider of the data that 
the AI harnesses [Link to article]. In my view, the balance 
needs to be struck between providing the relevant level of 
transparency and explanation that lawmakers and 
consumers might like or need but that technically, and 
from a proprietary viewpoint, may be over burdensome. If 
AI providers and customers or beneficiaries of AI have 
engaged with this consultation to add their views in at the 
right stage then we would hope the results are helpful and 
balanced. This is our view in relation to all of the 
consultations – we really need all stakeholders to engage 
in the debate(s) in order to drive legislation that is balanced 
and workable. 

In a similar vein, for many years, we have been discussing 
the need for focus and clarity around the intellectual 
property treatment of AI, particularly in relation to 
patentability and copyright in a number of countries 
across the world. It will be interesting to see the results of 
the WIPO consultation. It will be more interesting to see 
how intellectual property law develops in 2020 and likely 
beyond. Clearly, even currently, contracts can be used to 
set out sensible positions in relation to IP and particularly 
ownership and use of derived data. However, some of the 
law is having to be stretched in its application in this area 
and could be subject to challenges. There is a lot of work 
to be done in relation to setting out a clear and sensible 
position in many countries as to what happens if AI itself 
invents. 

Ethics and AI and ensuring lack of bias is a huge focus for 
the policy-makers. This is an area we have written on and 
spoken about a great deal. Suffice to say ethical 
considerations run throughout much of the guidance and 
policy-making. Edward Fennell, an editor with The Times, 
was kind enough to highlight in The Times law pages in 
the summer on the interview we did with Richard Tromans 
of Artificial Lawyer which focused to some degree on this 
area. This is also an area that we are now focusing more 
time on with clients, including how to create contractual 
provisions around the requirements. 

In looking at AI going forwards, it would be remiss of us to 
not mention the impact AI will have on warfare, something 
we have commented on in the Artificial Lawyer interview 
[Link to article]. This has been debated for many years 
already with various companies being signatories to 
principles already around good deployment of AI in war. 
Whether cyber or physical warfare – as with nuclear 
warfare - at some point, we must grapple with seeking to 

gain as much global consensus around the fair 
deployment of AI in warfare. It is crucial to recognize that 
this will be a booming area for business and is actually 
arguably critical because there must be AI which protects 
against AI used for negative purposes such as cyber 
warfare. Whatever conventions or laws we put in place, 
this will be hugely more difficult to enforce than nuclear 
restrictions.

Coming back to more “business as usual” deployment of 
AI, as Eversheds Sutherland regularly state, both to clients 
when we are working on AI projects with them, writing 
templates for them or helping train them in this area and/
or more generally in legal talks and articles, we should not 
forget that AI is a technology at its core and therefore all of 
the usual legal ramifications apply. For example, in a cyber 
breach threat, who takes liability if the AI causes an issue 
(which is particularly important, for example, in relation to 
autonomous vehicles and weapons or misdiagnoses or 
introduction of bias). There will be more specific 
legislation to look out for in some of these areas (for 
example building on specific legislation dealing with AI/
technology and autonomous vehicles in for example 
Germany and the UK). Absent of specific legislation, 
normally principles will need to be applied ( such as 
around product liability) and the contract itself will remain 
the mainstay for really setting out the guiderails for 
successful AI projects.
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Media  
trends for 2020 
As we look to the new year, we have highlighted two key 
developments in the media sector which are likely to affect your 
business. All have implications for developments in the market and 
will impact the continuous change in this dynamic space. 

Our predictions for media trends in 2020 are:

S
treaming wars
After a period of relative stability within the 
subscription TV streaming market, the existing 
streaming service providers are likely to be 
faced with increasing competition from new 

entrants in the market in 2020. The ‘‘streaming wars” are 
said to officially be underway, with the recent launches of 
AppleTV+ on 1 November 2019, BritBox on 7 November 
2019, and the launch of Disney+ planned for 31 March 
2020. 

New arrivals to the subscription TV market will likely need 
to establish a unique selling proposition and offer a 
competitive price to undercut existing providers.

Radio review
The Government launched a consultation in December 
2019 on whether to extend licences for analog 
commercial radio stations beyond 2022. The Government 
recognizes that although there has been a shift from 
analog radio to digital radio of 24% in 2010 to 57% in 2019 
of the listening audience, some 43% of listeners still use 
FM and AM radio services every day. The consultation 

remains open until 21 February 2020 and seeks views on 
whether the Government should make provision to allow 
analog commercial radio licences to be renewed for a 
further period. The Government has stated in a press 
release that it is seeking “early views on options to renew 
commercial radio licenses in a way that benefits both the 
commercial stations affected and their loyal listeners.”
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Data protection  
in the Middle East 
Around the world, numerous jurisdictions have introduced data 
protection regimes to account for the ever increasing rate of data 
creation, storage and commercialization. The Middle Eastern 
approach has historically been a combination of broad privacy 
obligations set out under penal code provisions and the independent 
regimes established in regional financial free zones adopting, 
principally, pre-GDPR European standards. The approach is now 
shifting and, in the last few years, we have seen a number of 
countries start the journey towards more comprehensive regimes, as 
already seen in jurisdictions like Bahrain and Qatar.

T
here was certainly no shortage of data 
protection developments in 2018 and 2019 
and we expect this trend to continue with, if 
anything, even broader practical application in 
2020.

Of note, the 2019 public consultation by the Dubai 
International Financial Centre (DIFC) included some 
proposed changes to the data protection law that 
specifically sought to address emerging technologies in 
the context of the criticism that has been levelled against 
GDPR as an innovation blocker (in particular in relation to 
new technologies such as blockchain and artificial 
intelligence). The new law has not yet been published so it 
is too early to tell if the proposed changes will ultimately 
be included in the new law but it is nevertheless interesting 
to see how regional regulators are seeking to balance 
innovation and data protection principles in novel ways. 

The free zones are not the only regimes updating and/or 
implementing modern data protection laws. In August 
2019, the Bahrain Protection of Personal Data Law came 
into force (albeit missing certain implementing regulations 
that are yet to be published). This law merges European 
data protection standards with the traditional approach in 
the region of imposing criminal sanctions to protecting 
the sanctity of privacy and family life (broadly defined). 

Although it is too early to say how the Bahraini law will 
ultimately be received, it will likely influence regional 
development. Indeed, in the United Arab Emirates we are 
increasingly hearing reports that the draft Federal Data 
Protection law is close to being promulgated and we are 
aware that Jordan are currently in the process of drafting 
and/or consulting on their own data protection laws. At 

this stage, we anticipate that the new laws may take a 
similar approach to the Bahraini regime by merging 
European and regional provisions, with the likely 
consequence that new data protection regulations will 
retain the broad penal sanctions for non-compliance that 
are not often seen outside of the Middle East. 

In terms of the 2020 outlook, there can be little doubt that 
data protection should be on the agenda for all regional 
companies. Unlike European counterparts that have been 
managing data protection obligations (to varying degrees) 
for the last 20 years, many companies in the Middle East 
have had limited exposure to data protection requirements 
and some have no compliance processes in place at all. 
Given that larger companies are also likely to face 
significant legacy problems with the sheer volume of 
accumulated and unstructured personal data spanning 
decades, we strongly recommend that all regional 
companies start to consider the potential size and 
complexity of their respective compliance journeys well in 
advance of the publication of the new data protection 
laws. 

Early awareness and strategic planning should be on the 
agenda for 2020 and we expect significant developments 
in this space. 
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Second domain name 
big bang on the horizon
After the addition of more than 1,200 new generic Top Level 
Domains (gTLDs) to the DNS root further to the first wave of new 
gTLDs applied for in 2012, ICANN is currently finalizing the details of 
its plans for the launch of a new wave of new gTLDs and the rules of 
the game (the new gTLD Applicant Guidebook 2.0) should be 
published in the coming months.

I
n 2008, ICANN decided that the existing gTLDs at the 
time (legacy gTLDs) of which there were just over 20 
(including .COM, .ORG, .MUSEUM, .TEL) were not 
sufficient and that the Domain Name Space and 
therefore the Internet, was saturated.

ICANN thus announced in 2008 at its public meeting in 
Paris that it would open applications for additional new 
gTLDs in an effort to “foster diversity, encourage 
competition, and enhance the utility of the DNS”. After 
some years and a complicated and sometimes 
controversial application process, numerous new gTLDs 
went live, from generic TLDs such as .SHOP, .ONLINE, .
LAW, to so-called dotBRANDs such as .ABBOTT and .BMW. 
40% of Fortune 100 companies applied as well as 50% of 
Interbrand Best Global Brands 2012. Tech giants have 
applied for dozens of new gTLDs.

This transition from the left to the right of the dot and 
vertical segmentation by keyword of the Internet has been 
seen as a platform for innovation and a way to get greater 
control of a company’s own extension with potential 
benefits in terms of security.

Whilst arguably new gTLDs have been a relative success 
with over 33 million second level domain names registered 
at the time of writing, including over five million domain 
names under .ICU, the second wave of new gTLDs has 
been long-awaited.

Whilst some dotBRAND TLDs have not been used and 
some have been self-terminated, a number of applicants 
have fully embraced this new Internet space such as .
TOYOTA, .CANON, .BNPPARIBAS and LAMBORGHINI

For the 2012 round, ad hoc rights protection mechanisms 
were implemented such as the Uniform Rapid Suspension 
procedure (URS) a short form ADR (similar in some ways to 
the UDRP). In spite of this, recent statistics have shown 
that there was a higher percentage of DNS abuse, 
cybersquatting and spamming in the new gTLD space than 
in the legacy TLDs so this is something to address as part 
of the process for the next round.

The new gTLD Applicant Guidebook which the New gTLD 
Subsequent Procedures PDP (“SubPro”) is working to 
finalise was expected at the end of last year, around ICANN 
public meeting in Montreal and its publication is delayed, 
possibly around ICANN’s next public meeting in Cancún in 
March. What is anticipated is that the new round (and 
possibly new rounds, on an annual basis) will come with 
significantly reduced application fees (USD 185,000 in 
2012) and a more efficient, consistent and streamlined 
process.

2020 should thus be an essential year for the Domain 
Name Space and we will be watching it very closely. 
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US – China US - EU

President Trump signed a 
narrow deal with China,  
which includes:

 – China committing to 
increase US imports by 
$200 billion

 – provisions to protect 
confidential 
information considered 
to be trade secrets

The US will maintain up to 
25% tariffs on an estimated 
$360 billion worth of 
Chinese goods, and China 
will maintain the majority of 
its tariffs on $100 billion 
worth of US products. 

The WTO approved 
tariffs on EU goods 
to recoup damages 
of €6.7 billion for 
the Airbus subsidies. 
A decision on 
whether the EU can 
issue tariffs on US 
goods in respect of 
the Boeing 
subsidies is 
expected in the 
spring of 2020.

If your business is reliant on imports from China 
to the US (and vice-versa) or your products are 
likely to be affected by the WTO tariffs, con-
sideration should be given to what measures, 
if any, your business should take to prepare for 
this. Contact our team to learn more on how 
best to move forward. This of course leads us 
onto to that “shall not be named” buzzword.

Trade 
Wars

We can’t get away from bearing it in mind. If 
there is no extension to the transition period 
and a comprehensive UK-EU trade agreement 
does not come into force by the end of 2020 
(such as a ‘no-deal’ scenario), this is likely to 
cause significant disruption for technology 
businesses – particularly in respect of the 
supply of goods and services.

You should give consideration to the 
operational and contractual changes that 
would need to be made to prepare for trading 
with the EU on the basis of WTO rules.

Brexit

In Europe, EU Member States are negotiating 
proposed revisions to the Dual-Use 
Regulation, which include:

 – introduction of new general export 
authorizations

 – harmonization of the controls on 
technical assistance related to sensitive 
items

 – focus on cyber surveillance items

If your technology business involves 
controlled dual-use products, this is likely to 
affect the way you carry out exports.

EU Dual-Use 
Regime Reforms

There were notable developments in 
sanctions over the last year, including: 

 – an increase in pressure on Iran and 
foreign companies trading with Iran

 – targeted sanctions on Venezuela

 – Nord Stream 2 pipeline sanctions

 – sanctions on Iranian steel, aluminium, 
copper and iron

This will remain an evolving and volatile area 
during 2020 and can affect your technology 
business by restricting who and where you 
can sell your products to. It is critical to 
ensure sanctions screening and compliance 
procedures are sufficiently robust to identify 
these frequent changes.

Sanctions 
developments
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Speedy, low cost  
and AI-assisted  
dispute resolution

D
emand continues to grow for speedier 
alternatives to the traditional dispute 
resolution models of court litigation and 
international arbitration (amongst others). 
These fora are often perceived as being too 

slow, too costly and too complex - particularly (but not 
exclusively) in the context of lower value civil disputes 
and/or those which are less complex in nature. As 
consumers and businesses become increasingly 
accustomed to fast-paced processes which are driven or 
supported by AI, it now seems to be only a matter of time 
before we see more organizations adopting the so-
called eBay model of online dispute resolution (“ODR”). 
Indeed, as far back as 2015 the Civil Justice Council’s 
Advisory Group recommended a pilot scheme for an 
ODR court system to be known as HM Online Court (or 
HMOC) for certain types of civil claims and family 
disputes (although at the time of writing this concept 
does not appear to have been taken forward).

While it is now commonplace for virtual assistants (such as 
online chatbots) to resolve basic customer service issues, 
businesses are being more cautious about taking the leap 
of faith towards ODR. The upsides of efficiency and 
consistency appear at present to be overwhelmed by a 
lack of trust in the ability of algorithms to sift nuanced 
facts of a particular case. In December 2019 The Times 
reported that the city of Hangzhou had adopted an AI 
technology developed by Alibaba to resolve certain 
commercial disputes and it will be interesting to know 
how that works in practice. 

Whilst we await the next phase in the acceptance of ODR, 
there are alternative options to consider where quick and 
low cost solutions are preferred. Expedited court and 
arbitral procedures are becoming far more commonplace 
and expert determination and escalation procedures have 
been a typical feature of tech agreements for many years. 
These provisions do require careful drafting, however, if 
jurisdictional disputes are to be avoided.

The Adjudication Scheme by the Society of Computers 
and Law (“SCL”), which was launched in October 2019, is a 
welcome forum for disputes which arise from contracts 

for the provision of tech-related goods and services 
(examples of the types of disputes envisaged include those 
such as software development contracts, outsourcing 
arrangements, systems integration contracts, IT 
consultancy contracts, software licensing agreements, 
blockchain/smart contracts and cloud computing 
contracts). The Scheme borrows from the well-
established adjudication method that is often used to 
resolve disputes in the construction industry, and offers a 
three-month procedure for technology disputes of any 
size and scope. Parties can submit to the Scheme by 
writing it into the dispute resolution clause in their 
contracts, or by making ad hoc referrals of a particular 
dispute.

The obvious benefit of the SCL Adjudication Scheme is 
that it is quick and less costly than formal court or arbitral 
proceedings owing to the far shorter timeframes involved 
and limited cost exposure. As a less formal process, it is 
also more likely that the parties can preserve their 
commercial relationship and limit any disruption to 
ongoing operations – a distinct contrast to drawn-out and 
potentially antagonistic formal proceedings . In addition, 
the SCL’s pre-selected panel of adjudicators from which 
the parties can select will be industry experts including 
lawyers as well as IT specialists, so parties should have 
confidence in the expertise of the decision-makers. A 
potential downside of the Scheme is that, although a 
decision under the Scheme is binding on the parties, it can 
be reopened in a subsequent litigation or arbitration (but 
only within six months of the adjudicator’s decision) and, 
in some cases, the speed of the process could potentially 
compromise the depth and accuracy of the overall 
analysis and decision-making.

All that being said, the Scheme was launched only in 
October 2019 and it will undoubtedly evolve – and 
confidence will inevitably grow – the more it is used. It has 
been positively received in the industry to date given the 
increasing number of tech disputes as all aspects of 
technology become progressively integral to consumer 
and business operations. 
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Key contacts

Nasser ali Khasawneh is Eversheds Sutherland’s Head of 
Technology, Media and Telecommunications (TMT) 
industry sector and Middle East Chairman.

Nasser has represented some of the world’s largest 
information technology, media and consumer companies, 
advising them on various commercial, licensing, IP rights, 
labour law, and other issues. His practice covers legal 
issues around data protection, cloud computing, 
cybersecurity and other facets of digital transformation.

He has been Vice President of the Business Software 
Alliance, the leading international association in the field 
of software rights, from 1999 to 2003 and has been a 
Domain Name Panellist with the World Intellectual 
Property Organization (WIPO) Arbitration and Mediation 
Center in Geneva since 2003.

Nasser Ali Khasawneh 
International TMT Sector Leader
nasseralikhasawneh@ 
eversheds-sutherland.com

Bill Dudzinsky is the US co-head of our US Technology, 
Media and Telecommunications (TMT) industry sector. 

Bill represents and counsels buyers and sellers in mergers, 
acquisitions and leveraged buyouts, dispositions, roll-ups, 
recapitalizations, restructurings and minority investments, 
as well as clients in their strategic partnerships and joint 
ventures. He is also experienced in advising boards of 
directors, audit committees and special committees on a 
wide variety of strategic matters, including issues with 
respect to corporate governance, disclosure obligations 
and fiduciary duties. 

His clients include major media companies, private equity 
firms, software and technology companies

William Dudzinsky 
Co-Global Head of TMT
williamdudzinsky@
eversheds-sutherland.com

Charlotte is the international head of technology sector 
for global law practice Eversheds Sutherland. She has 
specialized in technology, data and telecoms law for 
twenty years and has significant expertise leading 
traditional technology/outsourcing projects in all areas of 
Information Technology and Outsourcing law (including 
across more than 75 countries) and cutting-edge digital, 
Internet of Things (IoT), Cloud, Artificial Intelligence, 
Additive Manufacturing and Cyber and Data projects. 

Charlotte has been a British Computer Society-
Information Security Specialist Group committee member 
since 2001 and is a member of the Confederation of 
British Industry (CBI) Working Party on Artificial 
Intelligence. Charlotte was the Global Sourcing 
Association’s Legal Advisor of the Year (UK) 2017.

Charlotte Walker-Osborn 
International Head of Artificial 
Intelligence, International Head 
of Technology Sector
charlottewalker-osborn@
eversheds-sutherland.com

Eric is a Partner in the business’s state and local tax 
practice and serves as a member of the Eversheds 
Sutherland Global Board of Directors. He regularly 
appears in administrative forums, trial courts and appellate 
courts around the country and has obtained several 
landmark victories for his clients. 

Eric has been recommended as a leading lawyer by 
Chambers USA and the Legal 500 US and has written 
extensively on state and local tax matters. In addition, Eric 
frequently speaks on state and local tax matters to many 
leading tax organizations including the Council On State 
Taxation (COST), the Tax Executives Institute (TEI), the 
Broadband Tax Institute, New York University’s Institute on 
State and Local Taxation, the State Tax Roundtable for 
Utilities and Power, and the Wireless Tax Group. 

Eric Tresh 
Co-Global head of TMT
erictresh@ 
eversheds-sutherland.com

Based in Paris, Vincent Denoyelle specialises in internet 
law and information technology law and has a wealth of 
experience in areas including cloud computing, 
encryption, e-commerce, IT contracts, domain names 
and Internet governance. 

Vincent started his legal career in-house in London with a 
large international group specialising in consulting and 
recruitment, before returning to Paris in 2007 to join a 
large international law firm. 

Vincent recently received the top award for TMT law at a 
major legal award ceremony in France (Palmarès du 
Droit).

Vincent Denoyelle 
TMT European Lead
vincentdenoyelle@ 
eversheds-sutherland.com

Mark leads the Eversheds Sutherland data centers team 
and is considered an expert in the field. Over the last 18 
years Mark has immersed himself in the sector and 
developed a market-leading reputation. The demand for 
digital data has grown exponentially and data centers now 
underpin our digital economy – for corporate IT services, 
digital media, financial services, mobile computing, social 
networking and internet access.

He helps developers, owners and operators of data 
centers, their funders and the enterprises that need or use 
them to navigate their way through the spectrum of legal 
issues relating to an industry that is still in its relative 
infancy. He understands what is required to deliver 
commercially relevant advice.

Mark Chester 
Partner, Data Centers
markchester@ 
eversheds-sutherland.com

Andrew leads the International Media team at Eversheds 
Sutherland, and is Head of IP & Media. Andrew specialises 
in intellectual property and media issues, media related 
work, advertising, marketing and sponsorship 
arrangements, brand protection, reputation management, 
all on both a contentious and non-contentious basis. He 
is described as “excellent” by the Legal 500 guide to legal 
practitioners in the UK.

Andrew regularly advises on all aspects of trade marks, 
copyright, design rights, passing off, media rights, 
advertising, anti-counterfeiting, online disputes, 
defamation and privacy. Andrew supports clients though 
all stages of the creation, development and use of 
traditional and new media, brands and products, including 
IP portfolio management, clearing advertising, negotiating 
high profile sponsorship arrangements (including for the 
Olympics and the Tour De France) and the creation and 
licensing of merchandising.

Andrew Terry 
International Head  
of Media Sector
andrewterry@ 
eversheds-sutherland.com

Simon Cloke leads the Eversheds Sutherland International 
telecoms team. 

Simon provides a broad range of advice on the 
commercial aspects of both technology and 
communications transactions and projects. Simon has an 
in-depth knowledge of the broad range of technologies 
that are deployed and has advised on a wide range of 
technology and telecommunications projects including 
outsourcing, equipment, network and services 
agreements.

Prior to joining Eversheds Simon worked for Skype in both 
their California and London offices advising the Skype for 
Business team on the wide range of commercial and 
regulatory issues that impacted their range of business/
enterprise products.
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International Head of 
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International Head of TMT Disputes
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Sue Buckworth
International Head of TMT Real Estate
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Hannah Wilkins
International Head of TMT Employment
hannahwilkins@ 
eversheds-sutherland.com

Ian Moore
International Head of TMT Corporate
ianmoore@ 
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