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Welcome
Welcome to the March edition of
Eversheds’ TMT briefing
As mentioned in our December issue, we will be hosting
our ‘Spotlight on the Cloud – Highlighting Industry
Trends’ launch event on Tuesday 8 March at our London
office in Wood Street. The event will see the launch of our
Global Cloud Survey results, captured in conjunction with
The Lawyer - the report will provide an up to date view
(from a supplier, customer and advisory perspective) on
current industry thinking, including whether the barriers
to adoption have changed and/or lessened and looking
at some of the legal and commercial issues around
adoption as well as a focus on current M&A trends.
Hopefully, you have already received the invitation and
booked your place. However, if for any reason you
haven’t we would be delighted if you are able to join us.
Further details can be found in the article “Spotlight on
the Cloud – Highlighting Industry Trends” below.
The Spring edition of the briefing is packed with updates
and, unsurprisingly, there is once again quite a focus on
data protection including an article on ‘Understanding
the EU-US Privacy Shield’. We have a number of other
highly topical articles across technology, media and
telecoms including a focus on the Internet of Things,
Driverless Cars and the need for a Pan-European
Telecoms Regulator. As ever, we hope you find this
briefing useful. If you have any feedback on the briefing
or any ideas for events or comments generally, please do
contact me at tmt@eversheds.com.
Charlotte Walker-Osborn
Head of Technology,
Media and Telecoms Sector

2

The right signals | Quarterly TMT newsletter
March 2016

Contents
Technology

05

‘Mind the exits’ – dealing with poorly
performing ICT contracts

06

Data protection unlocked - Understanding the
EUUS Privacy Shield

08

You don’t need to be human to be a driver!

12

Sovereign Patent Funds: What? Why? Where?

14

Is your IP cyber-safe?

16

It is time we talked about things, the “ Internet
of Things”

18

EU Copyright Reform

20

Bob Marley copyrights: decision of the
Court of Appeal

24

The secret’s out - the Trade Secrets Directive

26

Does Europe need a Pan-European Telecoms
Regulator?

29

The Business Broadband Code of Practice

32

Interim injunction dismissed because of delay

35

The Regulation of the use of Drones in Ireland

38

New legislation to protect against Cyber
Attacks published in Ireland

40

Are you over-complying with working time
regulations in Switzerland for your senior
employees?

41

Are you aware of the new employee
recruitment laws in the United Arab Emirates?

42

Are you aware of the changes in Germany for
temporary worker arrangements?

43

Vringo v ZTE

44

Public procurement: new rules, new
opportunities

46

3

The right signals | Quarterly TMT newsletter
March 2016

4

The right signals | Quarterly TMT newsletter
March 2016

Technology
Spotlight on the Cloud - Highlighting Industry Trends. Your
invitation to attend our launch event next Tuesday 8th March
Tuesday 8th March 2016
Eversheds, 1 Wood St, London EC2V 7WS
I am pleased to invite you to Eversheds’ launch event for our
Global Cloud Computing Survey developed in conjunction
with The Lawyer. We would be delighted if you are able to
join us.
The survey and the evening will focus on what is currently
driving the uptake of cloud solutions, the potential barriers to
adoption and current M&A trends.
We will be showcasing the key findings from the survey
alongside insights and commentary from key industry
speakers. Naturally, we will focus on some of the market
trends in terms of contracting for the cloud, looking at it from
the supplier, customer and intermediary perspectives and
noting any key divergences in opinion from a region, sector
or participant group perspective.

Venue
Eversheds, 1 Wood St, London EC2V 7WS
Programme
16:00 - 16:30

Registration and welcome drinks

16:30 - 17:15

Headline results from the survey –
delivered by Charlotte Walker-Osborn,
Head of Technology, Media and Telecoms
and Paula Barrett, Global Head of Privacy
and Information

17:15 - 18:00

Current market insights and commentary –
provided by key industry speakers Alastair
McAuley and Olivier Wolf

18:00 - 19:00

Networking drinks and canapés

Confirmed speakers:
–

Alastair McAulay, Director of Disruptive IT, PA Consulting
Group

Charlotte Walker-Osborn
Partner and Head of TMT sector

–

Olivier Wolf, TMT Sector Head, EY Transaction Advisory
Services

charlottewalker-osborn@eversheds.com

Attendance is free and by invitation only. If you would like
to bring a colleague, please contact our event organiser:
Catherine Smith
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‘Mind the exits’ – dealing with poorly
performing ICT contracts
Précis

Issues

The High Court has found a member of the BT Group to be
in material breach of a major outsourcing agreement worth
an estimated £260 million in BT Cornwall Limited v Cornwall
Council, Cornwall Partnership NHS Foundation Trust and
Peninsula Community Health CIC [2015] EWHC 3775
(Comm).

During the trial, BT accepted that its performance in relation
to certain outsourced ICT functions was inadequate and that
a significant backlog of issues had developed by January
2015. BT also accepted that its monthly reports showed that
it continued to be in breach of the relevant KPIs in March and
April 2015. However, BT argued that it was not in material
breach of the Agreement as a result of these performance
failings because (i) the KPIs were unenforceable until a baselining process in respect of those KPIs had been completed;
(ii) the KPIs were unenforceable because they were not fit for
purpose; or (iii) BT had made an error in its reported figures
and, following a re-evaluation conducted by BT in the run-up
to trial, the “correct” figures demonstrated that BT had hit all
relevant KPIs and so was not in breach.

Following a seven-day trial in the Commercial Court, Mr
Justice Knowles held that BT was in material breach of KPIs
relating to outsourced ICT services and that BT Cornwall
(“BT”) should not be granted an injunction preventing
Cornwall Council, Cornwall Partnership NHS Foundation
Trust and Peninsula Community Health CIC (referred to as the
“Public Sector Partners”) from terminating the agreement just
two years into its 10-year term.

What?
Background
The Public Sector Partners entered into a 10-year outsourcing
agreement with BT Cornwall in 2013, under which BT took
responsibility for the provision of a range of vital public
services affecting health, transport, communications and
public safety throughout Cornwall (the “Agreement”).
From its outset, BT struggled to meet certain KPIs which led
to Cornwall Council (the “Council”) and BT establishing an
“Executive Forum” in February 2015. The Executive Forum
was attended by high level executives from both the Council
and BT in an attempt to address BT’s performance failures
and to clear the backlog of issues that had developed over
previous months.
The attempts to address BT’s performance failings were
unsuccessful and the Council served notice of its intention
to terminate the Agreement in June 2015. BT did not accept
that the Council and the other Public Sector Partners
were entitled to terminate the Agreement as a result of its
performance failures and sought an injunction preventing
such a termination.
Following an interim hearing in August 2015, the Public
Sector Partners agreed not to terminate the Agreement
pending an expedited trial to determine whether BT was in
material breach of the Agreement such that the Public Sector
Partners were entitled to exercise their rights of termination.
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BT also argued that if it was held to be in material breach
of the Agreement, the Public Sector Partners should not be
entitled to exercise their right to terminate for the following
reasons: (i) the Council had waived its right to terminate the
Agreement during meetings of the Executive Forum; (ii) the
Council was estopped from exercising its right to terminate
on the basis that it had agreed not to exercise such rights
if BT cleared the backlog of issues in “one fell swoop” (as
opposed to over a longer period of time so as to ensure that
BT managed to hit its “in-month” targets); (iii) the Council had
affirmed the Agreement by failing to terminate “forthwith”
when the right arose; and (iv) the Council’s decision to
terminate breached alleged duties of good faith.
Outcome
The Court rejected these arguments and held that BT was
in breach of contract and the Public Sector Partners were
entitled to terminate the Agreement.
The Court held that the KPIs in question were enforceable
without the need for any base-lining process to be
completed. Additionally, the issue of whether or not the
KPIs were fit for purpose was immaterial to the question
of whether or not BT was obliged to comply with
them. Interestingly, the Court accepted that in certain
circumstances BT may have been entitled to rely on revised
performance figures based on a reassessment of its past
performance. However, the Court held that in this case: (i)
BT would only be entitled to rely on revised figures if it could
explain why the original figures were not, as required by the
Agreement, “objective, fair and reasonable” and had not been
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found out). When a party is only able to rely on “material
breaches” of contract, with no objective definition of
what constitutes a material breach, termination can
become much more risky, with the terminating party
potentially putting itself in repudiatory breach of contract
and exposing itself to a significant claim for damages.

submitted in good faith; and (ii) the original figures submitted
by BT were to be preferred to the revised figures prepared in
the run-up to trial.
For the above reasons, the Court held that BT’s performance
failings did constitute a material breach of contract. In
addition, the Court held that there was no agreement
between the Council and BT (which amounted to a variation
of the Agreement or otherwise) to the effect that the Council
(or the other Public Sector Partners) would not exercise any
right to terminate if BT cleared the backlog of issues in “one
fell swoop”. The Court held that the backlog was a problem
of BT’s own creation and it was contractually obliged to clear
the backlog even if this resulted in it placing itself in material
breach of contract. The Council was not prevented from
relying on any breach of contract which materialised as a
result of BT’s efforts to clear the backlog simply because it
agreed that clearing the backlog quickly was the right thing
to do.
The Court also accepted that the Council had not expressly
or impliedly waived its right to rely on any breach by
BT during any Executive Forum meetings. The surprise
suggestion by a BT witness during the trial that the Council
had openly acknowledged that it had granted BT a “KPI let”
was dismissed by the judge as regrettable and untrue.
The Court was content that the Council had acted sufficiently
quickly not to have lost its right to terminate. The fact that
the Council had attempted to work with BT to resolve the
performance issues (to no avail) before seeking to terminate
the Agreement should not be held against the Council in this
regard. It was also held that the decision to terminate the
Agreement, and the timing of that decision, did not breach
any obligations of good faith which may have existed in the
relationship between BT and the Public Sector Partners.

So what?
This case highlights a number of important points in relation
to the contract itself, but also “living the contract”, such as:
1.

2.

Clarity is king, especially in relation to key performance
indicators and service levels. This includes having
service levels and KPI baselines which are clear as to
what they mean in practice, how they will be assessed,
by whom and using which severity levels. It must
be clear which data should be used in assessment
of performance against KPIs and if there will be any
right to retrospectively reopen the assessment of KPI
performance.

3.

Governance and change control procedures should be
adhered to in order to minimise the risk of a defaulting
party arguing that obligations have been varied by either:
(i) a variation to the main agreement; (ii) a collateral
agreement; or (iii) any rights having been waived. Where
undertakings or agreements are reached outside of any
contractual governance structure, these should be clearly
recorded and shared with all parties and consideration
should be given to their status in respect of the contract
and the parties’ other obligations. This includes whether
steps should be taken to comply with the change control
requirements set out in the agreement. The parties
should take care not to prejudice any rights to terminate
if they are unable to get the contract back on track.

4.

Meeting notes, action plans and other contract
management correspondence form the vital evidential
narrative as to what has happened and who is at fault.
Witness evidence tends to diminish in value as time
passes and so a high level of care must be taken over
contemporaneous document creation and content.

Eversheds acted for Peninsula Community Health CIC, the
Second Defendant in this matter.

For further information, please contact:

James Hyde
Partner, Head of TMT disputes
jameshyde@eversheds.com

Ed Williams
Senior Associate
edwardwilliams@eversheds.com

A clear termination right linked to KPI performance can
be a very powerful tool in ensuring both parties are clear
on when the right to terminate arises. A termination right
based upon clear and precise KPIs can be very blackand-white, making it difficult to argue against (as BT
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Data protection unlocked
- Understanding the EUUS Privacy Shield
Précis
As safe harbor sinks into the Puerto Rico trench, rise the era
of the EU-US Privacy Shield, destined to protect and defend
the privacy rights of EU Citizens as determined by the Court
of Justice.
If this sounds a bit like the beginning of a too-good-to-betrue superhero cartoon, you would not be the first reader to
think that. With nothing in the way of documented certainty
and plenty in the way of sceptical uncertainty, Commissioner
Jourová appears to face an uphill battle ahead of her to
convince citizens and the EU Data Protection regulators (in
the form of the Article 29 Working Party (”WP29”) that the
EU-US Privacy Shield (”Privacy Shield”) is the answer to the
now defunct safe harbor.

What?

Privacy Shield Proposals
From the limited information available, the proposals do
give an indication of some significant changes from the now
defunct safe harbor regime. Whether the proposals actually
deliver on their promise remains to be seen. What are the
proposals?
1.

Strong obligations on companies handling EU personal
data and robust enforcement
–

this will include robust obligations (no details were
given as to what these would be) on companies
regarding data processing, as well as certain
obligations regarding data subject rights (which rights
is not known)

–

the above requirements will be monitored by
the US Department of Commerce (“DOC”) with
enforcement of the obligations under US law by the
Federal Trade Commission (“FTC”)

–

US companies processing EU human resources
personal data from the EU will not only be required
to comply with the above mentioned US law
requirements, but also decisions issued by EU Data
Protection Authorities

Where are we now?
Following the Court of Justice of the European Union
(”CJEU”) decision in the Schrems Case, there was a great
deal of uncertainty regarding the status of personal data
transfers to the US. Given this, the WP29 set the European
Commission a deadline of the end of January 2016 to come
up with a new solution to the “safe harbor predicament”,
before the various EU Data Protection regulators started to
take action against business in relation to transfers to the US.
The statement by Commissioner Jourová that a deal was
close on 1 February 2016, followed by the announcement
on 2 February 2016 that there is “political agreement” and
a mandate has been given to prepare documents for the
creation of the Privacy Shield, enabled it to just about sneak
under the bar of the WP29 review meeting deadline. But is it
enough?
As mentioned by Commissioner Jourová in her statement on
1 February, the devil is in the detail and what we appear to
have at present is an agreement to agree. Every lawyer worth
their salt knows that such agreements should be treated with
care and this is exactly the approach the WP29 took to the
announcement. At their press conference on 3 February, the
WP29 were at pains to say they would wait to see the detail
in the documentation, and did not give much away in terms
of their initial view on the proposed Privacy Shield, save to
comment that the idea of an Ombudsman was a good sign.
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At present, we do not know what the robust obligations will
be, or what data subject rights will have to be complied with,
but the fact that compliance with these will be enforceable by
US law sounds promising from an EU perspective. How long
it will take for such a law to make it through the US legislative
process is cause for some concern, especially with the US
presidential elections on the horizon.
In relation to US companies complying with the decisions of
EU Data Protection Authorities, this is a little more perplexing.
How would this work in practice? Would such decisions have
to be legally binding on US entities, and if so, how would this
be enforced, where would it be enforced and by whom?
Given that there are multiple EU Data Protection Authorities,
it is unclear how this is intended to apply to the US. After all,
at present the decisions of one EU Data Protection Authority
are not binding on another EU Data Protection Authority
which raises the question, is the US being placed under
greater obligation than other EU jurisdictions are subject to?
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There may be political agreement to enter into a new
arrangement, but the potential wide-reaching impact on US
companies may put up some very serious objections to the
political will from the US side of the Atlantic.
2.

Clear safeguards and transparency obligations on US
government access
–

–

–

US assurances that access to EU personal data for
law enforcement and national security purposes
will be subject to clear limitations, safeguards and
oversight mechanisms
access to EU personal data for law enforcement
or national security purposes must be necessary
and proportionate and the indiscriminate mass
surveillance of EU citizens by the US will not be
allowed
annual review of the above and the Privacy Shield
agreement by the EU Commissioners and the DOC,
with national intelligence experts being invited to the
reviews, as well as input from the EU Data Protection
Authorities

Just how these commitments and assurances manifest
themselves in the final documented agreement is something
which will be closely scrutinised by all parties. This is
fundamental to meeting the requirements of the CJEU
decision. On the limited information provided above, there
are a lot of doubts as to whether the requirements have been
met, but we (like the WP29) reserve judgement pending sight
of the written documentation.

3.

Effective protection of EU citizens’ rights with several
redress possibilities
–

US companies will have to comply with EU citizen
complaints within certain deadlines

–

EU Data Protection Authorities will have the ability to
refer EU citizen complaints to the DOC or the FTC
for resolution

–

a free-of-charge Alternative Dispute mechanism will
be set up

–

an Ombudsman will be created to deal with concerns
regarding access to EU personal data by the national
intelligence authorities in the US

This is a significant step change from safe harbor where EU
citizens did not have rights of recourse against the US entities
processing their personal data. The fact that an EU citizen
could now have up to four different mechanisms for enforcing
their rights against US entities certainly shows willing on the
part of the negotiating parties, but we cannot help but wonder
how this will actually be implemented and whether it will be
effective. Additionally, while this sets up different mechanisms
for enabling EU citizens to enforce their rights, the information
provided does not give any detail as to the consequences of
taking such actions for US companies.
We wait with bated breath to see just how these
enforcement mechanisms will work and assist EU citizens,
as well as obtaining a better understanding of the possible
consequences for US entities which find themselves on the
wrong end of any such complaint.
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So what?
Do we have the certainty we had hoped for?
The short answer is no. Certainly not yet. When will we get
this certainty? Well, that depends on the Commission and
when it can prepare the documentation necessary to prepare
the adequacy decision which Commissioner Jourová advised
would be “in the coming weeks”. It will also depend on the
position taken by the WP29 given its comments at its press
conference on 3 February 2016.
In issuing its reserved comments on the Privacy Shield,
the WP29 also made it clear that it was not only looking
at the Privacy Shield arrangement, but more widely at all
other international transfer mechanisms to the US. In other
words, the outcome on Privacy Shield will impact the WP29
considerations in relation to EU model clause agreements
(”EMC”) and Binding Corporate Rules (”BCR”) as well! The
WP29 was quick to point out that until it had made a decision
on the Privacy Shield and its impact on the EMC and BCR,
that these mechanisms remain valid. The question then
becomes, for how long?
So what next?
The WP29 have requested that the Commission provide
all the necessary documentation on the Privacy Shield by
the end of February 2016. This will give the WP29 time to
consider the detail of the documentation against the Schrems
decision and the four essential guarantees which the WP29
considers the Schrems decision has highlighted when it
comes to intelligence activities, namely:

If the Commission documentation is provided to the WP29
by the end of February, it will provide the WP29 with time
to consider the material ahead of the WP29 extraordinary
plenary meeting which has been called for the end of March
to further discuss international transfers. The output of this
meeting could mean a decision on international transfers to
the US by the middle of April 2016. In regards to transfers to
other jurisdictions, it is yet another case of “watch this space”.
What should you do about transfers to the US now?
The WP29 made it clear that any current transfers relying on
the defunct safe harbor are unlawful. They were also very
clear that transfers to the US under current EMC or BCR
remain lawful in the eyes of the WP29 and in the eyes of the
Commission and should be used to enable the transfer to the
US. However, once such documents have been signed, you
should keep a watching brief on this space, as changes and
updates are likely to happen thick and fast, as this week has
proved.
Rather than having a ”crash” ”pow” ”wallop” end to safe
harbor and international transfer uncertainty, we have a story
of multiple parts and a case of, ”to be continued...”

For further information, please contact:

Paula Barrett
Partner
paulabarrett@eversheds.com

1.

the right that processing by such agencies be on clear,
precise and accessible rules

2.

the fact that such activities must be proportional and
necessary with regard to legitimate objectives which have
to be demonstrated

3.

the obligation that such organisations and activities need
to be subject to an independent oversight mechanism

4.

the requirement that effective remedies must be available
to EU citizens to enforce their rights in relation to their
data
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You don’t need to be
human to be a driver!
Précis
In February of this year, the National Highway Traffic Safety
Administration in the US (arguably, the world’s most stringent
automotive regulator) legalised the use of Google’s driverless
car. Numerous trials of similar vehicles are taking place
around the world, including here in the UK. Whilst there
are still regulatory obstacles in many parts of the globe, the
world’s automotive regulators have now fully woken up to
the fact that the traditional assumption that a human has to
be in control of a vehicle can no longer be sustained in the
face of ever-advancing technology.
With road to the fully legalised use of driverless cars now
opening up, the vehicle industry is set to be transformed by
the digital revolution with vehicle manufacturers becoming
more like IT companies and with some IT companies such
as Google experimenting with the idea of developing and
producing their own connected vehicles. Below, we discuss
some of the opportunities and risks associated with driverless
vehicles.

What?
Background
As our vehicles become fully connected, they are set to
become massive mobile computers. It is expected that 90%
of all cars sold by 2020 will incorporate some degree of builtin connectivity. All of these vehicles, regardless of whether
or not they are fully driverless, will be generating, processing
and sending vast amounts of data over the internet and
whilst on the move. Perhaps the crucial factor in all of these
developments is the fact that the connected vehicles of the
future will all be connected to the internet. As such, rather
than each vehicle representing a closed computer system,
each vehicle will be connected to each other and all manner
of external systems and data sources via the internet. This, in
turn, gives rise to significant new commercial opportunities
and, sadly, new risks. In this new world, all manufacturers of
vehicles and automotive components need to be aware of
the revolutionary impact of digitisation on their industry as
do all companies who will now be able to supply a myriad of
new communications and software-based applications and
services to the automotive sector along with any business
which sees the connected car as a new market opportunity.
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Some key points to consider will include:
Commercial
The development and sale of connected vehicles is already
opening up a vast array of new commercial opportunities. For
example, vehicle manufacturers will need to enter into new
contracts with the providers of all manner of applications and
IT-enabled components along with the providers of cellular
services, platforms, cloud, data centre and data evaluation
services which will be needed to support the required
connectivity between all connected vehicles. In addition, all
connected vehicles will need to be interacting and sharing
information with many providers of traffic management
services and a plethora of other information services. Also,
virtually all providers of mechanical components which
are used in the driving of a vehicle will need to invest in
the development of electronically enabled components
which can be incorporated into the connected vehicles of
tomorrow.
Data
Clearly, given the importance of data to connected vehicles,
the data protection ramifications are potentially critical.
However, as things currently stand, the extent to which
personal data needs to be shared between connected
vehicles, the vehicle manufacturers and all service providers
will require some very careful consideration and, in all
likelihood, dialogue with regulators around the world.
Communications Services
Moving on from data protection itself, the manufacturers of
connected vehicles will need to consider how they structure
their contracts with the providers of all communication
services which are required for the connected vehicles to
operate. Here, it will be necessary to consider whether the
connected vehicle manufacturer becomes the provider of
a regulated telecommunications service because of the
way in which its contracts with the communication services
providers are structured.
In addition, concerns over network black spots will have
to be resolved alongside ensuring that our networks can
cope with all of the new data that will be shared between
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connected vehicles. In all of this mix, regulatory notification
and compliance issues will need to be considered depending
on the contractual arrangements between the manufacturer
of the connected vehicle and the communications service
provider, as will the related risk and compliance sharing
obligations between these companies.
Security
The biggest concerns regarding connected vehicles relate
to whether the vehicles are safe to use and how vulnerable
they are to cyber security. Whilst vehicles have incorporated
computer systems for many years, these systems have
been closed systems. However, the connectivity required to
make connected cars work opens them up to the internet
and, as a result, connected vehicles become the targets of
cybercrime. Just imagine the horrors of a connected vehicle
manufacturer suffering a cyber-attack which results in all of
its vehicles suddenly accelerating, swerving or braking in an
unexpected manner. All of this brings concerns and questions
regarding:
a)

how to make connected vehicles secure from cyberattack with particular focus on potential weak spots

b)

the risk to manufacturers of connected vehicles and
systems in relation to potential claims for the death and
personal injury of users of their products

c)

how to comply with ever-increasing cyber security
regulations which are likely to vary between countries

d)

how best to develop and manage systems to mitigate
against the risk of data loss, whether as a result of systems
design, disaffected staff or cyber-attack alongside wellconsidered crisis management plans which will help to
minimise the concerns of affected users

Product Liability
Product liability law places an onus on the producer to
ensure that their product is safe. This means that the absence
of technical regulations governing how driverless systems
should work is not, as some might suppose, a barrier to
new technology, but in practice means that producers must
take on a more onerous burden in ensuring the safety of
the products they place on the market. This, in turn, will
mean that manufacturers must also take great care to warn
consumers of what they need to do to ensure that they
remain safe whilst using a driverless vehicle. This, in essence,
is no different to any other product. However, the challenge
will, no doubt, be how all of the necessary instructions and
warnings are communicated whilst the connected vehicles
will have to build in significant safety features that will detect
any issues with the vehicles’ communications technology.

Insurance
Many difficult issues remain to be resolved in relation to
insurance and who is responsible for any accidents and
any associated product liability issues. Much will depend
on whether the “driver” is in control. This is clearly the case
with a traditional vehicle and will not be the case with a fully
connected vehicle. However, there remains much debate
over who is at fault in the event that a highly automated
vehicle is involved in an accident. The questions become
even more complicated when trying to unpick issues of
liability between the providers of software and the providers
of communications services. There is also considerable
debate in the market as to whether the manufacturers of
connected vehicles offer (or may even be required by law)
to put insurance in place to cover the risks associated with
technological defects and cyber-crime.

So what?
Clearly, connected vehicles will become a reality. As
companies race to develop these vehicles, much thought
will need to be given to how the resulting commercial
opportunities are maximised whilst ensuring that all of the
risks are considered and managed. This will, in turn, require
both dialogue between industry and the regulators alongside
the development of driverless systems which are safe to
use. Nowhere will all of this be more the case than with
the increasing overlap between tomorrow’s automotive,
communications and technology industries.

For further information, please contact:

Simon Jones
Partner
simonjones@eversheds.com
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Sovereign Patent Funds:
What? Why? Where?
Précis
In our last quarterly TMT briefing, we discussed the
phenomenon of patent privateering, which is becoming
increasingly common in the TMT sector (www.eversheds.
com/global/en/what/articles/index.page?ArticleID=en/tmt/
English-Court-considers-patent-privateering). A related
emerging development is the Sovereign Patent Fund (“SPF”).
An SPF is a wholly or partly government-backed entity which
has, generally speaking, the aim of protecting domestic
businesses from patent claims by foreign companies. Another
undeniable aim is to assist domestic businesses to assert their
patents against foreign companies, and hence to monetise
their intellectual property. Overall, the aim is to assist with
national economic goals. However, for foreign companies
they raise the alarming prospect of patent litigation funded by
the deep pockets of national treasuries for political ends.

What?
Typically, a domestic business enters into an agreement
with the SPF set up by its government, granting the SPF the
exclusive right to control and manage licensing programmes
relating to its patent portfolio in return for a share of the
revenue generated by the licensing programme. The
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SPF assumes all risks and costs relating to the licensing
programme, its aim is to explain to infringers how and why
they are infringing and the benefits of taking a licence, thus
generating higher revenue for the patent owners. The SPF is
typically also authorised to enter into litigation to enforce the
patent portfolio against reluctant target licensees, without
reference to its domestic partner. It generally takes an
assignment of the patent portfolio from the domestic partner,
but may alternatively act as exclusive head-licensor. The SPF
may also act as a defensive aggregator, using its funds to
acquire patent portfolios which come onto the market and
which might read onto the products or services of domestic
businesses and granting them a licence under such patents.
Well-known examples include:
France: the French government set up France Brevets
in March 2011, with €100 million under management,
half coming from the French Government itself and half
from Caisse des Dépôts et Consignations, a public-only
owned French bank. This SPF operates in a wide range
of technologies including smartphones, tablets, laptops,
digital TVs and smart meters. One example of its work
involved Inside Secure, a French SME in the semiconductor
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industry with a portfolio of 70 patents relating to Near Field
Communication. France Brevets entered into an agreement
with Inside Secure after being approached by a member of
Inside Secure’s board. France Brevets identified HTC and
LG as target licensees. Following unsuccessful licensing
negotiations, France Brevets funded patent infringement
actions against LG and HTC in the German and US Courts.
LG settled soon afterwards. HTC did not settle, but France
Brevets prevailed against it in the German action in April 2015,
obtaining an injunction allowing it to exclude certain HTC
products from the German market.
France: in light of the success of France Brevets, a second
French SPF was created in December 2014 called Fonds
Souverain de la Propriété Intéllectuelle. This SPF
was established with €100 million of public funds under
management and is managed by France Brevets.
South Korea: the South Korean government is reportedly
participating in Intellectual Discovery, a patent fund
with US$250m under management. According to publicly
available information, Intellectual Discovery has acquired a
portfolio of 3,800 patents. They cover well over 20 different
technologies, but among the biggest sub-sets are those
which relate to mobile services and communications,
light emitting diodes, batteries, next-generation near field
communications and cloud computing.
Japan: the Innovation Network Corporation of Japan
was set up in September 2009, capitalized at $2.6bn. The
Japanese government injected $2.5bn, with a consortium
of 26 leading Japanese technology companies providing a
further $0.1bn.
China and Taiwan: both have SPFs, but information about the
size of the fund or the number of patents under management
is not readily available.

Regardless of the critics, SPFs appear to be here to stay.
Whilst private-sector patent assertion entities are currently
more established (for example, Intellectual Ventures alone
has $5bn under management), no one can doubt that
SPFs will become major players in the world of patent
monetisation and enforcement.
The implications are potentially significant:
1.

For companies, particularly SMES, struggling to assert
their patents against large well-funded defendants, an
SPF may be an additional option, as a welcome source of
support, expertise and litigation funding.

2.

Conversely, operating entities should take the potential
involvement of SPFs into account when assessing the
likelihood of an incoming patent infringement claim from
a competitor, or when developing a defence strategy
following receipt of an incoming claim.

3.

Anecdotal evidence suggests that the upcoming
Unified Patent Court is perceived by private-sector
patent assertion entities as an attractive forum, and
some commentators are predicting a switch in patent
troll activity from the US to the EU once the Court is
up and running (expected to be in Q1 2017). The likely
involvement of SPFs is another factor to bear in mind
when assessing the risks and opportunities, which the
upcoming patent reforms and the new patent landscape
in the EU will bring.

For further information, please contact:

Adrian Toutoungi
Partner
adriantoutoungi@eversheds.com

So what?
Private-sector patent assertion entities (also known as
“patent trolls”) are a well-known phenomenon which have
changed the face of US patent litigation over the last 10 years.
Highly controversial, they have attracted a torrent of criticism
which eventually led to patent law reform in the US and
ongoing calls for further reforms there.
SPFs share certain characteristics with these private-sector
patent assertion entities, in particular holding patents
primarily to generate licensing revenues rather than to
manufacture products. However, their use of public funding
adds an additional dimension of controversy, giving rise to the
fear of state interventionism and economic nationalism. SPFs
have no shortage of critics, who dub them “patent assertion
entities with a nationalistic bent” or “government-sponsored
patent trolls”. The US industry has been particularly vocal
about this development, fearing that it will be targeted in
patent litigation funded by the bottomless pockets of foreign
governments supporting for political ends their domestic
technology champions.
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Is your IP cyber-safe?
Précis
Cyber security is becoming increasingly important, especially
in regard to Intellectual Property (“IP”) protection. Many
businesses store IP on computers which are vulnerable to
cyber-attack. Hackers may access valuable IP and infringe
it, use it to extort or blackmail businesses or pass it on to
competitors. This can instantly erode the IP’s value and
litigation is unlikely to fully restore the pre-attack position.
Consequently, businesses need to ensure that their IP is
appropriately ring-fenced to minimise its vulnerability.

What?
Cyber security refers to steps taken to protect computers,
networks and systems from malicious bodies. With the
growth in digital media such as smartphones and tablets,
company networks are becoming more portable. As
companies become increasingly digitalised, many businesses
now store IP on their systems, including technical drawings
showing potential designs and copyright, ideas for future
trademarks, patents and software codes. If a business’s
value is in its IP (such as, for example, those focusing on
e-commerce) then the value of the company can be instantly
reduced if its IP is not cyber-safe.
There are different types of cyber-attack including hacking
(be it nuisance hacking to corrupt a system or hacking purely
for financial gain) and the “advanced persistent threat”
(where an individual gains access to a system and remains
undetected for a lengthy period of time). Although stories of
cyber-attacks are fairly common it is widely considered that
most instances go unreported. Businesses are often afraid of
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the adverse PR impact an IP theft has - it highlights a flawed
security system and it may take years for a business to regain
the confidence and trust of its customers.
Poor storage of IP may render it valueless. For instance if
ideas for possible trademarks are stored on a vulnerable
network, hackers may access them and could potentially use
or register them (or versions thereof) for themselves. This use
or registration may prevent later registration of a trademark
by the victim of the theft due to “earlier rights” that may
have arisen as a result of the theft. The victim may need to
rebrand completely as a result, which can be expensive.
Considering patents, in order to protect an invention, the
invention must be novel and must not have been disclosed
to the public. If the invention has been made available to the
public it is not possible to apply for a patent. If the potential
patentable invention data is not stored safely a hacker could
access a system and disclose an invention to the public and
prevent a business from filing a patent or being granted a
patent. This is a particular problem if a company is heavily
reliant on patents (such as an engineering or R&D firm).
Such steps may give competitors an advantage. A similar
problem may arise in relation to designs. A registered design
application will be refused if the design is not new or does
not have individual character. A hacker accessing a prototype
design and disclosing it may thus render the design no longer
new and lacking individual character.
This shows that poor cyber security of IP can erode a
business’s competitive advantage and can destroy valuable IP.
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So what?
Whilst most countries have laws that prohibit the theft of IP,
relying on such laws alone is unlikely to provide a business
with comprehensive protection. Laws differ from country to
country and tracing perpetrators is also notoriously difficult,
hence the mantra “prevention is better than cure” is
directly applicable. Businesses should prioritise taking steps
internally to safeguard IP.
Firstly, businesses should try and ensure that they are
“proactive” rather than “reactive” in their IP security. This
involves paying attention to their existing cyber security
network which protects IP and considering ways in which it
may be improved. Businesses might consider the possibility
of engaging an “ethical hacker”, who, with the consent of
the business, will try and gain access to IP in order to evaluate
existing defences. This will reveal loopholes and defects.
Secondly, businesses should consider conducting an audit of
their IP. By asking themselves what types of IP they have, how
it is currently stored and protected, who has access to it and
whether or not it is being passed to third parties (like subcontractors or outsourced agencies), businesses may identify
flaws. The answers to these questions can shape next steps.

Finally, precautions should also be taken to reduce third-party
access to networks and systems, for instance the scope of
access outsourced IT maintenance bodies have. Networks
should be managed closely so that access is only given to the
area of the network that needs maintenance. If unrestricted
access is granted to IT maintenance bodies, they may be
able to freely ascertain and view IP. Instead, access should
be curtailed, logged and audited carefully. This is likely to
reduce the possibility of future problems or flag up attempted
violations.
There are a plethora of potential issues that cyber security
and IP protection pose to businesses. This article does not
purport to address all those issues but does highlight some
factors businesses should consider.

For further information, please contact:

Selina Hinchliffe
Principal Associate
selinahinchliffe@eversheds.com

Thirdly, businesses may consider having steps in place
that prevent ex-employees from retaining access to IP.
Smartphones, laptops and tablets should be confiscated
immediately on termination of an employee contract.
Network log-in codes and passwords should also be updated
regularly to prevent unwanted access onto systems.
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It is time we talked about things,
the “Internet of Things”
Précis
The “Internet of Things” or “IoT” is predicted to be one of
the fastest-growing areas of technology globally over the
next few years. It is already evident that the impact of the
IoT on both user day-to-day life and on business models is
increasing at a rapid rate as the deployment costs of such
technology drops and other barriers to entry continue to
fall. With this in mind, it is predicted by technology analysts
that by 2020, over 50% of major new business processes
and systems will incorporate some form of IoT technology.
For all of the potential benefits that will derive from this
technology, for example, technology used by the health
sector that enables patients to self-manage and monitor their
health care at home and technology that enables the farming
industry to increase food production by monitoring and
adjusting the temperature, humidity and light intensity that a
crop is exposed to, there are also legal risks concerning this
technology. This article sets out some of those legal issues.

What?
The IoT refers to the increased and extended interconnectivity
of computing capability and network connectivity to objects,
devices and sensors in order to monitor and control devices
and develop “smart” networks, systems and structures.
“Things” in the IoT sense can refer to a wide variety of devices
such as wearable fitness tracker devices that monitor body
indicators and can connect to medical devices in order
to provide an extensive picture of a wearer’s health, and
household management devices that can adjust synchronised
ambience, utility and security systems.

So what?
The IoT is dependent on data and specifically the transfer
of data between different machines. The IoT will be about
much more than smart meters and connected fridges; the
adoption of new connectivity brings legal risks. The collation
of multiple points of data can swiftly result in a large quantity
of personal information about an individual being created
and stored as events are reviewed in the context of a range of
factors including location, time and recurrence. The regular
purchase by a user of different food types for instance may
divulge religious affiliations or ongoing health issues. Many
older smart meters for example do not push their data to an
internet service gateway directly, instead it is sent to a local
data hub where it is stored until the data is uploaded in bulk.
This process has the potential to place personal and sensitive
data in insecure locations vulnerable to attack.

The data produced and collected by IoT technology will
be very valuable and will be coveted by companies and
organisations in order to gain an insight into the lifestyles,
habits and preferences of users. However, IoT technology is
considered to be vulnerable to attack because it embraces
multiple devices, platforms, applications and networks. It is
also considered that because the integrity of the data collected
by IoT technology will be so important in making personal
and business decisions, the risk of hackers manipulating the
data for malicious reasons is a real risk. The benefits provided
by IoT technologies rely on lots of data with high levels of
searchability and analysis. This means that the data must exist
in plain text which presents multiple threats, not least from
insider attacks from sysadmins and authorised users. It has also
been suggested by analysts that the IoT could lead to a rise in
the black market of fake or corrupted sensor data and video
data, meaning that data from this technology is compromised
or substituted with inaccurate or deliberately manipulated data.
Data privacy will be a big challenge for IoT technology.
What about liability and when things go wrong? Consumers
will become dependent on the interconnected devices that
make up IoT technology and such interdependency between
devices and applications could pose challenges when it comes
to the developer or manufacturer reasonably excluding and
limiting their liability under consumer contracts.
The market recognises that the IoT presents significant
opportunity for greater control over technology and access
to data, but that the technology needs to be trusted if it
is to realise its potential. The sheer scale of networks and
data created by IoT technology will cause complexity and
compound the legal challenges faced by the industry.

For further information, please contact:

James Hyde
Partner, Head of TMT disputes
jameshyde@eversheds.com

Ed Williams
Associate
edwardwilliams@eversheds.com
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EU Copyright Reform
Précis

Regulation - Overview

As part of its strategy to harmonise national copyright
regimes across the EU and reflect the digital age in which
we live, on the 9 December 2015, the European Commission
published a “Communication on the modernisation of
the European copyright framework” (http://ec.europa.
eu/newsroom/dae/document.cfm?action=display&doc_
id=12526) (“Communication”), a draft “Regulation on
ensuring the cross-border portability of online content
services” (http://ec.europa.eu/newsroom/dae/document.
cfm?action=display&doc_id=12524 ) (“Regulation”) and a
“Consultation on the enforcement of IP rights within the EU”
(http://ec.europa.eu/growth/tools-databases/newsroom/cf/
itemdetail.cfm?item_id=8580) (“Consultation”).

The DSMS noted that less than 4% of all video on-demand
content in the EU is accessible cross-border, and the
Communication (http://ec.europa.eu/newsroom/dae/
document.cfm?action=display&doc_id=12526) notes that
in 2014, 49% of EU internet users accessed music, video and
games online.

What?
Background
The European Commission published a Communication on a
“Digital Single Market Strategy for Europe” (http://europa.eu/
rapid/attachment/IP-15-4919/en/DSM_communication.pdf)
(“DSMS”) on 6 May 2015 in which it set out five legislative
proposals for EU copyright reform to reduce the differences
between national copyright regimes and allow for wider
online access to works by users across the EU, namely:
1.

portability of legally acquired content

2.

ensuring cross-border access to legally purchased
online services while respecting the value of rights in the
audiovisual sector

3.

harmonised exceptions for the cross-border use
of content for specific purposes (such as research,
education, text and data mining)

4.

clarification of the rules on the activities of intermediaries
regarding copyright-protected content

5.

modernising cross-border enforcement of IP rights

Accompanying the DSMS, EU Commission President JeanClaude Juncker released a video (https://ec.europa.eu/
priorities/digital-single-market_en) in which he said: “you
can drive from Tallinn to Turin without once showing your
passport, but you can’t stream your favourite TV shows from
home once you get there […] we are making a single market
fit for a digital age.”
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The draft Regulation (http://ec.europa.eu/newsroom/dae/
document.cfm?action=display&doc_id=12524) addresses
this as it contains a “cross-border portability right” for users
to enjoy digital subscriptions they pay for at home whilst they
travel across the EU. For example, someone who lives in the
UK who travels on holiday to Spain could access the online
film or live sport service that they subscribe to in the UK,
while “temporarily” staying in Spain.
The Questions and Answers (http://europa.eu/rapid/pressrelease_MEMO-15-6262_en.htm) (“Q&A”) accompanying
the Regulation state that many users resort to technological
workarounds such as virtual private networks to access online
content whilst travelling across the EU.
The UK Prime Minister David Cameron is supportive of the
Regulation as he describes it as a step towards “securing
a flexible single market that works for EU consumers and
businesses”.
Regulation – Provisions
Article 3(1) of the Regulation obliges a provider of an online
content service to “enable a subscriber who is temporarily
present in a Member State to access and use the online
content service”. Article 2(a) defines a “subscriber” as a
consumer who has a contract for the provision of an
online content service with a provider. Article 2(d) defines
“temporarily present” as the presence of a subscriber in a
Member State other than the Member State of residence.
Article 2(e) defines an “online content service” as one which
is provided to a subscriber on agreed terms either against
payment of money or the service provider verifies the
Member State of residence.
Article 4 sets out that the provision of, and access to, content
falling under Article 3 will be considered as occurring solely
in the Member State of residence where the subscriber
habitually resides.
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Article 5(1) provides that any contractual provisions between
right-holders and service providers, and between service
providers and subscribers which are contrary to Articles 3 and
4, will be unenforceable. Article 5(2) allows right-holders to
require the service provider to use effective means to verify
that it is providing access to subscribers in accordance with
Article 3.
Article 7 sets out that the Regulation will apply retrospectively
to rights and contracts that pre-date it.

–

whether consumers should have a cross-portability right

–

whether the definition of “temporarily” in the draft
Regulation achieves the objective of specifying scenarios
in which a person is on holiday or a business trip

–

whether the scope of the draft Regulation should only
apply to paid subscription services and those subscription
services which have mechanisms in place to allow
verification of the subscriber’s country of residence (such
as TV licences)

–

given that the draft Regulation contains provisions
stipulating that it will apply to existing contracts and
acquired rights, whether these provisions were effective
and what their impact would be on right-holders and
service providers

–

whether there were any issues with the timescale for the
Regulation to come into force, currently drafted as six
months after its agreement (envisaged to be 2017)

Regulation – Comment and next steps
The explanatory memorandum of the draft Regulation
states that intervention by the EU will ensure “greater legal
certainty and do away with the need to renegotiate the whole
network of existing licences for the purposes of cross-border
portability” as “the proposal will not oblige right-holders and
service providers to renegotiate contracts as it will make
unenforceable any provisions in contracts contrary to the
obligation to provide for cross-border portability.”
Under the current draft of the Regulation, “temporarily
present” is not defined with reference to any time limit, so
it is unclear how one assesses this. Although the Regulation
will benefit users, it may arguably bring about a reduction in
subscription revenues for service providers.
The Q&A (http://europa.eu/rapid/press-release_MEMO15-6262_en.htm) states that the costs of implementing
the Regulation will only be marginal for service providers.
Anticipated costs will be the reconfiguration of user
authentication systems which instead of geo-blocking a user
based on their location will allow access on a temporary basis
to online content. The Commission believes that the ability
to use and enjoy online content when travelling in the EU will
make these products and services more attractive and will
boost revenues for the creative sector.
The Intellectual Property Office (“IPO”) ran a call for views on
the draft Regulation which ended on 12 February 2016. The
IPO encouraged views from service providers, right-holder
organisations and consumers. Areas in which the IPO were
particularly interested included:

The UK Government will take forward the views expressed
as part of the negotiations between the European Parliament
and the EU Member States this year on the final text of the
Regulation.
Communication - Overview
The Communication (http://ec.europa.eu/newsroom/dae/
document.cfm?action=display&doc_id=12526) states that
it is aimed at injecting a higher level of harmonisation into
the current EU copyright rules, addressing in particular the
territoriality of copyright and adapting to new technologies.
The Communication sets out that the availability of online
content services “without frontiers” will deliver more choice
to consumers, and that a better functioning digital single
market will also provide opportunities for content creators
and cultural industries to expand their audiences and business
and make them more competitive.
The Commission recognises that the objective of full crossborder access for all types of content across the EU needs to
be balanced with the readiness of markets to respond rapidly
to legal and policy changes and the need to ensure viable
financing models for those who are chiefly responsible for
content creation.
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amounts of digital content to advance science and
research). The Commission believes this exception
is necessary to strengthen the EU’s competitiveness
and scientific leadership and to encourage crossborder and cross-discipline collaboration in research
and innovation activities across the EU

The Communication focuses on four pillars, each of which
are set out below.
(i)

Communication – Wider access to content across the EU
The Communication comments on the territorial nature
of copyright. It states that the reason why users in one
Member State cannot access content they subscribe to at
home abroad is because there are many instances where
right-holders decide to limit the territorial scope of a
copyright licence to service providers, and consequently
the services are limited to only one territory. Furthermore,
service providers may decide to limit a service to a
particular territory despite holding a licence for the
whole of the EU. In addition, audiovisual content is often
financed through territorial exclusivity licences granted to
individual distributors or service providers, and this is an
established sustainable financing model.
The Regulation is a first step towards addressing the crossportability issue. Additionally, following a recent public
consultation, the Commission is considering amending
the “Satellite and Cable Directive” (Directive 93/83/
EEC) (http://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:31993L0083&from=EN). Paragraph 2
of Article 1 of this Directive currently sets out that satellite
service broadcasters are bound by the laws of the Member
State in which they communicate their service, not the
Member States in which their signal is received, meaning
that satellite broadcasters currently only require a licence
to broadcast copyright content in their country of origin
to be able to broadcast across the whole of the EU. The
Commission is considering whether this principle should
be extended to online services also and a legislative
proposal is expected to be published this year.

(ii) Communication – Adapting copyright exceptions
Current EU rules on copyright exceptions which Member
States have the option to implement into their national
laws can be found in the “InfoSoc Directive” (Directive
2001/29/EC) (http://eur-lex.europa.eu/LexUriServ/
LexUriServ.do?uri=CELEX:32001L0029:EN:HTML). These
exceptions have not been universally implemented by
all Member States, which has led to inconsistencies
between national laws. To address this, the Commission
is considering legislative proposals for the following
exceptions to copyright to improve cross-border trade
and create an EU framework that is relevant for access to
knowledge, education and research and also effective in
the digital age:
1.

2.
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legislation to implement the Marrakesh Treaty (http://
www.wipo.int/wipolex/en/treaties/text.jsp?file_
id=301016) (which provides an exception to allow the
creation of accessible versions of literary and artistic
copyright works for the blind and visually impaired)
allow public interest research organisations to carry
out text and data mining of copyright content for
scientific research purposes (text and data mining
is the reading and analysis by machines of vast

3.

clarify the scope of the current EU exception which
allows use of copyright materials for the sole purpose
of illustration for teaching or scientific research. The
Commission believes this is particularly necessary
because of the advent of online learning, inclassroom use of technologies, digital materials and
cross-border learning

4.

allow cultural heritage institutions such as libraries,
educational establishments, archives and museums
to carry out preservation activities including digital
preservation of copyright works

5.

allow the public to remotely consult copyright works
held in libraries, educational establishments, archives
and museums for the purpose of research and private
study. The current EU exception only allows the
public to access these works on terminals located on
the premises of these institutions

6.

clarify the scope of the current EU “freedom of
panorama” exception (this exception allows the
public to take photographs, videos and drawings of
buildings and sculptures located in public spaces)

The Commission states it will consider the above legislative
proposals by Spring 2016.
(iii) Communication – Improving how the marketplace
functions for copyright
The Commission wants to ensure that the value
generated by the online distribution of copyright works
is fairly shared with right-holders. The Commission is
concerned that right-holders cannot set licensing terms
and negotiate fairly with large online platforms (such
as search engines, social media, knowledge and video
sharing websites, and app stores) for making their work
available to the public.
To strengthen the position of right-holders, the
Commission is considering:
–

Whether action is needed to define “‘communication
to the public” and “making available” rights at an EUwide level. These rights relate to the use of copyright
content in digital transmissions. By defining these,
creators and creative industries would be able to
claim rights and negotiate licences and remuneration
in the context of content distributed online.

–

Whether action should be taken against online
news aggregators who provide links to copyright
content. In Spain, a copyright law came into force
last year requiring certain online news platforms
which post links to copyright content to pay a fee
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to the news publisher of that content. A large online
news platform withdrew from Spain as a result of
the legislation. In Germany, legislation was recently
debated on whether an online news platform should
pay publishers for posts of a ‘snippet’ of more than a
few words of the news article to which they referred
under a hyperlink. The Commission recognises
that these Member States have sought to address
the activities of news aggregators, but the differing
approaches carry a risk of more fragmentation in a
Digital Single Market.
–

Whether proposals are needed for the regulation
of contractual practices, unwaivable remuneration
rights, collective bargaining and collective
management of rights for authors and performers.

The Commission states it will consider the above by Spring
2016.
(iv) Communication – Consultation on the enforcement of
IP rights
The Commission is concerned that the current
legal enforcement framework may no longer be fit
for purpose. As such the Commission is running a
Consultation on the enforcement of IP rights within
the EU (http://ec.europa.eu/growth/tools-databases/
newsroom/cf/itemdetail.cfm?item_id=8580) which ends
on 15 April 2016. The aim of the Consultation is to gather
views from right-holders, the judiciary, legal profession,
intermediaries, consumers and public authorities on
the “IP Enforcement Directive” (Directive 2004/48/
EC) (http://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:32004L0048R(01)&from=EN) and its
relevance to the enforcement of IP rights in the online
environment.

–

To consider “notice and action” mechanisms, so that
once illegal content is identified it is removed by
hosting services, and that there are systems in place
to prevent legal content from being taken down in
error.

So what?
The consumer is the person most likely to benefit from the
Regulation by being able to access online content across the
EU. However, it will potentially have a negative impact upon
licensors and licensees of online copyright content as it may
restrict revenue streams (although the Commission believes
otherwise).
As stated in the Communication, the ultimate goal is to
have a single EU copyright code and copyright title, and
a single copyright jurisdiction and tribunal. However this
would require substantial changes to current copyright rules.
But the proposals being considered by the Commission
are a step towards creating pan-European rights that have
been successfully implemented for other IP rights such as
trademarks and patents.
The timetable for bringing about the above proposals are
ambitious, further demonstrating the drive towards creating a
single EU copyright framework.

For further information, please contact:

Neil Mohring
Partner
neilmohring@eversheds.com

The Commission states that in view of the frequent
commercial-scale infringements taking place, it is
consulting with all parties:
–

–

To consider proposals to adopt “follow-the-money”
mechanisms, based on a self-regulatory approach.
Intermediary service providers would deprive
commercial-scale infringers of revenue streams they
may be acquiring from consumer payments and
advertising in relation to the infringing activity. The
Commission is seeking to reach agreement on this by
Spring 2016.

Daniel Prim
Associate
danielprim@eversheds.com

To consider amendments to the legal framework
to clarify the rules for identifying infringers, the
application of provisional and precautionary
measures and injunctions and their cross-border
effect and the calculation of damages and legal
costs. The Commission is considering proposals on
this by Autumn 2016.
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Bob Marley copyrights:
decision of the Court of Appeal
What do words mean? Back to basics
Précis

Court of first instance

In the case of BSI Enterprises Limited v Blue Mountain
Music Limited [2015] EWCA Civ 1151 (http://www.bailii.org/
cgi-bin/markup.cgi?doc=/ew/cases/EWCA/Civ/2015/1151.
html&query=blue+and+mountain&method=boolean), a
music publisher was unable to overturn a 2014 High Court
decision regarding the copyright ownership of some Bob
Marley songs, including “No Woman No Cry”. It was held
by the Court of Appeal that wording used in a definition
cannot be altered or interpreted differently by language
subsequently used in a contract which is not intended to alter
that definition. Although fact-specific, the decision illustrates
the application of the basic principles of contractual
interpretation.

In 2014, a declaration was sought by BSI that, under the 2008
agreement with Cayman, it was the owner of the copyright
in the Songs and Cayman was an exclusive licensee. The
appellants claimed that the Songs were not included in the
1992 agreement and the court was invited to decide that this
had been the agreement of the parties. In support of their
argument they drew attention to the fact that the Songs were
not expressly mentioned in the 1992 agreement.

What?
The case relates to the interpretation of wording used in a
1992 agreement between Island Logic Limited (“Island”) and
Cayman Music Inc. (“Cayman”) that implied an assignment
of copyright ownership from Cayman to Island in relation to
songs written by Bob Marley.
As a means of preventing the copyright and royalties going
to his record company, the authorship of 13 songs (“the
Songs”) was misattributed by Marley to other artists (“the
Misattribution Ploy”). Marley died intestate in 1981. The
Misattribution Ploy was addressed in court proceedings in
1984 in New York between Cayman and Marley’s estate
(“the Estate”) but due to limitation grounds the claim was
dismissed. The Estate did not pursue a counterclaim.
To protect Marley’s legacy after his death, and in conjunction
with the Estate, Island pursued the acquisition of the rights
in Marley’s works. This resulted in a 1988 agreement with the
Estate and the 1992 agreement with Cayman.
In 2008, BSI Enterprises Limited (“BSI”) and Cayman entered
into an agreement by which BSI supposedly acquired
the rights in the Songs. The acquisition was built on the
assumption that the Songs were not included in the 1992
agreement between Cayman and Island.
The Court of Appeal held that, in accordance with the
principles of contractual interpretation, the Songs were
included in the 1992 agreement and BSI’s claims that they
were not included were unworkable.
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Blue Mountain Music Limited (“Blue Mountain”) was a
member of the Island group and, as the respondent in the
action, maintained that the copyrights in the Songs passed
to Island under the 1992 agreement and that it was therefore
authorised to exploit those rights.
The declaration sought by BSI and Cayman was refused
by the High Court and it was held that the rights in the
Songs transferred to Island under the 1992 agreement. The
reasoning behind this ruling was that “Compositions” and
“Catalogue” as defined in the agreement included the Songs:
–

the definitions referred to “all presently-existing musical
compositions” written by Marley

–

to achieve their objective of preserving Marley’s legacy,
Island’s intention would have been to acquire the rights
in everything to build up a complete catalogue and, given
the ownership issue surrounding the Misattribution Ploy,
it would make commercial sense that Cayman would
have wanted to sell them

–

the Court held it was “little short of ridiculous” for the
parties to agree to omit the misattributed songs without
expressly saying so and to prolong the ownership issue

Court of Appeal
On appeal, the appellants put forward the new arguments
that, firstly, on its proper interpretation, the 1992 agreement
did not oblige Cayman to transfer to Island any rights
it owned in the Songs; and secondly, the deputy judge
had mistakenly directed himself that the language of the
agreement had to meet Island’s objective of acquiring
as many rights as possible in Marley’s works, and that he
should have ascertained the scope of the agreement and the
intentions of the parties from the language of the agreement,
not the surrounding circumstances.
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The Court of Appeal rejected this approach. Instead,
it confirmed that the correct approach to contractual
interpretation is to determine what the parties meant by the
language used in a contract by considering how a reasonable
person would understand the meaning of the language
and what it is trying to convey, having all the background
knowledge that would reasonably have been available to the
parties in the situation in which they were in at the time of the
contract, referred to as the “factual matrix”. This background
knowledge would not include any previous negotiations
between the parties or any subjective intentions; it is an
objective test. Please see the box below for a summary of the
factual matrix which the court considered in this case.
Based on their contractual interpretation, the appellants
argued that “Compositions” was not defined in the Definitions
section but in other parts of the Agreement. However,
Kitchen LJ rejected this approach, as follows:
–

–

–

Preliminary Statement – here reference was made to
the use of the word “certain” in the context that Cayman
wished to sell “certain” publishing interests. It was argued
that this should be interpreted as meaning only some of
the publishing interests were to be transferred, not all.
But it was held that the appellants tried to give far too
much significance to the word “certain”.
Warranties – it was argued that a warranty which
provided that a schedule to the Agreement (Schedule
2) contained a “complete and accurate list of all of the
Compositions” meant that only the compositions in this
Schedule were subject to transfer. But this argument was
found to be “unsustainable”; the warranties were not
intended to act as definitions and therefore could not be
relied upon as such.
Schedules – the definition of “Compositions” referred to
Schedule 2, which included a list of the Compositions,
but the wording was broad in scope in that it provided a
non-exhaustive list of the Compositions.

Accordingly, the decision of the High Court, that the Songs
fell within the scope of the definition of “Compositions”,
was upheld by the Court of Appeal. Therefore, the rights
in the Songs, despite not being expressly referred to, were
transferred to Island under the 1992 agreement.

So what?
This is a reminder that, when drafting agreements, definitions
play a key role and should be considered properly and
carefully drafted. While the copyright assignment and the
background facts of this case are fairly complex, the crux
of the case is a simple application of the well-established
principles of contractual interpretation. It illustrates the
application of common sense together with a consideration
of the commercial purpose of the agreement, in the context
of the words used in the agreement. The attempts by the
claimant to construe an alternative interpretation of the

wording was described by the court as “imaginative” but
the decision of the court shows that inventive methods of
interpretation are not appropriate. The complexity of an
agreement need not complicate the method of interpreting
its terms.

The factual matrix considered by the Court
-

Marley entered into a publishing agreement with
Johnny Nash Music Ltd in 1968.

-

Marley entered into a publishing agreement with
Cayman in 1973.

-

The misattribution of the 13 songs by Marley and
the subsequent court proceedings in New York.

-

The possibility that the Misattribution Ploy would
be raised again in future proceedings because it
had not been dismissed on the merits. This left
some uncertainty regarding the ownership of
these songs.

-

There were likely to be works created by Marley
during the 1973 agreement which had not been
identified.

-

Island was working to acquire the Estate’s interest
in Marley’s works. This was being done through
the 1988 Agreement, which remained under
challenge.

-

The general terms of the 1988 Agreement.

-

Island wanted to obtain as many as possible of the
rights in Marley’s work.

-

The misattributed songs were registered at the US
Copyright Office as written by the misattributed
authors, and Island had been paying royalties
accordingly.

For further information, please contact:

Neil Mohring
Head of Media
neilmohring@eversheds.com

Louise Bancilhon
Trainee Solicitor
louisebancilhon@eversheds.com
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The secret’s out - the
Trade Secrets Directive
Précis

b)

it has commercial value because it is secret

With information theft on the rise within companies in the EU,
protecting trade secrets is more important than ever. Thanks
to technological advancements, digitised information storage
and the rise of social media, the irreversible dissemination
of information is often just a click away. Despite their
commercial value, information such as client lists, business
plans, technical know-how and secret recipes cannot be
adequately protected by traditional intellectual property
rights. The incoming EU Trade Secrets Directive, due to come
into force early this year, will attempt to harmonise national
laws of Member States and protect the results of innovative
business activity from unlawful use.

c)

it has been subject to reasonable steps under the
circumstances, by the person lawfully in control of the
information, to keep it secret

What?
Following meetings late last year, surprise provisional
agreement was reached between the European Parliament
and the EU Council on 15 December regarding the text of the
proposed Directive on Trade Secrets (“the Directive”). The
lack of harmonisation measures to protect trade secrets and
innovative ideas within the EU has been cause for concern for
some time, and the proposed Directive seeks to bring some
clarity between Member States.
On 8 March 2016, the European Parliament is tentatively
scheduled to vote on the draft Directive, with the Council
expected to follow suit shortly after. Once approved,
Member States will be given a two-year window in which to
implement the Directive’s minimum standards of protection
for trade secrets and ensure they are incorporated into
national law.
Whilst the text of the most recent draft followed largely the
same format and substance as previous iterations, three areas
are particularly notable:
–

the meaning of “trade secrets”

–

the potential impact of the Directive on employees

–

the potential scope of the Directive’s whistleblowing
defence

1. What are ‘trade secrets’?
In order to fall within the protection of the Directive, the
information must be a “trade secret” as defined under Article
2(1):
a)
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it must be secret in the sense that it is not, as a body
or in the precise configuration and assembly of its
components, generally known among or readily
accessible to persons within the circles that normally deal
with the kind of information in question

Clients may be able to demonstrate that they took
“reasonable steps” to keep the information secret by
restricting access to the information, labelling the relevant
documents as confidential, monitoring activity in relation
to the information and putting in place appropriate nondisclosure agreements where necessary. The wording of
Articles 2(1)(a) and (c) mirrors elements of the common law of
confidence (which protects information that is confidential in
nature, was imparted in circumstances in which an obligation
of confidence arises and where its unauthorised use would be
to the detriment of the person to whom it relates).
It is important to note that under the proposed wording in
the Directive, it is not only direct use or disclosure of trade
secrets that is captured. Dealing in infringing goods where
such goods significantly benefit from unlawfully acquired
trade secrets will also be considered unlawful. Ultimately, this
may have a powerful and onerous impact on downstream
players who have no knowledge of the unlawful act itself,
but knew or should have known that the goods they are
dealing with benefitted from a trade secret in some way. It
is therefore important to make reasonable investigations
into the source of any potentially infringing goods, as lack of
actual knowledge may not be a sufficient excuse.
2. Employee knowledge, experience and skills
The previous draft of the Trade Secrets Directive caused some
consternation amongst employers and commentators alike.
Its wording stated that the Directive would: “…not affect…
the use of information, knowledge, experience and skills
honestly acquired by employees in the normal course of their
previous employment…”. At first glance, this had potential
ramifications for employers and their protection of trade
secrets. Read broadly, the provision essentially provided that
any information employees acquired honestly in the normal
course of their duties would be open to use by them in their
subsequent jobs, regardless of whether the information was
confidential or not.
The most recent iteration of the Directive has now been
amended to contain the following:
“Nothing in this Directive shall be understood to offer any
ground for restricting the mobility of employees. In particular,
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in relation to the exercise of such mobility, this Directive shall
not offer any ground for:
a)

limiting employees’ use of information not constituting a
trade secret as defined in point (1) of Article 2

b)

limiting employees’ use of the experience and skills
honestly acquired in the normal course of their
employment

c)

imposing any additional restrictions on employees in their
employment contracts other than in accordance with
Union or national law” (Article 1(2a))

The updated wording balances the importance of companies
protecting trade secrets from information theft, whilst
allowing employees to move freely between jobs without
being unduly restrained. The Directive refers to a class
of information which could otherwise be constituted as
confidential but is also part of an employer’s experience
and skills (Article 1(2a)(b)). A former employee will be free to
utilise such information as long as it was acquired honestly
during the normal course of their employment. The wording
therefore leaves room for a class of information which falls
outside of this: that which is confidential and yet is not
the employee’s “experience and skills honestly acquired”.
For example, such information may have been dishonestly
acquired in their role, or may go above and beyond the skill
and experience acquired in the employee’s “normal” course
of employment. The Directive would enable companies to
restrain former employees from making unauthorised use of
such information.
Practically speaking, Article 1(2)(a) brings trade secret
protection roughly in line with current English law. The
well-established case of Faccenda Chicken outlined that
trade secrets may be protected indefinitely, but confidential
information that subsequently becomes part of an
employee’s skill and experience loses such protection other
than by appropriate restrictive covenants and non-compete
clauses in an employment contract. Nevertheless, the openended nature of the wording in the Directive provisions will
almost inevitably need to be clarified by the CJEU.
3. The whistleblowing defence
Journalists and the media were vocal in their desire to
ensure that the finalised wording of the Trade Secrets
Directive would not unduly restrain their freedom to disclose
confidential information in the public interest. Under English
law, current protection for public interest disclosures is
relatively muddied and unclear, but nevertheless, any such
disclosures must be proportionate and justified. Against this
backdrop, the finalised text of Article 4(a) and (b) provides
a defence whenever a trade secret is acquired, used or
disclosed:
–

–

“…for revealing a misconduct, wrongdoing or illegal
activity, provided that the respondent acted for the
purpose of protecting the general public interest”

Once again, the wording of the provision is very broad. Article
4(a) appears to be so general as to be of little practical value
in discerning the kinds of uses that will be permissible under
this provision. Furthermore, Article 4(b) appears to state
that any disclosure made with the subjective purpose of
revealing wrongdoing will be permissible under the Directive.
The Directive contains no specific wording limiting such
disclosures to those which are necessary and proportionate
to the nature of the information acquired. On this reading,
this provision appears to significantly widen the public
interest defence under English law. As with other provisions
of the Directive, it is likely that its interpretation will need
to be considered by the CJEU before we receive sufficient
clarification on the precise scope of the public interest
defence.

So what?
As set out in the recitals to the Directive, information
theft, corporate espionage and breach of confidentiality
requirements are on the rise. According to a ‘Global Fraud
Report 2015/2016’ (http://www.kroll.com/en-us/intelligencecenter/press-releases/the-threat-within-insider-fraud-onthe-rise) prepared by Kroll, 15% of 768 company executives
surveyed reported that their companies had suffered some
kind of information theft in 2015. The Directive will give a
further option to businesses in England seeking to protect
their trade secrets beyond the existing law of confidence, but
it remains to be seen how its provisions will be interpreted
and applied into English law.

For further information, please contact:

Neil Mohring
Head of Media
neilmohring@eversheds.com

Kimeya Baker
Trainee Solicitor
kimeyabaker@eversheds.com

“for exercising the right to freedom of expression and
information set out in the Charter of Fundamental Rights
of the European Union, including respect for freedom
and pluralism of the media”
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Does Europe need a PanEuropean Telecoms Regulator?
Précis
The idea of a pan-European telecoms regulator has once
again returned to the EU Commission’s agenda as part of its
review of the current telecoms framework.

What?
EU Parliamentarians and the EU Commission are, once
again, questioning whether to appoint a single EU telecoms
regulator. This pan-European regulator would replace the
current system of national regulatory authorities in each
Member State, with the Body of European Regulations for
Electronic Communications (“BEREC”) acting as an umbrella
oversight organisation.
One of the major criticisms of the current system of national
telecoms markets, overseen by national regulators, is the
market fragmentation that it creates, with inconsistent
national approaches impacting negatively on EU competition.
The debate over a telecoms single market and whether to put
in place a single telecoms regulator has a contentious history,
and consequently, any debates will face rigorous cross-EU
scrutiny.
Telecoms single market
The current telecoms framework was originally put in place
in 2002 (transposed into UK law via the Communications
Act 2003) and introduced changes that represented
a liberalisation of the telecommunications sector and
promoted a more harmonised regulatory approach across
the EU. This framework was subsequently updated in 2009,
by the Better Regulation Directive, and again in 2013 with the
“Connected Continent” reforms. These successive changes
can be seen as building towards the idea of a telecoms single
market, aiming to simplify EU rules for telecoms operators,
boosting competition and investment, and encouraging
coherent regulation across all Member States of the EU.
The progression towards a telecoms single market was
further progressed in May 2015 with the introduction of the
“EU Digital Single Market” strategy. One of the priorities of
the Digital Single Market strategy is an ambitious overhaul
of current telecoms rules, attempting to ensure a more level
playing field for all telecoms market players (traditional and
new), and creating a more effective institutional framework
with the legislative proposal for such an approach to be
released later in 2016. These ideals fit neatly with legislative
changes that have been made to date and have repeatedly
sought to create a single telecoms market, instead of a

fragmented industry running along national lines, such as
the introduction of the single authorisation regime as part of
the Connected Continent reforms. In September 2015, the
European Commission launched two public consultations
as part of their review of the current telecoms framework,
and on 19 January 2016 the EU Parliament voted to adopt
its report entitled “Towards a Digital Single Market” which
discusses further telecoms reforms and regulation.
Single telecoms regulator
Running parallel to the idea of creating a single telecoms
market has always been the idea of whether to appoint a
single EU telecoms regulator. Currently, all Member States
appoint a national regulatory authority, and these authorities
are then overseen by BEREC (established in 2010, following
the 2009 update to the 2003 framework). In 2009, as now,
the initial proposal was to appoint a pan-European regulator.
This approach proved to be extremely problematic and was
subsequently dropped in favour of the creation of BEREC, a B
board comprised of the heads of all Member States’
national regulatory authorities and a non-voting observer
representing the Commission. Instead of a regulator,
BEREC is an independent advisory body, which develops
guidelines for implementing telecoms law at a national level,
draws up formal opinions on draft Commission decisions
about national regulations and aims to promote consistent
application of requirements across the EU.
However, since 2009 support for the idea of a pan-European
regulator appears to have gathered momentum, at least
within the EU Parliament. In 2013 a document produced by
the Directorate General for Competition, which preceded the
official Connected Continent proposals, claimed that “a true
pan-European regulator would be the most effective solution
to remove national divergences”. Later, in 2014, Joaquín
Almunia (European Commissioner for Competition, 20092014) stated in a speech to an International Competition
Law Forum in St Gallen, Switzerland, that the Connected
Continent reforms were not sufficient and that “the only way
to ensure a truly single European telecoms market is to have
a fully-fledged EU telecoms regulator, EU-wide spectrum
allocation and no roaming charges”, thereby reopening the
debate. These sentiments have since been echoed by JeanClaude Juncker (President of the European Commission)
in his 2014 opening statement in the European Parliament
Plenary Session where he confirmed that “we will need to
have the courage to break down national silos in telecoms
regulation”.
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Now, in 2016, successive reforms – both those that are
telecoms-specific, and those introduced as part of the
wider Digital Single Market strategy – have continued to
promote the idea of a telecoms single market in the EU. This,
combined with changes in EU-opinion on the need for panEU regulation, have culminated in the submission to the EU
Parliament of the “Towards a Digital Single Market” report,
which states that the Commission should “propose a single
telecoms regulator to ensure a uniform application of the
rules”.

So what?
Speaking at the European Parliament in July 2013, Neelie
Kroes (then-Vice President of the European Commission)
claimed that having a competitive single EU telecoms market
could boost the region’s economy by €110 billion per year.
It would enable operators to work freely across all Member
States, and to obtain easy access to spectrums needed
for mobile services, whilst also cutting roaming charges
for consumers. A European Commission memorandum,
produced following the adoption of the Connected
Continent reforms, confirmed that in a digital economy –
i.e. one that demands connectivity and scale – we cannot
afford to remain trapped in national markets. Whilst much
has been achieved in breaking down national barriers,
problems of fragmentation remain which are preventing
EU companies from competing on a European scale. Large
telecommunications companies are present in each of
the Member States, but no operator is present in all, and –
according to a 2013 communication from the Commission
to the European Parliament – often operators that are
active across several Member States do not behave as truly
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European operators, and instead appear content to run their
activities separately in each Member State. However, recent
reforms in net neutrality and roaming surcharges (in the
Telecoms Single Market Regulation) appear to confirm that
the EU legislators are continuing to move more towards a
single market for telecommunications.
The question remains, however, whether a single telecoms
market requires a single telecoms regulator. In 2013, the
Commission was of the view that the telecoms sector suffers
from “a lack of regulatory consistency and predictability
across the Union”, and that “a genuine single market … will
require a single EU regulator responsible for interpreting
and implementing a harmonised legal framework” and “it
would also require a single system for imposing regulatory
remedies”. The “Towards a Digital Single Market” report also
states that the Commission should propose a single telecoms
regulator to ensure a uniform application of the rules.
A majority of EU Parliamentarians appear to be of the view
that a pan-European regulator would be better placed to
align national approaches to market regulation, in addition
to managing wireless frequencies and consumer protection,
thereby increasing competition within the EU.
Notwithstanding the support seen in the EU Commission
and amongst EU Parliamentarians, there are a number of
difficult issues that will need to be addressed before a single
EU telecoms regulator becomes a reality. Firstly, the parties
involved will need to determine, and agree on, the form of
any one pan-European regulator. Fatima Baros (Chairwoman
of BEREC) says “we shouldn’t start by looking at what we have
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currently and trying to fix what is not working well”, which
appears to support the notion of an entirely new EU oversight
regime being created. Conversely, the 2015 “Towards a Digital
Single Market” report calls on the Commission, in order to
ensure a more efficient institutional framework is in place, to
look at strengthening the role, capacity and decision-making
ability of BEREC in order to achieve consistent application of
the regulatory framework.
Secondly, whilst the idea of a pan-European regulator has
gained support at an EU-level, EU Parliamentarians and the
Commission will still face stern resistance from national
authorities, and are already attracting criticism from domestic
regulators who are unwilling to give up their authority and
control over national implementation. MEPs Pilar del Castillo
Vera and Miapetra Kumpula-Natri do not believe that panEuropean regulation is possible, as any centralised system
cannot see and respond to national conditions. Robert Viola
(Deputy Director General in the Commission’s technology
department) confirmed that any reforms “will focus on
striking the right regulatory balance necessary to attract
investors.”
Finally, there is a further school of thought that argues that
mergers of telecoms companies have a more important
role to play in creating a Digital Single Market than the
appointment of a pan-European regulator. A market
containing a number of merged telecoms operators, rather
than a fragmented market of operators, would reduce the
number of firms in the EU, resulting in a harmonised market
containing large companies operating in a more consistent
manner, even across borders. Additionally, whilst a reduction

in the number of operators appears to be counter-intuitive to
competition goals, more mergers in the telecommunications
market could deliver benefits, such as lower prices and
increased innovation, to EU citizens with consolidation
improving returns on infrastructure investment, whilst
creating the borderless, telecoms single market envisioned
by EU Parliamentarians. However, such mergers could also
lead to increases in prices for the services being offered by
the remaining operators as competitive tension is reduced by
having fewer operators.

For further information, please contact:

Simon Cloke
Head of Telecoms
simoncloke@eversheds.com

Emily Rivett
Trainee Solicitor
emilyrivett@eversheds.com
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The Business Broadband
Code of Practice
A commitment to providing transparent and accurate
information on standard broadband services
Précis
Following research that showed that a fifth of small and
medium businesses were dissatisfied about their ability to
access the broadband speeds paid for, Ofcom and certain
internet service providers have worked together to produce
the “Voluntary Business Broadband Speeds Code of Practice”
(the “Code”). The Code sets out voluntary commitments
entered into by its signatories to provide business customers
with transparent and accurate information on their standard
business broadband services and remedies for failures to
provide the minimum guaranteed speeds, and will come into
force on 30 September 2016.

What?
The Code requires internet service providers (“ISPs”), who are
signatories to the Code, to:
–

provide customers with transparent and accurate
information on the speeds of their standard business
broadband services

–

provide customers with the provision of detailed
information during the term of the agreement

–

manage business customers’ speed-related problems

–

allow customers to exit contracts without penalty if
access line speeds fall and remain below a minimum
guaranteed speed

The Code requires access line speed information to be
provided for “xDSL” technologies but does not apply to
technologies or services where speeds are guaranteed or will
not vary as the customer has its own dedicated connection
such as leased lines (e.g. Ethernet over fibre to the Cabinet
(“EoFTTC”), Ethernet First Mile (“EFM”), or similar). Broadband
services which connect to a private internal system rather
than directly to the internet are also excluded. All businesses,
regardless of size, will benefit from the provisions of the Code
with the exception of existing customers who simply retain
their current service.
Current signatories to the Code are: BT Business, Daisy
Communications, KCOM (Hull business), Talk Talk Business,
Virgin Media, XLN and Zen (the “Code Signatories”).

32

Under the Code, these signatories will need to:
1.

Provide information on broadband speeds prior to the
point of sale
The Code Signatories will be under an obligation to
provide estimated download and upload access line
speeds, and throughput speeds (if available), for standard
broadband services using xDSL technologies or fixed
broadband delivered via fixed wireless technology, as
early as practicable in the sales process, regardless of
the sales channel the customer uses to engage with the
Code Signatories. Speed information must always (other
than for large business customers) be provided prior to
the purchase of the services being concluded. Similarly,
Code Signatories will need to ensure that customers
who may have difficulty understanding the products/
services are adequately and appropriately informed
about all products and services that are available. Further
information must be available on the Code Signatories’
websites, including a full copy of the Code, and the
customer must be informed that these resources are
available. The Code Signatories will also be required to
inform customers that further information on estimated
speeds, and how traffic management and/or fair use
policies may impact their broadband speed, will be set
out in more detail after the sale. In particular the Code
Signatories must explain where traffic management
and/or fair use policies apply, what this means for the
customer, and how their speeds may be affected.
Code Signatories will be required to provide a facility
e.g. a line/speed checker on their website, providing
an individual estimated access line speed range for
the customer (showing download and upload speeds),
should they choose to purchase the service, which
shows the line speeds achieved by the 20th to 80th
percentiles of the Code Signatories’ similar customers. If
customers then receive a speed lower than the bottom
10th percentile, they will be seen as falling below the
“minimum guaranteed access line speed” and may be
entitled to exit the contract in accordance with Principle
4 of the Code.
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2.

Provide detailed information after the sale, and on
their website
Once a business customer has purchased a broadband
service, Code Signatories will need to provide certain
information, including:
(a) for xDSL and fixed broadband delivered via fixed
wireless services: (i) the estimated download speeds
and upload access line speeds, the minimum
guaranteed access line speed and the customer’s
right to exit the contract; and (ii) give equal
prominence to the fact that the customer has the
right to leave their contract without penalty if the
customer receives an access line speed below the
minimum guaranteed access line speed and the
measures set out in Principle 4 have been taken but
the issue has not been resolved
(b) an estimate of through speed (where available) and
an explanation of factors that may affect the actual
through speed experienced by a customer
(c) an explanation of factors that may cause peak time
congestion
(d) information on traffic management policies and links
to the information set out on the Code Signatories’
website
(e) an explanation on any fair usage policies and links
to the information set out on the Code Signatories
website
In relation to traffic management and fair use policies,
this information must also be available in a prominent
place on the Code Signatories’ website, including
publishing the criteria used to determine breaches of
any fair use policy and post-breach actions. Where
Code Signatories apply usage limits they should provide
a means by which users can measure their usage, and
consider providing advance notification if customers are
approaching that limit e.g. by email.

3.

Manage speed-related problems
Code Signatories regardless of the technology used
must be prepared to manage customers’ speed-related
problems, including providing assistance to alleviate the
problem if it is within the control of the customer, and
to correct the problem if it is caused by the network
provider. Code Signatories are also required to have a
robust process in place to identify whether the cause of
the speed-related problem is within its control and to be
able to monitor the problem through to resolution. Code
Signatories must ensure that they highlight the above
processes on a prominent position on their website, or
in the introduction/starter pack that accompanies the
provision of the services.

4. Provide customers with a right to exit the contract
without penalty, where speed problems cannot be
resolved
Code Signatories must allow customers to exit contracts
without penalty, at any time during the contract, if the
customer’s download access line speed falls significantly
below the minimum guaranteed access line speed, the
bottom 10th percentile of the estimated range given at
point of sale.
The right of exit only applies in relation to “xDSL”
technologies (including ADSL and FTTC) where download
access line speeds are given, and fixed wireless access
(including satellite), and does not apply to cable or fibre
to the premises technologies. Notably, it does also
apply to “bundled” services, with voice and broadband
services purchased at the same time (including where
standard voice and broadband services are bought
together), or “dependent” services (i.e. services such as
VoIP and cloud-based services which are dependent on
the cloud-based services).
The right of exit can only apply to the specific line
affected rather than multiple lines, but only after the
Code Signatory has taken all reasonable steps to resolve
the speed issue, and the speed remains below the
minimum. The steps to be taken include: possession of
a robust system for identifying a slower than expected
line speed, logging the issue as a “technical fault” and
then taking all reasonable steps to ensure the fault is
corrected, and providing the customer – if diagnostics
appear to show the problem is within the customer’s
control – with assistance to alleviate the problem. If the
speed remains below the minimum guaranteed access
line speed, the right of exit will apply.
Code Signatories are able to offer other remedies,
however the customer is under no obligation to accept
these remedies.
In delivering on the above principles the Code Signatories
are required to have processes in place to ensure that
their agents understand the objectives and spirit of the
Code, and receive appropriate training to ensure they
are able to give the information on speeds and the rights
of exit as required. Code Signatories should have their
own internal processes to check compliance, and Ofcom
will conduct “mystery shopping” and audits of these
internal processes to validate the compliance of the Code
Signatories with these requirements.
The Code will come into practice from 30 September 2016.
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So What?
It is hoped that the provisions of the Code will result in
greater transparency in the business broadband sector,
with Code Signatories required to take positive steps to
counteract any confusion stemming from the difference
between advertised and actual broadband speeds, and
providing a greater understanding of how fair use and
traffic management policies can apply. These provisions
may also result in greater competition due to increased
awareness of the difference between competing providers’
offerings. Ofcom believes that the introduction of the Code
represents another initiative that is targeted at cracking
down on misleading and confusing advertising, and Ofcom’s
CEO Sharon White confirmed that the measures centre on
“ensuring consumers get the best possible communications
services”.
Furthermore, the explicit right of exit will give customers a
stronger bargaining position, and the ability to exert pressure
on their ISPs (provided that they are Code Signatories) if they
are consistently suffering from a sub-standard broadband
speed, providing a stronger level of protection more akin to
that of residential broadband users.
The release of the Code by Ofcom has also been welcomed
in the small business community. Mike Cherry, policy director
for the Federation of Small Businesses, stated that “the new
Code of Practice announced by Ofcom is a timely and welltargeted intervention in the business broadband market. To
plan effectively, firms need accurate information on what
speeds they can expect, and how much this will vary”.
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For further information, please contact:

Simon Cloke
Head of Telecoms
simoncloke@eversheds.com

Emily Rivett
Trainee Solicitor
emilyrivett@eversheds.com
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Interim injunction
dismissed because of delay
Lebara Mobile Ltd and others v Lycamobile UK
Ltd and others [2015] EWHC 3318 (Ch)
Précis
After a three-day hearing in late November 2015, the Court
dismissed Lebara’s application for an interim injunction to
prevent Lyca blocking its own customers from accessing
Lebara services. Lebara’s delay in bringing the application was
one of the key determining factors against the granting of the
injunction.

What?
In February 2015, Lebara launched a new product, known
as Lebara Talk. Customers could download an app which
allowed them to make or receive VoIP calls to or from other
Lebara Talk users free of charge. Lyca became aware and
wanted to stop their customers using Lyca SIM cards to
activate and use Lebara Talk. Accordingly, Lyca initiated a
technical block which did just that and more as it blocked
its customers from accessing Lebara’s websites and other
products too. Lyca did not inform its customers about the
block.
Lebara discovered the block in March 2015 but it was
not until September 2015 that it made its application for
an interim injunction. By the time of the hearing of the
application, the block had been voluntarily reduced in scope,
to not block access to Lebara websites or other apps. The
Court therefore considered the “modified block”.
Given the impending EU Regulation 2015/2120 concerning
open internet access and amending Directive 2002/22/
EC (universal service and rights relating to communications
networks and services) and Regulation 531/2012 (network
roaming), the parties agreed that whatever the outcome of
the hearing the modified block would not continue in its
present form after April 2016. However, Lyca left open the
possibility that it would seek to impose some other similar
measure which was consistent with the draft Regulation.

In arriving at its decision, the Court considered the usual
approach set out in American Cyanamid Co. v Ethicon Ltd.
[1975] A.C. 396. To succeed in its application, Lebara would
have to show that there was a serious issue to be tried, that
damages would not be an adequate remedy and that the
balance of convenience favoured granting the injunction.
(i) Serious issue to be tried
The Court confirmed that the test as to whether or not there
is a serious issue to be tried is a low one. It found that there
were serious issues to be tried concerning allegations of
conspiracy to injure (Lebara Talk was the only VoIP product
which Lyca (and its group) blocked, whereas Skype, WhatsApp
and Viber were not blocked) and interference with its
business by unlawful means (whether, for instance, the block
was a breach of Lyca’s contracts with its UK customers). Lyca
chose not to disclose any documents or serve any witness
evidence about the decision to implement the block.
(ii) Whether damages adequate
The Court confirmed that if damages would be an adequate
remedy for the claimant, and the defendant would be in a
position to pay them, then no interim injunction should be
granted, however strong the claimant’s claim appeared to be
at that stage. In addition, if damages were not an adequate
remedy for the claimant, the Court would then consider if
the defendant succeeded whether it would be adequately
compensated in damages under the claimant’s undertaking
as to damages for the loss suffered between the application
being made and the trial. If damages would be adequate and
the claimant was in a position to pay them then an interim
injunction would be granted.
No question was raised about either party’s ability to pay
damages. Lebara and Lyca both argued that damages would
not be adequate because their losses would be substantial
and difficult to quantify. The Court was doubtful as to
whether losses would be substantial but it agreed that losses
would be difficult to quantify. Ultimately, it was not prepared
to dismiss the application simply on the basis that damages
could be an adequate remedy for Lebara or Lyca.
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(iii) Balance of convenience
Again, the Court confirmed that where there is a doubt
about the adequacy of the respective remedies in damages
available to either party or both, then the question of balance
of convenience arises. The Court then considered the factors
mentioned in National Commercial Bank of Jamaica v Olint
Corpn [2009] 1 WLR 1405, at paragraph 18, as well as the
issue of delay, and finally the status quo. The factors in Olint
did not take the Court much further in its assessment. As all
factors were evenly balanced at that point, the issues of delay
and the status quo became the key determining factors.
(a) Balance of convenience - delay
Lebara knew of the block from 1 March 2015. It then
sought to investigate its extent and to work around
it (to no avail) until the end of July. It then instructed
its solicitors to prepare the application. It did not seek
to investigate and write to Lyca in parallel, which was
something that the Court considered should have been
done and resulted in a 1-2 month delay in making the
application to the Court. This delay counted against
Lebara.
(b) Balance of convenience – preserving the status quo
Where the various factors are evenly balanced the
Court will likely take the course that preserves the status
quo – the Court described it as a “tie-breaker”. As the
block was already in place and had been for a number
of months (in part because of the delay), the Court was
inclined to preserve the status quo and decline to grant
the injunction.

For further information, please contact:

So What?
The case is another example of the Court’s adherence to the
three-stage test provided in American Cyanamid – whether
there is a serious issues to be tried, whether damages are an
adequate remedy for either party and where the balance of
convenience lies.
In this case, the Court was not minded to dismiss the
application on the basis that damages might be adequate.
This is a common theme. One reason is because in such
a short and summary procedure, it is often difficult for the
defendant to demonstrate overwhelmingly that damages
would be an adequate remedy for the applicant.

James Hyde
Partner, Head of TMT disputes
jameshyde@eversheds.com

Neil Boynton
Trainee Solicitor
neilboynton@eversheds.com

This case also underlines the Court’s willingness to dismiss
an application where the applicant has unreasonably delayed
and to preserve the status quo. For the applicant, speed
of decision-making and action are clearly critical but the
threshold for delay varies from case to case and is very
fact dependent. For the defendant, speed of action is also
important, to establish its favoured “status quo” as quickly as
possible and before action is taken to prevent it.
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The Regulation of the use
of Drones in Ireland
Précis
Drones, sometimes referred to as Unmanned Aerial Vehicles
(UAV), have traditionally been used for military purposes, but
have become increasingly popular for civilian use in recent
years. Requests for drones topped the Christmas wish lists for
2015!
In light of the increased use of drones, police in the UK have
seen a spike in over 2,000% in drone related calls. Many of
these calls are as a result of the public’s increased awareness
of the use of drones, however, there is a lack of awareness in
relation to the aviation and privacy laws that apply which this
article will explore.

What?
The Office of the Data Protection Commissioner (“ODPC”),
on 22 December 2015, issued guidance on the use of drones
which provide both users and the public with greater clarity in
relation to what is required from a data protection legislation
perspective.
As drones fitted with cameras and surveillance equipment
can be used to collect personal information about individuals,
drone technology has given rise to concerns about privacy
and data protection compliance.
The operation and use of drones that process personal data
kept by an individual and which is solely concerned with
the management of his/her personal, family or household
affairs or kept for recreational purposes is exempt from the
application of the data protection legislation. This does not,
however, extend to the surveillance by an individual of a
public area outside his/her home, which was recently held
by the CJEU to fall within the Data Protection Directive.
Therefore, anyone intending to use a drone should seek
to ensure that it does not inadvertently capture third party
personal data as to do so would require that individual to
comply with the obligations and safeguards set out in the
data protection legislation and the guidance issued by the
ODPC.
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Any drone which captures personal data will be subject to
the Data Protection Acts 1988 and 2003 (the “Acts”) and
operators of these drones will need to ensure they comply
with the requirements of the Acts in relation to the collection,
processing and retention of personal data.
This guidance provides similar obligations as those prescribed
in respect of CCTV use. The obligations include the following:
–

proportionality - drones equipped with different
technologies for data collection (camera, thermal
imaging, GPS, altimeter, motion, radio frequency
equipment and other sensors) should only collect
information that is necessary for achieving the purpose
pursued by this collection

–

transparency - individuals may not be aware that they
are being recorded or that a drone is equipped with
recording equipment – as such, it is necessary to do
as much as possible to identify that recording is taking
place, by whom, for what purpose and with whom the
data may be shared

–

storage and retention – images and videos containing
personal data that is no longer needed, or where it has
been inadvertently captured should be deleted or the use
anonymisation techniques should be adopted

–

security - any data captured should be stored securely
in an appropriate environment. It is advised that the
data should be controlled, logged and monitored, for
example, this may mean storing imagery or footage on
a secure or encrypted medium and only accessible by
authenticated and authorised users

–

data subject rights – those individuals whose personal
data is recorded on a drone system can enforce their
rights under the Acts, including seeking a copy of their
own personal data in relation to the images and/or video
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So What?

For further information, please contact:

Regulation by the Irish Aviation Authority
Ireland is one of the first countries in Europe to regulate the
use and operation of drones. On Monday, 21 December 2015
the Irish Aviation Authority (Small Unmanned Aircraft (Drones)
and Rockets) Order 2015 was introduced to regulate drones.
Drone operators will need to familiarise themselves with the
new rules, some of which include:
–

all drones weighing 1kg or more, which includes the
weight of the battery and the attached equipment, must
be registered with the Irish Aviation Authority (“IAA”)

–

a drone is not allowed to fly farther than 300 metres from
its operator and it must be in visible sight to its operator

–

a drone is not allowed to fly higher than 120 metres
above ground level

–

a drone cannot fly within 5 kilometres of any aerodrome;

–

a drone cannot fly in a prohibited, restricted area or
controlled airspace e.g. military installations, prisons, over
an assembly of people or over urban areas

–

drone operators must ensure they operate their drone
in a manner that will not be a hazard to another aircraft
in flight or in a negligent or reckless manner so as to
endanger the life or property of others

–

operators of drones which weigh more than 4kg will also
need to complete safety training approved by the IAA to
fly that drone

Marie McGinley
Partner
mariemcginley@eversheds.ie
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New legislation to protect against
Cyber Attacks published in Ireland
Précis
Following a huge increase in the frequency and sophistication
of cyber-attacks in 2015, the Criminal Justice (Offences
Relating to Information Systems) Bill 2016 has been
published. The Bill introduces a number of new cyber
offences and seeks to safeguard information systems and
dissuade cyber-attacks.

What?
The highly anticipated and much-needed Criminal Justice
(Offences Relating to Information Systems) Bill 2016 (the
“Bill”) was published by the Minister for Justice and Equality
on 19 January 2016 which is aimed at addressing cyberattacks on information systems.

So what?
The Bill will implement the Cybercrime Directive which aims
to create consistent legislation throughout the EU in relation
to cyber-attacks. Considering 2015 saw a huge increase in
both the frequency and sophistication of such attacks, this Bill
is welcomed as it introduces a number of new cyber offences
and will seek to safeguard information systems and dissuade
cyber-attacks on such information systems.
The Bill introduces a number of new cyber offences,
including:
1.

unauthorised access to an information system

2.

unauthorised interference with an information system to
hinder or interrupt its operation and proper functioning

3.

unauthorised interference with data on an information
system

4.

unauthorised interception with the transmission of data
to, from or within an information system

5.

use of a computer programme, password, code or data
for the purpose of committing any of the above offences
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Penalties of up to 12 months’ imprisonment and/or a fine
of €5,000 can be imposed for summary conviction of the
above offences. While those convicted on indictment could
face up to five years’ imprisonment and/or a fine. However,
the offence of unauthorised interference with an information
system to hinder or interrupt its operation and proper
functioning is subject to a more severe penalty of up to 10
years’ imprisonment and/or a fine.
Under the Bill, Gardaí investigating any of the above offences
can now get a search warrant from a District Court judge
to search and seize computers, equipment, passwords and
any other records or things as part of their investigations.
Any person who fails to comply with such a search warrant
or obstructs or attempts to obstruct the Gardaí acting under
the authority of such a search warrant shall be guilty of an
offence and can face up to 12 months’ imprisonment and/or
a fine of €5,000.
The Bill also introduces personal liability for company officers
found to have consented or connived with any person in
respect of the company’s commission of any of the new
offences, meaning such company officers can be prosecuted
as well as the company.

For further information, please contact:

Marie McGinley
Partner
mariemcginley@eversheds.ie
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Are you over-complying with working
time regulations in Switzerland for
your senior employees?
Précis
On 1 January 2016, a new Swiss law was brought into force
reflecting the reality of today’s working life. The revised law
simplifies the employer’s obligation to record working hours
in a detailed manner, as had been required previously.

What?
A new Swiss law simplifies the employer’s obligation to
record working hours. The simplification is limited to
certain categories of employees and is subject to specific
requirements. As a general principle, Swiss law requires
that every employer records the daily working time of
its employees, including the beginning and end of work,
overtime and breaks.

For further information, please contact:

Monika Mcquillen
Partner
monika.mcquillen@eversheds.ch

So what?
The new law provides for the following simplifications:
–

Exemption from recording of working hours: an
exemption from work time recording is possible for
employees with an annual income of minimum CHF
120’000, provided they have significant autonomy in their
work schedule. The exemption can be implemented on
the basis of a collective bargaining agreement (“CBA”)
and the written consent of each individual employee.

–

Simplified recording of working hours: in the absence of
a CBA, recording the total number of hours worked per
day will be sufficient for employees who have significant
autonomy with respect to their work schedule. Simplified
timekeeping must be agreed with the works council
or, if there is no works council, with the majority of
employees. In companies with less than 50 employees,
simplified recording of working hours may be agreed
upon with each individual employee. Recording of break
times, the beginning and end of work will no longer be
required.
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Are you aware of the new
employee recruitment laws
in the United Arab Emirates?
Précis
Three new Ministerial Decrees came into effect on 1 January
2016 in the UAE which impact upon the way job offers are
made and have implications regarding certain terms of the
employment arrangement.

What?
Three new Decrees impacting upon the way job offers are
made and which have implications regarding certain terms
of the employment arrangement came into effect in the UAE
on 1 January 2016. Currently the Decrees do not apply to
freezone entities. Nonetheless, we recommend that freezone
entities remain aware of the developments.

So what?
The key features of the Decrees is as follows:
–
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Offer Letter Required - it has become a mandatory
requirement for the employer and prospective employee
to enter into an offer letter. A standard form which must
be used for this purpose has been created. The offer
letter must be filed with the Ministry of Labour and the
future contract of employment must adhere to its terms.
This is relevant for employers as they will now need
to tailor their recruitment processes around the new
requirements.

–

Visas and Work Permits – there are new provisions on
granting work permits for UAE employees and these are
intended to provide a more flexible and mobile workforce
across the UAE. In brief, new UAE work permits may be
granted to employees in many instances of termination
from their previous employment including those
circumstances listed above in paragraphs 2 and 3 above.

For further information, please contact:

Geraldine Ahern
Partner
geraldineahern@eversheds.com
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Are you aware of the changes
in Germany for temporary
worker arrangements?
Précis
Draft legislation has been introduced in Germany to reform
temporary/agency employment, as well as contracts for
work and labour. A final version is unlikely to come into force
before 1 January 2017.

What?
The provision of temporary personnel is strictly regulated by
German Law. The principle is straightforward: the agency
is the employer and supplies the temporary employees to
the hirer. Although the hirer receives the manpower, an
employment relationship only exists between the agency and
the temporary employee. However, temporary employees
have to be treated equally to comparable employees of the
hirer in relation to remuneration and any other essential
working conditions. Exceptions to this equal treatment
principle can only be agreed by means of a collective
bargaining agreement. Moreover, the agency must possess
a licence to supply temporary employees. If the agency
does not possess such a licence, the law deems there to
be an employment relationship between the hirer and the
temporary employee. The unauthorised supply of temporary
employees is also punishable with an administrative fine.

So what?
Because of this strict legal framework governing temporary
employees, “work contracts” have been used (and abused) by
employers to get around the legal restrictions for temporary
employees, for example, sham “work contracts” have been
agreed whereby an employer enters into a contract with the
contractor for the completion of specific work, however, in
fact these “contractors” provide services and, therefore, are
actually employees. Against this background, the German
trade unions have urged the government to legislate.
In response, draft legislation has been introduced to reform
temporary/agency employment, as well as contracts for work
and labour. Although amendments to this draft are likely and
a final version will not come into force before 1 January 2017,
the key changes are summarised below:
–

A maximum hiring period: The hirer of temporary
employees will be required to terminate the deployment
of the temporary employee after 18 months. Exemptions
are only possible through an applicable collective
bargaining agreement. This means that companies not
bound by collective bargaining agreements do not have
the option of greater flexibility.

–

Equal treatment after nine months: according to the
draft legislation, temporary employees would be treated
equally to comparable employees of the hirer in relation
to essential working conditions including remuneration
after nine months. Exceptions to this equal treatment
principle would only be possible through a collective
bargaining agreement within the first nine months.

–

Reducing the abuse of contracts for work and services:
the draft legislation seeks to tackle the improper use of
work contracts. Up to now, it has been possible to have a
“precautionary” licence to supply temporary employees,
making it possible to use a sham work contract even if, in
fact, the supply of a temporary employee occurs.

–

Definition of legal terms: the draft legislation sets out key
criteria identifying temporary employees, for example,
being unable to decide on working time; using third party
resources when providing services; working exclusively
for a party; not guaranteeing the result of his/her work,
etc.

Even though the draft legislation will not come into force
before 1 January 2017 employers are advised to plan for the
expected changes. Employers are well advised to review
in which positions temporary employees will be required
going forward. Further, existing agreements and business
relationships for temporary employees should be reviewed
with the planned amendments in mind.

For further information, please contact:

Frank Achilles
Partner
frank.achilles@eversheds.de
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Vringo v ZTE
Yet more guidance on FRAND licensing terms, and a global settlement,
which speaks volumes about current TMT patent valuations
Précis
We commented in our last quarterly briefing on the
phenomenon of patent privateering in the TMT sector,
in the context of a dispute between Unwired Plant and
Huawei and others (http://www.eversheds.com/global/en/
what/articles/index.page?ArticleID=en/tmt/English-Courtconsiders-patent-privateering). The long-running global
dispute between Vringo and ZTE is another example of
patent privateering. Vringo Infrastructure, Inc. (“Vringo”)
is the owner of a global patent portfolio of standardsessential patents (“SEP”) relating to wireless communications
infrastructure, which it acquired from Nokia in August
2012 (subject to some form of revenue sharing). A case
management hearing in the English Patent Court in June
2015 provided some further light on negotiation of FRAND
terms in patent licensing, which we outline below. However,
the FRAND issues never fell to be decided fully, as the parties
entered into a global settlement of the dispute in December
2015. The terms of the settlement, to the extent publicly
available, provide an insight into current trends in the patent
asset values.

What?
FRAND licensing negotiations
Vringo initially approached ZTE with an offer of a global
licence under its portfolio of SEPs. ZTE refused the offer,
expressing willingness to take a licence for the UK to any SEP
that was proved to be valid and infringed. Vringo therefore
commenced a global campaign of infringement actions
against ZTE, including proceedings in Australia, Brazil, France,
Germany, India, Malaysia, the Netherlands, Romania, Spain,
the UK and the US.
Following a decision on FRAND terms by the English Court
in Unwired Planet v Huawei & Others [2015] EWHC 1029
(Pat) (24 April 2015), Vringo shifted position. It agreed to put
forward a revised licensing offer, on the basis of a licence
solely within the UK under EP(UK) 1 212 919 (the single SEP
which the Court had established in an earlier technical trial in
November 2014 was valid and infringed). However, it is worth
noting that Vringo maintained that it was not obliged to put
forward an offer on this basis, and was doing so voluntarily.
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This concession by Vringo meant that the main issue
remaining between the parties in the UK proceedings was
the royalty rates. Vringo’s position was that a FRAND royalty
is 2% on the eNodeB infrastructure that would be sold by
ZTE. Since the price of an eNodeB box was approximately
£120,000, this amounted to a royalty of £2,400-3,000 per
eNodeB box.
ZTE countered that the royalty rates should be calculated by
reference to the smallest saleable compliant part (“SSCP”) of
the relevant product. On this basis ZTE argued that the royalty
rate should be 0.002% of ZTE’s relevant turnover in the UK,
which works out as a royalty of £2.40 per unit eNodeB box.
The parties were therefore apart by a factor of x1000, which
illustrates the difficulties of negotiating the royalty rate in a
FRAND negotiation.
The notion of SSCP is a feature of US law, and has played an
important role in leading US patent judgments determining a
FRAND royalty or royalty range, such as Microsoft v Motorola
and In re Innovatio. The IEEE also announced in February
2015 that it would be changing its IP policy to enshrine the
role of SSCP in the FRAND commitment imposed by the IP
policy. However, there is no equivalent basis in English law
for SSCP. Moreover, Vringo argued that SSCP cannot be a
relevant factor in the calculation of a FRAND royalty unless
the defendant can show that it actually sells the SSCP as a
separate item rather than part of a finished product (i.e. it is
“saleable” in addition to being the “smallest compliant part”)
The global settlement
These issues were due to go to trial early in 2016. In
December 2015, Vringo announced a $21.5 million global
settlement with ZTE bringing the patent dispute to an end
and dismissing all other pending litigation. In return for this
payment ZTE receive a perpetual non-exclusive licence under
Vringo’s SEP portfolio.
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So what?
The pay out by ZTE was almost 60% of Vringo’s market cap
at the time of the settlement. It was almost exactly the same
amount as the cash payment which Vringo was reported to
have made to Nokia to acquire the network infrastructure
patents in question. On that basis, it could be seen as a good
deal, and one which will help Vringo monetise the patents
vis-à-vis other network infrastructure operators.
On the other hand, the settlement amount was significantly
lower than the predictions made by investors and seasoned
telecoms patent litigation commentators, some of whom
were predicting any deal to be worth hundreds of millions of
dollars. The real benefit to Vringo will be even more modest,
once the costs of Vringo’s wide-reaching litigation campaign
against ZTE are taken into account and Nokia takes its share
of the payment.
This gives an interesting insight into the current state of the
patent market, where the valuation of patents as assets are
down compared with a few years ago, when patent portfolios
were attracting astronomical valuations. Legislative reform in
the US, anti-patentee jurisprudence and anti-patent assertion
entity lobbying have made it harder for a patent owner to
enforce its rights and hence generate returns from a patent
monetisation campaign.

The Vringo v ZTE dispute marks a watershed, in which the
position in markets outside the US (in particular the EU, India,
China and Brazil) play an enhanced role in determining the
outcome of global FRAND licensing negotiations, with the
US diminishing in importance. We discuss elsewhere in this
quarterly briefing the attractiveness of the upcoming Unified
Patent Court to patent assertion entities, which suggests that
the trend for patent litigation outside the US to play a growing
role in patent assertion entity strategies will only continue.
Finally, there is some anecdotal evidence that the decline in
patent portfolio valuations evidenced by Vringo v ZTE is being
reversed due to the attractiveness of the upcoming Unified
Patent Court to patent assertion entities. Existing European
patents (and future unitary patents) are predicted to enjoy
enhanced asset valuations and could take over from US
patents as the most valuable part of a global patent portfolio.

For further information, please contact:

Adrian Toutoungi
Partner
adriantoutoungi@eversheds.com

Another unusual feature of the Vringo v ZTE dispute was
the wide geographical spread of Vringo’s patent assertion
campaign against ZTE. Historically, patent assertion
entities have focused almost entirely on litigation in the US
courts, with the outcome in the US serving as a proxy for
negotiations over a global FRAND licence. However, national
security concerns in the US have restricted ZTE’s operations
there, so Vringo was forced to develop a patent assertion
campaign featuring Asia, South America and Eastern Europe,
where ZTE has its major operations, in order to maximise
pressure on ZTE.
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Public procurement: new rules,
new opportunities
Précis
Public procurement is big business. The estimated value
of contracts advertised by Governments and other public
bodies across the EU is said to be over 420 billion euro. Most
EU public contract awards are regulated under EU law. EU
procurement has been in transition in the past few years with
a number of legislative changes taking place, many of which
are particularly beneficial to suppliers seeking public contract
opportunities.

What?
In February 2015 a new set of public procurement regulations
came into force in the UK. The new rules implement into
national law the first of three 2014 EU directives which,
among other things, seek to modernise and simplify EU
procurement legislation.

So what?
The new rules are creating new opportunities for suppliers,
making it easier for them to qualify for contract award
opportunities, engage in negotiations with purchasers and
ultimately ensure that their rights are protected.
Most EU public contract awards are regulated under EU
law. This means that public bodies in all EU Member States
generally have an obligation to advertise contracts above
certain value thresholds and give suppliers from across the
EU a fair opportunity to win these.
EU public procurement law is not only about procedural
rules. It is underlined by a remedies system which seeks
to ensure the effective protection of suppliers’ rights. This
includes the possibility of complaining (even anonymously)
to the European Commission and the possibility for national
courts to set aside contracts that have been awarded illegally
in certain circumstances.
In February 2015 a new set of public procurement regulations
came into force in the UK (other than in Scotland which is
legislating separately). The new rules implement into national
law the first of three 2014 EU directives which, among other
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things, seek to modernise and simplify EU procurement
legislation. The UK was the first EU country to implement
these rules, with the express intention of ensuring that the
greater flexibility which the new rules allow could be relied
upon as soon as possible.
For example, the new rules make it easier for public bodies
to carry out negotiations with bidders before determining
a contract award. New provisions also seek to facilitate and
promote the procurement of innovative solutions while
there are also helpful clarifications as regards the type of
contractual changes that would be acceptable after the
conclusion of a contract, without the need for carrying out a
new procurement procedure.
However, what would be of particular interest to suppliers
seeking to take advantage of public contract award
opportunities is the fact that the new rules have made it
more difficult for public purchasers to disqualify interested
parties from a competition. For example, the new regulations,
in line with the previous legislation, set out grounds which
permit or require the disqualification of applicants expressing
an interest in participating in a contract award competition.
While it is true that the new regulations incorporate
some additional grounds for mandatory or discretionary
disqualification, what has changed is that the procurer is
not permitted to disqualify an applicant if the offence was
committed more than three or five years ago (depending on
the offence).
Under the old rules, no such restrictions existed so that it
would have been possible for a public purchaser to disqualify
an applicant even if the offence was committed a long
time ago. In addition, even in cases where an applicant has
committed an offence within the three or five-year period,
the purchaser may not disqualify the applicant if the latter
can demonstrate that, among other things, it has taken
appropriate action to remedy the causes which had led to it
committing the offence in question.
In addition, where participation in a competition involves
applicants demonstrating that they meet certain levels of
economic and financial capacity, the new rules provide that
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such requirement should not be disproportionate. More
specifically, other than in duly justified cases, the minimum
yearly turnover that applicants may be required to have so
as to participate in the competition must not be more than
twice the estimated value of the advertised contract.
Separately, the new rules create additional obligations on
public purchasers that seek to increase transparency and
allow, in the event of a dispute, verification of the extent
to which the procurer has complied with its obligations of
equal treatment. For example, procurers are now required
to document the progress of a procurement procedure
and keep sufficient documentation so as to be able to
justify decisions taken at all stages of a procurement
procedure, including as regards the selection of bidders,
the conduct of negotiations and the award of a contract.
Such documentation must be kept for a minimum of three
years. Public purchasers must also draw up a report for each
contract award, incorporating key information about the
carrying out of the procedure that led to such an award.
Finally, the new legislation requires public purchasers,
in certain circumstances, to provide bidders (including
disqualified bidders) with information about the conduct
and progress of negotiations in an ongoing procurement
procedure, thereby facilitating once more transparency and
making it easier for bidders that might be concerned about
the conduct of a procedure to seek to intervene where
appropriate.
A separate set of regulations will also come into force on the
same date, regulating for the first time by means of specific
national legislation the award of concession contracts by
public bodies and certain utility companies.
The new rules are creating new opportunities for suppliers,
making it easier for them to qualify for contract award
opportunities, engage in negotiations with purchasers and
ultimately ensure that their rights are protected.
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