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Government seeks to expand scope
of data retention laws under new
counter-terrorism bill
A new Counter-Terrorism and Security Bill (the “Bill”) was introduced to the
House of Commons on 26 November 2011 that will, among other things,
allow the Government to require communications providers to retain data
necessary to attribute an IP address to an individual.
Earlier this year the European Union’s Data
Retention Directive was found to be invalid. The
Government passed a new Data Retention and
Investigatory Powers Act 2014 (“DRIPA”) in order
to replace the Data Retention Regulations 2009
(“2009 Regulations”), which had implemented
the EU Directive and was at risk of being found
invalid. DRIPA contained various amendments to
the Regulation of Investigatory Powers Act 2000
and set out a new regime for the retention of
communications data. Among other things, DRIPA
amended the definition of “telecommunications
service” to cover services that consist in or include
facilitating the creation, management or storage
of communications, catching over-the-top players,
internet mail providers and social media businesses
who may not have been required to retain
communications data under the 2009 Regulations.
The Bill makes certain amendments to the
provisions of DRIPA including the definition
of “communications data”. Providers may
now be required to retain internet data that
relates to internet access services or internet
communications services and may be used to
identify or assist in identifying which IP address or
other identifier belongs to the sender or recipient of
a communication (whether or not a person). The
effect is that providers that are potentially required
to retain communications data may now need

to attribute IP addresses to individuals or devices
or retain information to assist law enforcement
authorities to identify the users of certain
telecommunications services.
So what?
In some ways, the new requirements do not go
much further than the existing requirements of
DRIPA. For example, internet access providers
could already be required to retain IP address
details. However, providers may be under a higher
obligation to retain such data and, unlike in the
2009 Regulations, there is no defence for a provider
in the event that another organisation is already
retaining the relevant data. The requirement
for data to be collected and retained to attribute
IP addresses and other internet identifiers to
recipients and senders may well be controversial
given that providers need to comply with the data
protection laws and regulations with respect to
the communications data that they retain. Much
will depend on how draconian the Government
would be in issuing data retention notices under the
amended DRIPA.
While DRIPA and previous bills proposed by the
Government on the subject of data retention
(including the Communications Data Bill from
2012) have been the subject of great debate, the

new focus of the new Bill has been on the wide
ranging powers that the Government has requested
including the power to place universities under a
statutory duty to prevent people from being drawn
into terrorism. The Bill will progress to the next stage
of its consideration in the House of Commons on
9 December 2014. There is a strong chance that
changes will need to be made before it is passed
into law but we suspect that the new data retention
requirements will receive little attention in the larger
debate that has been triggered by the Bill. Whether
or not the Bill is passed in its current form, there
is little doubt that the Government will continue
to push its agenda for greater powers in relation
to communications data and many businesses
operating in the sector will be glad for now that
the scope of DRIPA and the new Bill is not yet as
expansive as the Government once sought in 2012.
For further details, please contact:
James Walsh
Partner and Head of Telecommunications
Tel: +44 20 7919 0908
jameswalsh@eversheds.com
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Enforced subject access
A new criminal offence under the Data Protection
Act 1998
Section 56 of the Data Protection Act 1998 (“DPA”), dormant since the
DPA came into force, is expected to be implemented shortly. The original
anticipated commencement date of 1 December 2014 has been delayed
because of a “technical issue encountered when finalising arrangements for
introduction”, according to the Ministry of Justice.
The implementation of section 56 will make
it a criminal offence for any person (including
organisations) to require an individual to submit a
subject access request (under the DPA) to specific
third parties, in order for that person to obtain
protected personal data of the individual that they
would otherwise have no access to. This practice is
commonly referred to as “enforced subject access
requests”.
Therefore, the objective of section 56 is to stop
excessive access to protected records which would
not normally be available save to individuals as
their own personal data, or to those limited persons
legally entitled to make specific searches for such
details.
This change will impact the current practices of
organisations operating in the TMT sector, where
such organisations want to check individuals’
criminal and other protected records but cannot
legally obtain Standard or Enhanced Checks (what
used to be referred to as CRB Checks) and/or Barred
List details from the Disclosure and Barring Service
(“DBS Checks”).
The new restriction bites in two areas. First, in
relation to “employment” and secondly, in relation
to the provision of goods, services and facilities to
the public.
The employment limb captures checks required
whether during the recruitment process or during
employment and covers not just contracted
employees but also office holders, even if unpaid.
This also extends to engaging non-employees under
contracts for services.

Due to the sensitivities involved in the products/
services offered by companies in the TMT sector
(particularly in respect of protecting intellectual
property or when providing services to clients in
sensitive or regulated sectors) many employers
rely on enforced subject access requests to obtain
background information on prospective (and even
existing) employees. In most circumstances such
organisations do not fall within any of the permitted
categories which would enable them to require
employees to undertake DBS Checks. Therefore
obtaining information via a subject access request
was a viable alternative.
Likely to be of less relevance to the TMT sector (but
still important to note), the public provision limb
captures situations where the offer or provision of
goods, services or facilities to the public (including
the affected person), even if unpaid, is on condition
that such protected details be supplied. This also
impacts volunteered services.
The prohibition applies whether the details are
obtained direct from the relevant individual,
or via a third party. Employers, providers and
contractors should also bear in mind that they will
be responsible for any collection and use of personal
data by their data processors.
The practice of employers, providers and contractors
who obtain such details when not entitled to make a
direct application, by getting an individual to make a
subject access request to the Disclosure and Barring
Service, must stop when section 56 comes into
force. It will also not be possible to get such details
(which include spent convictions and may include

additional details, such as cautions and current
charges) by making an individual apply to other
relevant bodies, such as the police.
So what?
Section 56 creates a criminal offence if breached
and applies to England & Wales, Scotland and
Northern Ireland (although slightly different
access regimes and providers apply in Scotland
and Northern Ireland). Breach carries the risk of a
criminal prosecution, criminal record and fine which
(depending upon where prosecution takes place in
the United Kingdom) may range from £5,000 to an
unlimited amount. Senior staff involved may also
face personal criminal liability.
In addition, offenders will need to be aware of the
likely press interest in breaches and reputation
damage. This is especially the case since the
Information Commissioner’s Office has already
indicated an intention to be proactive in the
stamping out of enforced subject access requests
and to prosecute those who breach section 56 once
in force. It has also confirmed that it will be applying
a robust interpretation of section 56.

We recommend that organisations review their
current approach to checks (whether carried out
internally, by service providers on their behalf or as a
result of contractual obligations or expectations) so
that they can adjust their approach to what records
are required and how they are obtained if necessary.
This may also require contracts, application forms,
related privacy notices, consents and authorisations
to be revised.
Some checks will still be possible but in the future it
will be important to ensure that those checks which
will trigger the offence are no longer carried out.
Regardless of section 56, details about individuals
can only be collected in full compliance with the
other provisions of the DPA – and these are more
onerous where criminal, sensitive, personal data is
involved.
For further information or assistance, please do get
in touch, using the contact details below:
Paula Barrett
Partner
Tel: +44 113 200 4890
paulabarrett@eversheds.com

What can we do to prepare?
For some organisations, the loss of ability to conduct
enforced subject access requests will require a
significant change in practice and mindset. Other
organisations, however, may not be fully aware of
what practices are in place and may wish to conduct
an audit exercise to ensure compliance with the new
law.

Liz Fitzsimons
Legal Director
Tel: +44 1223 44 3808
lizfitzsimons@eversheds.com
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The end of the road for
counterfeit products?
The High Court has granted orders requiring several internet service
providers to block access by their subscribers to certain websites that
advertise and sell counterfeit goods, a development that will be welcomed
by owners of intellectual property rights.

Cartier International AG and others v British Sky
Broadcasting Ltd and others [2014] EWHC 3354
(Ch).

would cease to have effect, unless either the ISPs
consent to them continuing, or the court orders that
they continue.

The claimants in this matter are the owners of
a large number of UK registered trade marks,
including ‘Cartier’, ‘Montblanc’ and ‘IWC’. The
defendants comprised the following internet service
providers (“ISPs”): Sky, BT, EE, TalkTalk and Virgin;
who between them have a market share of 95% of
UK broadband users. The claimants sought orders
requiring the ISPs to block, or at least impede, access
by their subscribers to six websites that advertised
and sold replica goods, on the basis that the
operators of the websites infringed the claimants’
trade marks.

So what?

The court granted website-blocking orders (the
“Orders”) that were substantially in the form both
sought by the claimants and has been granted in
relation to copyright-infringing websites. This is an
important development, as discussed below.
However, in light of this development, the court
imposed certain safeguards against abuse. The
Orders were granted subject to a safeguard
permitting affected ISP subscribers to apply to the
court to vary or discharge the Orders, and stipulated
that this right was to be stated on the web page
displayed to users trying to access the blocked
websites, along with details of the parties that had
obtained the relevant Order. In addition, the court
stated that the Orders should contain a sunset
clause, setting a period after which the Orders

The judgment has been considered by some to be
a landmark ruling, as there is no specific domestic
legislation that allows trade mark owners to seek
website-blocking orders against ISPs that have
knowledge of trade mark-infringing websites.
This avenue has been available for copyright owners,
due to s97A of the Copyright Designs and Patents
Act 1988, which implemented Article 8(3) of the
Copyright Directive (2001/29/EC). In contrast, the
UK has not passed any legislation to implement
the third sentence of Article 11 of the Enforcement
Directive (2004/48/EC), which extended the
requirement of Article 8(3) of the Copyright
Directive to all forms of intellectual property rights.
This had been justified by the government by
reference to section 37(1) of the Supreme Court
Act 1981 (“SCA”), which they believed gave the
court jurisdiction to grant the type of orders sought.
Despite this justification, it was felt that there was
a statutory gap leaving trade mark rights holders
unable to seek and obtain website-blocking orders
against ISPs.
In this case, the court considered whether or not
it had jurisdiction to grant the orders sought, and
decided that there was “no difficulty” in interpreting
section 37(1) SCA as empowering the court to grant

an injunction against an intermediary (such as an
ISP) whose services are being used to infringe an
intellectual property right, in this case numerous
trade marks.
As well as deciding that they did indeed have
jurisdiction to impose blocking orders, the court
concluded that the claimants had a legitimate
interest in preventing the infringing activity, that
there was a public interest in preventing trade mark
infringement, and that the imposition of an order
would not impair the ISPs’ freedom to carry on
business. The decision also considered in detail the
alternative measures available to deal with trade
mark infringement, and considered that, while
blocking orders did not completely prevent the
infringing activity, the decrease in the overall level
of infringement in the UK as a result of these orders
meant that it was a proportionate and effective
measure.
Therefore this ruling would appear to herald
the beginning of the end for infringers selling
counterfeit goods via the internet, as well as
providing a compelling assessment as to the efficacy
of blocking orders in general, in order to protect all
intellectual property rights holders.
However, the judgment contains an interesting
discussion as to the potential costs for ISPs in
implementing these blocking orders, and notes
that the number of websites infringing trade marks
far exceeds the number infringing copyright.
The claimants themselves had identified 239,000
websites containing trade mark-infringing
activity. Although the court considered that the
implementation costs of blocking orders imposed
on ISPs were small compared to the ISPs’ operating
costs, it acknowledged that there was a risk that
these implementation costs would now increase

to much higher levels. The concerns raised in the
judgment by the court in relation to costs hint that
there may still be scope for ISPs to resist blocking
orders in relation to trade mark infringement in the
future.
Therefore, while this ruling is an important
development for IP rights holders, it will be
interesting to see how this judgment is applied in
future cases.
For further information, please contact:
Neil Mohring
Partner, Head of Media
Tel: +44 20 7919 0653
neilmohring@eversheds.com
Kathryn Dawson
Trainee Solicitor
Tel: +44 20 7919 4852
kathryndawson@eversheds.com
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UK Consumer Rights Bill and the
impact on the TMT sector

by the supplier to digital content) is to be treated as
including a term that:
•

Major changes ahead in 2015
•

The second sitting of the House of Lords’ Committee took place on 15
October 2014 to consider the new UK Consumer Rights Bill (the Bill). The
government expects the Bill to become law on 1st October 2015, with a six
month transition period likely to be put in place.
The intention of the Bill is to reform and consolidate
the vast majority of UK consumer law, including
provisions relating to the supply of goods, the
supply of services, unfair contract terms, defective
digital content and enforcement powers.
Whilst in no way an exhaustive list of the provisions
contained in the current draft of the Bill, set out
below are the four key areas which we believe
are likely to impact the TMT sector to the greatest
extent.
The effect of pre-contractual information
Businesses in the TMT sector need to be aware of
the inclusion of provisions in the Bill which relate to
pre-contractual information provided to consumers
by businesses and their agents.
Under the Bill, every services contract will be treated
as including, as a term of the contract, anything said
or written to a consumer, where: (i) it is taken into
account by the consumer when deciding whether to
enter into the contract; or (ii) it is taken into account
by the consumer when making a decision about the
service, after entering into the contract.
Businesses will therefore need to carefully consider
the extent to which communications made to
consumers will incorporate additional terms into
their contracts. This may require them to undertake
a whole scale critical review of, for example,
marketing materials, telephone scripts, websites and
other pre-contractual documentation and processes.

Fairness of terms in consumer contracts and
notices
A key change to unfair terms legislation for
businesses in the TMT sector is the change in the
assessment of fairness. Under current legislation, a
term in a contract will not be assessed for fairness
to the extent that it specifies the main subject
matter of the contract, or the assessment of the
appropriateness of the price payable.
However, to benefit from this exclusion, a business
in the TMT sector will now be required to ensure
that the term is “transparent and prominent”. A
term will be considered transparent if it is in plain
and intelligible language and is legible (if in writing).
A term will be considered prominent if it is brought
to the consumer’s attention in such a way that an
average consumer would be aware of it.
This is a fundamental change, which will require
businesses to review how they present and
emphasise to consumers key provisions and pricing
terms in contractual documentation and notices.
Contracts for digital content
The Bill introduces a number of additional terms
that will apply to any contracts under which a
business supplies “digital content” (defined as “any
data produced and supplied in digital form”) to a
consumer.
With limited exceptions, every contract to supply
digital content (which includes modifications made

•
•

the quality of the digital content is satisfactory
(except where the defects have been drawn to
the consumer’s attention before the contract is
made or the consumer has examined the digital
content, including a trial version, in a way which
ought to have revealed the defects);
the digital content is reasonably fit for purpose
(except where the consumer has not relied, or it
would be unreasonable for the consumer to rely,
on the skill or judgment of the supplier). When
determining the relevant purpose(s) against
which the digital content should be measured,
it need not be a purpose for which the relevant
digital content is usually supplied;
the digital content will match any description of
it given by the supplier to the consumer;
the supplier has the right to supply the digital
content to the consumer.

If digital content does not conform to the relevant
contract, the consumer will have a right to (i) a
repair or replacement of the digital content; (ii) a
price reduction; or (iii) where the supplier did not
have a right to supply the content, a refund. These
remedies are in addition to any remedies that would
otherwise be available to the consumer.
A supplier cannot exclude the application of these
statutory implied terms or remedies in its contracts
and any attempts to do so will be not be binding on
consumers. It is however important to emphasise
that the provisions included in the Bill in relation to
digital content only apply to the extend that digital
content has been supplied for a price.
Statutory remedies – Service contracts
The Bill introduces the following “tiered” statutory
remedies in respect of services contracts with
consumers:
• Tier 1 - Re-performance: a right to require
a business to perform defective services
again, to the extent necessary to complete its
performance in conformity with the contract.
• Tier 2 - Reduction in price: a right to a
“reduction in price of an appropriate amount”
(i.e. the price is reduced by the difference
between what consideration was paid for the
service, and the value of the service actually
provided).

This is the first time statutory remedies have been
introduced for services and apply generically. For
example, they would apply equally to the services of
a plumber and to a telecoms service.
A consumer cannot require re-performance if it is
not possible, for example, if the service was time
specific. As a result, due to the nature of some
technology contracts (e.g. a telecoms company
connecting a mobile phone), it may be that reperformance is not possible. A consumer is therefore
likely to be able to rely upon the “tier 2” reduction
in price remedy. However, it will not always be clear
how this will be applied by the courts.
Please note that these statutory remedies do not
prohibit a consumer from seeking other remedies
for a breach of a contractual term. Such additional
remedies include damages, seeking specific
performance and a right to treat the contract as
terminated.
So what?
The Bill will have a significant impact on the TMT
sector, specifically impacting businesses across the
sector which deal directly with consumers in many
guises; for example, in relation to home computing,
mobile and landline telecoms services and digital
media services. It is therefore essential that
businesses in the sector fully appreciate the impact
the Bill will have on their business.
It is clear that businesses will need to consider
what steps are needed to ensure their business is
compliant with the new provisions. The clock is
ticking, and plans needs to be put in place now to
ensure future compliance.
We will be running a seminar on this topic in spring
of next year. Please email tmt@eversheds.com if you
are interested in attending.
For more information contact
Charlotte Walker-Osborn
Partner, Head of TMT
Tel:+44 121 232 1220
charlottewalker-osborn@eversheds.com
Matthew Gough
Partner
Tel: +44 292 047 7943
matthewgough@eversheds.com
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Are merger regime rules
beginning to soften in the
telecoms industry?
Following the European Commission’s conditional approval of Telefonica
Deutschland’s (“Telefonica”) acquisition of E-Plus on 2 July 2014, industry
observers have predicted further consolidation in the EU’s mobile
telecommunications sector. We look at some of the broader political issues
which were raised by the merger as well as some of the legal issues which
arose as part of the decision-making process.
The Decision
In October 2013, Telefonica notified the Commission of its proposed €8.6 billion acquisition of rival German
mobile network operator (“MNO”), E-Plus. The purpose of the acquisition was to bring together the third
and fourth largest MNOs in Germany in order to create an operator with the largest share of the German
market, leapfrogging Deutsche Telecom and Vodafone, formerly the first and second largest operators
(measured by number of customers) in the German market.
On 2 July 2014 the Commission announced its approval of the merger, subject to the following conditions:
1. Telefonica’s sale of up to 30% of the merged entity’s network capacity (by bandwidth) to up to 3 mobile
virtual network operators (“MVNOs”) (on a ‘dedicated pipe’ model as opposed to the more commonly
used pay-as-you-go model);
2. Telefonica’s commitment to divest spectrum and certain assets either to a new MNO entrant or
subsequently to the MVNOs referred to at (1) above; and
3. Telefonica’s commitment to extend existing wholesale agreements with its (and E-Plus’) current
partners, to offer wholesale 4G services to all interested players in the future and to improve its
wholesale partners’ ability to switch their customers between MNOs.
In its press release announcing the conditional approval, the Commission stated that these commitments
addressed its competition concerns, in that they would ensure that at least one, and up to three, MVNO(s)
would enter or expand into the German market, thus ensuring the maintenance of a sufficient degree of
competition notwithstanding the elimination of E-Plus.

We explore some of the factors that led to the proposed merger being widely followed and reported,
including:
i. the Bundeskartellamt’s (the German national competition authority) unsuccessful request that the
Commission refer the merger to it for an assessment;
ii. the substantive competition issues raised by the merger which was the subject of an in-depth Phase
II investigation by the Commission;
iii. the Advisory Committee’s dissent from the proposed conditions attached to the Commission’s
approval (only 2 of 12 national competition authorities (“NCAs”) voted in favour of the commitments
proposed by Telefonica);
iv. the extent (if any) of political influence over the outcome of the merger; and
v. the widespread perception that approval of the merger is likely to mean consolidation and further
investment in the EU’s mobile telecommunications industry.
(i) The Bundeskartellamt’s unsuccessful application for the Commission to ‘refer back’ the assessment
of the merger
Shortly after the merger was first notified to the Commission in October 2013, the Bundeskartellamt
submitted a request under the EU Merger Regulation for the Commission to ‘refer back’ to it the assessment
of the merger. Article 9 of the Merger Regulation provides that the Commission may refer a merger to a NCA
in whole or part, where: (i) on the face of it the acquisition will have an effect on competition; and (ii) the
geographic market affected by the merger is national (or narrower than national) and is located within the
requesting member state.
The Bundeskartellamt’s application was made on the basis that the competitive effects of the merger were
limited to the German market and that therefore the Bundeskartellamt was in a better position to assess the
impact of the merger than the Commission. Such requests are relatively rare, having been made in less than
2% of the cases notified to the Commission over the past 25 years. Equally, decisions to reject such requests
are also rare: over the past 10 years fewer than 15% of such requests have been rejected.
In January 2014 the Commission announced that it had refused the Bundeskartellamt’s request. The reasons
given by the Commission for the rejection of the request included: (i) the need to ensure consistency in
the application of merger rules in the mobile sector; and (ii) the Commission’s experience in assessing
mergers in the sector. It can be inferred from the refusal that the Commission reached the view that,
notwithstanding the impact of the acquisition on the German market, the outcome of the acquisition would
be likely to have substantial cross-border effects, perhaps because of the perceived fragmentation of the EU
market.
Following the rejection, there were reports that the Bundeskartellamt was significantly concerned that,
during the assessment, the development of the conditions subject to which approval would be granted
would not fully compensate for the effects of a reduction of MNOs in the German market (in this case from
4 players to 3). It is unclear to what extent (if any) the Bundeskatellamt’s concerns impacted on the final
conditions imposed on the merger’s approval on 2 July 2014.
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(ii) Substantive competition issues
The Commission’s investigation was referred
to Phase II, which means that when initially
assessing the proposed merger (during a Phase I
investigation), the Commission decided that in its
proposed form the merger created serious doubts
as to its compatibility with the internal (common)
market. Phase II investigations are comparatively
rare, with only six such proceedings initiated in 2013
(out of 277 notified transactions).
The Commission’s concerns following Phase I were
that the merger (as initially notified) would remove
two close competitors and important competitive
forces from the German market and would further
weaken the position of MVNOs and service
providers; ultimately to the detriment of consumers.
The conditions placed upon the merger’s approval
have apparently alleviated these concerns. Whilst
Telefonica has reportedly already agreed to sell
20% of its network capacity to Drillisch (a German
MVNO) with an option to purchase an additional
10% (thus meeting the first condition of the
Commission’s approval), it remains to be seen when
the second condition will be met which is designed
to open the market up to a new entrant MNO.
Other mergers in the sector which have received
(conditional) approval from the Commission in
recent years and which have in common the fact
that their effect was to reduce the number of MNOs
active in the relevant member state from 4 to 3
include: (i) Ireland - Hutchison 3G UK’s acquisition
of Telefonica Ireland; and (ii) Austria – Hutchison
3G Austria’s acquisition of Orange Austria. The
Austrian merger was subject to a condition requiring
the merged entity to set aside spectrum allowing
a new entrant to the Austrian market (and thus
ensuring that the number of MNOs active in Austria
would not actually be reduced) but in that case the
spectrum was not taken up and within a matter of
days prices increased to the detriment of consumers.
This outcome is likely to have influenced the
Commission’s approach to the Telefonica
acquisition.

The competitive dynamic within telecoms markets
may have impacts beyond consumer prices. In
2012, Free’s entry to the French mobile market as
a new MNO led to consumer prices falling by a
third. However, such price falls significantly affected
revenues and the profitability of a sector which
employs well over 100,000 people in France and
led to a need for restructuring of the workforce.
Additionally, the mobile sector is seen by member
states as a valuable source of revenue by way of
spectrum auctions as well as tax. Joaquin Almunia,
discussing reasons why the telecommunications
market across Europe is fragmented, stated “these
governments don’t want to allocate spectrum at
EU level because they are not willing to forgo the
billions raised in auctions, which go directly to their
national coffers.”
(iii)

View of the Advisory Committee

The Advisory Committee to the Commission
comprises representatives of the NCAs of
member states who wish to offer an opinion on
the Commission’s decision before it is final. The
Advisory Committee’s opinion is not binding on the
Commission but the Commission is required to take
the ‘utmost account’ of its opinion. In relation to this
merger, the Advisory Committee met in June 2014
to review and vote on the Commission’s proposed
conditions of approval. Reportedly, of the 12 NCAs
who were present at the meeting, just 2 (Belgium
and Sweden) were in favour of the conditions,
whereas 5 voted against the conditions (Germany,
Austria, Ireland, Italy and the UK). The other 5 NCAs
present abstained from voting.
The fact that a significant number of the NCAs
voting in the Advisory Committee were against the
conditions proposed highlights the fact that many
NCAs were concerned that the remedies proposed
by the Commission to off-set anti-competitive
effects (i.e. the conditions imposed on the merger’s
approval) were likely to prove to be ineffective.

(iv)

Political influence?

In recent months, Angela Merkel and Jean-Claude
Juncker have both expressed the belief that
merger rules should be ‘relaxed’ for the mobile
telecommunications sector. Angela Merkel, in
particular, has been reported to have said that there
needs to be a balance between competition on the
one hand, and market power on the other; and that
without market power Europe’s telcos cannot ‘score
internationally’. She pointed out that China has 3
major MNOs, whereas Europe has 28, and that if
any of the 28 attempted to expand, competition law
could prevent them from doing so.
It has been reported that European politicians now
view the telecommunications sector as the basis
of the future digital economy and that for such an
economy to thrive (and compete on a global scale),
the telecommunications sector needs significantly
greater investment which is likely to be possible only
after consolidation.
Observers will speculate as to whether the publicly
expressed views of politicians such as Angela Merkel
had any impact on the Commission’s ultimate
approval of the merger. However, speaking in
London after the approval had been announced,
Joaquin Almunia, the European Commissioner for
competition, reaffirmed that the decision had been
reached on a purely competition law basis, without
political influence, and that the conditions imposed
on the approval had ensured that the merger would
not harm competition in the German market.

(v)

Further consolidation and investment?

Revenue across Europe’s telecommunications
industry is reported to be declining: down 12%
since 2008. This decline is at odds with the world’s
other major telecommunications markets such as
the US and Asia. Factors which have been thought to
contribute to this decline include over-borrowing in
order to fund purchase of spectrum as well as overoptimistic expansion. In addition, new legislation
has impacted on roaming and call termination
charges, and services offered by companies such
as Google, Facebook and Skype have provided
consumers with further alternative options to
traditional telephone calls and text messages.
The industry has been vocal in its calls for an
‘evolution’ of merger rules: it seems likely that
the concept of ‘evolution’ in this context entails
a relaxation of the merger rules with a view to
permitting consolidation even if such consolidation
is to be achieved at the expense of local competition.
The background to such calls is the belief that
significant levels of investment are required in the
EU’s telecommunications industry (for example
converting networks to 4G and fixed line to fibre).
For such investments to be attractive, the market
needs to provide better returns and a more stable
investment environment.
In an open letter addressed to the Commission by
the GSMA, and signed by several CEOs of European
mobile operators, the necessity of consolidation
was one of the elements highlighted as critical to
the future success of Europe’s telecommunications
industry.
However, in May 2014, Joaquin Almunia stated that
calls for a relaxation of merger rules for telcos were
‘misguided’ and ‘would have as a consequence a
transfer of costs towards the consumers,’ and that
the lack of sector consolidation arose as a result
of member states’ desire to retain control over the
distribution of their own spectrum and differences
between the regulatory environment across member
states.
An additional factor contributing to this fact is that
while the way consumers use of mobile phones
has changed significantly over past years, some
commentators believe that telcos’ business models
have not changed sufficiently to reflect changes in
the market and consumer behaviour and trends.
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Eversheds takes leading roles on
£494m takeover of Daisy Group

Summary
Notwithstanding Commissioner Almunia’s
statements to the contrary, the perception of some
commentators is that the conditional approval of
this merger reflects a softening of the merger regime
in the sector.
In addition, it has been widely predicted that the
decision opens the way to further consolidation
in numerous other European telecommunications
markets including Italy, Sweden and the UK in that
it provides a framework for the competition law
assessment of similar acquisitions. If that turns
out to be the case, it is likely to pave the way for
increased consolidation and greater investment
stability in the EU telecommunications industry. If
so, this would also respond to the calls of leaders in
the telecommunications industry.
For further details please contact
Lesley Farrell
Partner
Tel: +44 20 7919 4790
lesleyfarrell@eversheds.com
John Inglese
Trainee Solicitor
Tel: +44 20 7919 4790 0955
johninglese@eversheds.com

Eversheds has advised its long-standing client,
AIM-quoted Daisy Group plc, a leading provider
of IT services and unified communications to
businesses, on a £494m buyout by a consortium of
Matthew Riley (Daisy’s chief executive), Toscafund
and Penta Capital. Mr Riley received advice from a
separate Eversheds team on the terms of his equity
investment.
The team led by Danny Hall and Stephen Nash acted
for Daisy and a separate Eversheds team led by Keith
Froud and Mark Beardmore acted for Matthew Riley
on his equity investment in the bidding vehicle.
Keith Froud commented:

“Eversheds has advised Daisy for the past
10 years as it has developed into one of
Europe’s most acquisitive tech businesses.
We are delighted to have advised both Daisy
and Matt Riley together with other members
of the management team on this significant
transaction which represents the next phase
of the development of the business.”

18

19

Security still a major barrier
to adoption of cloud

Eversheds awarded European
Outsourcing Advisory of the Year at
prestigious industry ceremony

Recent studies on cloud computing suggest that security concerns are still
hampering the adoption of cloud computing. BT, Fujitsu and Netspoke
recently commissioned studies which, predictably, revealed that confidence
in the security of the cloud is at an all-time low. Despite the predictable
results, these studies will provide cloud computing services providers with
insightful prospective customer feedback.

Eversheds International Outsourcing team has
picked up the European Outsourcing Advisory of the
Year award at the European Outsourcing Association
(EOA) Awards.

In September, BT published the results of a study it
commissioned which explored the attitudes to, and
use of, cloud-based services of IT decision makers
from enterprise organisations in 11 countries. BT
reported that three quarters of those surveyed
(76%) cited security as their main concern about
using cloud-based services. Despite security being a
major concern, surprisingly, 50% of those surveyed
admitted to adopting mass market ‘consumer’ cloud
services, rather than those designed specifically for
the enterprise.
Fujitsu’s study reported similar findings. The study,
Two Years On: The Financial Services Landscape
Is your organisation super-powered?, follows up
on a 2012 study. One hundred and seventy-six
IT decision makers were surveyed at a range of
financial sector firms. The study found that, two
years on from the last survey, less than a quarter
of financial sector firms have implemented cloud
computing and, of those who neither use cloud at
present nor are planning to in the future, nearly half
(42%) said that they believe that it opens up too
many security threats.
The Netspoke commissioned study, Cloud Multiplier
Effect in European Countries, reported similar
findings to those of the BT and Fujitsu studies.
57% of respondents did not agree that their
organisation’s cloud service use enabling security
technologies to protect and secure sensitive and
confidential information and 72% say these cloud
service providers are not in full compliance with
privacy and data protection regulations and laws.

As expected, and in line with concerns over security,
the studies suggest that it tends to be non-sensitive
data and non-business critical processes and data
which are being hosted in the cloud. For example,
Netspoke found that, on average, only 23% of a
business’s critical applications are in the cloud and
only 10% of sensitive or confidential information is
stored in the cloud. Whilst Fujitsu found that around
three quarters of those using cloud do so for internal
operations.
So what?
For those parties who supply cloud solutions, the
results of the surveys provide insightful prospective
customer feedback which can be used to tackle
certain barriers to the adoption of cloud computing,
including security.
Interestingly, the surveys show that “cloud
computing” is still a nebulous concept. It appears
much of the resistance stems from a lack of
understanding. Accordingly, educating potential
clients should be an important part of any cloud
provider’s sales pitch.
To help enterprises better understand the cloud, the
International Organisation of Standardisation (ISO)
has recently released two International Standards
on cloud computing, ISO/IEC 17788 and ISO/
IEC 17789. ISO/IEC 17788, Cloud computing –
Overview and vocabulary, provides definitions of
common cloud computing terms, including those
for cloud service categories such as Software as

a Service (SaaS), Platform as a Service (PaaS)
and Infrastructure as a Service (IaaS). It also
specifies the terminology for cloud deployment
models such as “public” and “private” cloud.
ISO/IEC 17789, Cloud computing – Reference
architecture, contains diagrams and descriptions
of how the various aspects of cloud computing
relate to one another. These standards will be
significant in helping client’s understanding of
the cloud and are expected to pave the way for
more technical standards dealing with issues
such as security.
For further details, please contact:
Angellee Small
Associate
Tel: +44 113 200 4187
angelleesmall@eversheds.com
Thomas Pollitt
Trainee Solicitor
Tel: +44 121 2332 1639
thomaspollitt@eversheds.com

The EOA recognises and celebrates the efforts of
companies and individuals who have demonstrated
best practice in outsourcing and recognises the
best and brightest of Europe’s outsourcing industry.
This award comes as a result of the firm having
advised on some of the most significant outsourcing
transactions in the market over the last 18 months.
Client testimonials on the work delivered was cited
as a key factor in the decision to give Eversheds
the award, including the firm’s work in guiding a
client through a complex global first generation
outsourcing.
Simon Gamlin commented:

“Although there were a number of deals
that were helpful in winning the award, it
is more of a reflection of how the Eversheds
Outsourcing Group as a whole is seen in
the industry, and our continuing ability to
demonstrate best practice in outsourcing via
the transactions that we advise on.”
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Online copyright
infringement
The Police Intellectual Property Crime Unit (PIPCU) has arrested a man on
suspicion of providing access to websites which have been subject to a legal
blocking order. The man is accused of operating an ‘umbrella’ website that
allows users to access the infringing websites freely. This is part of the City
of London Police Unit’s drive to shut down websites providing access to
infringing content.
The clamp down operation (“Operation Creative”),
supported by the Federation Against Copyright
Theft, uncovered evidence that the man’s server was
providing access to 36 other websites that had been
blocked due to offering illegal or infringing content.
The existence of content on the internet that
amounts to copyright infringement has become a
growing concern particularly in relation to films and
music. For many years the entertainment industries
in the UK have tried to apply to the High Court to
help prevent copyright infringement on the internet
by requiring ISPs to block offending websites. What
makes these actions difficult is that these sites often
exist in foreign jurisdictions where it is difficult or
impossible to take other legal action to prevent their
continuing operation.
Since site blocking orders commenced, internet
users have sought ways to continue to access sites
by getting round the blocks put in place by the ISPs.
One of the ways to do this is to use proxy servers
(servers that act as an intermediary for requests from
users seeking resources from other servers). The
user connects to the proxy server, requesting some
service such as a connection or a particular web
page from a different server and the proxy server
evaluates the request. In recent years these servers
have been used to facilitate access to infringing
content and provide anonymity. Numerous proxy
servers sprang up last year as UK ISPs were served
Court Orders to block illegal file sharing sites.

The proxy server used in this instance was
Immunicity, run by the Torrenticity Group which
was designed to unblock both torrent sites and
proxies. It required users to make simple changes
to their browser settings – adding a Proxy Auto
Configuration file (PAC) – which could then instruct
your browser to send your web traffic through
different proxies depending on the URL you are
looking for. This meant that users could access sites
that had been blocked by UK ISPs following High
Court orders such as PirateBay, KickAssTorrents,
HEET, ExtraTorrent, YiFY and EZTV. This means that
Immunicity and similar services fall foul of anticircumvention provisions within UK copyright law.
Operation Creative is a ground breaking initiative
designed to disrupt and prevent websites from
providing unauthorised access to copyrighted
content, it is led by the PIPCU. Head of the PIPCU
Andy Fyfe has stated:

“We will come down hard on people believed
to be committing or deliberately facilitating
such offences.”
This arrest demonstrates how the PIPCU, working
in partnership with the creative and advertising
industry is targeting how copyrighted material is
illegally being made available to internet users.
Other initiatives under Operation Creative include
placing pop up adverts on infringing websites to

warn users the sites are under investigation and
asking hosting providers to take the sites down.
Visitors to Immunicity now see a banner warning
them that they have tried to access a website that
is under criminal investigation by the PIPCU. The
banner directs visitors to sites where they can find a
safe and reliable guide to online content.
However, not everyone is happy with this new
initiative. Jim Killock, executive director of the Open
Rights Group, a digital civil rights group, noted
that the arrested man is young and appears not
to have been running the proxy service for profit.
Supporters of the Open Rights Group argue that
whether the service is run for profit is an important
consideration when determining whether the
man’s actions were criminal. Killock has questioned
whether the police had to be involved at this point
and argues that the man was carrying out a personal
protest rather than attempting to encourage
infringements of copyright. Open Rights Group
supporters also emphasise that proxy services are
used to allow people in repressive regimes to access
legitimate sites that are censored in their home
countries.

So what?
Operation Creative is tackling internet-enabled
copyright infringement and has seen over 40
national and international websites suspended
by domain name registrars. The PIPCU continues
to collaborate with the advertising and creative
industries and although internet users will no doubt
continue to attempt to access infringing content it
is hoped that the operation can reduce the huge
number of websites enabling this access.
For more information contact
Selina Hinchliffe
Senior Associate
Tel: +44 115 931 7758
selinahinchliffe@eversheds.com
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Eversheds advises Investec on
£165m Gamma Communications
IPO
Eversheds has advised Investec Bank plc as Nomad, Broker and Sole
Bookrunner on the £165m AIM IPO of Gamma Communications
plc.
The IPO saw the placing of 44,163,374 existing ordinary shares in
Gamma at a price of 187 pence per share, raising gross proceeds
of approximately £82.6 million for the selling shareholders. On
Admission, Gamma had a market capitalisation of approximately
£165.2 million.
Gamma is a rapidly growing, technology based, provider of
communications services to the UK business market. Gamma’s
services are designed to meet the increasingly complex voice, data
and mobility requirements of businesses, through the exploitation
of its know-how and own intellectual property.
Eversheds partner Stephen Nash and principal associate Jonathan
Stanley provided ECM advice, with specialist telecommunications
expertise coming from partner James Walsh.
Stephen commented:

“Investec is a longstanding client of the firm and it is a
pleasure to have advised them on another IPO transaction
this year (having also acted on the IPO of FDM Group
in June). Despite some inevitable softening in the market
following the rush of IPO listings earlier in the year,
this deal is an encouraging sign that AIM remains very
much open for business for high quality assets at the right
price.”
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Ofcom releases network
security guidance
On 8 August 2014, Ofcom published new guidance on how communication
service and network providers should comply with the security measures
brought into force in the UK, following revisions to the Communications
Act 2003 (“CA 2003”) (made in response to changes to the European
Communications Regulatory Framework). The new guidance replaces the
previous guidance published by Ofcom in May 2011.
Historically, the security and reliability of networks
and services were not fully addressed and formally
regulated. However, on 25 May 2011, sections 105A
– D were incorporated into CA 2003 (the “Network
Security Requirements”), which imposed specific
security and reliability requirements on providers
of public communications networks and service
(“CPs”). While Ofcom quickly released guidance in
the same month, it has long been considered that an
update would be required, due to the rapid growth
and importance of communications networks and
services (particularly with respect to online banking
and shopping) and the accordingly increasing
concerns around cyber security (as recently
highlighted by the nude celebrity scandal).

requirement threshold under the Network Security
Requirements), should be reported within a few
days or, where there are a series of non-major
breaches in a month, a batched incident report
should be provided before the second Monday in
the following month.

Much of the focus on Ofcom’s latest guidance
will relate to the obligations to notify Ofcom of a
security breach. The Network Security Requirements
specifically provided that CPs must notify Ofcom
where there is “a breach of security which has a
significant impact on the operation of a public
electronic communications [network]/[service]”.
However the Network Security Requirements do not
specify a time frame in which such notice should be
given.

To further clarify what incidents should be reported,
Ofcom have detailed qualitative and numerical
thresholds. Should a security breach incident
satisfy either threshold, the incident must be
reported to Ofcom. Examples of what meets the
qualitative threshold include those incidents that
have been reported to other Government agencies/
departments (e.g. the ICO) or have been reported
in the media. The numerical thresholds relate to
the number of end customers affected over certain
periods of time. These thresholds differ depending
on whether the incident affects communication
with emergency services and general voice/data.
For example, if a fixed network suffers an incident
that, within a one hour period, affects the ability of
1,000 end customers to access emergency services,
the incident must be reported. But if the same
network suffers an incident in relation to general
voice/data, 100,000 end customers would need to
be affected over the same period for the notification
requirement to be triggered.

Ofcom have attempted to clarify this by requiring
CPs to give notice of “major incidents or incidents
that are likely to generate media or political interest”
within 24 hours of the incident commencing (note:
not after the incident was identified). Other, less
serious breaches (but presumably still resulting
in a “significant impact”, given this is the notice

The numerical thresholds in relation to general
voice/data also differ between fixed networks and
mobile networks. Interestingly, Ofcom has refused to
publish exact threshold figures for mobile networks,
stating that “due to the complexity of mobile
networks and the inherent difficulty in determining
the exact number of end customers affected by an

Notification

incident, Ofcom has agreed a reporting process with
each of the four UK mobile operators, which is based
on their individual definition of a major service
failure”.
The qualitative and numerical thresholds offer
some clarity as to what incidents must be reported
and while it may be clear to CPs what incidents are
likely to generate media or political interest, Ofcom
has not fully clarified what other incidents should
be regarded as “major” breaches (and therefore
require notification within 24 hours) and what
incidents would be clarified as non-major (requiring
notification only within a few days).
Standards of security
One of the key concerns of commentators, prior
to the release of the updated Ofcom guidance,
was how Ofcom would balance the necessity of
having a standard approach to security against any
disproportionate burden which may be placed on
smaller public communications providers who are
required to adopt the same approach to security and
notification as the larger providers.
Ofcom appears to have considered this issue, at
least in respect of the notification requirements
(as discussed above). The numerical thresholds for
both fixed and mobile networks in relation to voice/
data are based on the percentage of total end user
customers (rather than a fixed number applicable
to all CPs regardless of size). Further, the qualitative
thresholds, although not entirely subjective, may
not apply as easily to the smaller CPs. For example,
an incident may be regarded as significant to a
small CP but not attract any media attention and
therefore not require notification (provided the other
qualitative and numerical thresholds are not met).
However, Ofcom’s guidance in relation to the
standard of security measures to be adopted by
CPs, does tend to be a “one-size-fits-all” approach.
Whether or not this will impose additional costs
on smaller public communication providers and

therefore, distort competition in the market, remains
to be seen. The guidance sets out what is expected
of CPs in a range of areas including what measures
are appropriate to manage risks to security and what
steps are appropriate to protect network availability.
Other security regulations
The Guidance makes it clear from the outset that
there is a potential overlap between the security
and notification requirements under the Network
Security Requirements and the requirements to
protect the confidentiality of personal data in other
regulations (such as the Privacy and Electronic
Communications (EC Directive) Regulations 2003
(as amended by the 2011 amendment regulations)
(“PECA”)) and statute (such as the Data Protection
Act 1998 (“DPA”)).
In acknowledging this overlap, Ofcom steps away
from providing any guidance where personal data
is involved, stating this remains a matter for the
ICO. Therefore, CPs will need to be mindful of the
minimum security measures they must have in
place under the DPA, in respect of personal data.
Further, where a security breach has occurred, which
requires notification to Ofcom and also involves the
processing of personal data, the relevant CP would
need to notify Ofcom (as outlined above) and also
notify the ICO in accordance with PECA. Failure to
notify the ICO could result in a fine, regardless of
whether or not Ofcom is notified.
For further details, please contact
Toke Myers
Associate
T: +44 20 7919 0741
tokemyers@eversheds.com
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Cybercrime
What is coming and what can we
do to prevent it?

According to a guide published by the UK Government, those businesses most effective at safeguarding
their own and their clients’ assets will be the ones that continually gather intelligence on the new threats
emerging in their industries and sectors, proactively investigate breaches and review their overall risk
management plans regularly to take account of these developments.
A recent Government report suggests that basic information risk management can stop up to 80% of the
cyber attacks seen today.
The following ten step action plan to help reduce cyber risk is recommended in the report.

Cybercrime is becoming increasingly commercialised - making the fight
against it more important to businesses and governments across the globe.
According to the head of Europol’s Cybercrime Centre, Troels Oerting, there are only around 100
cybercriminal kingpins behind global cybercrime, but despite the small number of cybercriminals, as an
industry cybercrime is growing. A recent report by McAfee predicted that the high returns for low risks make
cybercrime an attractive proposition for criminals.
There has been a rise of cyberattacks of all types across all industry sectors. According to a report conducted
by FireEye, malware attacks doubled in the first half of 2014, with the UK and Germany being the most
targeted countries (due to the advanced internet infrastructure and increasing internet based economies).
Government, financial services, telecommunications and energy were the most targeted sectors overall.
What does the future hold?
It may be that the actions of some cybercriminals are motivated by political allegiances and cultural factors,
rather than financial gain. However the opportunity to make money or steal commercial secrets is likely to
be a key factor in the growth of cybercrime. In addition there are likely to be much more invasive forms of
activity in the future as technology and knowledge develops. Current and future developments such as big
and fast data, the internet of everything, wearable devices and augmented reality (to name but a few) will
provide additional scope and opportunity for criminals to attack businesses and government. According to
an article by Fox Business over the next 20 years we could be facing:
•
•
•

“cyber-jacking” – the hi-jacking of planes via their flight management system (the disappearance of the
Malaysian Airlines flight in Summer 2014 led to speculation that the cause might be cyber-jacking);
automotive viruses – malware could be built into car computer systems (in 2014, an F1 racing team’s
vehicle became infected with malware); and
theft of biometric data – as biometric data becomes more valuable, and sensitive than ever.

With the rapid expansion and sophistication of cybercrime, we are likely to see companies spending more
time than ever on precautionary measures.
What can be done?
In a recent article Eversheds considered the question of who should be taking the lead in the fight against
cybercrime and across the globe public bodies are stepping up their actions. The European Commission
has established a European Cybercrime Centre (EC3) at Europol, in an attempt to fight cybercrime. The UK
Government has also set up a £860 million Cyber Security Programme with a view to making the UK one of
the most secure places to do business in cyberspace.
The key to effective management of cybercrime risk is identifying and understanding the threats, the level
of risks involved and putting in place security measures that are appropriate and proportionate to those
threats and risks.

1. Home and mobile working - Develop a mobile working policy and train staff to adhere to it. Apply the
secure baseline build to all devices. Protect data both in transit and at rest.
2. User education and awareness - Produce user security policies covering acceptable and secure use of the
organisation’s systems. Establish a staff training programme. Maintain user awareness of the cyber risks.
3. Incident management - Establish an incident response and disaster recovery capability. Produce and
test incident management plans. Provide specialist training to the incident management team. Report
criminal incidents to law enforcement.
4. Information risk management regime - Establish an effective governance structure and determine your
risk appetite, just like you would for any other risk. Maintain the Board’s engagement with cyber risk.
Produce supporting information risk management policies.
5. Managing user privileges - Establish account management processes and limit the number of privileged
accounts. Limit user privileges and monitor user activity. Control access to activity and audit logs.
6. Removable media controls - Produce a policy to control all access to removable media. Limit media types
and use. Scan all media for malware before importing on to corporate system.
7. Monitoring - Establish a monitoring strategy & produce supporting policies. Continuously monitor all
ICT systems and networks. Analyse logs for unusual activity that could indicate an attack.
8. Secure configuration - Apply security patches and ensure that the secure configuration of all ICT systems
is maintained. Create a system inventory and define a baseline build for all ICT devices.
9. Malware protection - Produce relevant policy and establish anti-malware defences that are applicable and
relevant to all business areas. Scan for malware across the organisation.
10. Network security - Protect your networks against external and internal attack. Manage the network
perimeter. Filter out unauthorised access and malicious content. Monitor and test security controls.
Prevention is of course better than cure but planning for how to deal with the fallout of an attack is key to
ensuring the impact is minimised as far as possible.
For further details, please contact:
Liam Rogers
Associate
Tel +44 115 931 7554
liamrogers@eversheds.com
Lauren Peacock-Nazil
Trainee Solicitor
Tel: +44 113 200 4781
laurenpeacock-nazil@eversheds.com
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A new day for Data
Protection Officials
Poland set to enact regulations clarifying the
position of the Data Protection Official
Poland’s Personal Data Protection Act (Act) currently
contains just one provision referring to data
protection officials (DPOs) — individuals charged
with making sure that personal data is protected
within a company. Under Art. 36(3) of the Act, a
data controller shall appoint a DPO to supervise
compliance with data protection rules unless the
controller itself performs such activities.

his functions in complete independence.” In the
absence of exhaustive legal regulations, specific
issues concerning DPOs are now shaped by practice,
and data controllers have great latitude in this
area. Unfortunately, this also generates doubts
and problems. Some of them can be resolved by
referring to interpretations from GIODO and the
administrative courts.

But the Act does not define the position of the
DPO in the structure of the firm, the officer’s
specific duties and scope of liability, or what legal
relationship connects the DPO with the data
controller. This makes companies wonder whether
or not the practices they apply to protect data
internally are in compliance with the Act and what
would happen if they were checked by the Inspector
General for Personal Data Protection (GIODO). The
worry is that GIODO may find irregularities that the
companies are not even aware of.

A DPO typically handles technical aspects of
data processing, within computer systems and
traditional filing systems. This often requires the
officer to prepare and maintain data processing
documentation, register filing systems at GIODO,
provide training on the basics of data protection for
employees, and so on.

The question of independence
The function of a DPO derives from the EU’s Data
Protection Directive (46/95/EC) (Directive). The
Directive provides for the possibility for a data
controller to appoint a DPO to be responsible for
ensuring that the company processes personal data
in line with the regulations and keeps the regulator
informed about its practices.
The Directive does not make it obligatory to appoint
a DPO, but only establishes this right on the part
of a data controller, providing for a specific benefit
from appointment of this function in the form of
release from the obligation to register filing systems.
As the preamble to the Directive stresses, “a data
protection official, whether or not an employee
of the controller, must be in a position to exercise

Upgrading regulations
Until recently it was disputed whether only an
individual could serve as a DPO, or if this function
could also be performed by an organisational unit.
Currently, in light of statements by GIODO and the
Supreme Administrative Court, it appears to have
been clarified that a DPO must be an independent
individual. The scope of liability of a DPO, the
list of his or her obligations, and the type of legal
relationship binding the officer with the data
controller (e.g. an employment contract or service
contract) remain up to the parties to determine.
In Poland, the so-called 4th Deregulation Package,
currently working its way through the legislative
process, would amend the Act among other
laws. On July 22, 2014, the proposal (draft Act on
Simplification of the Performance of Economic
Activity of April 15, 2014), in which one of the
most important changes concerns DPOs, had its
first reading in the Sejm. The justification for the
bill takes the view that Polish law has so far not

regulated the institution of DPOs because the role
of DPOs currently provided for in the Act is not
equivalent to the role of a DPO provided for in the
Directive, as the Polish law does not guarantee
the officer’s independence and the scope of the
officer’s duties is defined more narrowly than in the
Directive.
Pros and cons
The proposed solutions have certain advantages
but also certain weaknesses which raise doubts
about the sense of some of the provisions. First,
under the proposal, it would be a right but not
a duty for a data controller to appoint a DPO.
Second, while the scope of the officer’s duties is
defined, the list is not exhaustive. The DPO would
be required, among other things, to prepare reports
for the data controller on the legal compliance of
the data processing, but no deadline for providing
such documents, or the frequency when they must
be prepared, is specified. Perhaps the details will
emerge in an executive regulation, but it seems that
such an important issue should be addressed at the
statutory level.
The proposal assumes that the DPO could perform
other duties for the data controller as well, so long
as they do not interfere with the officer’s basic tasks.
The position of the DPO in the data controller’s
organisational structure is also expressly indicated.
The officer would be directly subordinate to the
director of the organizational unit or natural
person which is the data controller. The need for
organizational separation of the DPO is also stressed,
in order to guarantee his or her independence.
There are two conceptions in the proposal that
do not appear very persuasive. First, appointment
of a DPO would release data controllers from the
duty to register filing systems (unless they contain
sensitive data). However, a new, obligatory register
of DPOs would be established at GIODO. It is hard
to understand how replacing one registration
obligation with another one would make life easier
for businesses.
Second, GIODO could order the DPO to check the
legal compliance of the data processing by the
data controller and file a report with GIODO. This
reveals a certain dissonance, because on one hand
the officer works for the data controller, but on the
other the officer would be required to inspect the

data controller in place of GIODO. Certainly this
option would reduce GIODO’s workload, but it also
raises concerns. The DPO could be pressured
by the data controller not to disclose certain facts
suggesting that it was not in compliance with data
protection rules. By the same token, disclosure of
certain information could show that the DPO has
failed to perform his/her own duties and would have
to report on himself/herself.
Opportunity in details
The defects of the proposed regulation make it
doubtful that the stated intention of simplifying
life for businesses would be achieved. On one
hand, businesses which are data controllers would
obtain clearer guidelines on the position, duties
and liabilities of DPOs. On the other hand, the
unclear placement of the officer between being
an employee of the data controller and a person
reporting to GIODO, along with the introduction
of more registration obligations in an act that was
supposed to reduce them, could generate additional
burdens and uncertainties.
The business community should take advantage of
the possibilities for consultation and comment to
insure that the wording of the new regulations is
more advantageous for them.
For further details, please contact:
Magdalena Koniarska
Lawyer
Tel: + 48 22 50 50 71 1
magdalena.koniarska@eversheds.pl
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Advertising tax
introduced in Hungary
As of the 20th August 2014, businesses in Hungary are required to pay tax
in connection to their advertising activities. The new legislation applies to
individuals or organisations that publish adverts (“Publishers”) and place
orders for adverts (“Advertisers”).
An advertisement is defined as:
•
•
•
•

a communication which is aimed at promoting
the sale or other use of goods, services or other
valuable rights or interests;
A communication promoting a business name,
brand, or profile;
media content which is aimed at promoting
the products, service or image of a business,
whether directly or indirectly;
advertising related to the Publisher’s own
products, services or activities.

Publishers include:
•
•
•
•
•

media content providers based in Hungary;
media service providers that make content
available in Hungarian, in at least half of its daily
programming, within the territory of Hungary;
the press;
businesses advertising outdoors, including on
land or on vehicles; and
publishers of online advertising.

Publishers bear primary responsibility for calculating
their tax liability, submitting tax returns and
paying the tax. Advertisers are also liable to pay
the tax, except where the relevant Publisher
makes a declaration that it is complying with its
obligations, or they are not obliged to pay such tax
(“Declaration”), i.e. in the case its tax base does not
reach HUF 500 million. Such a Declaration can be
included in an invoice, contract or other accounting
document.

The taxable transactions are the publication of
advertisements:
•
•
•
•
•
•

in a media service;
in the press;
in outdoor advertising;
on any vehicle or on land;
in printed material; or
on a primarily Hungarian language website.

In addition, the placing of an order for an advert can
also constitute a taxable transaction, unless there is a
Declaration in respect of that advert.
So what?
The basis of the tax calculation is different for
Publishers and Advertisers. In the case of Publishers,
the tax is based on the net income from their
taxable activities in the relevant fiscal year. Where
the advertisements relate to the Publisher’s own
activities, the tax is based on the direct costs
incurred in relation to those adverts. In the case of
Advertisers, the tax is calculated on the monthly
consideration relating to advertising, above a
threshold of HUF 2,500,000.

The tax rate is set in progressive bands, which
Publishers are required to pay as follows:
Tax rate

Taxable amount

0%

HUF 0.5 billion

1%

HUF 0.5 to 5 billion

10%

HUF 5 to 10 billion

20%

HUF 10 to 15 billion

30%

HUF 15 to 20 billion

40%

HUF 20 billion and above

The first payment of the tax as well as the tax
advance was due by 20 August 2014, in respect of
the proportion of the business’s financial year as at
that date. The second instalment of the tax advance
was due by 20 November 2014.
In respect of companies’ liability for corporation tax,
the costs incurred in connection with advertising
(subject to their value being at least the fair market
value), do not constitute expenditure incurred in the
course of their business.
For more information contact

In the case of related entities, the taxable amount for
each entity will be added together and the tax will
be calculated in accordance with the above banding
on the total taxable amount. The tax payable by
each entity will then be pro-rated amongst them.

Ágnes Szent-Ivány
Managing Partner
+36 (1) 394 3121
szent-ivany@eversheds.hu

Advertisers are liable to pay a flat rate of 20% on
their taxable amount, and this is to be paid on the
20th day of each month following receipt of the
invoice for the publication of the advert.

Ildikó Szegedi
Partner
+36 (1) 394 3121
szegedi@eversheds.hu

Publishers are required to carry out a self-assessment
and submit their tax returns and pay their tax
liability by the end of the 5th month after the end
of the fiscal year. In addition, Publishers have to pay
a tax advance in two equal instalments on the 20th
day of the 7th and 10th month of their fiscal year,
estimated on the basis of their tax liability in the
previous year.
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Eversheds events
Eversheds hosts seminar examining Legal Directives for
data security and storage

Save the date: How the Consumer
Rights Directive will affect TMT
businesses

More than 50 legal experts from the UAE
government and judiciary joined fellow lawyers at
a seminar hosted by Eversheds to discuss current
issues relating to data security and privacy in the
new “Cloud Computing” era.

30th April 2015
8.00am – 10.00am
Eversheds offices, 1 Wood Street, London

The seminar, which was jointly organised by
Eversheds, the Dubai Institute of Judicial Training
and Studies (ITJS) and Microsoft, saw industry
leaders and experts from the data security sector
present discussion papers underlining the increasing
importance of secure data protection in the world
today. The seminar also looked at the need to
improve the legislative legal infrastructure to spur
the growth of cloud computing.
Nasser Ali Khasawneh, Regional Managing Partner of
Eversheds in the Middle East, said:

“Cloud computing data security is one of the
hot topics of the moment – recent news has
been filled with stories of what happens when
things go wrong. It is essential for anyone
who works in this field to be aware of latest
industry developments and remain at the
cutting edge of what is going on, so these
mistakes are not repeated in the future.”

Nasser Ali Khasawneh, presented a review of data
protection issues in the UAE and also analysed
matters relating to international best practice. He
addressed the status of data protection regulations
in the legal system in UAE, the GCC, and in other
countries with particular focus on the experience of
the EU. He also discussed the EU 95/46/EC directive,
and the role of ISO standards in shaping data
protection on the cloud.
He also highlighted different ISO standards
including ISO 27001 for security and focused on the
new ISO standard 27018 that has set a number of
key directives to ensure data protection on the cloud
in motion, including transparency, external audit,
user consent and retention and deletion periods.
Issues relating to data protection challenges in the
cloud computing era were also discussed at the
seminar by Dr. Ashraf H. Abdelwahab, Corporate
Affairs Manager, Gulf and Egypt, Microsoft, and
the importance of data protection was analysed
by Mr. Hameed Hamdan Elghafery, Head of the
Legal Department, Telecommunications Regulatory
Authority (TRA).

For further information or to provisionally reserve
your space email tmt@eversheds.com

TUPE - principles and practice
Various dates and locations
09:30 - 16:30
Click here for more information and to book

Privilege in practice – what you
need to know
Various dates and locations
09:30 - 13:00
Click here for more information and to book

Managing employee investigations
Various dates and locations
09:30 - 16:30
Click here for more information and to book

Ages at work – extending working
life
Various dates and locations
09:30 - 13:00
Click here for more information and to book

Eversheds launch global corporate
real estate guide
Companies working across jurisdictions find
themselves working with different law firms across
their estates. This naturally leads to inconsistency
of service, documentation, information and billing
– there are also multiple relationships to manage
across the world that is time consuming and
cumbersome.
The solution - One point of contact, in the time zone
of your choice, for all your real estate needs. You will
have one client partner who is project manager for
your estate, becoming your global point of contact.
Eversheds have released a new interactive corporate
real estate guide which features insight into the legal
issues affecting companies operating in jurisdictions
around the world accompanied by Eversheds’
expertise in meeting the international real estate
needs of these companies.

Click here to view the interactive
guide.
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Our worldwide offices

Contact us
If you would like further information on anything appearing in this
newsletter or would like to learn more about Eversheds, please
contact:
Charlotte Walker-Osborn
Head of Technology Media and Telecoms
Tel: +44 121 232 1220
charlottewalker-osborn@eversheds.com
tmt@eversheds.com
www.eversheds.com
Follow us on twitter @evershedstmt
This newsletter is for guidance purposes only and should not be
regarded as a substitute for taking legal advice. It only relates to the
law of England and Wales unless otherwise mentioned. Permission is
granted to distribute this newsletter to your colleagues. If they wish to
join our mailing list (or you wish to unsubscribe), please contact Sarah
Padgett on the details below.
If you do not wish to continue to receive this publication please contact Sarah Padgett.
Under the Data Protection Act, you may request details of personal information we hold
about you. Our address for information requests is Eversheds LLP, Bridgewater Place,
Water Lane, Leeds, LS11 5DR for the attention of Sarah Padgett (telephone on +44 113
200 4583 or e-mail sarahpadgett@eversheds.com). If at a future date you believe that
any information we hold about you is incorrect or incomplete, you should write to or
e-mail us without delay at the above address. Any information which is incorrect or
incomplete will be corrected promptly.
©Eversheds LLP 2014. Eversheds LLP is a limited liability partnership, registered in
England and Wales, registered number OC304065, registered office One Wood
Street,London EC2V 7WS. Please note that when we refer to “a partner” or “partners” of
Eversheds LLP, the term “partner” indicates a member of Eversheds LLP. It should not be
construed as indicating that the members of Eversheds LLP are carrying on business in
partnership for the purposes of the Partnership Act 1890.

www.eversheds.com
©EVERSHEDS LLP 2014. Eversheds LLP is a limited liability partnership.

