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Nasser Ali Khasawneh
Global Co-Head of TMT

We at Eversheds Sutherland hope you and your
loved ones are all safe and well during this period.
We have all had to adjust to new lifestyles, embrace our
new local teams at home (family and children) and
adapt to new working environments and patterns. This
new reality is felt differently by each of us; there are
challenges every day and we all need to try harder than
usual to understand the other and show kindness at all
times. For me, the first key to wellbeing is the truth. We
have to acknowledge the extent of this tragedy and the
fact that it is changing our lives. Firstly, we have to keep
in mind all those who lost their lives to this terrible
pandemic and to their loved ones around the world
who are still in mourning and facing a lonelier world.
However, what brings me hope are those amazing
stories of heroism and human kindness that are
flooding us across all forms of media. We have all
understood now that those who work in the medical
profession are the true superheroes of the world. I am
humbled beyond words by their sacrifice and it forces
me to think every day of how each of us can make an
even greater contribution.
The TMT sector
Like all industries, the TMT sector is feeling the impact
of Covid-19.
There will fundamentally be unwelcome consequences
for many and we urge governments across the world to
support start-ups and SMEs particularly. However, with
the global increase in demand for technology solutions
as a result of remote working, it’s my expectation that
big tech are likely to come out of this pandemic
stronger than ever.
The world we are currently in and that we will evolve
into will undoubtedly be more centred around
technology and telecommunication, which we
absolutely welcome. Many of our clients are being
looked to for solutions, from their involvement in the
development of tracking apps and communication
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tools to expected – almost immediate – increases in
global digital infrastructure. One only has to look at the
proliferation of video conferencing, and the amazing
role it played in making people’s lives better and more
functional during the various lockdowns, to get a
flavour of the expanded bandwidth that will be required
of digital solutions in the coming period. We have been
so impressed by our clients and friends in the TMT
sector and the way they have responded to this crisis
and hope to continue to support them on this journey.
Looking ahead
It may feel at the moment that we are responding daily
to challenges and problems created by this pandemic.
However, as the clouds begin to lift, the major
questions for us all will be: “What’s next?” “How can I
protect my business and make sure I’m considering
everything I need to consider?” “What is the growth
outlook or roadmap in a post-COVID 19 world?”
In this Telescope: Special Edition, we wanted to give
you a flavour of the type of work our colleagues across
the firm have been dealing with in this period. We have
consolidated the key questions that our global teams
faced over the past few months and how these legal
considerations form part of a wider risk mitigation
strategy as we look to the future. We also wanted to
provide an overview here of the type of legal issues and
challenges that our clients will be dealing with in the
coming period as the world continues to tackle the
pandemic and move towards a new set of realities in a
changed world.
It’s been a particularly hard and sad time for the world
but we must remain resolute and face the future with
hope and confidence.
Please do of course get in touch with us on anything
you would like to discuss further.
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Signed, sealed,
delivered:
the digitization of contracts

T

he same challenge applies to deal
completions – in-person signing
ceremonies with champagne toasts
are increasingly rare and companies
are increasingly looking to shift the
contract signature process to an entirely digitized,
paperless model. This is even more key in the
current climate as the use of electronic signatures
becomes part of the “new normal” and the ability
to conduct remote contract signings becomes a
“must-have” rather than a “nice-to-have”.

Key considerations for digitizing contract signings

Focusing on:
– e-signature solutions
– security of Cloud platforms
– enforceability and local laws

This is even more
key in the current
climate as the use of
electronic signatures
becomes part of the
“new normal”

Social distancing measures introduced by governments
around the world have highlighted the critical importance
of technology solutions and collaboration tools.
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Selecting the right platform: While DocuSign and
Adobe Sign are the best known, there are a number of
solutions out there and, given the range of vendors and
features available, it will be prudent to conduct detailed
due diligence on the solution and your specific use case.
For most companies, this will need to take into account:
the usability of the solution, pricing plans and options,
performance and availability requirements, platform
security and resilience, integration with existing CRM/ERP
systems, scalability, flexibility and the ability to satisfy
regulatory requirements and data-export restrictions.
A well-defined process: Not all organizations have a
defined process in place when it comes to the use of
electronic signatures. Where these do exist companies
may need to expand and test those policies and
procedures to accommodate documents and
instruments which they might not have previously signed
electronically – this may include customer contracts,
instructions issued to banks or investment managers,
contracts of employment, formal notices, internal
approvals and board minutes (or variations to those
arrangements to meet emergency measures under
COVID-19).

By the same token companies will need to ensure that
e-signatures are recognized and enforceable in the
relevant jurisdiction and for the contract or instrument in
question; they may also need to take advice from local
counsel on applicable signing formalities and filing
requirements.
Managing risk: It will be important to manage risk of
contracts being inadvertently or mistakenly executed. To
mitigate this risk, businesses should look to have robust
security procedures in place and policies which control
the use of e-signature tools (and should use multi-factor
authentication wherever possible). Similarly, companies
will need to ensure that all applicable terms are included
in the document pack, the signature was applied by an
authorized signatory, and the documents cannot be
tampered with post-execution.
Finally, most e-signature platforms are hosted in the
Cloud and companies will need to undertake detailed
diligence on the security of the underlying hosting
infrastructure – after all, a Cloud-based platform which
contains copies of thousands of strategic, high-value
contracts is a pretty tasty target for hackers…
For a more detailed briefing on e-signatures,
please see here.

Craig Rogers
Partner
craigrogers@eversheds-sutherland.com

Reem Hassan
Associate
reemhassan@eversheds-sutherland.com
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Under scrutiny:
the rapidly evolving nature
of data protection
Focusing on:
– data protection and AI
– regulatory and compliance considerations
– the need for resilience planning

T

he pandemic has further fuelled demand
for data across the private, public and
third sectors, and highlighted some
of the incredible benefits that can be
derived when AI and other sophisticated
analytical tools are applied. It has also brought
into sharp focus some of the legislative and ethical
concerns around such analysis – challenging and
changing the frontiers of data protection and
public interest. This includes:

to ways of working, the push to digitization, the growth of
adoption of Cloud, the adoption of new ways of
communication which the response to the pandemic has
fast-tracked around the globe. Social distancing of some
form seems likely to remain over the next few months,
reinforcing that shift forward. The opportunities for
growth within the sector are numerous. Yet all of these
opportunities bring with them increased amounts of data
processing and data related risk to manage. Both for
those developing and expanding products and services,
and those procuring them.

–

analysis and apps which some might have thought
couldn’t be developed, finding doors opened and
development encouraged

–

new partnerships forming across industry, sectors
and governments to facilitate it

–

regulators and privacy counsel seeking to inject
balance, and suggest pathways though the thicket of
data protection legislation, which enable goals to be
achieved and public interest to be served, without
throwing out concepts of data protection that have
been years in the making

For the industry this is a critical juncture in its maturity
curve. Its expansion and development has to be done
with data and its protection at the very heart of its
endeavour. Scepticism is already high. Failure to embrace
and address the ever-growing body of regulation in data
protection and data security (or cybersecurity) around the
globe in this next phase of growth could bring a sharp halt
to that. That is likely to mean revisiting and breathing new
life into compliance policies and processes and
reassessing data governance and policies to ensure the
guardrails needed are in place and fit for purpose. It will
also mean embedding this into design and development,
sign off processes and risk assessments. For those buying
these solutions, a similar step change in consideration of
these issues in procurement, and ongoing data risk
management, is required.

All this will continue to play out, with high stakes if trust is
lost and data used other purposes or left exposed.
But in the meantime, the broader impacts for data
protection and the sector, come from the radical changes

8

The pandemic
has also shone a
light like nothing
else on resilience
planning

The pandemic has also shone a light like nothing else on
resilience planning and that it didn’t go deeply or widely
enough. Organizations will be revisiting their own
cybersecurity and resilience plans to adjust them to this
new world and the understanding of threats, and to
assess the risks of even deeper reliance on their
technology providers to support remote working and
digital offerings. Cyber security risk also spiked as
organizations moved to remote working and online
offerings. In that sharper light we can also expect critical
infrastructure planning to be revisited at governmental
levels, and potentially the regulation around that, with so
many beginning to realize just how critical the data and
technology they use is to their ability to function, and
therefore also the providers of that technology.

Paula Barrett
Global Co-Head of Cybersecurity
paulabarrett@eversheds-sutherland.com
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The shape
of things to come:
what does a return to work look like?
Focusing on:
–
–
–
–

returning to work
privacy and health and safety
real estate implications
rights of employees

After lockdown,
steps will have to
be taken to bring
buildings up to
operational
level again

protocols, and the staggered use of facilities including
kitchens, cycle stores and showers. After lockdown, steps
will have to be taken to bring buildings up to operational
level again. And all of this before the workforce can
return.

–

how will changes be implemented? Is there a
requirement to consult on measures with any trade
union health and safety representatives? How can
measures be applied reasonably, fairly and
consistently?

When reviewing the real estate implications, it’s important
to consider:

–

what if staff refuse to engage with social distancing/
PPE measures? What action can/should be taken?

–

do any adjusted workplace arrangements
disproportionately impact vulnerable or disabled
workers? What steps can/should be taken to address
such impact?

–

where a phased or partial return to work is to be
implemented, how will staff be selected for return?
Are there any recognized unions that may need to be
consulted?

–

how will this all be documented? The rules and
regulations in tenant’s handbooks and a review of
leases for landlords will be necessary for instance,
amongst other considerations, while tenants should
consider and seek advice on their own
occupational leases

–

who is responsible for what? Landlords are not
always solely responsible. Consider the implications

–

who is going to pay for post-lockdown operation
checks and alterations?

–

does GDPR need to be considered? This will be
especially relevant when considering temperature
testing for instance

For more information on all these considerations, please
see our wider piece here.
Privacy

As companies globally consider their own “road maps” to
get people back to work, there are considerations across
employment, privacy and real estate for companies to consider.
Return to work
As the lockdown measures are lifted, employers will need
to plan for the move from a largely remote working
environment back to an office working arrangement. This
is likely to raise a number of issues. Firstly, complying with
all necessary health and safety measures regarding office
working, which are likely to be issued in each country. For
example, how and when will employees who have tested
positive for COVID-19 or are suspected of having
COVID-19 be able to return to the workplace and what
screening or protective measures will employers need to
comply with?
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Landlords and occupiers will want this process to happen
as seamlessly as possible. Assuming, as seems almost
certain, that the lockdown will be lifted before the
development and distribution of a vaccine, measures
must be taken to avoid the resurgence of COVID-19.
The implementation and management of this process is
going to be extremely challenging, especially those
managing and occupying multi-let buildings and estates.
The “new normal” will need to adopt entrance protocols
(perhaps including temperature testing), social distancing
measures such as reduced lift capacity, meeting room

A variety of privacy issues are likely to be raised regarding
the information that employers wish to gather from their
employees to ensure compliance with health and safety
measures. A balancing approach between these
competing demands will be required. Secondly, are there
any learnings that can be taken from the remote working
arrangements that have been in place for the last few
months, in terms of how businesses in the TMT sector
work in the future? For those businesses who previously
had a restrictive approach to home working, care will be
needed in the future to avoid discrimination complaints, if
home working requests are rejected.
Right of the workforce
Key points for employers include:
–

what is the contractual position regarding requiring
staff to work more flexibly? Are there express or
implied terms supporting a requirement to change
hours/location/role? Do changes require consent by
individual employees/recognized unions?

Vacation requests
TMT employers who have been extremely busy during the
recent months are also likely to face a multitude of
vacation requests from employees who haven’t been able
to take vacation due to workloads. Managing these
requests to ensure equity and the business has sufficient
coverage during vacation periods is likely to be key.
Review of arrangements
Some employers within the sector who have used the
furlough or short-term working schemes to provide
support during periods of reduced activity will need to
review these arrangements over the coming months.
Decisions will need to be made on whether there are
roles for these employees to return to or whether
longer-term measures such as restructuring or
redundancies are necessary.
Please see links to our briefing on managing working time
during the pandemic, managing employees back to work
and our global briefing regarding COVID-19 here.
Hannah Wilkins
TMT Employment Lead
hannahwilkins@eversheds-sutherland.com

Tom Goldsmith
Partner
tomgoldsmith@eversheds-sutherland.com
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Deep Learnings
in AI
Artificial intelligence (AI) is advancing at pace and with the digital
revolution we are experiencing as result of Covid-19, this area will
undoubtedly see an adoption boost across industries.

B

usinesses are embracing the opportunities AI can bring as well as recognizing that adoption
must be considered in order to avoid getting left behind. Whilst it is accepted that AI will
transform certain areas of commerce more than others, AI is undoubtedly set to transform the
economy. We have also seen the pandemic increase usage of technology generally and this
looks set to continue apace as well.

Please see a selection of recent articles we have written and commented on in last three months which touch upon the
above and more:

The impact of coronavirus on the
EU digital, data and AI strategies

Coronavirus: the catalyst for an AI
and automation boom?

SC Media

Instrumentation Monthly

The European Commissioner Paper
on AI published March 2020

Taking responsibility for cyber
security in a truly virtual world
Information Age
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Spending on R&D doubles in bid to
drive innovation

Facial recognition could be used by
supermarkets to ration food

The Telegraph commentary

The Telegraph commentary

Utilising retail technology for
shopping during the pandemic
and beyond

Legal considerations for the
financial services sector in
adopting artificial intelligence

Protecting confidential information
in an AI-led and augmented reality
Global Banking & Finance review

Charlotte Walker-Osborn
International Head of Artificial
Intelligence and Technology Sector
charlottewalker-osborn@
eversheds-sutherland.com
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Smart sprints:
staying ahead through change
and disruption
Focusing on:
– holistic risk assessment
– immediacy of action
– litigation funding

with the unprecedented
financial challenges
organizations face, litigation
funding will continue to
provide creative solutions

COVID-19 has given rise to a number of new risks and
disputes for suppliers in the TMT sector. These are set to
continue over the medium-term.
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F

or IT managed service providers, system
integrators and digital transformation
projects, COVID-19 is causing significant
delivery challenges, supply disruption
and the need for relief (in its many forms),
change and/or variation. The eco-system of
subcontracts and providers is under pressure too.
The scope of insurance cover for some may come
under increased scrutiny. Customers are in similar
turmoil but pulling in several different directions,
such as seeking to cut costs, reacting to radically
changed and uncertain internal requirements
and demands, and/or needing to terminate. Their
responsibilities, such as contractual dependencies
and payment, are also coming under pressure.
Suppliers are therefore in a difficult position, disputes are
occurring and there is more immediacy for action.
Suppliers must look to the full range of legal and
commercial options available to them. Through careful
positioning, persuasion and negotiation, some mutually
beneficial solutions can be found. Indeed, digital
transformation is accelerating because of COVID-19.
The rapid deployment of operational changes that all
organizations have been making because of COVID-19,
such as home working, new technology solutions and
self-service, are leading to greater risks in other areas too,
such as software licence non-compliance and data
security breaches. As to data security, there is a need for a
renewed focus on appropriate technical and
organizational measures to protect against unauthorized
use and access to personal data and confidential
information, as well as resilience and response planning in
a more remote and challenging operational environment.
Expect to see more disputes in these areas over the
coming months, with a looming prospect of more group
litigation in the medium-term.

It is hoped that the great efforts tech and telecoms
companies are making to quickly assist with new projects
to help fight COVID-19, such as the design, development
and deployment of new hardware, software and services,
will not lead to claims down the line, but it is clear that
such organizations need to take a holistic approach to the
assessment of risk at the outset, including for example,
product safety, data privacy and security,
communications, as well as other contractual and
regulatory risks.
Of course, the existing flow of tech and telecoms disputes
continues. While some courts and institutions have
sought to pause cases in the short-term, others are
continuing to hear cases remotely and effectively.
Alternatives continue too, with virtual mediations proving
to be as effective as face-to-face, as well as being shorter
and perhaps more focused too. These ‘online’ dispute
resolution developments will stay with us, and continue
to innovate, long after COVID-19 has been defeated.
Lastly, with the unprecedented financial challenges
organizations face, litigation funding will continue to
provide creative solutions. For example, with different
combinations of third party funding, insurance and
contingent fee arrangements, claims can be progressed
at little or no cost to claimants. Expect more growth in
this area too.

James Hyde
TMT Disputes Lead
jameshyde@
eversheds-sutherland.com
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Ganging up:
the rise of organized crime
in the tech sector
Focusing on:
– criminals taking advantage of changing
patterns in consumer behaviour
– are your IT systems up to date?
– historic fraud coming to light

The coronavirus outbreak has
led to a significant increase
in fraud as criminals and
organized crime gangs seek
to exploit vulnerabilities
caused by the crisis. Tens of
millions of dollars had already
been lost to coronavirusfraud in the US and the UK by
May, while fraud complaints
received by the UK’s City of
London Police reportedly
increased by up to 400% in
the space of a month near the
start of the outbreak.
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C

riminals will be keen to take advantage
of new patterns of consumer
behaviour which have resulted from
societal restrictions. For example,
cybersquatting (the practice of
registering well-known brand names as web
domains) targeting online businesses has been
increasing, putting online retailers at heightened
risk at a particularly busy time; and as web-centric
businesses send emails to customers to inform
them about changes to the way they operate, so
do fraudulent communications.

A fraud report issued last year by the Communications
Fraud Control Association highlighted a rise in consumerbased fraud attacks against US telecom services, coming
off the back of an increase in the use of the telephone as an
authentication point for many financial services. During
lockdown, reliance on remote authentication increases,
along with associated fraudulent behaviour.
The UK’s National Crime Agency recently advised that even
before coronavirus hit, cyber-criminals were increasingly
targeting businesses over individuals and most commonly
through ransomware attacks, using malware delivered
through a phishing email with hyperlinks to infected
websites. The most common way in which coronavirusrelated scams are now being carried out against
companies is through business email compromise fraud.

Historic or ongoing frauds and corruption often emerge as
a result of economic downturns as businesses become
leaner and start to call in investments and debts. Bernie
Madoff’s Ponzi scheme was likely to have stayed hidden
longer had the global financial crisis not occurred in 2008.
Companies should also always ensure that adequate
pre-deal due diligence is conducted prior entering to
investments, acquisitions, mergers or joint ventures, which
is designed to identify inherent corruption or financial
crime within the target company.

Emma Gordon
TMT Investigations Lead
emmagordon@eversheds-sutherland.com

Laura Dunseath
Principal Associate Barrister
lauradunseath@eversheds-sutherland.com

Phil Taylor
Associate
philtaylor@eversheds-sutherland.com

What to look out for:
–

companies should ensure all IT systems are up to
date, and the latest software and application updates
have been installed on devices to protect the
business from the latest threats. Checking email
addresses carefully should become second nature
throughout the company

–

they should be aware that procurement fraud has
also increased, as have so-called spear-phishing
attacks in which the fraudster impersonates a senior
person and issues an instruction to transfer funds or
pay an invoice

–

finance departments should be reminded of the
importance of tight checks and balances, including
the need to double-check instructions to transfer
funds or make payments, while all employees should
be reminded always to check senders’ email
addresses carefully, particularly where an email
contains attachments or links. With many TMT-sector
employees working from home, this will be a
challenge, but one that must be met in order to
protect businesses from the latest threats

Historic or ongoing frauds
and corruption often
emerge as a result of
economic downturns
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Making connections:
regulation and investment in
a post-COVID19 world
Focusing on:
– resilience in networks
– new regulatory considerations
– the importance of infrastructure

F

rom a telecoms perspective, the current
emphasis is on keeping communications
going across the UK. Operators have been
working to ensure resiliency across fixed
and wireless networks as connectivity
demands have increased, while at the same time
prioritizing safety of life communications systems
(ensuring the reliability of calls to emergency
numbers, such as the UK’s 999 and 111 for
instance). Certain operators have also taken
measures to further support their customers by
providing unlimited calls and/or increases to data
allowances. Operators are increasingly working
together to monitor traffic over their networks
and keeping regulatory bodies, such as the UK’s
Ofcom, informed of measures they are taking to
manage traffic congestion effectively.

To support the above initiatives, Ofcom has announced
that it is adapting its approach to telecoms regulation
including:
–

suspending all existing consultation deadlines and
information requests and putting on hold new
consultations, decisions and information requests

–

looking at delaying the implementation of new
obligations arising from the European Electronic
Communications Code. In addition to these specific
measures, Ofcom is also proposing to take a
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“pragmatic approach to enforcement” during the
COVID-19 crisis. Ofcom recognizes that due to the
COVID-19 crisis operators may not always be able to
meet their regulatory obligations. It has emphasized
the importance of operators making decisions that
support critical services, vulnerable people and those
relying on communications
The COVID-19 crisis has further emphasized the
importance of good quality and reliable communications
infrastructures and services. In the short-term it will be
important to help protect operators, personnel and assets
from vandalism linked to information incorrectly attributed
to COVID-19 and 5G.
Looking further ahead, even greater focus is likely to be
placed on enabling investment in communications
infrastructure, particularly in relation to fibre and 5G
connectivity, and those measures set out in the European
Electronic Communications Code that are to be
implemented into national legislation. The increased
reliance on connectivity could also create/enhance use
cases for changes in operator technical, operational and
support models to further maximize their network and
support capabilities moving forward.

In the short
term it will be
important to help
protect operators,
personnel and
assets from
vandalism

Simon Cloke
Telecommunications Lead
simoncloke@eversheds-sutherland.com

19

TeleScope TMT 2020 outlook

Where quality meets control
Contents

Working with you for your
interim resourcing needs

In a fast changing world, it’s difficult to anticipate what legal
resources you’re likely to need. Whether it’s experienced lawyers
to advise on the latest legal, regulatory or market developments,
or more junior teams to deal with high-volume work, our legal
resourcing team can support you. Highly flexible, our consultants
can work on your premises, remotely from home or at an
Eversheds Sutherland office, full or part-time.

Additional legal resourcing
when and where it’s needed
> Konexo is globally connected, with over 1,000
legal professionals in our pool, from paralegal to
general counsel level, covering a range of sectors
> consultants are screened and assessed by our
team and partners prior to joining the panel, this
ensures only the exceptional are chosen
> we have an extensive track record of highly
successful placements with our clients, and
consultants express that our cost certainty,
quality, and integration of services within the
wider relationship are unbeatable

Resourcing+
Resourcing+ gives clients flexible access to
interim resource by offering immediate ad hoc
support, fixed hours per week or bulk hours per
month that can be carried over, without having
to commit to specific timeframes. The work is
carried out remotely unless agreed otherwise,
and tracked centrally by Konexo to document
when and how the client is being supported.

What Konexo do
The future-facing alternative legal and compliance services provider.

Managed services

Advisory

Interim resourcing

> deliver detailed,
actionable management
information

> design and implement
new target operating
models

> greater flexibility in team
size to meet demand

> optimize team efficiency

> deliver clients’ strategic
and regulatory resilience

> reduce costs,
maximize outputs
> improved overall client
experience and
satisfaction
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> embed more efficient
processes into clients’
operations
> reduce the costs
encountered by the
function, whilst
increasing output

> deploy individuals with
the knowledge and
experience required at
the time needed
> release client teams to
focus on strategic
priorities

For more information,
please contact:

David Saunders
Head of Client
Development
T: +44 207 919 4685
M: +44 7557 847402
davidsaunders@
konexoglobal.com
21
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Data centers
in overdrive:
unprecedented demand
for power and connectvity
Focusing on:
– resilience in supply chains and operations;
– understanding contractual risks and mitigation
– proactive communication with customers and
being quick to adapt

S

wathes of economic and other
activity have, almost overnight,
been transferred to the screens
in our homes. What allows this
change is what many of us would
simply refer to as the Cloud; but the Cloud
is a real place, made up of rows upon rows
of servers, powered and cooled in highly
secure buildings connected to the fiber optic
networks that traverse the globe. These
facilities - data centres - are the backbone of
our online world and while they were in high
demand before COVID-19, that demand has
gone into overdrive and with it opportunities
and challenges are presenting themselves,
both immediately and in the medium and
longer-term future.
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With the scramble to re-engineer the way we work, data
center owners and operators have seen unprecedented
demand for the power and connectivity their data centers
can supply. There are obvious opportunities here but there
are also considerable challenges, both in the short term
and medium-to-long term, posed by COVID-19 and its
effects.
Since the COVID-19 pandemic arose, data center providers
have had to work particularly hard and adapt to maintain
existing operations and also ensure in-flight projects
remain on track. Many would have implemented business
continuity plans already to accommodate workers
self-isolating and ensure physical distancing for those
onsite, whilst also having to deal with suppliers and
contractors facing the same challenges. Moving forwards:
–

planned and reactive maintenance schedules may
well need to be looked at (if they have not been
already), particularly as skilled technicians might be in
isolation and obtaining spare parts from factories
around the world that are scaling-down operations,
or indeed closing, becomes increasingly difficult

–

building up a stock of certain spare parts could be
wise, if not immediately attractive to the balance
sheet

–

some operators may have already limited access to
customers to urgent or emergency purposes only as
workforces have been impacted and day-to-day
change has been difficult with reduced resources.
This of course is not sustainable when customers
need to deploy new systems to meet demand and so
recruiting a larger workforce, (at least on a temporary
basis) or adapting procedures to accommodate
those isolating as well as to support longer business
hours, might be wise

–

The vast majority
of those in the
industry have
so far taken a
very sensible
and pragmatic
approach

constant monitoring, communication and adaptation
is essential, along with a good understanding of
contractual terms with suppliers and customers.
Knowing what risks exist by being responsible to
customers while reliant on suppliers will inform what
actions should be taken to manage those risks and
ensure ongoing success. An important element of
this equation is what relief may be provided due to
force majeure provisions in both customer and
supplier contracts alike. A clear understanding of
what the legal position is, including contractual and
liquidated damages, should always sit alongside a
practical assessment of how to manage risk

Reassuringly, from what we have seen, the vast majority of
those in the industry have so far taken a very sensible and
pragmatic approach, acknowledging the scale and reality
of what we all face and working together to accommodate
this. However, this understanding will only stretch so far
and as end users come under increasing financial pressure

to deliver, it is likely those pressures will be passed down
the chain. This applies both now and in the medium to
long-term, which we consider next.
The ongoing effects of COVID-19 will undoubtedly create
a lot of obstacles to overcome. As well as the ongoing
challenge of maintaining existing operations due to
non-availability of staff and spare parts, data center
operators will have projects both already committed to and
those that they will want to commit to in order to meet the
demand from users and support a strong long-term sales
pipeline – extra space, power and cooling needs to be
delivered but the supply chains that support this will be
under considerable strain for the foreseeable future.
As suppliers that manufacture plant, machinery, materials
and parts all over the world are either scaling-down
operations or being forced to close – or indeed if this
happens in the future – obtaining all that is needed to
develop new, powered, white space, or improve existing
space and power density and to obtain it on time, could
become increasingly difficult. This will be exacerbated by
construction companies facing material shortages and
worker difficulties from isolation and physical distancing.
Project timelines may have to be renegotiated and, again,
force majeure provisions well understood. More practically,
there may be effects on pricing due to demand. Strong
existing relationships with suppliers will be essential in
managing this – it is hoped bidding wars do not break out
as this will not be good for anyone’s future.
Data center operators should look to diversify their supply
chain where possible, avoiding being locked into any one
product or technical solution if possible (although it is
acknowledged that this can be much easier said than
done). Flexibility will be important, backed by good
contracts that support this. Strong relationships with
customers will be equally important, with both ongoing
dialogue and demonstrating that all that could reasonably
be done in these unprecedented times has been done,
being important in avoiding dispute.
Data center providers do have some comfort in knowing
that a customer, or potential customer, is less likely to enter
into dispute both for reputational reasons and because it
cannot go elsewhere with all operators facing the same
challenges. However, if a data center operator can
overcome these challenges it will have a strong
competitive advantage and its reputation in the market will
only improve.

Darren Culbard
Legal Director
darrenculbard@eversheds-sutherland.com
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The corporate
market:
what’s driving the new normal?
Focusing on:
– further technology needs for businesses will lead to
market pick-up
– new operational themes to address – supply
chains, health and safety and contingency planning
– determining valuations during and post-crisis will
be a challenge

W

ith the Covid-19 crisis, we are facing
an unprecedented humanitarian
and economic global event. The
severity of the immediate impact
of the crisis is certainly greater
than the global financial crisis of 2008/9, and
the economic shock has impacted the wider
TMT sector just like all others. Inevitably this will
impact pure transactional work, e.g. M&A activity,
in the corporate sphere of the technology sector.
Recognizing this challenge, what activity are we
anticipating and what themes can we identify?

The positive news is that the technology sector, alongside
other sectors including food and beverage, healthcare, life
sciences and logistics and distribution, will benefit from
increased investor interest throughout the crisis and
beyond. Certain sub-sectors in the technology sector will
suffer – consumer electronics and IT services will be hard
hit in the short-term as spending commitments in these
areas are withdrawn or paused, with others likely to
perform better – security software will be a beneficiary of
the coronavirus crisis.
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More generally, the crisis will further develop the need for
the application of technology solutions across a broad
range of business sectors. This theme has been developing
for many years already (‘edutech’, ‘regtech’, ‘insurtech’) –
but it will now become an even more ‘horizontal’ sector touching and influencing all modern business practices
and our working and home lives even further. An
immediate increased reliance on e-commerce, remote
working and distance learning is proving that tech has a
critical role in driving the ‘new normal’.
However, there is no business as usual yet. Before
significant transactional activity can be contemplated, and
as a first priority, all businesses are having to safeguard and
secure their own positions, in so far as they can, before
meaningful attention will return to M&A activity. Looking
ahead, and with so much market and valuation disruption,
there will inevitably be strategic opportunities for
acquisition and investment. M&A activity will return – and
many commentators are confident we will see strong
activity levels from the third quarter of 2020 onwards.
When these activity levels do return, there will be both new
and returning themes to wrestle with – supply chains have
been hugely impacted by the crisis, which will promote

The crisis will further
develop the need for
the application of
technology solutions
across a broad range
of business sectors

significant operational change in this area. Due diligence is
expected to reflect renewed areas of focus – health and
safety, business contingency plans, the impact of ongoing
travel restrictions, to name a few. We will be sharing more
commentary on M&A themes applying specifically to the
tech sector in the weeks ahead.
Determining robust valuations during and post-crisis will
not be easy for investors or potential acquirors. It will be
the bold who will be in a position to take advantage of the
inevitable investment and M&A opportunities ahead. To
paraphrase the words of investor Warren Buffet, ‘be fearful
when others are greedy – be greedy when others are
fearful’.

Ian Moore
TMT Corporate Lead
ianmoore@eversheds-sutherland.com
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Survival of the
media sector:
what happens now?
Focusing on:

The government is quickly
becoming a big advertising
spender in print and outdoor
media with its public
information campaign

– contractual issues
– ASA investigations and reviews
– new ways of brand engagement

Covid-19 has of course had a huge impact on the creative
and media industries across the globe. Much content creation
(whether film, TV or digital) has been put on hold and with the
physical retail environment being shut down in many countries,
brands are significantly reducing or halting advertising spend.

W

here advertising spend continues,
brands are having to overhaul
their marketing campaigns to
ensure that their materials strike
the right tone and send the right
message to consumers.
They are also racing to find new and creative ways to
reach consumers with there being a sharp fall in
advertising, particularly out-of-home, events and
sponsorships advertising, as consumers stay at home. Any
businesses that have contracted to sponsor a cancelled
event should seek legal advice on the options available to
them. By contrast, the government is quickly becoming a
big advertising spender in print and outdoor media with
its public information campaign on the coronavirus.
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With the imposition of a nationwide lockdown in the UK,
the Advertising Standards Authority (ASA) has made it clear
that businesses should not exploit consumers’ fears about
the virus to push them into purchasing a product. The ASA
is prioritizing the review and investigation of coronavirusrelated claims, for which they have launched a dedicated
anonymous reporting form. Businesses should carefully
consider the tone and effect of their adverts, seeking
advice where necessary, to reduce the risk of an ASA
complaint against them being upheld.
Gambling operators are also under close scrutiny from the
ASA to ensure that they do not take advantage of
consumers’ vulnerabilities – including anxiety, financial
hardship and boredom – during the crisis period. With
consumers spending more time online – whether they are
working, socialising or for entertainment – there has been
an increased demand for digital content. Brands are having

to find new ways of engaging with consumers to
build relationships and brand value in these
uncertain times, and should ensure such new
approaches are discussed with their legal advisors
to keep within the bounds of the law. The use of AR
/ VR technology allows for innovative ways of
bringing experiences to consumers, and many
brands have made the most of social media by
pairing with influencers to offer tutorials, home
workout classes and Q&A sessions to consumers.
As just one example, the Shanghai Fashion Week
has paired with Alibaba to live stream all runway
shows, making it the first fully digital fashion show.

Andrew Terry
Media Lead
andrewterry@eversheds-sutherland.com
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Chain reactions:
supply, demand and state aid
Focusing on:
Businesses should
consider prudent planning
and early engagement
with customs and other
border authorities

– prudent planning for supply chain issues
– foreign investment screening considerations
– eligibility for continued state aid

COVID-19 has also had an impact on
trade within the TMT sector.
Supply chain issues

Difficulties in obtaining origin certificates

State aid

Many businesses within the sector have been unable to
fulfil their orders due to problems with their supply chains.
Closure of factories as part of various lockdown measures
implemented across the globe has led to depleting stocks.
In addition, temporary border controls and travel
restrictions have been implemented across the EU, with
the UK advising against all non-essential international
travel. While there may be delays in crossing both internal
and external borders due to increased scrutiny, the
intention is to ensure that movement of goods is not
negatively impacted. The European Commission issued
guidance on practical solutions provided under the current
legal framework, in order to ensure a uniform application
of the Union Customs Code during the pandemic.
Businesses should consider prudent planning and early
engagement with customs and other border authorities to
facilitate the timely movement of goods, including
reviewing customs facilitation mechanisms.

Businesses have faced difficulties in fulfilling customs
formalities due to the impossibility to provide origin
certificates in due form (i.e. signed, stamped and in the
right paper format), as in a number of countries contacts
between customs and economic operators have been
suspended due to the COVID-19 crisis. As a result, the
European Commission has examined several ways to
ensure the continuation of preferential trade for the
duration of this extraordinary situation. In particular, the
European Commission has looked into the possibility of
accepting copies of certificates, issuing retrospective
certificates, as well as optimally using approved exporter
status as an alternative to official certificates. This will only
take place during the crisis period and under specific
conditions. The European Commission has, in consultation
with Member States, invited the EU trading partners facing
such situations to engage in a discussion on whether they
would be interested in making use of these exceptional
measures. These temporary measures are already
operational among a number of EU Member States and EU
trading partners.

Both the European Commission and the UK government
have implemented unprecedented state aid measures to
mitigate the economic consequences of the pandemic. The
UK support measures to businesses include an
unprecedented £330bn in loans and £20bn in other aid.
The Government also introduced the Coronavirus Large
Business Interruption Loan Scheme, offering government
guarantees for millions of pounds’ worth of loans to larger
firms. In addition, the EU has updated its Temporary
Framework to allow Member States to support the
economy during the pandemic by providing
recapitalisations and subordinated debt to companies in
need. In order to ensure that COVID-19-related aid does
not distort competition in the EU, the Temporary
Framework sets out a number of safeguarding conditions
which need to be considered when relief measures are
awarded to companies. Despite best efforts, it is likely that
aid awarded by governments will vary greatly from one
Member State to another, leading to distortions of
competition across the EU, which can trigger complaints
and audits.
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Border control:
the tightening of foreign
investment regulation
Focusing on:
– guidelines for foreign investment in the EU
– protecting against opportunistic takeovers
– sectors in the spotlight

Sectors in the spotlight
Most foreign investment regimes across the globe apply to a broad range of sectors
throughout the economy. In recent years, access to technology, IP and related assets
has become more of a concern for governments. By way of example, the acquisition of
Inmarsat plc (a provider of global mobile satellite communications) by a consortium of
Canadian pension funds and US private equity funds led to intervention on the grounds
of national security by the UK Government. The parties were required to offer a
number of remedies around security of supply to the UK Government and the
safeguarding of sensitive information in order to avoid the Secretary of State referring
the transaction to the Competition and Markets Authority for a Phase 2 inquiry.
Technology in relation to healthcare is of course a key focus as a result of the
COVID-19 crisis, and TMT companies will often be regarded as strategically
important. They will therefore likely be a focus for foreign investment
regimes at this time. Critical sectors in a number of jurisdictions include
communications and telecoms, media, and critical technologies
and dual-use goods such as AI, robotics, cybersecurity,
aerospace technology, nanotechnologies and biotechnologies.

Peter Harper
Partner
peterharper@eversheds-sutherland.com

The COVID-19 crisis has provided some momentum to the
expansion of foreign investment regulation around the world,
and many key regimes now encompass the TMT sector.
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Partner
jameslindop@eversheds-sutherland.com
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t EU level, there has historically been
a more relaxed attitude towards
foreign investment with no EU-wide
foreign investment regime. This has
now radically changed. A European
screening mechanism for foreign investment
has been adopted and will be fully in force from
11 October 2020. Even though the regime is
not yet active, on 25 March 2020 the European
Commission (the “Commission”) issued guidelines
to the member states on foreign investment in
light of the COVID-19 crisis (the “Guidelines”). 1

In the Guidelines, the Commission urges member states
with foreign investment regimes to make full use of these
to protect against opportunistic takeovers by third
countries in key sectors during the current crisis. Member
states that do not have such regimes in place already are
urged by the Guidelines to set up a fully-fledged screening
mechanism as soon as possible.
A number of individual member states have been
extending the scope of their own regimes both before and
during the COVID-19 crisis. This includes key jurisdictions
such as Spain, France, Italy and Germany. In addition, the
UK Government has recently become much more active in
intervening in deals which raise national security concerns,
and a series of much more far-reaching reforms have been
in the pipeline in the UK for some time.

1

Guidance to the Member States concerning foreign direct investment and free movement of capital from third countries, and the protection of Europe’s
strategic assets, ahead of the application of Regulation (EU) 2019/452 (FDI Screening Regulation), 25 March 2020

2

Proposed Acquisition of Inmarsat plc by Connect Bidco Limited
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the UK Government has
recently become much
more active in intervening
in deals which raise national
security concerns
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Investment
protection:
increasing certainty and managing risk
Focusing on:
– protection from state interference
– avoiding discrimination
– improving negotiation position

A state’s
discretion is
not unfettered,
even in the
face of a global
pandemic

International investment agreements offer protection for foreign
investors and their investments against expropriatory, unfair or
discriminatory treatment by public authorities.

B

y structuring investments carefully,
investors can often improve their
negotiating position and secure
important protections from harmful
interferences by the state where the
investment is made. Such protections are
governed by public international law, over
and above and independent from contractual
provisions. Properly structured investments can
ultimately allow an investor to invoke the treaty’s
standards of protection in a claim against the
state before an arbitral tribunal, if that becomes
necessary after a dispute has arisen.

Investment treaty protection is ideally considered when
first making an investment, but can generally also be
reviewed through the restructuring of an existing
investment, provided that the dispute in respect of which
the investor intends to rely on investment protections has
not already arisen.
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COVID-19
Many investors will have already been considering
whether various economic and public safety measures
which have been implemented by states responding to
the COVID-19 pandemic may fall foul of applicable
investment treaty protections.
Under international law, states are afforded considerable
latitude in exercising public policy choices. This is
particularly true when responding to an emergency.
Arbitral tribunals have generally recognized the right of
states to implement non-discriminatory measures in
pursuit of a public policy objective.
However, a state’s discretion is not unfettered, even
in the face of a global pandemic. If a measure is arguably
arbitrary, discriminatory, adopted in bad faith, or in the
absence of due process, then a state is at risk of a
treaty claim.

While investment treaty protections will
certainly not insulate an investor from all of
the effects of the COVID-19 pandemic, they
may be an important tool. Particularly
through increasing the likelihood of an
investor’s concerns at least being taken into
account in consultations around any
contentious measures affecting your
investment.
Our experience is that an informed
understanding of an investor’s rights under
investment treaties – by both investors and
states alike - will often help shape a more
productive dialogue around the
appropriateness of any regulations adopted
in your sector. Even in what are, in some
respects, unprecedented times.
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