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Let’s set the scene: Mainland China’s data 
privacy and security regime

• IMPORTANT: Mainland China does not only regulate 
personal data. It regulates all types of data, personal 
data or otherwise. 

• There are more than 300 laws / regulations governing data. 
Not all are legally binding, but in practice they are heavily 
enforced. 

• Before the PIPL, Mainland China had already implemented 
numerous principles on data protection and cybersecurity: 
• Data Security Law
• Cybersecurity Law
• Personal Information Security (PIS) Specifications

• As the PIPL was introduced and subsequently came into 
effect, more legislation and draft regulations were issued:
• Draft Measures on Offshore Data Transfers 

Security Assessment
• Draft Regulations on Network Data Security 

Management
• Guideline for identification of critical/important 

data
• Cybersecurity Review Measures…
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Key Highlights of the PIPL
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Key Highlight 1: Is PIPL China’s response to GDPR?
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GDPR PIPL

Extra-Territorial Effect: 
How wide is the scope? 

• Organisations that are based in the 
EU.

• Organisations based outside the EU 
that:
• offer goods or services 

(irrespective of whether 
payment is required) to EU data 
subjects; or

• monitoring EU data subjects’ 
behaviour. 

• Organisations that are based in Mainland 
China.

• Organisations based outside Mainland China 
that:
• provide services or products to 

individuals in Mainland China;
• analyse or assess behaviour of 

individuals in Mainland China; or
• for any circumstances provided by law or 

regulation.

Heavy fines: 
What are the 

consequences for non-
compliance?

• EUR20 million (circa USD22.4 
million) or 4% of annual global 
revenue, whichever is higher.

• 5% of the organisation’s turnover or RMB50 
million (circa USD7.9 million), whichever is 
higher.

• Suspension of business, or revocation of 
business licence.

• Responsible personnel (e.g. directors, 
supervisors, senior officers and DPOs) may 
be personally liable (e.g. fines, suspension 
of duties).
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Key Highlight 2: Lawful basis for processing
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Notice and 
consent

Necessary to conclude or 
perform a contract or carry out 
HR management

OR

Necessary to discharge statutory 
duties and responsibilities

Respond to public emergencies

News reporting, public opinion, 
and other public interests within 
a reasonable scope

Already disclosed by the 
individual or otherwise legally

However, consent remains the 
only route for collection of 

“sensitive personal information”, 
minors’ data, cross-border 

transfers, etc.

Such consent must be 
“separate” and “specific”. 

Other circumstances provided by 
law or regulation
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“Specific Consent”
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Separate 
Consent

For “each type of processing activity” and
“each type of personal data”. One-off, bundled
consent / general consent clauses cannot be
relied upon.

Required for processing important data, i.e.
data stored electronically which, if leaked, will
cause endangerment to national security and
public interest (excluding state secrets and
personal information)

Processing sensitive personal information, 
third-party transfers and offshore data 
transfers

Draft Measures on Network Data Security Management (for Public Consultation) released by 
CAC on 14 November 2021 



Eversheds Sutherland | 1 March 2022 |

Key Highlight 3: Cross-border data transfers
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• Heavily regulated under the PIPL

• There must be a “business need” to transfer personal information outside Mainland China

• “Separate”, “specific” consent from relevant individuals

• Necessary measures are adopted to ensure the data recipient’s data processing activities 
comply with PIPL standards (e.g. by way of contract)

• Encrypt “sensitive personal information” and “important data”

• At least one of the following has to be fulfilled before the transfer:
• Undertaking CAC-led PIA – mandatory for CIIOs and network operators who process 

data exceeding a certain threshold(?) – self-assessed PIA(?);
• Obtaining certification from a CAC-accredited agency;
• Using standard contractual clauses published by CAC (not yet available); OR
• As permitted by other laws or regulations. 

Additional restrictions apply to certain sectors (e.g. healthcare, financial services, car hailing services)
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Still… uncertainties arise on transferring personal information 
outside Mainland China
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• Keeping local copies of data within Mainland China?

• Filing application for cross-border transfer with local CAC?

• File a copy of the signed data transfer or processing agreement with the local CAC?

• Submit annual report to the local CAC on the status of cross-border transfers of personal 
information and important data?

• Maintain a log of all cross border transfers as internal records for at least 3 years?

• Maintain an effective incident response plan and report all major data security incidents within 
72 hours after an incident has occurred (and in some cases, 8 hours)?
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• Is there a business need for the cross-border transfer?

• Perform a self-assessed PIA prior to the transfer, report the results to 
the relevant industry-specific regulator or the local CAC and obtain 
approval for the transfer. 

• CAC may also carry out PIA on its own. 

• “Core data of the State” – unknown at this stage. 

Cross-border data transfers involving “important data” and “core data 
of the State”
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Key Highlight 4: DPO vs. Designated Representative
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DPO / “personal information responsible 
representative”
(Art 52 of PIPL)

“Designated data protection 
representative” 
(Art 53 of PIPL)

Applicability? • Akin to a DPO under the GDPR
• Applies to personal information handler 

that processes personal information 
up to a “threshold prescribed by the 
CAC”

• Requisite “threshold”: undefined in the 
PIPL - cf. insights in PIS Specifications 
(e.g. personal information of 1M 
individuals, or sensitive personal 
information of 100K individuals)

• Applies to personal information 
handler that is located outside PRC 
territory and analyses or assesses 
the behaviour of a natural person 
located within the PRC

Based in China? • Unspecified in the PIPL • Appointed within the PRC

Qualifications? • Unspecified in the PIPL

Outsource to 
third party 
service provider?

• Unspecified in the PIPL
• So far not aware of any external agency in the PRC that is offering these services 
• CAC acknowledges further clarity through supplementary / draft measures is needed
• Recommend organisations to take a risk-based approach having regard to its 

business operations and amount of PRC personal information processed
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Key Highlight 5: Mandatory Breach Notification

• Similar to the GDPR, the PIPL requires all security breaches involving personal 
information to be reported to the relevant regulators (in practice, this will involve 
the local CAC and the Public Security Bureau) and the data subjects

• Further, under the Draft Measures on Network Data Security Management:

Inform Data Subjects within 3 working days
• no need to inform regulators or Public Security Bureau unless 

criminal activities are involved

Report within 8 hours after the incident, if data breach 
involves
• Important Data; or
• Personal data of more than 100,000 PRC Individuals

Follow up with root-cause analysis within 5 working days
after the breach has been remediated



How should corporates prepare themselves for the new data 
privacy regime in Mainland China?
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Key governance and contractual considerations

• Appropriate data sharing / 
processing agreements
• Updating those provisions to align with PIPL 

requirements

• Annual attestation of compliance with 
industry stands (e.g. info-sec)

• Draft for flexibility – provide for incorporation 
of Model Clauses

• Oversight vs. practicality
• Audit rights on third party processors

• Business continuity and disaster 
recovery
• Establishing RTO/RPO

• Third party security assessments / processor-
engaged audits

• Adjustments to risk profile
• Revisit liability caps for breach of data privacy

• Access requests by regulatory 
authorities
• A duty on third parties to cooperate with 

regulatory authorities where the controller is 
based and notification of access requests

• Regulatory and business change is 
inevitable
• Contracts must promote flexibility to 

accommodate changes

• Data classification
• If an organisation (e.g. financial institution) is 

processing multiple categories of data, data 
categorisation and mapping will be critical

• Adopt security features as laid down in the 
industry-specific guidelines



Eversheds Sutherland | 1 March 2022 | 16



eversheds-sutherland.com
This information pack is intended as a guide only. Whilst the information it contains is believed to be correct, it is not a substitute for appropriate legal advice. 
Eversheds Sutherland (International) LLP can take no responsibility for actions taken based on the information contained in this pack.

© Eversheds Sutherland 2022. All rights reserved.

Frankie Tam
Of Counsel, Technology 
T:  +852 2186 4919
M: +852 9252 5819

FrankieTam@eversheds-sutherland.com

Rhys McWhirter
Partner and Head of Technology (Asia)
T:  +852 2186 4969
M: +852 6415 1739

RhysMcwhirter@eversheds-sutherland.com

HKG_LIB1-#1865906


