
Taking stock
Lorna Doggett examines what has and 
hasn’t been working since the GDPR’s 
introduction last May

L
et’s take stock. The 25 May 2018 
was the implementation day for the 
General Data Protection Regulation 
(GDPR) and was only the beginning. 
Many organisations are finding it 

difficult turning theory and written policies 
into practice. Here are some things we are 
seeing one year on.

Erasure requests
For valid requests there seems to be a genuine 
will and determination from controllers 
to ensure compliance within statutory 
timeframes. By contrast, the right is being 
misinterpreted by many individuals as an 
absolute right. Customers still in a contract 
ask for erasure of all of their data, for instance. 
Addressing this awareness gap in a requestor 
‘friendly’ way can take a lot of time. So, process 
revisions and ready-to-use template letters are 
being created to streamline responses. 

GDPR rights requests generally
Rights request volumes are increasing. Writing 
a policy & process on rights requests is the 
easy part – training colleagues to recognise 
requests and trigger the process is providing 
harder in practice. Rights requests are not 
always recognised. Anyone at an organisation 
can receive one, not only frontline call centre 
staff or HR departments. Requests can be 
made on social media and orally – face-to-face, 
for example, in HR disciplinary or customer 
meetings. This context variability can mean a 
request is overlooked. So, refresher or ‘deep 
dive’ sessions are happening to strengthen 
responsiveness. 

Similarly, the application of exemptions is 
being challenged more by requestors. Simply 
copying in a lawyer does not mean legal 
privilege automatically applies, for example. 
These errors are now starting to be challenged 
in the form of damages claims, as well as or 
instead of complaints to regulators.

Marketing
The interaction between e-privacy rules 
and GDPR still proves to be a flash point for 
conflicts with commercial imperatives and 
misunderstanding. Organisations typically 

had the unenviable task of deciding whether 
to move to a consent-based approach or (if 
indeed available to them as a choice) to rely 
on legitimate interests as the legal basis for 
their marketing data processing. Reports 
on the consequences vary considerably, but 
some clearly have seen a significant drop 
in subscribers by switching over to opt-in 
consent.

On the positive side, unsubscribe requests 
are being dealt with much more efficiently 
and speedily with senders of marketing more 
alive to the risks and investing in technology 
solutions to achieve this.

With more changes on the e-privacy 
horizon in the form of the e-privacy regulation, 
this is still a challenging (visible) aspect of 
compliance to get right.

Cross-border transfers
For many organisations (in particular, 
global groups) a European Commission 
determination of adequacy about the UK 
cannot come soon enough. This won’t 
happen anytime soon. The UK will be a ‘third 
country’ after Brexit. The Commission has 
said it will look at adequacy before the end 
of 2020. However, it may not formally grant 
it by then. Transfers from EU processor to 
UK controllers are concerning many in the 
absence of ‘Standard Contractual Clauses’ to 
fit this scenario. The European Data Protection 
Board and UK’s Information Commissioner’s 
Office (ICO) guidance is silent on this.

Retention
It’s the obvious point. Compliance in practice 
is hard. One year on, the difficulties are 
very real. Few are compliant and they know 
they have risk for data retained in their own 
systems. Add to that the personal data 
breaches happening at ex-suppliers. Standard 
terms from large suppliers did not usually 
accommodate an obligation to certify to the 
controller once erasure/return is completed. 
Audits to check for this are rare. Controllers 
are finding themselves in the uncomfortable 
position of having to report to the ICO 
affected data subjects breaches at processors 
who should not have retained the data. 

Personal data breaches
Certainly the number of breaches reported 
to the regulatory authorities has significantly 
increased. The measure of what is reportable 
still to be understood in practice. Another 
theme we are seeing develop, is that 
processors are not always telling controllers 
of breaches ‘without undue delay’. Some 
reporting several weeks late. Controllers and 
processors are struggling to log the volume of 
breaches internally (the breach log is required 
for all – not only reportable breaches) and 
escalate them accordingly. 

GDPR processor terms
The re-papering continues – few have 
completed the task. Absence of bargaining 
power is a problem. Controllers know the 
ICO would not be receptive to that argument 
but are struggling to get responses from 
processors mid-way through contract terms. 
Processors for their part are struggling with 
volume and standardising risk positions in 
many cases. 

GDPR data record
Many organisations are finding their data 
records difficult to maintain. Many exceeded 
what is required under Article 30 and are 
lamenting the density of information which 
they are struggling to understand. Many 
companies are now going back to the basics 
to make it more manageable. 

Summary 
You are not alone if you are facing these “real 
world” challenges one year on. GDPR is still 
very much in its infancy.
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