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Financial markets: the next generation of cyber threat 

If you can draw any positives from the recent spike 
in cyber-attacks, it’s that senior executives and board 
members now recognise the scale and extent of the 
threat. In our recent client survey, board members and 
General Counsel list cyber-security as one of the top 
risks facing their organisations.1   

Regulators and law makers are also alive to the threat  
and impose on financial institutions increasingly 
prescriptive requirements for information security and 
operational continuity.2

However amidst the scramble to implement GDPR,  
MiFID II and plan for Brexit, have investment and 
clearing banks overlooked the effect that geo-political 
tensions can have on the cyber-threat landscape? Have 
they tested their exposure to state-sponsored attacks 
on the trading floor?

In this discussion paper we explore the evolution of 
the threat and test firms’ preparedness for market-
impacting cyber-breaches.

1 Eversheds Sutherland client survey, 2017-2018; in the Bank of England systemic risk survey (2016) 28% of banks cited cyber as  
#1 risk 

2 for more on this topic see: G-7 guidance on cyber security in the financial sector – Eversheds Sutherland https://www.eversheds-
sutherland.com/global/en/what/articles/index.page?ArticleID=en/Commercial/csp-dec17 and Bank of England Discussion Paper 
– Building the UK financial sector’s operational resilience, July 2018

If a day-trader operating  
from his parents’ house in  
West London can trigger a  
$1tn “flash crash,” it doesn’t  
take a Hollywood script writer  
to imagine that a well- 
funded, well-resourced  
state sponsored actor could  
launch a sophisticated and 
coordinated attack on financial 
markets - in response to  
trade embargoes, a military 
incursion or even a tweet. 

Précis  
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In just over a decade we have seen a 30-fold3 spike in the 
volume, scale and frequency of cyber-breaches. Barely 
a day passes without news of a high profile breach – 
Yahoo!, Uber, Talk Talk, Wannacry (the ransomware attack 
which crippled the NHS) and more recently, Equifax. 
Cisco estimated that ransomware attacks are growing 
more than 350% annually4 whilst Symantec research5  
showed that IoT attacks grew 600% in 2017. But to 
demonstrate how quickly things move, that is already old 
news – the same report suggested that the market for 
ransomware is saturated and cyber-criminals are now 
focusing their efforts on coin-mining6. 

Historically, a large proportion of cyber-breaches were 
designed to extract personally-identifiable information 
(“PII”) and payment card data for ID theft and card fraud. 
ID theft appears to have the prime motivator for Talk Talk  
and Equifax8, for example.  

Indeed, the primary motivation of the attacker was profit. 
Data exfiltration and network intrusions can provide 
attackers with valuable IP, know-how or data, and the 
costs to the affected companies can be substantial. But 
the loss of data is only part of the story. The average cost 
of responding to a data breach is reported to be $3.8m9  

(in costs of investigation, remediation and litigation); in 
the case of a card-issuer this often involves the re-issue 
of cards to affected card holders and acquirers may need 
to process refunds for fraudulent transactions10. For many 
companies, the costs far exceed this figure.

In addition, the new European Data Privacy regime11  raises 
the spectre of sizeable fines (up to 4% of global turnover, 
or €20m) – and that in every affected jurisdiction. But with 
the focus on data privacy, commentators appear to have 
overlooked the fact that financial services regulators can 
apply fines, penalties and sanctions of their own (and in 
every jurisdiction).  

In the case of the UK’s Financial Conduct Authority, 
aggravating factors can drive penalties which may  
dwarf those under GDPR - up 15-20% of “relevant 
revenues” where: 

– the breach caused significant loss to individual 
consumers, investors or other market users

– the breach revealed serious or systemic weaknesses 
in the firm’s procedures, management systems and 
internal controls12  

3 by taking the largest breach reported in 2006 (TJ Maxx) and 2016 (Yahoo), by user-accounts, rounded; it is thought that 
Wannacry infected more than 400,000 workstations – there is no comparable equivalent for 2006-2008

4  Cisco Annual Cyber Security Report – 2018 
5   Symantec Internet Security Threat Report (Volume 23)
6   ibid Symantec. (but since the date of publication the re-balancing of cryptocurrency values may shift the dial again)
7   https://www.bbc.co.uk/news/uk-37990246 
8   https://www.equifax.co.uk/incident.html 
9   “Cost of a Data Breach” – IBM and Ponemon Institute Study – July 2018
10   subject to applicable policies, terms & conditions
11   Regulation (EU) 2016/679 (General Data Protection Regulation) – “GDPR”
12   précis; for detailed input on aggravating factors, mitigating factors and penalty thresholds, refer to FCA Handbook, Decision 

Procedure and Penalties manual.

The evolving  
threat landscape  
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Historically law-makers and regulators have taken a 
technology-neutral approach to regulation, relying 
on systems and controls rules, criminal law or privacy 
legislation. But as the perceived risk has moved cyber 
security out from behind the curtain of a broader 
controls matrix (and as distributed ledger technology 
and cryptocurrencies move the dial13) legislators and 
regulators are increasingly seeking to impose (and 
test) minimum standards for information security and 
operational resilience.  Note for example the EBA 
Guidelines on security measures for operational and 
security risks under PSD214, the New York Department  
of Financial Services cybersecurity regulations adopted  
in August 201715 and the European Network and 
Information Systems Directive (“NIS”) Directive16. The 
GDPR regime imposes more prescriptive security 
obligations than its predecessor, but stops short 
of prescribing what level of encryption it deems 
“appropriate”17. Meanwhile regulators in Hong Kong, 
Singapore, Japan, Canada and Australia all have their  
own suite of regulations applicable to regulated entities.

13 https://www.sec.gov/news/press-release/2017-131
14   https://www.eba.europa.eu/regulation-and-policy/payment-services-and-electronic-money/guidelines-on-security-measures-

for-operational-and-security-risks-under-the-psd2 
15   http://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf for commentary see: https://www.eversheds-sutherland.com/

global/en/what/articles/index.page?ArticleID=en/Financial_institutions/european-financial-tnstitutions-need-to-know-about-
ny-cybersecurity-regulations-010817 

16   Directive (EU) 2016/1148 
17   see Art. 32 – Security of Processing 
18   “Cyber Expert Group” guidelines for ‘Fundamental Elements of Cybersecurity for the Financial Sector – see 2 above

Despite the efforts of the leaders of the G-7 to develop 
a set of uniform guidelines for the banking sector18, 
the reality is that financial institutions operating across 
multiple jurisdictions have to grapple with a complex 
patchwork of often overlapping and conflicting 
regulations. (In the US alone, almost all 50 states have 
breach notification requirements with varying timelines 
and thresholds.)

Firms have a choice to make: take a minimum  
compliance stance, doing only what is required to satisfy 
the regulation in each jurisdiction, or take a ‘high water 
mark’ approach, adopting the standards which reflect  
not only best practice, but also the requirements of the 
most stringent regulator. The reality is that in an era  
where banks and other financial institutions rely on 
globally integrated platforms and infrastructure, it is 
generally more efficient to apply global policies and 
procedures, and adapt to local reporting requirements 
where necessary.

How do regulators and 
lawmakers address the  
cyber-threat?
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Does the SWIFT 
hack herald a new 
generation of threat?

In 2014 a group of hackers known as the Carbanak 
Group19 used a series of spear-phishing emails to install 
a back door into bank systems. Evidence suggests that 
they patiently explored the banks’ network and systems, 
eventually settling on the bank clerks who managed 
international transfers; they took control of the clerks’ 
terminals using a combination of key-loggers, screen-
shots and compromised webcams to initiate SWIFT 
transfers, create mule accounts or authorise withdrawals 
from ATMs. 

In total some 100 financial institutions across 30 
countries were impacted, and as much as $1bn is 
thought to have been expropriated20. The banks are not 
subject to a common reporting regime, but the biggest 
haul is believed to be $81m stolen from the Bangladesh 
Central Bank (this figure could have been as high as 
$950m were it not a typographical error spotted by a 
clerk at Deutsche Bank, who received the instruction).21 

19    The greatest heist of the century: hackers stole $1bn (https://www.kaspersky.com/blog/billion-dollar-apt-carbanak/7519/) 
20   ibid Kaspersky
21   https://www.bbc.co.uk/news/technology-35773061
22   https://www.ft.com/content/2c294406-7cbb-11e5-a1fe-567b37f80b64
23   https://www.theguardian.com/technology/2016/may/27/swift-network-bank-theft-sony-pictures-hack-lazarus-symantec
24   https://www.wsj.com/articles/north-korean-link-found-to-theft-at-new-york-fed-security-firm-says-1491242401 

The SWIFT attack hints at a shift of focus away from low-
value/high-volume identify theft and carding schemes – 
where a data record on the dark web can be bought  
for a few dollars22. Whilst a profit motive still existed 
(perhaps to build up a “war-chest” by expropriating funds 
from soft targets) the nature of the intrusion suggests that 
the key objective was to disrupt the movement of capital 
in financial markets. To add to the intrigue, the malware  
used in the SWIFT attack was found to share common 
code components23 with the North Korean attack on  
Sony Pictures24. 

"Nearly two decades (after 
9-11) the warning lights are 
blinking red again" - this time 
in the form of cyber-attacks 
against the US government 
agencies and corporations."
Dan Coats, US Director of National Intelligence
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What of the  
geo-political threat? 

Since the attack on Sony Pictures25, we have seen an 
escalation in attacks by state-sponsored actors.  The 
threat of military action has been replaced by the threat of 
“cyber-warfare”. The UK’s Head of Armed Forces, General 
Sir Nick Carter, stated that “the risk of cyber warfare with 
Russia is now a greater threat than terrorism.”  Dan Coats, 
US Director of National Intelligence warned that “nearly 
two decades [after 9-11] the warning lights are blinking 
red again” - this time in the form of cyber-attacks against 
US federal and state agencies and corporations26. 
 
In the last few years we have seen attacks on a French 
TV channel by “cyber jihadists” , attacks on the World 
Anti-Doping Agency in response to sanctions on Russian 
athletes28, a sustained DDoS attack on US banks and the 
New York Stock Exchange by an Iranian government 
sponsored group29, the penetration of infidelity website 
Ashley Madison by “hacktivists”30, and of course the 
Russian interference in the 2016 US elections.31  

At the same time, geo-political tensions and military 
incursions are thought to be the motivation behind 
attacks on power grids in the Middle East, the crippling 
“Shamoon” cyber-attack on Saudi Aramco in 201232  
and attacks on US Electric Grids.33 

We live in a world where an ill-judged tweet could 
trigger a destructive, focused cyber-attack on Western 
economies and critical infrastructure – not merely 
designed to extract data or gain competitive advantage, 
but to disrupt and undermine confidence in global 
financial markets.

In response to this growing threat, the UK and US 
governments not only have teams of analysts working 
on defensive cyber-strategies but are also developing 
offensive strategies (though strictly these tactics are 
regarded as being “responsive” or “reactive” to hostile 
activity rather than “offensive” in their own right).34 

25    widely believed by US Intelligence, investigators and commentators to have been carried out in retaliation for the release of  
“The Interview”, where the plot centred around the assignation of Kim Jong-un

26   https://uk.reuters.com/article/us-usa-russia-cyber-coats/u-s-intel-chief-warns-of-devastating-cyber-threat-to-u-s-
infrastructure-idUKKBN1K32M9 

27   https://www.independent.co.uk/news/world/europe/tv5monde-hack-jihadist-cyber-attack-on-french-tv-station-could-have-
russian-link-10311213.html but new intelligence suggests that Fancy Bear not ISIS initiated the attack  

28   https://www.ft.com/content/a20743c2-79da-11e6-97ae-647294649b28
29   https://www.fbi.gov/wanted/cyber/iranian-ddos-attacks 
30   https://www.ft.com/content/e34e06b4-4b3b-11e5-9b5d-89a026fda5c9
31   https://www.wsj.com/articles/u-s-punishes-russia-over-election-hacking-with-sanctions-1483039178 
32   https://www.reuters.com/article/saudi-attack/saudi-arabia-says-cyber-attack-aimed-to-disrupt-oil-gas-flow-

idUSL5E8N91UE20121209 
33   https://www.bloomberg.com/news/articles/2018-03-15/russian-hackers-attacking-u-s-power-grid-aviation-fbi-warns 
34   see for example: NCSC Cyber-Security Strategy 2016-2012 and the US Department of Defence and Department for Homeland 

Security’s Cyber Strategies, respectively
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Investment banks in  
the cross hairs 

35   https://www.fca.org.uk/publication/business-plans/business-plan-2018-19.pdf 
36   Flash-crash’ trader Navinder Sarao pleads guilty to spoofing

We live in a world where 
an ill-judged tweet could 
trigger a destructive, 
focused cyber-attack on 
Western economies and 
critical infrastructure – not 
merely designed to extract 
data or gain competitive 
advantage, but to disrupt 
and undermine confidence 
in global financial markets.

We suggest above that: 

1 the SWIFT attack demonstrates an increasingly 
sophisticated attack vector and a shift of focus 
towards high-value targets in the banking sector

2 the geo-political landscape puts the financial 
services sector (alongside critical national 
infrastructure – energy, water and transport) firmly 
on the front line

3 firms’ compliance policies have been focussed on 
the security of personal data, sometimes to the 
detriment of operational resilience

The integrity of financial markets and exposure to 
cyber risks was identified as a key risk by the FCA in 
its 2018/2019 Business Plan: “fast-paced technology 
changes coupled with poor operational controls, 
successful cyber-attacks and market turbulence (e.g.  
flash crashes) can harm both market participants and 
the wider economy.”35

If a day-trader operating from his parents’ house in 
Hounslow can trigger a $1tn “flash crash”,36  it doesn’t 
take a Hollywood script writer to imagine that a well-
funded, well-resourced state-sponsored actor could 
launch a sophisticated and coordinated attack on 
financial markets - in response to trade embargoes,  
a military incursion, or even a tweet.
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A man-in-the-middle attack, and/or compromise of 
multiple user credentials (extracted by a spear-phishing 
campaign, for example) could give a threat actor 
access to electronic trading platforms or electronic 
communications networks. To have maximum effect, it 
would do this across multiple front office teams, before 
– for example - simultaneously placing large orders in 
securities, commodities, derivatives, or foreign currencies 
and immediately cancelling those orders.

Any form of layering, spoofing  
or simulated pump-and-dump  
could be sufficient to cause  
price dislocation before the  
anomaly could be identified  
and trading suspended.

The SEC has warned investors about the risks of “pump-
and-dump” schemes using “fake news” stories and 
uncorroborated articles by insiders or “analysts” in respect 
of securities or cryptocurrencies37. Less has been made 
of so-called “trash-and-cash” schemes where investors 
take short positions on certain equities before “trashing” 
that stock and exiting their positions; if executed in a 
concerted manner across multiple brokers, a trash-and-
cash could have a market-impacting effect. 

To date SEC indictments have been focussed on small-
scale stock promotion schemes38 but special counsel 
Robert Mueller’s probe into the 2016 US election39  
underscores the ability of hostile foreign governments  
to not only shift voter preferences but also to move 
markets through the dissemination of misleading 
information.

It is not beyond the realms of possibility to imagine a 
subtle manipulation of market data feeds or indices  
which may go undetected for a sufficient period of time 
to cause significant market disruption and an erosion  
of confidence.

Finally, given the reliance of most firms on complex 
algorithms, automated trade execution and straight-
through-processing, any compromise of the underlying 
algorithms, or an interception or re-routing of buy/sell 
instructions could drive pricing anomalies, and hamper 
end-of-day settlement, assessment of risk exposure and 
regulatory reporting requirements.  

All of these activities could have a fundamental and 
systemic impact on national or global markets.

37   https://www.investor.gov/additional-resources/news-alerts/alerts-bulletins/investor-alert-public-companies-making-ico-related 
38   for example: https://www.sec.gov/sec-obtains-final-judgment-against-orchestrator-pump-and-dump-scheme 
39   https://www.nytimes.com/2018/07/13/us/politics/mueller-indictment-russian-intelligence-hacking.html 

The plunge of May 6

Source of Flash Crash image: Reuters.
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Concluding  
comments

Given the threats to operational continuity and the 
stability of financial markets (and in the face of highly 
motivated and well-funded adversaries) it is critical  
that firms constantly assess and manage the threats  
facing their organisations, and everyone who interacts 
with them. 

The Bank of England’s policy statement on operational 
resilience and cyber risk refers to “the ability of firms,  
and the financial system as a whole, to absorb and adapt 
to shocks.”40     
 
Financial Services Regulators recognise that cyber-
attacks are part of the new-normal. They do not expect 
that firms will repel every attack but put the focus on 
holistic processes, systems and controls (across their own 
organisations and personnel, as well as their interfaces 
with other financial institutions, exchanges and market 
participants) sufficient to respond to the evolving threat. 

40   https://www.bankofengland.co.uk/financial-stability/financial-sector-continuity. See also speech delivered by Charlotte Gerken, 
Director, Supervisory Risk Specialists, Bank of England at Operational Risk Europe 2017 Conference, London, June 2017
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Practical 
considerations 

 vulnerability testing must include all systems, 
networks, components and interfaces –  
including third party platforms, data feeds, and  
communication protocols.  As well as patching 
for known vulnerabilities, firms must recognise 
that adversaries will exploit unknown (zero-day) 
vulnerabilities and ongoing intrusion detection and 
monitoring is essential

 employee awareness training must extend to the 
trading floor – employees must undergo rigorous, 
scenario-based training to help them recognise and 
report anomalous activity

 firms must establish information sharing protocols 
with other financial institutions, industry bodies, 
intelligence agencies and Government CERTS to 
encourage early threat identification and mitigation

 robust third party vendor management processes 
must be maintained to ensure that detailed diligence 
is carried out and third parties’ access is subject to 
“least privilege” principles 

 business continuity plans must be tested to ensure 
that back-up data is segregated and data/systems 
can be restored quickly restored after an event, with 
minimal impact to the bank, to customers and clients 
and to the broader market 

 security incident response plans must be tested to 
ensure that firms can quickly respond to, mitigate  
and recover from events and incidents 

41   note Bank of England’s statement on its proof-of-concept for the use of Blockchain for Real-Time Gross Settlements (RTGS) 

"We strongly encourage 
firms to evolve and instil 
within them a holistic 
'security culture' - covering 
not just technology, but 
people and processes too."
Nausicaa Delfras, Director of Specialist Supervision  
FCA (FT Cyber Summit 2016)

 firms must ensure that clear reporting lines are 
in place so that key stakeholders are engaged 
and briefed – from the C-Suite to Legal, Risk & 
Compliance, HR and External Communications -  
and that lessons are learnt from past mistakes

 firms may explore the use of blockchain 
technologies41  to increase the security (and reduce 
the time and costs) of clearing and settlement 
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This briefing is not generally available and may not be 
shared outside your organisation without consent of 
the authors.

Copyright: Eversheds Sutherland (International) 
LLP 2018

Disclaimer
This briefing is designed as an overview of the topic 
and does not constitute legal advice. Specialist 
advice should be sought based upon your individual 
circumstances. 

Data protection and privacy statement
Your information will be held by Eversheds Sutherland. 
For details on how we use your personal information, 
please see our Data Protection and Privacy Policy.

Disclaimer 
and notices
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