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Global reach - As the global
regulatory environment continues
to increase in complexity and
volatility, our 100+ team members
provide depth and breadth of
coverage internationally.
Local knowledge - our privacy lawyers are on the ground
around the globe from the U.S. to Europe, to Asia and the
Middle East, so we have deep knowledge of the full
patchwork of international privacy laws and their
enforcement.
Deep sector knowledge - there are no one-size-fits-all
solution, and companies, as well as industry sectors,
require advice.
Our team has vast experience in advising on:
–

developing strategic compliance globally

–

data analytics

–

AI

–

launching new products through to day to day queries

–

supporting litigation, human resource, IT and sales &
marketing endeavours

–

handling any breach responses or enforcement
actions

Highly respected
Cybersecurity and
Privacy Law
practices

2,300

+

lawyers across
Eversheds Sutherland

100+

Cybersecurity and
Privacy law lawyers

30+

countries in which
Eversheds Sutherland
has offices

Business enabling - we deliver clear legal solutions to
enable the widest range of options for decision-makers.
Business focused - from increasing pressures on GCs and
CISOs, to heightened threats and regulatory uncertainty
and “compliance fatigue,” we bring greater clarity,
simplicity and even opportunity.
Battle tested - if a breach occurs, we have a deep bench of
experienced professionals to calmly handle every aspect.
This includes notifications and regulatory actions as well as
the most complex, bet-the-company litigation and even
congressional or parliamentary investigations/inquiries.

65+

offices across Africa,
Asia, EU, the Middle
East and the US
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GDPR
GDPR is new, EU-wide data protection legislation to
replace the current 20-year-old EU data protection laws.
It is designed to be “future-proof” against technological
developments, and it hopes to harmonize data privacy
laws across the EU. It requires greater transparency and
accountability from companies, and imposes greater
privacy protections for individuals. Regulators have a
range of significant sanctions to enforce compliance,
even over US companies.

Your key contacts
Paula Barrett
Co-Lead of Global Cybersecurity and
Data Privacy, UK
T: +44 20 7919 4634
paulabarrett@eversheds-sutherland.com

Michael Bahar
Co-Lead of Global Cybersecurity and
Data Privacy, US
T: +1 202 383 0882
michaelbahar@eversheds-sutherland.com

How is this European law relevant to me
in the US?
GDPR has extraterritorial reach beyond the EU—including
into the US—and it will shape market forces to reward
those firms that meet GDPR standards and the
expectations they engender.

–

GDPR will also place legal obligations on service
providers when providing services on behalf of their
European clients, exposing those service providers
to direct enforcement action from EU regulators and
exposure to individual claims, as well as contractual
claims from their clients

–

staff and customers in the EU are also aware of their
new rights and they will increasingly direct their
business to those companies that are meeting
those expectations

As a matter of law, you will have to comply with GDPR
if you:
–

target your offering of goods or services to individuals
in the EU (even if it’s for free)

–

monitor the behavior of individuals who are in the EU
including for purposes such as behavioral advertising

–

provide services to EU clients that involves using
personal data, for example, by hosting EU personal
data on US-based servers

–

provide centralized IT systems or data storage
functions for your enterprise which contain personal
data about the employees and customers of any EU
subsidiaries

Even if you are not directly responsible under GDPR
requirements, you may be indirectly impacted and forced
to comply to maintain market share.
–

businesses which must directly comply with GDPR
are already increasing their due diligence on their
suppliers and service providers—including those
within the US—to ensure they measure up to GDPR
obligations, a process which will only accelerate

Why should I care?
Many US Companies need to care about GDPR because:
1.

There is great opportunity. GDPR compliance may be
a cost of new/continued entry into the highly
lucrative European market, either directly or via
GDPR’s third-party requirements.

2.

There is great peril. GDPR carries with it strict
reporting requirements and an empowered
regulatory regime. EU regulators are armed with the
authority to mandate audits and to levy stiff fines for
non‑compliance of up to the higher of €20 million
or 4% of annual global turnover across all
business sectors.

Even the failure to provide an individual with a copy of
their personal data when required can trigger fines, let
alone an actual breach, and there is no materiality
threshold for breaches.
In addition, each affected individual can sue for breach
—even if there is no financial loss.
Individual EU countries can—and some may—choose to
add criminal law sanctions, as well as personal liability
for corporate officers.

Is it all pain or is there also promise?

–

security will remain critical and there will be new
requirements to ensure data storage and retention is
clear in advance, as are data transfers to outside the EU
and the basis on which they are made, such as
Privacy Shield

–

systems and processes will need to be able to cope
with individuals exercising their GDPR rights, such as
the right to be forgotten or of erasure and data
portability

Your organization can use GDPR to:
–

take a lead in the market, showing clients, customers
and staff that you are aware and able to comply with
these new requirements and expectations,
distinguishing you from those organizations who fail to
adapt to these new standards.

Although the new requirements will be challenging and
expensive, they also present new business and service
opportunities.

Above all, businesses will now be expected
to know what personal data they are:

What does GDPR compliance require?

–

collecting, sharing and using

GDPR requires a new approach to privacy and the
protection of personal details and their use. Organizations
will be expected to plan for privacy and integrate the
principle of data minimization into their business processes.

–

why it is needed

–

what it is used for

–

why that is lawful

–

how long it will be kept for

–

where it goes around the world

By law, systems, products and processes will need to be
designed for privacy by design and by default. Additionally:
–

any collection and use of personal details will need to
be transparent

–

privacy policies will need to be clear and contain far
more detail by law than is often currently provided

–

use of personal data (which is broader than PII) will
need to be based on specific, limited lawful use
grounds and comply with stronger individual rights to
ensure organizations are accountable for their use of
personal details

–

the use of consent will be far more regulated and will
be harder to obtain and rely upon

There will be a new legal obligation to have appropriate
policies and to keep records to demonstrate how the
organization complies with GDPR requirements.

If I comply with GDPR, have I met my
requirements under US State and
Federal Regulations?
No, as detailed and onerous as GDPR is, there will be
important differences among U.S. federal and state
regulatory requirements, as well as differences with other
global jurisdictions. Additionally, any required
notifications to one will not necessarily satisfy notification
requirements to the others.
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Eversheds Sutherland have been entrusted by clients across a
spectrum of regulated and non-regulated sectors to work with
them on their GDPR programs, helping them to plan, budget and
implement their compliance projects, as well as assessing their
strategy and response to the change in risk profile.
View our GDPR hub to find our more information:
www.eversheds-sutherland.com/gdpr
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Contacts
US

Austria

Michael Bahar, Co-Lead of Global Cybersecurity
and Data Privacy
T: +1 202 383 0882
michaelbahar@eversheds-sutherland.com

Georg Roehsner, Partner
T: +43 664 355 0887
georg.roehsner@eversheds-sutherland.at

Bob Owen, Partner
T: +1 212 389 5090
robertowen@eversheds-sutherland.com
Mary Jane Wilson-Bilik, Partner
T: +1 202 383 0660
mjwilson-bilik@eversheds-sutherland.com
Tony Ficarrotta, Associate
T: +1 202 383 0819
tonyficarrotta@eversheds-sutherland.com

UK
Paula Barrett, Co-Lead of Global Cybersecurity
and Data Privacy
T: +44 20 7919 4634
paulabarrett@eversheds-sutherland.com
Liz Fitzsimons, Partner
T: +44 122 344 3808
lizfitzsimons@eversheds-sutherland.com
Gayle McFarlane, Partner
T: +44 121 232 1262
gaylemcfarlane@eversheds-sutherland.com

Belgium
Koen Devos, Partner
T: +322 737 9360
koendevos@eversheds-sutherland.be

China
Jack Cai, Partner
T: +86 21 61 37 1007
jackcai@eversheds.com
Sam Chen, Senior Associate
T: +86 21 61 37 1004
samchen@eversheds.com

Estonia
Tambet Toomela, Partner
T: +372 622 9990
tambet.toomela@eversheds-sutherland.ee

Finland
Tiina Ashorn, Partner
T: +358 10 684 1617
tiina.ashorn@eversheds.fi
Markku Varhela, Partner
T: +358 10 684 1457
markku.varhela@eversheds.fi

France
Gaetan Cordier, Partner
T: +33 155 73 40 73
gaetancordier@eversheds-sutherland.com

Germany
Alexander Niethammer, Partner
T: +49 89 54 56 52 45
alexanderniethammer@eversheds-sutherland.com
Lutz Schreiber, Partner
T: +49 40 80 80 94 444
lutzschreiber@eversheds-sutherland.com

Hong Kong
Jennifer Van Dale, Partner
T: +852 2186 4945
jennifervandale@eversheds.com
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Hungary

Qatar

Agnes Szent-Ivany, Partner
T: +36 13 94 31 21
szent-ivany@eversheds-sutherland.hu

Dani Kabbani, Managing Partner
T: +97 44 49 67 386
danikabbani@eversheds-sutherland.com

Iraq

Romania

Tawfiq Tabbaa, Managing Partner
T: +96 26 56 30 810
tawfiqtabbaa@eversheds-sutherland.com

Mihai Guia, Partner
T: +40 21 31 12 56 1
mihaiguia@eversheds.ro

Ireland

Russia

Marie McGinley, Partner
T: +353 1 6441 457
mariemcginley@eversheds-sutherland.ie

Victoria Goldman, Partner
T: +78 12 36 33 37 7
victoria.goldman@eversheds-sutherland.ru

Italy

Saudi Arabia

Andrea Zincone, Partner
T: +39 06 893 2701
andreazincone@eversheds-sutherland.com

Faisal Tabbaa, Deputy Managing Partner
T: +96 26 56 60 511
faisaltabbaa@aldhabaan-es.com

Massimo Maioletti, Senior Associate
T: +39 02 89 28 71
massimomaioletti@eversheds-sutherland.com

Singapore

Jordan

Sze-Hui Goh, Partner
T: +65 63 61 98 28
sze-huigoh@eversheds-harryelias.com

Nadim Kayyali, Partner
T: +96 26 56 30 811
nadimkayyali@eversheds-sutherland.com

Brian Law, Counsel
T: +65 63 61 98 33
brianlaw@eversheds-harryelias.com

Latvia

South Africa

Agris Bitáns, Partner
T: +371 6 728 0102
agris.bitans@eversheds-sutherland.lv

Lauren Kelso, Partner
T: +27 31 940 0501
laurenkelso@eversheds-sutherland.co.za

Lithuania

Tanya Waksman, Partner
T: +27 87 358 9889
tanyawaksman@eversheds-sutherland.co.za

Rimtis Puišys, Partner
T: +370 5 239 2391
rimtis.puisys@eversheds.lt

Mauritius
Nitish Hurnaum, Partner
T: +230 211 0550
nitishhurnaum@eversheds-sutherland.mu

Netherlands
Ingrid van Berkel, Partner
T: +31 10 24 88 046
ingridvanberkel@eversheds-sutherland.nl

Poland
Pawel Lipski, Partner
T: +48 22 50 50 772
pawel.lipski@eversheds-sutherland.pl
Tomasz Zalewska, Partner
T: +48 22 50 50 796
tomasz.zalewski@eversheds-sutherland.pl

Spain
Vicente Arias Máiz, Partner
T: +34 69 909 65 25
varias@eversheds-sutherland.es

Sweden
Richard Jacobsson, Partner
T: +46 85 45 32 216
richardjacobsson@eversheds-sutherland.se

Switzerland
Monika McQuillen, Partner
T: +41 44 204 90 90
monika.mcquillen@eversheds-sutherland.ch

UAE
Nasser Ali Khasawneh, Managing Partner Middle East
T: +97 14 389 70 03
nasseralikhasawneh@eversheds-sutherland.com
Geraldine Ahern, Partner
T: +97 14 494 25 21
geraldineahern@eversheds-sutherland.com
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