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Welcome to the Eversheds Sutherland international IT
handbook, highlighting a selection of recent
transactions, new initiatives and other hot IT topics.
This handbook provides insight into the quality of our experience,
geographical reach and breadth of our client relationships in
terms of the full range of IT transactions.
Whilst our work includes complex, very large and headline making
deals, our work on all transactions is driven by a number of
common factors – a relentless focus on quality, strong client
relationships and a desire to assist our clients in delivering their
strategic objectives, wherever they may be in the world.
Whatever your end goal, big or small – if it is important to you, it is
important to us. We very much look forward to working with you.

Key contacts
Simon Gamlin
Partner
T: +44 20 7919 4689
M: +44 776 289 6040
simongamlin@eversheds-sutherland.com

Peter Quittmeyer
Partner
T: +1 404 853 8186
M: +1 404 626 4927
peterquittmeyer@eversheds-sutherland.com
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The Eversheds Sutherland
international IT team
Eversheds Sutherland benefits from a highly experienced team of IT
lawyers on a global basis. We will have undoubtedly advised others
before you, on the issues your business is facing. This eliminates any
concern you may have about your lawyers getting ‘up to speed’. In
addition to working for major corporate and public customers across
the globe, we also act for approximately 250 IT suppliers including those
supplying software, systems and IT services and products to consumers
and/or businesses. This means that we understand the pressure points
from both perspectives and can help you strike the right deal which is
deliverable and meets your goals.

IT outsourcing

ERP projects / software audits

Our Outsourcing team has an enviable track record, having
worked on some of the largest outsourcing deals of recent
years. Our focus is always on the key commercial drivers
behind any outsourcing transaction and managing the risk
appropriately – concentrating on areas such as service
delivery, pricing and ensuring flexibility is embedded into the
relationship. What is key in the current market is extracting
value from the relationship and our advice always helps you to
deliver that value. We have over recent years facilitated many
major IT outsourcings in the technology, media and telecoms
(TMT), financial services, diversified industrials, transport,
consumer, retail, energy and mining sectors.

We understand the importance of ERP projects. They can
provide a real opportunity for a business to transform in a
manner that enables it to innovate, stay ahead of the
competition, assist with meeting increased regulatory
demands and help ensure processes are documented and
secure. However, at the same time, a repeat message from
any survey of ERP implementation is that cost and schedule
overruns are common and businesses struggle to realize the
anticipated benefits from their ERP implementation.

Technology procurement
Our lawyers have in-depth experience of the industry and
advise on the full range of technology transactions. These
incorporate complex software and technology licensing
procurements including software and platform
implementations, managed data and network arrangements,
software as a service and other cloud arrangements. In
addition to this, we deal with data center and hosting
transactions (including leases and services arrangements),
hardware supply transactions, website development and all
aspects of e-commerce.
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With the experience that Eversheds Sutherland has
advising customers on these types of projects, we can add
genuine value and help ensure that you maximize the
upsides and manage some of the inherent risks, with these
types of project.
Software audits have become a normal way for software
owners to verify their customers’ software usage, to identify
gaps between usage and contracted rights, and to charge fees
for additional licenses to close the gaps. Today software audits
and the resulting charges represent a multi-billion-dollar
business and are a source of revenue for software owners.
Eversheds Sutherland has experience throughout the globe
of assisting licensees navigate the audit process from start
to finish.

Telecoms

Human resources and pensions

The global telecoms industry is developing at a rapid pace.
Continuing developments include the growth in significance
in tablets and smart phones and smart cities to name just a
few. Eversheds Sutherland is one of only a handful of law firms
with in-depth experience in telecommunications,
with major US, UK and international telecommunications
practices.

HR issues pervade the sector, not least as people are always
behind the creativity that drives technology. We regularly
assist technology businesses with TUPE issues, general HR
and pensions matters, as well as providing strategic advice
relating to international change management projects,
pension scheme variations and trade union/works
councils’ issues.

We represent companies of all sizes, from promising start-ups
to established domestic and international corporates. We also
advise institutional, venture capital, private equity and
individual investors and lenders who invest in, buy, sell and
finance TMT businesses. Our lawyers have an in-depth
understanding of the network infrastructures and
architectures, and a working knowledge of the key existing
and emerging technologies that are prevalent in this sector essential, in our view, for lawyers working on communications
network infrastructure and services projects. And, unusually
for a law firm, we are corporate members of the leading
communications industry organizations.

Technology and communications disputes
IT/Technology and communications systems are vital to every
organization. Combined with constant innovation and
change, disputes arise regularly and often touch upon a
variety of areas. Our experience covers disputes relating to
ICT outsourcing, system procurement and implementation,
FinTech, mobile, software and hardware development and
licensing, joint ventures, cloud/data centers, system outages,
data/system security breaches, regulatory investigations
and injunctions.
Working seamlessly with our non-contentious IT colleagues,
our extensive legal and sector experience, combined with
commercial pragmatism and a deep understanding of key
technologies, allows us to provide advice which cuts through
the complexity. Proactively, we provide strategic and tactical
advice to achieve the best practical solution, whether
commercially sensitive solutions to preserve the relationships
that matter or route maps to enhance your position and
protect your interests.
Where appropriate, we also make best use of litigation and its
alternatives, such as arbitration, early neutral evaluation,
expert determination and mediation. Through our client
training sessions, we can also help you reduce risk and avoid
disputes altogether.
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Cutting edge issues
We regularly help our clients with new legal issues
affecting their evolving businesses – be it around AI, cloud,
blockchain, open source, convergence or new licensing
models. We set out below just a few areas that we are
focused on with our clients right now.

Market overview –
our perspective
Technology, and its pace of, and potential for, development, is an
inspiration. As technology moves, we are challenged to be creative
– to identify options, to find innovative solutions, to enable the
pursuit of technological and business goals whilst retaining control
of risk. This is where Eversheds Sutherland excels.
We are at the cutting edge in terms of our understanding
of the shifting technology environment and can help you
with the resulting legal issues. We have a large group of
specialists who focus on IT, which means we can provide
you with the help you need at the right level and the right
times.
We understand your industry and how technology
companies operate. This experience hasn’t just been
gained by representing technology businesses, we have
also seconded team members to companies including
Accenture, Vodafone, HP and Cisco.
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GDPR
Public awareness and perception of data protection issues
has fast made compliance with data protection laws a key
concern for businesses. The implementation of the
General Data Protection Regulation (GDPR) in May 2018
will significantly impact how organizations collect and
process personal information and it will present new
compliance challenges. There will be up to 4% worldwide
annual turnover fines for infringement of the GDPR and
individuals will also have considerably strengthened (and,
in some cases, new) rights.
In order to meet the requirements of the GDPR, businesses
will need to assess their existing privacy practices
(including consideration of which parts of their group are
affected since GDPR will have extra-territorial reach
outside the EEA, in some cases) and determine where
there are compliance gaps. This is a significant exercise,
particularly as many businesses do not have a clear sense
of what their existing practices are and what personal data
they process or where it is being processed. Suppliers who
process personal data on behalf of their customers,
including those providing cloud services, will be
particularly affected as they will be subject to direct legal
obligations under GDPR, in addition to their customers
expecting more robust contractual terms.

Unfortunately, as the final form of the GDPR took so long
to be decided, many businesses have been distracted from
starting their preparation because of other (more
immediate) data protection issues, such as the ECJ case
invalidating safe harbor, which forced thousands of
organizations to divert resource to dealing with cross
border transfers. Only now are businesses starting to invest
in, or acquire budget for, advice on the detailed application
of the GDPR.
With little over a year to go, these same businesses will
need to expend their budget and time on their key GDPR
priorities. Eversheds Sutherland can help you to identify
these priorities and navigate the compliance roadmap
accordingly.
Our Privacy team has already been entrusted by clients
across a spectrum of regulated and non-regulated sectors
to work with them on their GDPR programs, helping them
to plan, budget and start their compliance reviews, as well
as assess their strategy and response to the change in risk
profile. We have tried and tested practical advice to offer,
including in relation to the following:
– territorial scope and application
– data processor obligations
– data security and breach reporting
– international data transfers
– governance (privacy impact assessments, data
protection officers and more)
– non-compliance: enforcement and sanctions
– profiling
– data subjects’ rights
Our combined legal and compliance consulting team, will
help you understand the current compliance landscape
and path to compliance.
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e-signatures

Cyber security

In the era of the “digital economy” (with nearly 1/3 of
shopping done on-line1 and 44% of UK online payments
made using a mobile device2), companies are
increasingly questioning why their contracts and
customer/supplier interactions cannot be moved to
an entirely paperless model.

The threat of cyber security breaches is increasing - 90%
of large organizations report that they have suffered an
information security breach, an increase of 9% since 2014.

Banks, insurance companies, retailers, telcos, utility
providers, software/app vendors and airlines have all been
successful in shifting some (if not all) of their consumer
contracting to an online model, ticking a box sufficient to
confirm a transaction and accept associated T&Cs.

– regulatory issues

To tackle the B2B market, providers of e-signatures have
proliferated, encouraged by favorable regulatory regimes
in Europe, the US and further afield. DocuSign claim that
50 million customers in 188 countries use their service3;
Adobe assert that an e-signature solution can “cut the cost
and hassle of paper-based tasks,” and “speed business
transactions.”4

Information security breaches for big brand names
continue to grab the headlines but these tell only part of
the story. The UK Government’s 2015 Information Security
Breaches Survey highlights the increasing prevalence,
scale and cost to businesses large and small throughout
the UK. The average cost (to surveyed companies) caused
by a breach, including business disruption, regulatory fines
and compensation, has increased to as much as £311,000
for small businesses and £3.47m for large organizations.

However the absence of globally harmonized legislation,
coupled with cumbersome local laws, have led to
uncertainty around the scope of application and validity of
e-signatures. Likewise “Cloud” delivery models (employed
by the majority of service providers in this field) present
challenges, particularly from the point of view of data
security and data residency.
Introducing electronic contracting requires a mix of
technology, legal advice and practical experience. Our
Technology team, together with ES Consulting, can help
you define business objectives, manage vendor due
diligence and assist with the implementation of
streamlined contracting processes

With the strength of our
global network, we can
help multi-national
clients define global
policies, taking into
account local law,
custom and practice.
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Serious consequences can follow such a breach,
including:

– business liability
– damage to reputation
– costs of remediation

The damage to reputation and trust, as well as loss of
confidential information, intellectual property and trade
secrets, can be far more significant and impossible to
repair. Information security breaches can come from
inside the organization, for example from disgruntled
employees or those who are leaving to set up in
competition, as well as the more widely reported theft or
loss of electronic devices or malicious cyber-attacks.
Information security is a continuing and critical challenge,
to which the response cannot be regarded as simply
technical. The way an organization prepares can both
reduce the likelihood of a breach incident occurring and
improve the outcome should an incident occur.
Our wealth of experience has given us an understanding
not just of the law in this area, but also of the way in which
to approach its application practically both before and
after information security breaches, helping you to
prepare, prevent and respond when the worst occurs.
Using our international reach, we can help to develop
these solutions in a way that make sense for your
business globally.
1 IMRG Capgemini e-Retail Sales Index 2016.
2 Adyen Mobile Payments Index 2015.
3 www.docusign.co.uk/company
4 https://acrobat.adobe.com/us/en/documents/esignatures.html

Digital finance
Digital is a priority for financial institutions around the
world. Mobile banking is the norm and online investment
platforms and innovative payment services continue to hit
the market. With the pace of change set to accelerate even
further, we offer FinTech lawyers with a global coverage to
help you capitalize on the opportunities presented by a
digital offering, including those issues relating to
insurance, payment services, data privacy, regulatory
compliance and social media.
Our full service Digital Financial Services group draws
together lawyers and consultants from across our practice
areas. The group operates in conjunction with our product
teams to support financial institutions, whether in
connection with the development of their in-house
capabilities or on the acquisition of FinTech companies.
Our experience of digital project delivery, broad
knowledge and use of regional teams allows us to deliver a
cost effective solution.
We focus on innovation in financial services, including
mobile payments and e-money. We have legal directory
ranked teams in payments, data privacy, consumer credit,
financial services regulation, insurance and consumer law.

Start-ups and scale-ups
Eversheds Sutherland is passionate about helping tech
start-ups, scale-ups and fast growth businesses flourish
and reach their potential both locally and internationally.
We tailor our advice to meet your needs for the particular
stage of your company’s evolution and as you expand and
grow, whether into new territories with offices globally,
new business segments and/or through to successful exit.

Our team can help you navigate the key legal risks and
issues in growing a business and will work with you to
protect your business from the outset. Whether it is
ensuring your IP is protected, leasing property, futureproofing your contracts, raising funds, understanding the
regulatory regime(s) in which you operate, addressing data
privacy obligations or otherwise, we are here to help you.
Whatever the focus of your business we can support you
to the right level, at the right price and for the long-term.

IoT and “Connected”
Internet of Things and “connected” everything are current
phenomenons. Many of the legal issues touched upon
above come to the fore when procuring or selling IoT and/
or connected products and services. Privacy and cyber are
two key areas in this respect. You need a legal advisor that
can help you overlay legal compliance and produce fit for
purpose contracts, which factor in the complex matrix of
technology from the front-facing product or service,
through to its various interactions with other devices and
the internet (including network connectivity) and the
resulting data flows.
Where personal data and/or consumers are involved, it is
even more important to be able to ensure the way the
technology is built / delivered to customers and how data
is captured and used is fully compliant and explained to
them as part of the customer journey. We have acted
extensively on IoT deals across the globe over the last few
years and you will be in safe and knowledgeable hands, in
working with us.
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> The internet of

The internet has become an essential part of our daily lives – we are reliant on internet-enabled devices to
keep up to date with current affairs; to communicate with customers, suppliers, friends and family; to process
bank transactions and to order our groceries. Our business operations rely heavily on information systems very few activities can be completed without an interaction with technology.

everything

Since the Industrial Revolution, we have developed technologies to help us mechanize and automate processes,
drive efficiencies, increase output and reduce manual labor. However it is only recently that technology has enabled
otherwise inanimate objects to speak to each other, and the people who control them.
Cars, watches, heating systems, traffic lights, bridges, buses, trains, fridges and even toasters, are now equipped with
computer chips and fixed or wireless connectivity which enables them to store and transmit data.
We refer to this connected world as the “Internet of Things” or “IoT”.
IoT offers an exciting new array of services and functions which can facilitate day-to-day activities, reduce operating
costs, improve customer-interactions, monitor our health and minimize the risk of industrial accidents.
IoT also poses a new set of practical and regulatory challenges:
–
use of Big Data and analytics
–
consumer rights and remedies
–
ownership and protection of intellectual property rights
–
customer consents under the scrutiny of new privacy laws
–
data security vulnerabilities of connected devices
–
connectivity, international standards and “Open” APIs
–
contractual arrangements and specifications
–
liability and risk for failure of an “intelligent” device
–
compliance with fixed and wireless equipment regulations
–
import and export requirements

Transport

In this document, we set out some of Eversheds Sutherland’s experience in IoT across a range of industry sectors.

Technology

Energy

FinTech
Smart
Manufacturing
Pharmaceutical
Automotive

Smart Cities

Consumer
Renewables
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Cloud
Adoption of cloud computing is surging but our 2016
global survey - and experience in the field - is showing
that regulatory (including privacy) and other contractual
obstacles are still causing some deals to break down
during negotiations and that adoption in some countries
is slower. Those suppliers who have spent time carefully
pre-thinking through the customer concerns
and regulatory requirements placed on their potential
customers, and who have factored these concerns into
their standard contractual documentation, will be clear
winners in terms of speed to contract as well as lessening
the number of deals that their potential or actual
customers walk away from. Customers who understand
the market position of cloud vendors and what is
reasonable (or not) to expect and where they must agree
changes to be legally compliant will also be net winners
in adopting this technology.
Whilst there are difficult regulatory and contractual issues
to work through from both parties’ perspectives, our view
is that more engagement around difficult issues at the
outset will lessen the need for protracted negotiations and
save time and money on both sides. This is where we can
excel at helping you. We have significant experience in
working on cloud deals and negotiations (including
software as a service, platform as a service, infrastructure
as a service and newer models of “everything as a service”)
for both customers and suppliers and in relation to the
regulatory issues. We have drafted standard templates and
clauses and provided extensive training in this area. We can
help you get to the key issues fast to agree a fit for purpose
and fair contract while ensuring legal compliance in
whichever country you are based.

Additive Manufacturing (3D printing)
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Artificial Intelligence and automation
/ robotics
This is the next wave of change for the technology
industry.
The legal issues businesses need to think about are, in part,
driven by whether you are adopting AI as a customer or a
supplier of AI. In either case, a lot of current time is being
spent by companies investing in ensuring AI is fit for the
customer’s potential use case / proving the concept
(“proof of concept”).
In terms of key legal issues, the laws around AI are (as with
many laws) variable across countries. Legislation in many
countries across the globe was not drafted with AI in mind.
In this respect, many countries are currently catching up
with the need for changing laws as a result of the changing
risk profile and social and other impacts which result from
use of AI and robots. This means, whether you are
supplying AI or procuring AI, it is very important to think
through how the law might apply to AI now, the
intellectual property ownership position and/or how
liability might be apportioned if things go wrong.
This is equally the case whether AI is being used in back
office systems or in robots or in your own customer-facing
solutions or your own creation of documents (such as
legal documents) or otherwise. There is currently little
clarity, whether in case-law or otherwise, around
ownership in AI and there are several questions on who
should be held responsible when a piece of technology
makes an error. We are already acting in this space and we
know the issues to be thought about. Importantly, we are
tracking the changes in the law across the globe and can
ensure the up-to-date position is reflected in your product
and service offerings, negotiations and contracts.

Additive manufacturing is in its relative infancy in terms of
adoption but the change is coming. Whether you are a
supplier or a customer, there are some challenging issues
to consider in this area including material sourcing for the
build, IP ownership, how to deal with any developments
needed to the printing technology and/or the software
files, the taxation position, product liability and more. We
have helped customers in this area and we have worked
extensively with a key supplier in building their model and
terms with them. We therefore have an excellent
knowledge of all the issues you will face when adopting or
selling this technology or service.
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Recent IT highlights

France

Finland
Our team in Finland advises both Finnish and non-Finnish
companies and organizations on IT and technologyrelated matters. Following an acquisition of a patent
prosecution business in October 2016, the Finnish team
strengthened its capabilities to serve clients in
technology matters.
The team advises clients throughout the distribution chain
such as manufacturers, vendors, private and public
customers, service operators and aggregators. They serve
also several long-term clients that operate mainly in R&D
and the innovation services sector. This has led our team
to acquire strong experience on legal issues concerning
cutting-edge technologies and their commercialization.

Virtual microscopy commercialization case study
Our client is Fimmic Oy, a Finnish company developing
virtual microscopy technology for pathology and medical
research. They provide software and SaaS solutions that
enable analyzing, storing and sharing of digitalized slide
images and diagnosis results. We have advised the
company throughout its current lifespan in relation to
the commercialization of its technology.

Deal highlights – how did Eversheds
Sutherland add value?
Our team has worked closely with the company’s
representatives in order to ensure a firm foundation
for the company’s intellectual property so that it
can be safely commercialized. Our team had to
become well acquainted with the company’s
technology and industry in general.
We assisted the company in prioritizing their
numerous tasks and targets with regard to legal
aspects of product and business development.
Companies that start or expand a new business can
often make critical mistakes and we have paid
special attention in guiding the company and
educating their representatives.

Information system transformation – a BSIC
case study
Businesses looking to transform their information systems
do not do so lightly. The projects are usually multijurisdictional and involve long-term agreements with
software companies that must have, from the start, a
relationship of trust and collaboration.

Deal highlights – how did Eversheds
Sutherland add value?
We successfully assisted BSIC from the preliminary
technical and business discussions to the closing of
the transaction (transitional services agreements,
software license agreements, system integration
agreements and software maintenance
agreements).

We advised one of the main Libyan banks “Banque SahéloSaharienne pour l’Investissement et le Commerce – BSIC”
in relation to the replacement of its group’s IT Core
Banking System to improve its operational efficiency. The
deal saw the commencement of a long-term agreement
with Sopra Banking Software.

The issues
The project needed to be delivered across 14 African
countries: Ivory Coast, Ghana, Sudan, Mali, Benin, Senegal,
Togo, Burkina Faso, Niger, Guinea-Conakry, Chad, Central
African Republic, Gambia and Libya.

What’s new?
The solution is now considered as the standard for a
successful integrated core banking system. It integrates
the banking and multi-channel distribution functions in the
service of the digital world, whilst offering a broad scope
of business.

Meeting the challenges
Meeting the challenges
A significant amount of development work had been done
before the company was established so first, all intellectual
property had to be secured for the company. The
company’s solutions are able to process personal data
including sensitive patient and health data, which meant
the software products had to be developed to enable
compliance with privacy legislation.
We also assisted the company with regard to service
agreements and software license agreement templates
and general terms taking into account that the company’s
customers and markets are mainly located in the EU
and US.
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The contractual structure had to exist in relation to each of
the relevant countries, via a framework contract between
BSIC and Sopra. We had to ensure there were specific
contracts for each of BSIC’s subsidiaries for the purposes
of implementing the solution in each of the 14 African
jurisdictions.

Outcomes
At the signing ceremony of this important agreement, Eric
Pasquier, CEO of Sopra Banking Software, underlined the
“seriousness of the steps taken to realize this major
partnership, the trust relationship between our two groups
and the importance of this program for Sopra Banking
Software.” For its part, the CEO of the BSIC group said that
“this ceremony marks the beginning of a long partnership
between the BSIC group and Sopra Banking Software.”
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Germany
German Cloud case study
We advised Microsoft, one of the world’s leading online
service providers, on the introduction of Microsoft Cloud
Germany. It is the first cloud model where data is solely
stored within data centers in Germany, with access to
customer data controlled by an independent data trustee
under German law.
Amongst other things, this included the negotiation of
large-scale contracts regarding the provision of a variety
of Microsoft online services to one of Germany’s leading
telecommunications providers.

Deal highlights – how did Eversheds
Sutherland add value?
– Eversheds Sutherland’s groundwork was based
on profound IT-Know-How and experience with
cloud services and related products
– having the best outcome of this significant deal
in sight, Eversheds Sutherland was able to apply
a practical and business-focused approach,
thereby also enabling Microsoft to utilize the
advice received for the future development of
their brand new service

“It was very exciting and challenging to be part
of this innovative journey, advising on and
assisting with the negotiation of a contract
regarding the provision of evolutionary, yet
unspecified cloud services. It involved
negotiating a moving target.”
Dr. Lutz Schreiber, Partner

Meeting the challenges
–

helping Microsoft with this landmark deal of utmost
importance to Microsoft’s cloud business in Germany
and Europe

–

negotiating within an increasingly pressing timeframe
which was crucial for the success of the deal

–

coping with high volume and reach of the deal,
especially with regard to many uncertainties arising
throughout the negotiation phase

–

facing major changes to European privacy laws after
the European Court of Justice’s landslide decision on
international data transfers, requiring in-depth and
up-to-date knowledge

–

conducting groundwork concerning this new, legally
and commercially complex, cloud offering

“[Eversheds Sutherland in Germany] provided
prompt advice on this complex deal which was
of great help, provided us with the necessary
guidance to close the deal and secured
achieving an excellent outcome. Lutz also
decisively contributed to Microsoft’s
professional appearance throughout the
negotiations with the customer.”
Dr. Swantje Richters, Corporate, External and Legal Affairs,
Microsoft Deutschland

16

17

Switched on
Our market leading international IT team

Hong Kong
An IT infrastructure case study on Nomura
In recent years all banks have been focused on cost
savings, particularly on an increasingly high IT spend, and
have looked for new and different ways in which to achieve
this. Often this has meant outsourcing ever more key IT
infrastructure functions to a single global vendor and if
possible, adding value at the same time.
We advised Nomura, Japan’s largest investment bank, on
an ambitious project to outsource core IT infrastructure
critical to their business.

The issue
In response to a review of its IT infrastructure costs,
Nomura planned to outsource its global data storage
requirements, global communication requirements and
global core processing requirements, each to one
external vendor.

What was new?
These proposed outsourcing transactions were significant
in value, global and notable for the extent to which critical
IT infrastructure was proposed to be outsourced to a single
global vendor. Also, they each had one further proposed
novel, and yet fundamental, element. Each was proposed
on the so called “utility” model, where the supplier may
initially buy back the relevant hardware (which
nevertheless stays on the bank’s premises) and the bank
then pays on a monthly basis for whatever data storage,
processing or communications capacity it uses, which
potentially can lead to massive cost savings over the term
of the agreement. It also removed expensive hardware
from the balance sheet.

Switched on
Our market leading international IT team

The outcome

United Kingdom

– by a deadline mutually agreed between the parties, the
contract was signed and this ambitious project is
operating well for the bank, bringing in the anticipated
cost savings and anticipated benefits

Transformation of a global technology landscape
Anglo American case study

– the transaction completed within a timetable set to
deliver the anticipated cost savings as soon as possible
the anticipated cost savings were maintained during the
negotiation process
– we have since advised Nomura on numerous high
value, global and strategically important technology
transactions, including significant outsourcing
transactions to service providers in the US, China, India
and elsewhere

Deal highlights – how did Eversheds
Sutherland add value?
– vendor contracts, were managed and negotiated
down to a “customer friendly” deal
– our knowledge of complex legal and regulatory
requirements for Nomura legal and compliance
in the US, UK, Japan and India enabled us to
successfully retain the majority of the often
onerous and sometimes imprecise obligations
demanded from its vendors
– our legal team took on ground breaking work,
processing novel legal issues and complex
technical issues, in particular regarding
limitations of liability and other legal, tax and
accounting issues
– negotiation of the vendor contracts

The challenges
– drafting suitable template contracts for this novel and
complex transaction
– reviewing, evaluating and rating the complex legal and
commercial schedules of each vendor
– negotiation of the vendor contracts
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If your business is expanding globally, ensuring you have a
robust and agile infrastructure is key to your ability to
maintain your networks and communication services
across multiple jurisdictions.
We have advised Anglo American, one of the world’s
largest diversified mining companies, on all of its global IT
outsourcing arrangements, including:
– a multi-million dollar extension of Anglo American’s
global managed networked IT services contract with
British Telecommunications plc. This contract covered
all Anglo American’s networking requirements at
several hundred locations around the world

Deal highlights – how did Eversheds
Sutherland add value?
– Agile infrastructure
– future-proofing the contracts
– establishing a procedure for dealing with local
regulatory requirements in multiple jurisdictions
and how those local regulatory requirements
impact upon the provisions in the agreement

The outcome
In relation to the BT arrangement:

“This is a highly strategic outsourcing agreement,
which has been key to ensuring that the Anglo
– the second generation outsourcing of Anglo
American
business has a robust and agile global
American’s global IT infrastructure to HCL
infrastructure
in place, both now and for the future.
Technologies Limited
This is one of a number of multi-jurisdictional
– the first generation outsourcing of Anglo American’s
outsourcing agreements in which the Eversheds
Application Maintenance and Application Development
Sutherland’s Outsourcing Group is involved.”
to Accenture Plc

Challenges
– addressing local regulatory requirements in multiple
jurisdictions. The transactions had to include the
provision of services in over 20 jurisdictions
– dealing with the fact that Anglo American operates in
the remotest corners of the globe, such as in hard to
reach parts of Africa. This means they face service
provision challenges seldom found in other industries,
and the contract had to provide for and meet these
challenges
– each of these multi-million dollar deals was
subsequently amended and extended to encompass
Anglo America’s newly acquired DeBeers group of
companies. This not only increased the number of
service recipient and jurisdictions where the
services are provided, but it also meant embedding a
first generation outsourcing into established
arrangements

Simon Gamlin, Head of the Eversheds Sutherland
International Outsourcing Group
Under the renegotiated global deal, which extended the
relationship between BT and Anglo American for several
years, BT provide global voice and data network services in
over 20 jurisdictions including the UK, Brazil, Australia,
South Africa, Chile, India and Peru.
The services BT provide include the provision of videoconferencing and telepresence support and management,
router maintenance, WAN management, WAN
acceleration, Internet connectivity, desktop telephony and
general network management.

“This is a strategic outsourcing deal which will
strengthen our network and communication
services across the globe. As a trusted partner,
[Eversheds Sutherland in the UK] was heavily
involved throughout the transaction, providing
a seamless service across the board.”
Craig Charlton, former Global Head of IM Strategy,
Solutions & Assurance at Anglo American and former
CIO at De Beers
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United Kingdom
First generation outsourcing of a data
center facility
Honda Motor Europe case study
Today, third-party service providers play a major role in
managing data centers. Getting the right fit for your
business is crucial and decisions on such aspects as
location and security, communications, business
continuity/disaster recovery and space and scalability
must all be considered.
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Deal highlights – how did Eversheds
Sutherland add value?
– advising Honda and its subsidiaries throughout
EMEA
– hosting hundreds of applications, application
maintenance and application support across
multiple countries
– key knowledge on how these deals work, whilst
successfully aligning with their business culture

We advised Honda Motor Europe on behalf of itself and all
its subsidiary companies and branches throughout EMEA,
including an automotive company bank, in relation to the
“[Eversheds Sutherland in the UK] understood
first generation outsourcing of its data center facility in a
[our] needs, were focused to the end, on time and
central European location. We also acted as the legal
on budget. Charlotte was very impressive from
advisor for Honda in the contracting phase of a European
the start. She demonstrated a complete
IT outsource for Application Management and Data Center understanding of the technology involved on this
services to IBM.
project, analyzed the position of our counterparty

Issues
The scope of work spanned multiple countries based on a
Master Services Agreement in the UK and Local Country
Agreements for each of the main European countries, with
HR transfers involved and the migration of workload to
offshore delivery centers. This involved the hosting of its
hundreds of applications, application maintenance and
application support and other IT services to IBM.

Meeting the challenges
IBM would service an automotive company from a number
of key locations in EMEA and world-wide to ensure the
right mix of skills and price. The automotive company had
a small business team dedicated to this role and this,
coupled with the fact that this was a first generation
outsourcing for an automotive company of their critical
IT, meant that they relied heavily on our legal team for
both knowledge as to how these deals work and should be
run, the key commercial and legal points to consider, as
well as our detailed technical knowledge on these types
of deals and ensuring what they wish to procure is
properly documented.

“[Eversheds Sutherland in the UK] had an excellent
grasp of the technology underlying the deal; was
incredibly committed; extremely pragmatic and
ensured a “win-win” for both parties which was
second to none. They quickly understood [our]
company’s needs, culture/attitude to risk, putting
together an effective team that ensured the project
was delivered on time and on budget.”
Head of European IS Governance, Honda Motor Europe
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and improved upon our position in relation to the
industry standards.”
Head of Legal, Honda Motor Europe

United Kingdom
Cutting-edge software development and
commercialization
Project Infinity – A London Borough of Harrow
case study

Deal highlights – how did Eversheds
Sutherland add value?
– first of its kind deal showcasing innovation and
knowledge of the technology sector
– ten-year deal bringing public and private
sector together

With government austerity in the UK set to continue for the
foreseeable future, an increasing number of public bodies
are turning their attention towards the benefits of
transformative outsourcing. Whilst there are some
Outcome
significant advantages to outsourcing - not least
Successful procurement of a replacement strategic partner
improvements in services and sizeable cost savings for core ICT and future ICT-based transformation.
it can be disastrous if undertaken in the wrong way. It is
important, therefore, that businesses have the right
“The legal and commercial advice provided by
guidance and assurances before embarking on such a
[Eversheds Sutherland in the UK] on this project
program of change.
have proven vital to its success. This groundWe advised the London Borough of Harrow on a cuttingedge software development and commercialization deal
designed to help improve the world of adult social care.
The ten-year deal brought together the public and private
sector in an innovative new collaboration with the aim to
bring significant financial relief to Harrow and its residents.

Issues

breaking partnership with IBM brings together
innovation in health and social care from the public
sector, with cutting edge technology from a global
IT solutions company, to offer a new platform for
self-care and personal budget solutions that deliver
value and improve people’s lives around the world.”
Bernie Flaherty, Director of adult social services, London
Borough of Harrow

The deal, a first of its kind in the UK local government
sector, saw the collaboration of the Council and IBM to:
– replatform the existing software (turning it into a SaaS
based service), combining it with IBM’s existing Watson
Health Care product
– commercially exploit the new software to public and
private sector markets, both in the UK and globally,
with an associated royalty arrangement

What’s new?
The Council developed a product called ‘Project Infinity’
to act as a one-stop shop for people with health and care
needs, enabling them (or carers on their behalf) to
research, choose, book and pay for all of their
requirements from the comfort of their own home.
We advised the Council on the procurement of, and
contracting arrangements with, their chosen private
sector partner, IBM.

“This is a ground-breaking and exciting project for
our client, Harrow, truly pushing the boundaries of
local government creativity and laying the
foundations for the global transformation of the
way in which people buy social care.”
Partner, Eversheds Sutherland
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United States
Time Warner master framework agreements
case study
Time Warner Inc. is a global leader in media and
entertainment with businesses in television networks and
film and TV entertainment. It uses its industry-leading
operating scale and brands to create, package and deliver
high-quality content worldwide on a multi-platform basis.
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Deal highlights – how did Eversheds
Sutherland add value?
Our technology practices focus on IT, meaning that
we are able to provide help tailored to specific
needs and at exactly the right time. Of particular
significance is just how effectively the Eversheds
Sutherland and Time Warner team were able to
achieve consistency across the five provider
agreements.

United States
Georgia Technology Authority IT initiative
case study
The Authority represents the State of Georgia and various
state and local agencies in procuring, managing and
delivering their IT infrastructure. Eversheds Sutherland is an
on-going adviser to the Georgia Technology Authority on
all aspects of its large-scale, state-wide, multi-year IT
initiative.

Deal highlights – how did Eversheds
Sutherland add value?
The initiative has proven so successful that the
Authority is expanding its platform of technology
services beyond the State of Georgia and offering
the services to other U.S. state agencies. Eversheds
Sutherland is closely advising the Authority on this
complex inter-governmental undertaking.

The issue
We advised Time Warner in the structuring and negotiation
of comprehensive master framework agreements with
multiple industry-leading outsourcing providers as part of
Time Warner’s global applications support initiative. The
strategic initiative encompasses a variety of services under
various models, including managed services, staff
augmentation and project-based development.

Challenges
The initiative was one of the bedrocks of Time Warner’s
efforts to re-architect and centralize its Workforce
Management function, which historically had been
dispersed throughout its divisions.

Outcome
Our deep industry knowledge and extensive transactional
experience allowed us to offer the pragmatic and creative
solutions Time Warner required. The program has enabled
Time Warner and its divisions to leverage significantly
better rates, standardize their contracting process and
purchase services quickly and efficiently.

The issue
The aim of the project is to transform the client’s
environment to a dynamic, multi-provider environment
which includes a Managed Services Integrator (MSI) and a
variety of service providers in a “plug and play” model. The
scope of services include data center services, service
desk, end user computing, networking and service
management, including both state-wide services as well as
customized point solutions for the various agencies.

Challenges
– our technology and outsourcing attorneys in Atlanta
and Washington, D.C., are advising the Authority on the
restructuring of several existing agreements, the RFP
process for the new agreements/providers,
negotiations for all new provider agreements, and the
structure of the multi-provider environment
– this work includes the drafting, structuring and
negotiation of all agreement schedules, including
pricing, service levels, scope and governance
– this project represents one of the largest and most
complex agreements to date in the U.S. that is founded
on the MSI model

The outcome
As part of this initiative, Eversheds Sutherland has
negotiated agreements on behalf of the Authority with
some of the largest outsourcing providers in the world,
including IBM, HP, ATT and Capgemini.
The agreement structures we implemented are driving this
rapidly growing outsourcing service delivery model to a
new level of service management, transparency,
governance and provider collaboration, not only for the
public sector but also for private industry.
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IT partner team sheet
Czech Republic

Ireland

UK

Annamária Tóthová
Partner, Czech Republic
T: +421 232 786 411
annamaria.tothova@eversheds-sutherland.sk

Marie McGinley
Partner, Ireland
T: +35 31 64 41 45 7
mariemcginley@eversheds-sutherland.ie

Paula Barrett
Partner, Privacy, UK
T: +44 20 7919 4634
paulabarrett@eversheds-sutherland.com

Rich Lloyd
Partner, Litigation, UK
T: +44 121 232 1622
richlloyd@eversheds-sutherland.com

Finland

Italy

Juha Taipale
Partner, Attorney at Law
T: +35 81 06 84 16 24
juha.taipale@eversheds.fi

Andrea Zincone
Partner, Italy
T: +39 02 89 28 71
andreazincone@eversheds-sutherland.com

Nick Blane
Partner, UK
T: +44 115 931 7529
nickblane@eversheds-sutherland.com

Gayle McFarlane
Partner, Privacy, UK
T: +44 121 232 1262
gaylemcfarlane@eversheds-sutherland.com

Tiina Ashorn
Partner, Finland
T: +358 10 684 1617
tiina.ashorn@eversheds.fi

Netherlands

Tom Bridgford
Partner, UK
T: +44 161 831 8231
tombridgford@eversheds-sutherland.com

Nick Stubbs
Partner, UK
T: +44 161 831 8122
nickstubbs@eversheds-sutherland.com

Slovakia

Simon Crossley
Partner IP, UK
T: +44 1223 44 3850
simoncrossley@eversheds-sutherland.com

Craig Rogers
Partner, UK
T: +44 20 7919 0707
craigrogers@eversheds-sutherland.com

Annamária Tóthová
Partner, Slovakia
T: +421 232 786 411
annamaria.tothova@eversheds-sutherland.sk

Mark Davenport
Partner, Litigation, UK
T: +44 20 7919 4996
markdavenport@eversheds-sutherland.com

Charlotte Walker-Osborn
Partner, UK
T: +44 121 232 1220

Sweden

Liz Fitzsimons
Partner, Privacy, UK
T: +44 1223 44 3808
lizfitzsimons@eversheds-sutherland.com

Simon White
Legal Director, UK
T: +44 115 931 7582

Simon Gamlin
Partner, UK
T: +44 20 7919 4689
simongamlin@eversheds-sutherland.com

US

France
Gaetan Cordier
Partner, France
T: +33 (0) 1 55 73 40 73
gaetancordier@eversheds-sutherland.com
Vincent Denoyelle
Partner, France
T: +33 1 55 73 42 12
vincentdenoyelle@eversheds-sutherland.com

Germany
Alexander Niethammer
Partner, Germany
T: +49 89 54 56 52 45
alexanderniethammer@eversheds-sutherland.com
Lutz Schreiber
Partner, Germany
T: +49 40 80 80 94 444
lutzschreiber@eversheds-sutherland.com

Hong Kong
Rhys Mcwhirter
Consultant
T: +852 6415 1739
rhysmcwhirter@eversheds-sutherland.com

Ireland
Marie McGinley
Partner, Ireland
T: +35 31 64 41 45 7
mariemcginley@eversheds-sutherland.ie
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Olaf van Haperen
Partner, Netherlands
T: +31 61 7456 299
olafvanhaperen@eversheds-sutherland.nl

Richard Jacobsson
Partner, Sweden
T: +46 85 45 32 21 6
richard.jacobsson@eversheds.se

Switzerland
Oliver Beldi
Partner, Switzerland
T: +41 31 328 75 75
oliver.beldi@eversheds-sutherland.ch

UAE

Matthew Gough
Partner, UK
T: +44 29 2047 7943
matthewgough@eversheds-sutherland.com

Geraldine Ahern
Partner, UAE
T: +9712 494 3632
geraldineahern@eversheds-sutherland.com

James Hyde
Partner, Litigation, UK
T: +44 113 200 4066
jameshyde@eversheds-sutherland.com

Nasser Ali Khasawneh
Co-Head of Global TMT, UAE
T: +97 14 3 89 70 03
nasseralikhasawneh@eversheds-sutherland.com

Simon Lightman
Partner, UK
T: +44 20 7919 0777
simonlightman@eversheds-sutherland.com

charlottewalker-osborn@eversheds-sutherland.com

simonwhite@eversheds-sutherland.com

Robert Pile
Partner, US
T: +1 404.853.8487
robertpile@eversheds-sutherland.com
Peter Quittmeyer
Partner, US
T: +1 404 853 8186
peterquittmeyer@eversheds-sutherland.com
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Europe
Austria
Vienna
Belgium
Brussels

Our global
footprint

Czech Republic
Prague
Estonia
Tallinn
Finland
Hämeenlinna
Helsinki
Jyväskylä
Olulu
Tampere
Turku

France
Paris
Germany
Berlin
Düsseldorf
Hamburg
Munich
Hungary
Budapest
Ireland
Dublin
Italy
Milan
Rome

Latvia
Riga
Lithuania
Vilnius
Luxembourg
Luxembourg City
Netherlands
Amsterdam
Rotterdam
Poland
Warsaw
Portugal
Faro
Lisbon
Porto

Romania
Bucharest
Slovakia
Bratislava
Spain
Madrid
Sweden
Stockholm
Switzerland
Berne
Geneva
Zurich

United Kingdom
Belfast
Birmingham
Cambridge
Cardiff
Edinburgh
Ipswich
Leeds
London
Manchester
Newcastle
Nottingham

US

Asia

Atlanta
Austin
Chicago
Houston
New York
Sacramento
San Diego
San Francisco
Washington DC

China
Beijing
Hong Kong
Shanghai

Where we are
Eversheds Sutherland operates as one team from
around the world. For further information on our
international IT team, including country contacts,
please visit www.eversheds-sutherland.com

Africa
Angola
Luanda

Tunisia
Tunis

Mozamnique
Maputo

Mauritius
Port Louis

South Africa
Durban
Johannesburg
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Middle East
Iraq
Baghdad
Erbil
Jordan
Amman
Qatar
Doha

Saudi Arabia
Riyadh
United Arab Emirates
Abu Dhabi
Dubai
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