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Introduction

For over 30 years, the international oil and gas industry 
has been targeted by cyber attacks — and the attacks are 
only getting more frequent, more sophisticated, and more 
aggressive1. The world has become increasingly reliant 
on technology, attackers have become more capable, 
and geo-political tensions have risen. The devastating 
cyber attacks on oil and gas companies in the Middle 
East in 2012 and again in 2016/7, the attacks on the 
Ukrainian power grids in 2015 and 2017, and the discovery 
of the foreign-implanted malware in the US critical 
infrastructure sector, has highlighted this increasing risk.

Historically these attacks have focused on the traditional 
information technology (IT) environment – email, accounting 
systems, web servers, customer data and proprietary 
information.      

In recent years, however, attackers have proven adept at 
jumping the air gap and infiltrating operations technology 
(OT), including SCADA and industrial control systems (ICS)2. 

Awareness of the threat to the oil and gas industry is 
growing commensurate with the escalating threat. A March 
2018 survey conducted by Siemens and the Ponemon 
Institute indicated that 50 percent of all cyber attacks in the 
Middle East target the oil and gas sector3. As an example, 
during an average month, ExxonMobil reportedly blocks 
more than 64 million emails, 139 million internet access 
attempts, and 133,000 other potentially malicious actions4.

In the Middle East, approximately three out of four oil and 
gas companies, in responses to a survey, indicated that 
they had suffered at least one security compromise that 
resulted in the loss of confidential information or disruption 
to operations. And half of respondents admitted they may 
not be aware of all breaches5.   

 

1  The so-called “Morris Worm” attack, the first cyber attack of its kind was launched in November of 1988. (https://www.nytimes.com/1990/05/05/us/computer-
intruder-is-put-on-probation-and-fined-10000.html?sq=robert+tappan+morris&scp=2&st=nyt). Energy and oilfield companies were among the early adopters 
of the internet. For example, Schlumberger first connected to ARPANet, a precursor to the internet in 1983. (https://www.slb.com/about/history/1980s.aspx).

2  SCADA is an acronym for supervisory control and data acquisition, used to monitor and control equipment electronically, both locally and remotely.
3  https://www.siemens.com/mea/en/home/company/topic-areas/digitalization/cyber security.html
4  http://corporate.exxonmobil.com/sitecore/content/australia/australiahome/company/about-us/safety-and-health/workplace-safety?sc_lang=en
5  https://www.siemens.com/mea/en/home/company/topic-areas/digitalization/cyber security.html

Attacks on the oil and gas sector are 
increasingly focusing on SCADA and 
industrial control systems.
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The traditional perception is that attackers are either 
maladjusted teenagers, “hacktivists” or organized crime 
syndicates. In recent years most of the more sophisticated 
and damaging attacks have been attributed to state-
sponsored groups, or terrorist organizations. The apparent 
objective is to destabilize economies, undermine trust 
and disrupt critical infrastructure, such as health care, 
transportation, manufacturing, and, of course, energy.  
      
In many cases, attacks by state actors appear to be aimed, 
not at immediate disruption or data exfiltration, but at 
establishing the capability to do so in the future – so-called 
advanced persistent threats (“APT”).   

The effects of these attacks are compounded by the aftermath: 
reputational damage, business interruption, regulatory 
enforcement action6, claims by data subjects7, and years of 
costly litigation (especially if the effects cause environmental 
impact and loss of life). Given the international nature of 
the oil and gas industry, a significant incident could trigger 
investigations and litigation in multiple countries. 

6  the power of regulators (including under the European GDPR) has underlined the increasingly punitive 
enforcement regimes not only in Europe but also in countries which apply EU privacy law as a benchmark.

7  Under national and international Data Privacy laws.

New threats,  
new threat actors

The apparent objective of state-
sponsored threat actors is to 
destabilize economies, undermine 
trust and disrupt critical infrastructure.
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The oil and gas industry knows how to manage risks and 
adapt to changing technology - risk management is built into 
the DNA of the industry, probably more so than most other 
sectors. However, the nature of the industry also exposes it 
to a specific set of risks – a complex and multi-layered supply 
chain, constantly evolving macro-economic challenges and 
geo-political pressures, a volatile set of commodities, and 
the requirement to monitor and maintain physical assets 
(and people) in remote and unpredictable environments.

What is required to protect against cyber threats is a proactive, 
holistic, risk-based and well-practiced approach that 
systematically and rigorously assesses the risks and mitigates 
them across the enterprise, both IT and OT, people and 
processes, as well as throughout the supply chain. It involves 
combining high-tech solutions with low-tech solutions, 
identifying single points of failure, questioning assumptions, 
and approaching cyber security with humility, knowing that 
security can always be improved, especially when facing a 
determined, unpredictable adversary.  

Challenges and responses 
for the oil and gas industry

What is required is a proactive, holistic, 
risk-based approach that systematically 
and rigorously assesses risks and mitigates 
them across the enterprise - both IT and 
OT, people and processes, up-and-down 
the supply chain.
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Oil and gas companies are becoming increasingly digitized 
and increasingly connected. Many oil and gas companies are 
looking for new ways to keep up with a growing demand for 
dwindling natural resources. Digital transformation is helping 
producers to optimize exploration and production, as well 
as respond to market demands by expanding their portfolio 
of products and services, and push into new markets, like 
renewables. Hyperscale cloud gives companies an ability 
to improve operational excellence, safety and productivity, 
using cloud technologies like advanced analytics and 
artificial intelligence. This computing power of the cloud 
enables the real-time use of enormous volumes of data 
to deliver more effective decision-making and business 
process efficiencies. Oil and gas companies are consequently 
becoming increasingly digitized and increasingly connected.

Until recently, many in the industry perceived cyber security 
as an “IT” issue, to be dealt with by IT staff working for the CIO, 
handled by a combination of passwords and firewalls. Large 
corporations now recognize that having robust perimeter 
security – controlling only the end-points of their network – 
is no longer a viable as the foundation of a security strategy.

Digitization and the 
convergence of IT and OT

work side-by-side with employees, integrating their systems 
with, and plugging their devices into, corporate networks, 
providing multiple points of entry for threat actors. Data is so 
ubiquitous and data flows are so complex that companies are 
often like goalkeepers before an ever-expanding soccer net.

Accordingly, corporate data governance and IT asset 
management has never been more important. There cannot 
be IT “exception groups” for senior executives, the use of 
portable devices and remote access to critical systems 
must be carefully managed, data must be mapped and 
tracked from cradle to grave, redundancy and segmentation 
for security and data integrity purposes has to have a 
place alongside efficiency and cost control. Finally, major 
breaches in the US8 have shown that supply-chain partners 
must be subject to the same degree of scrutiny and rigor.

Innovation is critical but so is the return to the first-principles 
information risk management, corporate governance and a 
unified approach to incident response. All too often siloed 
processes, internal politics, inconsistent procurement 
strategies, and a lack of due-diligence in acquisitions, expose 
oil and gas companies to unnecessary risks. If a positive can 
be taken from the high profile ransomware attack known as 
Wannacry9, it is that cyber security is now a board level issue. 
Senior executives in all industry sectors cite cyber security 
amongst the most critical risks facing their business10.

The role of the legal team is also critical in managing 
breach events – working closely with CSIRT teams and 
forensics to ensure that investigations remain privileged, 
monitoring internal communications and public statements, 
reviewing notification requirements to third parties 
and to regulators. Lessons learnt from Uber, Talk Talk, 
Facebook, Equifax and Yahoo! show the importance of a 
settled response and external communications strategy.

8  for example Target and Home Depot (2014).
9  https://www.ft.com/content/82b01aca-38b7-11e7-821a-6027b8a20f23
10  Eversheds Sutherland cyber-survey 2017

For integrated oil companies, the 
information risk strategy must extend 
from the oil field to the pump, and cover 
every point in between.

The demands of the modern business world require constant 
access to enterprise systems and data, anywhere in the world, 
and the competitive landscape drives a relentless search for 
efficiencies and puts pressure on resources. Executives travel 
with laptops and mobile devices with local or remote access 
to business plans, financial records and customer data, but in 
the process are susceptible to risk of compromise. Contractors 
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IT versus OT

Oil and gas companies need to understand and account for 
the cyber risks when “smart” devices are integrated into the 
electronic monitoring and control of drilling, production, 
storage, transportation, processing and refining systems. 
Historically these OT systems were physically isolated from 
the corporate IT network and the internet – air-gapped 
– to secure those systems. In the 21st century oil and gas 
supply chain, there is increased focus on remote monitoring, 
analytics, preventative maintenance and automation 
systems – as a result operational control technology is 
increasingly integrated with core back-end infrastructure.

Older versions of OT systems were designed with security as 
an afterthought – not a core design feature. Some devices 
still rely on older versions of unsupported operating systems, 
which fall outside of standard patching cycles. These devices 
create an exposure where they (and the applications and 
databases they interface with) are not segregated from the 
rest of the corporate network; this presents the attacker with 
not only easy access to critical data but also a bridge into other 
systems. Finally, weak IT Asset Management (ISAM) can also 
be at fault – with devices or tools deployed without proper 
authorization, logging and limited oversight over their lifecyle.

Awareness of these OT risks is increasing, but not 
fast enough. In a survey of oil and gas personnel with 
responsibility for cyber risk in the Middle East, 60% said 
they believe they face a greater risk in the OT environment 
than in the IT environment, and 67% said that the risk 
level to industrial control systems has substantially 
increased over the past few years due to cyber threats11. 

Attacks on OT are particularly concerning because they are 
increasingly designed not only to disrupt supply, but to trigger 
a physical event. In August 2017, for example, a petrochemical 
company with a plant in Saudi Arabia was hit by a new kind of 
cyber-assault (which the industry believes can be attributed 
to nation-state) to sabotage the firm’s operations and 
trigger an explosion12.      

Threat actors targeted “Triconex” safety instrumentation13 
manufactured by Schneider Electric; it is believed the attack 
(dubbed “Triton” by FireEye) was designed to disable or 
overpower14 a safety control device which, if undetected, 
could have caused a significant physical incident. It is thought 
that these devices have been deployed in 18,000 plants 
(across not only oil and gas but also nuclear, chemical and 
water treatment facilities)15. Rather than burying the bad news, 
Schneider analyzed the attack and responsibly disclosed 
details on the web and at industry conferences, with the 
aim of raising awareness, and preventing re-occurrence16. 

And so, as OT systems are increasingly being connected to 
corporate networks, or use the internet, cellular networks or 
WiFi to communicate, they need to be looked at as part of a 
holistic security framework. As a critical first step, operations 
personnel and IT personnel have to work together to 
assess and address the risks. It is also critical that each side 
understands the other’s perspective. While IT often wants 
patches to be implemented quickly - often necessitating a re-
boot - OT is very reluctant to take systems off-line, even briefly. 

11  Siemens/Ponemon report.
12  https://www.nytimes.com/2018/03/15/technology/saudi-arabia-hacks-cyberattacks.html
13  https://www.theguardian.com/technology/2017/dec/15/triton-hackers-malware-attack-safety-systems-energy-plant
14  https://www.youtube.com/watch?v=f09E75bWvkk
15  https://www.nytimes.com/2018/03/15/technology/saudi-arabia-hacks-cyberattacks.html
16  https://www.youtube.com/watch?v=f09E75bWvkk

Older versions of OT systems were 
designed with security as an afterthought 
– not a core design feature.

Responding to the evolving cyber threat landscape in the oil & gas sector



8

Complex multi-faceted 
supply chain

Arguably the largest threat facing the oil and gas industry 
is the complex, and multi-faceted supply chain. Regulators 
across the globe, and across industries, understand that 
cyber security is only as strong as the weakest link. 

Few industries rely more on an interconnected network of 
contractors, vendors, suppliers, and other business partners 
than the oil and gas industry. For exploration and production, 
contractors are often integral parts of the team and may need 
access to safety management systems, drilling or production 
plans and procedures; may need to monitor equipment or well 
conditions; share sensitive, proprietary information and data 
with other contractors; and share communications facilities 
in the office or in the field. The supply chain relies on efficient 
communications to ensure that equipment and materials are 
available in the right places at the right times and products are 
delivered to the right customers, in the right quantities, and on 
time. Vendor cooperation is essential to protect personnel and 
the environment, and to effectively manage projects and costs.

Outside of field operations, the industry often relies on 
contractors and vendors to supply critical services: accounting 
and legal services, physical security, facilities management, 
cleaning, catering, and maintenance of copiers, printers 
and IT. More often than not, the person who waters the 
plants or refills the coffee machine is a contractor. 

Most of these contractors have badge-access to office 
premises and some need remote access to information 
or systems on the corporate network. All too often, 
security breaches are traced back to contractors with 
weak enterprise security procedures, where suppliers had 
access to systems or databases which they did not need to 
perform their activities17, or where access privileges were not 
revoked when personnel were re-assigned.   

As such vendor management is a critical component of 
cyber security for the oil and gas industry. Having clear, 
risk-based access protocols for all vendors is essential, 
applying least-privilege principles. Comprehensive vendor 
due-diligence should be undertaken prior to contract award, 
during on-boarding and assessments or audits conducted at 
regular intervals through the life of the contract. 

17  For example the 2014 Target hack where the initial intrusion was traced back to 
compromised credentials at a heating, ventilation and air-conditioning subcontractor

Cyber security is only as strong as 
the weakest link.
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People and 
culture

Cyber security does not start and end with technology. 
“Effective Identity and access management is 70% people, 
process and politics and only 30% technology”18.  

Research suggests most cyber incidents are caused by 
human error19; from the employee who clicks on a well-
designed phishing link, a contractor who has his/her laptop 
stolen, an executive who leaves a copy of a confidential 
report on the train or a member of the IT team who fails to 
properly configure cloud security protocols. 

A positive security culture should start at the top of any 
organization and permeate through the business, from the 
board-room to the post-room. Exception groups should be 
discouraged - not least because attackers frequently target 
the C-Suite - but also because senior leadership need to set 
an example. Busy executives may also represent the biggest 
risk to an organization - they travel frequently and may have 
(on their mobile devices or in hard-copy) business critical 
or market-sensitive data: financial results, plans for a new 
production facility, outlines of mergers or acquisitions or a 
new joint venture.    

This security culture must also flow down to vendors  
and contractors and, as stated above, be restricted, 
imposed and monitored to ensure that sensitive data is  
not at risk of exploitation by outside actors. By the same 
token, companies recognize that over-zealous and restrictive 
policies can be counter-productive – driving employees to 
download their own software tools – the so-called “shadow IT”.
Insider threat policies and procedures are also critical, since 

breaches can come from within an organization, not just 
from outside. Of course it is important to ensure that policies 
and procedures comply with local laws – for example the 
laws applicable to monitoring employees’ internet usage 
and intercepting email traffic. Provided these tools are 
deployed lawfully and proportionately (and in collaboration 
with employee representatives and unions) they can vastly 
reduce the exposure to an organization.  

Technologies such as dual or multi-factor authentication 
and robust data encryption can help. However, increasingly 
this technology is showing its age: basic user credentials 
and passwords re-used multiple times creating a fatal 
weakness – particularly where the employee uses the same 
password for ordering pizza online.   

And so identifying users as the weakest link, identity-
driven security can be used to identify and authenticate 
users, using strong authentication tied to a device, 
authorized with a pin, key or biometrics – moving towards 
truly passwordless security20. This can be allied with  
machine-learning tools which recognize and flag unusual 
activity and security protocols which secure the data rather 
than the networks, servers or applications or devices on 
which they reside.    

At the same time, the effective deployment of hyper-scale 
cloud-hosted applications should shift the compliance 
burden away from in-house IT people, enabling them to 
more effectively support the business. Hyperscale cloud 
providers (like Amazon, Microsoft and Google) have 
more dedicated cyber security resources and see more  
“bad things” than their customers could ever do individually. 
By way of example every month, across its Microsoft 365 
community, Microsoft analyses 400 billion emails, scans 1.2 
billion devices for viruses, performs 450 billion authentications 
and examines about 18 billion web pages21. The signals 
derived from all this activity (across all sectors, not just oil 
and gas) enables Microsoft to learn from threat trends and 
signatures and constantly strengthen the security posture of 
its customers across all industries and regions.  

18  IBM X-Force Threat Intelligence Index 2018.
19 including laws relating to employee monitoring and interception of communications.
20  see for example: https://fidoalliance.org/
21  http://cloud-platform-assets.azurewebsites.net/intelligent-security-graph/

To be successful, a cyber security strategy 
must address people and culture as well 
as technology.

Responding to the evolving cyber threat landscape in the oil & gas sector



10

Information  
sharing

The more oil and gas companies can share information - from 
cyber threat indicators to counter-measures - the more secure 
the industry will be as a whole. Laws in certain jurisdictions 
(including in the US with the passage of the Cybersecurity 
Act of 2015 and the NIS Directive in Europe) recognize 
the importance of information sharing and have lowered  
anti-trust and privacy barriers to facilitate information sharing, 
both within the private sector and between the private sector 
and central governments and regulators.   

As we will explore below (The Legal and Regulatory 
Landscape), one of the key aims of the NIS Directive is 
to mandate the reporting of incidents affecting critical 
infrastructure and foster information sharing between 
member states. Whilst the US and Europe have the most 
developed formal structures for information sharing, 
regulators and lawmakers in the Far East and the Middle East 
are following suit, often with national regulators providing a 
hub-and-spoke approach to centralized risk reporting and 
dissemination of threat intelligence.   

Most oil and gas majors already engage in some form 
of information sharing arrangements, but what is shared 
is as important as the act of sharing, and this information 
sharing has to be extended to vendors and suppliers as well 
to be maximally effective. We explored above the value of 
information sharing following the “Triconex” exploit - and 
to be successful there has to be a degree of self-interest 
– here Schneider recognizing the value of resolving the 
exploit before it spread to other customers. Similarly 
outsourced IT and cloud vendors (as well as specialist 
vendors like McAfee, Trend Micro, Symantec, Cisco and 
Kaspersky) play a key role in information sharing, using early 
detection of new and evolving threats across their customer 
base to identify, intercept and eliminate threats before 

they spread into their customers’ systems and networks.
Industry bodies (such as the API and IOGP22) also support 
information sharing and collaboration arrangements. At the 
recent API/IOGP Cybersecurity Conference in London23, a 
key theme was information sharing and working together 
to combat a common adversary – particularly in respect 
of threats posed by IT/OT convergence and the Industrial 
Internet of Things (IIoT). They recognize the importance of 
“voluntary collaboration and information sharing between 
the private sector and governments in order to protect 
critical infrastructure”24 and to safeguard public safety and 
the environment including through the Oil and Natural 
Gas Information Sharing and Analysis Center (ONG-ISAC).

There appears to be less cohesion within OPEC with no 
evidence of a formal cyber security initiative across its 
membership. The 2017 ITU Global Cybersecurity Index25 
paints a grim picture: of the 13 OPEC members, six 
countries have immature national cyber security programs 
(Angola, Equatorial Guinea, Gabon, Iraq, Kuwait, and Libya) 
and the remainder (Algeria, Ecuador, Iran, Nigeria, Qatar, 
Saudi Arabia, the United Arab Emirates, and Venezuela) 
are still developing their capability. No OPEC countries 
are listed in as having “leading” cyber security scores 
when mapped against the five pillars of the index. Of 
the Gulf states, only Oman is listed in the top category. 

It is clear that building trust and breaking down information 
barriers between market participants and nations 
(alongside establishing national cyber security strategies 
and institutions) will be key to addressing the shared 
threat of cyber attacks over the coming years. 

22  American Petroleum Institute and International Association of Oil and gas Producers
23 https://www.api.org/products-and-services/events/calendar/2018/cyber-europe
24 https://www.api.org/news-policy-and-issues/cybersecurity
25 https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-R1-PDF-E.pdf

Building trust and breaking down 
information barriers is critical in addressing 
the shared threat of cyber attacks.
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Security in 
the Cloud

A tale of two CIOs: 

“I feel that our data and applications are much safer in the 
Cloud than they would be in my current legacy environment. 
Plus I can scale faster, adapt to change, and offer our 
customers innovative IOT solutions.” 27  

Another CIO (of a regulated financial institution) told us: 

“With us it’s not a case of Cloud-first - it’s a case of  
Cloud-only!” 28 

However when we speak to Legal, Risk and Compliance teams 
often the picture is less clear: “we don’t have a clear policy on 
Cloud”, “what are other people doing?”, “what is the regulator’s 
stance?”, “how do I get focus from my Cloud vendor if there is 
a cyber breach or outage which affects everyone?” 

The reality is that on current trajectory, key enterprise 
application vendors may cease to provide an on-premise 
version of their software in the next five years29: this applies 
to ERP and CRM applications, finance and accounting, 
payroll and employee benefits solutions from the likes of 
SAP, Oracle, Workday, Salesforce and the rest. 

So like it or not, companies need to have a well-defined 
policy on Cloud services. This should be agreed by Legal, 
Risk, Compliance and Procurement with the buy-in of senior 
management. This policy should take into the specific nature 
of the workloads or data, the applicable legal and regulatory 

frameworks and the markets or jurisdictions in which the 
company operates. This will invariably test the company’s 
risk appetite (although most Cloud vendors would argue 
that you don’t have to trade off price and agility against 
security and resilience - you can have it all!). 
 
By the same token, oil and gas companies should expect their 
IT and software vendors to include “privacy by design” and 
not as an afterthought or a bolt-on; they should interrogate 
vendor’s security policies from the outset, and include this as 
a critical stage-gate to any procurement process. 

As the CIO quote above suggests, there is a recognition of the 
challenge of updating, patching and refreshing large legacy 
on-premise estates, and the cost of maintaining and training 
an in-house team. As we explore above, Cloud vendors are 
able to deploy the investment, dedicated teams, and resource 
to ensure that their information-security is and remains best 
of breed. In theory oil and gas companies should be able to 
focus on core-business activities and “outsource” elements 
of their Cloud cyber security strategy to their Cloud vendors. 

However, before diving head-first into the Cloud, oil and 
gas companies need to engage early with Cloud vendors 
to ensure that their policies match the reality of the market.  
Once settled they need to apply the policy early in their 
procurement cycles.    

27 Eversheds Sutherland Client August 2017
28 Eversheds Sutherland Client May 2018
29 C. Rogers, Eversheds Sutherland LLP; also see Gartner’s prediction from 2016 https://www.gartner.com/newsroom/id/3354117

Oil and gas companies need to have a 
well-defined policy on Cloud services.
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This can translate into a number of areas: 

– validating that the Cloud vendor holds the necessary 
certifications, accreditations and attestations (e.g. drawn 
from the ISO suite, SSAE16/SOC2)   

– testing that security controls and frameworks map against 
your own (e.g. NIST)     

– testing physical security controls at designated data centers 
and access to data by supplier employees or subcontractors 
(or reviewing audit reports where customer/tenant access 
not permitted)     

– testing vendor responses to key commercial and 
contractual terms (not just liability caps and indemnities 
but also the ability to change or remove functionality, 
reduce SLAs or increase prices)   

– assessing vendor’s ability to comply with audit requirements 
(including regulatory audits)    

– validating compliance with data privacy laws (e.g. 
under national or international statutes, GDPR or under 
Sharia law)       

– testing local data residency requirements (if any)* 

– reviewing business continuity and disaster recovery 
arrangements to ensure operational continuity and 
availability of critical data    

* For more on this, please contact us for a copy of our forthcoming White Paper on Data Residency.

Responding to the evolving cyber threat landscape in the oil & gas sector
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The legal and  
regulatory landscape

Despite ever growing concerns surrounding the security of 
data and critical infrastructure, very few jurisdictions have 
passed specific legislation in relation to cyber security. Where 
legislation or regulation does exist, it tends to be technology-
neutral, principle-based, and non-prescriptive.  

In the US, the energy industry is subject to some cyber 
security regulation. Regulations currently require certain bulk 
electricity providers to provide cyber security for the power 
grid. Those regulations are unique because they incorporate 
industry-established security regulations, rather than creating 
new government-specific requirements.   

In Europe, the General Data Protection Regulation (GDPR), 
aimed at protecting personal information, requires the 
controller and the processor to implement “appropriate 
technical and organizational measures” to ensure a level 
of security appropriate to the risk30. The Network and 
Information Security Directive (NIS-D)31 requires operators of 
critical national infrastructure to take “appropriate technical 
and organizational measures” to secure their network and 
information systems, to ensure service continuity, and notify  
the relevant supervisory authority of any security incident.  

NIS-D is important because it applies to key players in the  
energy, oil and gas supply chain including oil producers, 
operators of refineries, oil & natural gas storage and 
transportation services (as well as - implicitly - anyone in their 
supply chain32).     

Legislation to this end already exists in a number of jurisdictions 
across the globe, whether driven by the protection of personal 
information, or as specific pieces of cyber security legislation.

But despite the efforts of governments and law-makers to 
develop a cohesive framework for international cooperation 
on cyber and data security (for example the G-7 cyber security 
Principles for Financial Services33), we currently operate across 
a patchwork of often conflicting national, state and federal 
legislation. This is particularly true where the laws to protect 
the privacy of individuals and their personal data comes into 
conflict with the need to share information for the prevention, 
detection and prosecution of crime and terrorism. It is healthy 
to have a tension here as it requires all parties to consider 
carefully and critically what the risk of harm is that needs to  
be addressed.   

30 Regulation (EU) 2016/679 (General Data Protection Regulation) Article 32 https://gdpr-info.eu/art-32-gdpr/
31 Directive (EU) 2016/1148 (Networks and Information Systems) Article 14 https://eur-lex.europa.eu/legal-content/EN/

TXT/?uri=uriserv:OJ.L_.2016.194.01.0001.01.ENG&toc=OJ:L:2016:194:TOC
32 refer to Eversheds Sutherland paper on the NIS Directive
33 Financial Institutions: G-7 guidance on cyber security in the financial sector - Eversheds Sutherland.  

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Commercial/csp-dec17

Historically, regulation was  
technology-neutral, principle-based,  
and non-prescriptive.
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By comparison, international standards such as the ISO/IEC 
suite34, PCI-DSS and NIST have enjoyed the scope and global 
impact which national law-makers could only dream of: 

– ISO 27001 has been adopted by over 33,290 
companies35 across 19436 countries including Japan,  
the United Kingdom, India, China, Germany, Italy,  
the United States of America, Taipei, Chinese (Taiwan),  
Spain and the Netherlands    

– the PCI-DSS card payment standard is used by merchants 
(including most petrol forecourts) across nearly every 
country on the globe37     

– reports suggest that the NIST framework has been  
deployed by 30% of US organizations38 and by the 
majority of the top oil and gas producers 

More specifically to the oil and gas industry, the International 
Association of Drilling Contractors (IADC) has published draft 
Guidelines for Assessing and Managing Cybersecurity Risks 
to Drilling Assets; several standards exist for industrial control 
system security, including IAS/IEC 62443 (Industrial Network 
and System Security), WIB M-2784 (Process Control Domain 
– Security Requirements for Vendors), and NIST 800-82 
(Guide to Industrial Control Systems); and the Norwegian 
Oil Industry Association has published OLF 104, Information 
Security Baseline Requirements for Process Control, 
Safety, and Support ICT Systems and related standards.
Where companies operate across international boundaries  

(as most do in the oil and gas sector) they have to manage their 
compliance strategy - do they apply the legal and regulatory 
requirements prevalent where their headquarters or key 
operations are based (and flex those requirements to satisfy 
more restrictive regimes) or rather do they take a “high water 
mark” approach to ensure, as far as possible that they comply 
with laws in all key territories? Whilst the High Water Mark 
approach will enable the company to drive a robust security 
posture, a conservative strategy will increase costs (both in the 
size of the CISO function and opex/capex spend on security) 
and may hamper ability, flexibility and productivity. By way 
of example, cumbersome encryption rules on outgoing/
incoming emails or limitations on the ability to spin up cloud 
environments to support a project or a new customer-
engagement tool. Often, overly restrictive internal processes 
drive employees to operate beyond prescribed boundaries.

In the end, a company’s risk posture must be proportionate 
to the risks they face in their industry and take into account 
mandatory requirements in the key jurisdictions in which they 
operate (including by reference to international standards); 
recognizing that corporate IT and procurement policies 
must also be drawn up in such a way as to ensure that 
productivity and innovation targets are maintained. 

34 The ISO/IEC 27000 family of Information Security Management Systems standards, especially 27001 and 27002, as well as ISO/IEC 21827, the standard for 
systems security engineering – designing security into systems.

35 https://isotc.iso.org/livelink/livelink/fetch/-8853493/8853511/8853520/18808772/00._Executive_summary_2016_Survey.pdf?nodeid=19208898&vernum=-2
36 https://isotc.iso.org/livelink/livelink?func=ll&objId=18808772&objAction=browse&viewType=1
37 the founding members of the PCI-DSS Security Standard support merchants and cardholders in over 200 countries worldwide
38 https://www.nist.gov/industry-impacts/cybersecurity

Despite the efforts of governments 
and law-makers to develop a cohesive 
framework for international cooperation 
on cyber and data security, we currently 
operate across a patchwork of often 
conflicting national, state and  
federal legislation.
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Gamarue/Andromeda Botnet

Gamarue/Andromeda was the name given to a modular 
crime kit (and the malware which distributed the payload) 
available for purchase from the Darknet for as little as $150. 
It was most active from 2011 to 2017, infecting the PCs of 
innocent users, creating a huge global network of malicious 
devices distributing 80 different malware families (including 
ransomware, Trojans and backdoors). The malware was 
used to steal user credentials, passwords and financial 
data, and distributed malware to other user’s devices; it 
was designed to evade detection by anti-virus/malware 
tools and disabled Windows update commands.  

Lawyers from Microsoft’s Digital Crimes Unit (“DCU”) worked 
closely with investigators, analysts, domain registries, ISPs, 
consultants from ESET and law enforcement (including the 
FBI, Interpol, Europol and national & local police forces) to:

–  register un-registered domains or secure court orders 
to seize domains across the US and other jurisdictions

–  secure court orders to seize physical servers and take  
down the Gamarue Command & Control centers  
(1,214 in total) 

–  support the collection of forensic and criminal evidence 
by law enforcement agencies   

–  re-direct botnet traffic to Microsoft-controlled Sinkholes

–  use intelligence derived from intercepting malicious 
commands (diverted to the Sinkhole) to further mitigate 
& remediate the effects of the botnet   

–  work with country CERTs to assist with the removal 
of malware from infected devices   

The combined operation resulted in the arrest of the 
“mastermind” behind Gamarue and the Andromeda crime-
kit, the disruption of the global botnet and a progressive 
reduction in both the proliferation of the Gamarue worm and 
the number of affected machines.     

Steven Wilson (Head of Europol’s European Cybercrime Centre) 
referred to the combined operation as “…another great example 
of international law enforcement working together with industry 
partners to tackle the most significant cybercriminals”. 

Key Facts:

230 # countries affected

23 million # infected IP addresses

17 million # infected machines per month (at peak)

44,000 # individual malware samples identified

464 # distinct botnets 

$150 base cost of Andromeda crime kit on the Darkweb

80 # malware families (including Petya, Carberp, Locky) 

7 # years malware active & proliferating

4  countries not affected (Russia, Belarus,  
Ukraine, Kazakhstan) 

For more information, download the Microsoft Security 
Intelligence Report, available at 

Case Study: 
Gamarue: the role of Lawyers in 
disrupting the Andromeda Botnet.
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Designing cyber security 
strategies for the future

While the threat landscape continues to evolve,  
the following trends have started to develop:   

1 increased use of AI, machine learning and automation  
to identify, manage and respond to cyber security 
threats      

2 the development of password-less systems  
(leveraging biometric tools) to reduce the risk of  
human error and the plague of password re-use

3 the use of Blockchain and Smart Contracts to 
increase trust and certainty between counterparties 
and reduce vulnerability of applications and platforms

4 deploying intelligence-driven threat protection – 
using data to identify, categorize, prioritize & report 
vulnerabilities, remediate risks and learn from previous 
events        

5 the constant evolution of international standards 
to define a uniform, consistent approach not only 
for IT infrastructure but also for IoT, ICS and SCADA

6 the growing need to share threat-data between 
oil and gas companies (and their business partners 
suppliers) as well as government agencies 

7 recognizing the key role which people and culture 
play in a sound security strategy  

8 the growing legislative and regulatory framework 
driving increasingly prescriptive requirements across 
the Middle East, Latin America, Asia and Africa 
(to mirror those in Europe and the US) 

9 adopting security as a key design principle in the 
design of applications, networks and systems (not 
just a bolt-on or afterthought)  

10 take a risk-based approach to cyber-security and 
data management   

Responding to the evolving cyber threat landscape in the oil & gas sector
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Concluding  
statements

Most large national and multinational oil and gas companies 
have well-defined cyber security strategies. But while large, 
integrated oil and gas companies may benefit from greater 
resources at their disposal, they also have larger footprints, 
more complex systems and supply-chains, and more 
employees and contractors than their smaller competitors. 
Petrochemical businesses, large and small, recognize that 
they are and will remain targets of cyber attacks. This will 
be increasingly true in a world where geo-political tensions, 
a military incursion or even an ill-judged tweet can trigger 
an attack on critical natural infrastructure. Indeed it is now 
recognized that cyber attacks can be more effective, and 
arguably more destructive on the economy of a nation-state, 
than traditional warfare. Dan Coats, the US Director of National 
Intelligence, warned recently that “nearly two decades [after 
9-11] the warning lights are blinking again”39– this time in the 
form of cyber attacks targeted at government institutions, 
corporations and critical national infrastructure – including 
the financial sector, electricity grids, and oil and natural gas. 

At the same time, domestic regulators and international 
institutions40 are increasingly mandating minimum 
security standards and breach reporting rules, designed 
to ensure that critical players in the national or regional 
economics are protected against and can quickly recover 
from, major incidents and outages. Alongside this, fierce 
competitors are now combining forces, under the 
auspices of standards setting bodies or industry groups – 
to combine against a common enemy. This information 
sharing imperative, coupled with common security 
frameworks to address new and evolving risks, will be 
essential in securing critical oil and gas infrastructure (and 
thus the stability of the region’s economies) in the years 
to come.      

39 https://uk.reuters.com/article/us-usa-russia-cyber-coats/u-s-intel-chief-warns-of-
devastating-cyber-threat-to-u-s-infrastructure-idUKKBN1K32M9 

40 https://www.eversheds-sutherland.com/global/en/what/articles/index.
page?ArticleID=en/Commercial/csp-dec17

We live in a world where geo-political 
tensions, a military incursion or even an 
ill-judged tweet can trigger a cyber attack 
on critical national infrastructure.

Responding to the evolving cyber threat landscape in the oil & gas sector



18

Authors

Craig Rogers
Eversheds Sutherland, Partner, London

M: +44 746 491 8422
craigrogers@eversheds-sutherland.com
 

Craig Rogers is a Partner at Eversheds Sutherland in London. Craig joined 
Eversheds after 14 years as an “in-house” lawyer at IBM, Oracle and KPMG. 
He advises clients on the cyber security aspects of strategic outsourcing 
transactions, the design and build of digital platforms and mergers and 
acquisitions. He also helps his clients respond to, and mitigate, the 
impact of cyber breach events.    

Michael Bahar
Eversheds Sutherland, Partner, Washington

T: +1.202.383.0882
michaelbahar@eversheds-sutherland.com
 

Michael Bahar Co-Leads the global Cyber security and Data practice for 
Eversheds Sutherland. Michael, who recently came from the US House 
Intelligence Committee and, before that, the US National Security 
Council at the White House, is based in Washington D.C.  

Mark Thibodeaux
Eversheds Sutherland,  
Senior Counsel, Houston

M: +1 281.678.5456
markthibodeaux@eversheds-sutherland.com
 

Mark Thibodeaux, Deputy Practice Head of the Eversheds Sutherland (US) 
Cyber security and Data Privacy team, has advised companies for more 
than 25 years on privacy and data security matters across the country 
and worldwide. A highly experienced commercial litigator with a deep IT 
background, Mark has helped companies respond to incidents ranging 
from employee mistakes to attacks by nation-state actors.  

  

Nasser Ali Khasawneh 
Eversheds Sutherland, Chairman  
Middle East and Head of TMT, Dubai 

M: +971506553198
naeeraalikhasawneh@eversheds-sutherland.com

Nasser Ali Khasawneh is Eversheds Sutherland’s Middle East Chairman 
and Head of the TMT sector group. He has acted for leading regional 
and international companies in various sectors. Nasser has represented 
some of the world’s largest information technology, media and  
consumer companies, advising them on various commercial, licensing, 
IP rights, labour law, and other issues. His practice covers legal issues 
around data protection, cloud computing, cyber security and other facets 
of digital transformation.     

Dale Waterman
Microsoft, Senior Corporate Attorney, Dubai

M: +971 50 633 8193
dalewa@microsoft.com
 

Dale Waterman is the lead lawyer for Industry for the Middle East & 
Africa (MEA) region in Microsoft’s Corporate External and Legal Affairs 
department. He leads the legal and regulatory strategy across several 
industry verticals to facilitate the digital transformation of customers. 
Dale previously served as the MEA headquarters lead, working with 
senior management in the business community to manage legal and 
commercial issues. Prior to this Dale led the Microsoft Digital Crimes 
Unit in the region; a team of lawyers, investigators and technical analysts 
working to transform the fight against digital crime.  

Ramon Bosch
Microsoft, Principal,  
Risk and Compliance, Dubai

M: +971 555 38 10 40
ramon.bosch@microsoft.com

Ramon Bosch is a Principal for Risk and Compliance at Microsoft. Ramon 
has been helping organizations make better decisions with regards 
to building, operating and securing digital platforms for over twenty 
years. He advises Microsoft’s customers in highly regulated industries 
operating in emerging markets on aspects related to the Security and 
Compliance posture of their digital estate.   

Oguzhan Filizlibay 
Microsoft, Enterprise Security  
Executive, Dubai

M: +971 55 960 2544
Oguzhan.Filizlibay@microsoft.com

Oguzhan Filizlibay has been in the field of systems security since 1997. 
He joined Microsoft in 2004 and focused on Windows networking, with 
an emphasis on product security, reliability, security incident response 
and malware reverse engineering. During this time, Oguzhan has 
developed several tools for network security, malware detection and 
removal, and incident analysis. He frequently presents at security events 
and workshops across Europe and the Middle East. Oguzhan is currently 
an Enterprise Security Executive in Microsoft’s Cybersecurity Solutions 
Group for the MEA region.     

Responding to the evolving cyber threat landscape in the oil & gas sector





eversheds-sutherland.com
© Eversheds Sutherland 2018. All rights reserved. 
Eversheds Sutherland (International) LLP is part of a global legal practice, operating through 
various separate and distinct legal entities, under Eversheds Sutherland. For a full description of 
the structure and a list of offices, please visit www.eversheds-sutherland.com.
DTUK001917_10/18


	Microsoft URL: 


