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Executive summary

Welcome to the first edition of Updata – the international quarterly update from 
Eversheds Sutherland’s dedicated Privacy and Cybersecurity team. 

Updata provides you with a compilation of privacy and cybersecurity regulatory 
and legal updates from our contributors around the globe over the past quarter.

 – new iterations of the EU’s proposed ePrivacy Regulation from the 
Austrian Presidency of the Council of the EU

 – reports on the implementation of the NIS Directive in France, 
Poland and the UK

 – the EDPB’s third plenary and its review of DPIA lists submitted by 
national supervisory authorities

 – LIBE Committee and EU Parliament call for the suspension of the 
EU-US Privacy Shield

 – talks underway to secure an EU-Japan adequacy arrangement

 – the CNIL’s guidance on data protection and blockchain

 – Malaysia’s proposals for mandatory data breach reporting

 – UK Government guidance outlining plans regarding data protection 
in the event of a “no deal” Brexit

 – commentary from the Bank of England, FCA and PRA on the UK 
financial sector’s resilience against cyber-attacks

 – a recap on the data protection legal framework in the UAE

 – Spotlight on… analysis of:

 – Poland’s implementation of cyber security legislation

 – California’s sweeping new privacy bill, the California Consumer 
Privacy Act 2018

 – UK’s landscape for data protection and cybersecurity litigation

Highlights from this quarter’s update include:
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Updates by territory
Development Summary Impact date Links

European Union

July

European Parliament 
votes to suspend Privacy 
Shield unless changes are 
made

The EU’s Civil Liberties Committee (LIBE) has issued a press release stating that the 
Privacy Shield does not provide adequate protection for personal data and should be 
suspended if the US fails to comply before 1 September 2018. 
 
The European Parliament (EP) subsequently passed a non-binding resolution in support 
of LIBE’s proposal.

There have been no further updates at the time of publication.

1 September 
2018

LIBE press release

EP motion for resolution

EU and Japan agree on 
adequacy decision

The European Union and Japan have concluded talks on securing an adequacy 
arrangement to safeguard data flows. The European Commission is planning to adopt 
the adequacy decision in autumn 2018.

The procedure commenced on 5 September 2018.

Autumn 2018 European Commission 
press release 17 July 2018

European Commission 
press release 5 
September 2018
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http://www.europarl.europa.eu/news/en/press-room/20180611IPR05527/eu-us-privacy-shield-data-exchange-deal-us-must-comply-by-1-september-say-meps
http://www.europarl.europa.eu/sides/getDoc.do?type=MOTION&reference=B8-2018-0305&language=EN
http://europa.eu/rapid/press-release_IP-18-4501_en.htm
http://europa.eu/rapid/press-release_IP-18-4501_en.htm
http://europa.eu/rapid/press-release_IP-18-5433_en.htm
http://europa.eu/rapid/press-release_IP-18-5433_en.htm
http://europa.eu/rapid/press-release_IP-18-5433_en.htm
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GDPR in force in EEA The GDPR has entered into force in the European Economic Area states of Iceland, 
Liechtenstein and Norway. The Joint Committee Decision incorporating the GDPR  
was adopted by the EEA Joint Committee on 6 July 2018 and entered into force on  
20 July 2018.

20 July 2018 EFTA press release

New draft of ePrivacy 
Regulation 

The Austrian Presidency of the Council of the EU released an updated draft of the 
proposed ePrivacy Regulation (ePR). By way of reminder, the ePR will sit alongside the 
GDPR and is intended to repeal and replace the existing ePrivacy Directive 2002/58/EC 
(as amended) which governs – among other things – the confidentiality and security of 
communications services, the use of cookies and location data and the sending of direct 
marketing communications. It is broader in scope than the ePrivacy Directive and aims 
to cover communications provided by a wider range of providers, including over-the-
top service providers (such as instant messaging apps), Voice over Internet Protocol 
platforms and machine-to-machine services (such as the Internet of Things).

Notable changes proposed by the Presidency include the introduction of provisions 
allowing for further compatible processing of electronic communications metadata 
aligned with those cited in Article 6(4) of the GDPR, as well as proposals permitting 
conditional access to website content and the deletion of provisions requiring  
software enabling electronic communications to provide information and options for 
privacy settings. 

NOTE: See also update regarding September draft below.

Ongoing Draft ePrivacy Regulation 
text

EDPB statement on 
cross-border cooperation 
and consistency

The European Data Protection Board (EDPB) have issued an update in relation to the 
consistency and the cooperation systems set out in the GDPR.

Ongoing EDPB statement

Religious community is a 
controller, jointly with its 
members who engage in 
preaching

In Case C-25/17 Tietosuojavaltuutettu v Jehovan todistajat — uskonnollinen yhdyskunta 
the Court of Justice of the European Union held that a religious community, such as the 
Jehovah’s Witnesses, is a controller, jointly with its members who engage in preaching, 
for processing carried out in the context of door-to-door preaching.

Immediate Judgment

Press release

European Data Protection 
Supervisor (EDPS) 
Opinion on Proposal for 
a recast of the Public 
Sector Information re-use 
Directive

The PSI re-use Directive aims to facilitate the re-use of PSI (such as legal, traffic, 
meteorological, economic and financial data) throughout the EU by harmonizing the 
basic conditions that make it available for re-use, to enhance the development of 
products and services based on PSI and to avoid distortion in competition. The EDPS 
Opinion makes specific recommendations which are aimed at clarifying the relationship 
between the PSI Directive and the GDPR and which focus on ensuring the protection 
of personal data with a view to minimizing data lock-in and ensuring undistorted 
competition, promoting transparency on the purpose of PSI reuse and undertaking data 
protection impact assessments and appropriate data protection safeguards for reuse.

Immediate Opinion on recast of 
public sector information 
re-use directive
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http://www.efta.int/EEA/news/General-Data-Protection-Regulation-GDPR-entered-force-EEA-509576
https://iapp.org/media/pdf/resource_center/ePR-draft-July-2018.pdf
https://iapp.org/media/pdf/resource_center/ePR-draft-July-2018.pdf
https://edpb.europa.eu/news/news/2018/cross-border-cooperation-and-consistency-procedures-state-play_en
http://curia.europa.eu/juris/document/document.jsf;jsessionid=9ea7d0f130da1c73d7feec4e4cf98a3aa5c0dfc6cca3.e34KaxiLc3eQc40LaxqMbN4Pb3qKe0?text=&docid=203822&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=599058
https://curia.europa.eu/jcms/upload/docs/application/pdf/2018-07/cp180103en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-07-11_psi_directive_opinion_en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-07-11_psi_directive_opinion_en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-07-11_psi_directive_opinion_en.pdf
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EDPS Opinion on 
Proposal to amend 
Directive regarding the 
use of digital tools and 
processes in company law

The European Commission issued a Proposal for a Directive amending Directive 
2017/1132 regarding the use of digital tools and processes in company law, which aims to:

 – address the lack of rules for online company registration, filing and publication 
of registered information on companies and branches in electronic form or the 
divergence of such rules in EU Member States; and

 – ensure that Member States enable companies to benefit from the use of electronic 
identification and at providing for an additional exchange of data between national 
business registers concerning the disqualification of directors; 

 – ensure free of charge access of a list of documents and information in all Member 
States and introduce the once-only principle in the area of company law; and

 – establish an optional access point for EU institutions to the platform.

The EDPS Opinion makes specific recommendations aimed to take account of the fact 
that increased access to personal data must be accompanied with effective measures to 
prevent unlawful or unfair processing of such data.

Immediate Opinion on proposal 
to amend Directive 
regarding digital tools 
and company law

August

European Data Protection 
Board publishes 
statement on data 
protection impact of 
“economic concentration”

The EDPB published a statement on the data protection impacts of “economic 
concentration”.

The statement confirms that EU data protection authorities can help with the 
assessment of the impact of potential abuse of dominance as well as mergers of 
companies on the consumer or society more generally in terms of privacy, freedom of 
expression and choice.

The assessment, as well as the identification of conditions or remedies for mitigating 
negative impacts on privacy and other freedoms, may be separate to and independent 
from, or integrated into, the analysis carried out by competition authorities during their 
assessment under competition law.

Ongoing EDPB statement
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https://edps.europa.eu/sites/edp/files/publication/18-07-26_opinion_digital_tools_company_laws_en_0.pdf
https://edps.europa.eu/sites/edp/files/publication/18-07-26_opinion_digital_tools_company_laws_en_0.pdf
https://edps.europa.eu/sites/edp/files/publication/18-07-26_opinion_digital_tools_company_laws_en_0.pdf
https://edps.europa.eu/sites/edp/files/publication/18-07-26_opinion_digital_tools_company_laws_en_0.pdf
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_statement_economic_concentration_en.pdf
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EDPS Opinion on 
Proposal for a Regulation 
strengthening the security 
of identity cards of Union 
citizens 

The European Commission issued a Proposal for a Regulation which aims to improve 
the security features of EU citizens’ identity cards and non-EU Family members’ 
residence cards, which are used when such individuals exercise their right to free 
movement. 

The EDPS Opinion makes specific recommendations aimed to align the Commission’s 
Proposal with applicable data protection laws. For example, one of the ways the 
Proposal aims to strengthen security is to add the compulsory inclusion of biometric 
data (two fingerprints and a facial image) in identity cards. The EDPS considers that the 
Proposal does not sufficiently justify the need to process two types of biometric data in 
this context, while the stated purpose could be achieved in a less intrusive approach. In 
addition, the EDPS recommends that a provision is added to the Proposal which states 
explicitly that the biometric data processed in this context must be deleted immediately 
after their inclusion on the chip and may not be further processed for purposes other 
than those explicitly set out in the Proposal. Further, the EDPS recommends setting the 
age limit for collecting children’s fingerprints under the Proposal at 14 years, in line with 
other instruments of EU law.

Immediate Opinion on proposal for 
Regulation strengthening 
security of identity cards 
of Union citizens

September

EDPB blogs about Data 
Protection Impact 
Assessments (DPIAs)

Greet Gyson – the EDPB’s Information and Communication Manager – published an 
article on DPIAs, largely reflecting the AWP29’s guidelines on the subject.

The article reiterated that Articles 35(4) and 57(1)(k) of the GDPR requires national 
supervisory authorities to create and publish lists of types of operations that involve 
high-risk processing and therefore require a DPIA. Twenty-two supervisory authorities 
have so far submitted their draft lists to the EDPB.

NOTE: See also update EDPB third plenary update below.

Ongoing Article on DPIAs
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https://edps.europa.eu/sites/edp/files/publication/18-08-10_opinion_eid_en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-08-10_opinion_eid_en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-08-10_opinion_eid_en.pdf
https://edps.europa.eu/sites/edp/files/publication/18-08-10_opinion_eid_en.pdf
https://www.linkedin.com/pulse/data-protection-impact-assessment-helping-understand-greet-gysen/
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ECHR rules that UK 
GCHQ interception 
violated Article 8 ECHR

In Big Brother Watch and Others v United Kingdom, the European Court of Human 
Rights ruled that the UK government’s GCHQ program of bulk interception of online 
communications violated Article 8 of the European Convention on Human Rights (right 
to respect for private and family life and correspondence).

According to the ECHR’s Q&A summary: The case looked at three different types of 
surveillance: the bulk interception of communications; intelligence sharing; and the 
obtaining of communications from communications service providers. 

Big Brother Watch is the first case in which the Court specifically considered the extent 
of the interference with a person’s private life that could result from the interception and 
examination of communications data (as opposed to content). It also examined the way 
in which authorities request and receive signals intelligence from foreign Governments.

The Court also expressly stated that the Investigatory Powers Tribunal must be used as 
part of the admissibility procedure of exhaustive domestic remedies.

The Court examined the regimes in question against their statutory basis under 
the Regulation of Investigatory Powers Act 2000. The Court did not include in its 
assessment the new Investigatory Powers Act 2016 – parts of which have been 
challenged and are due to be replaced.

Ongoing Full judgment

ECHR Q&A summary

ECHR mass surveillance 
factsheet

UK Government publishes 
“no deal” Brexit data 
protection guidance note

The UK Government published a guidance note outlining plans regarding data 
protection in the event that the UK leave the EU without an agreement.

The note confirms that the UK would at the point of exit continue to allow the free flow 
of personal data from the UK to the EU. 

In addition, the note states that the European Commission have not yet indicated a 
timetable for preliminary discussions on an adequacy assessment and have stated that 
an adequacy decision cannot be made until the UK is a third country. In other words, 
upon the point at which UK leaves the EU there will be at least a period of time where 
organizations exporting personal data from the EU to the UK will need to put in place an 
adequate safeguard to protect those transfers e.g. standard contractual clauses.

Ongoing (29 
March 2019)

Guidance note
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https://www.echr.coe.int/Documents/Press_Q_A_Brother_Watch_ENG.pdf
http://hudoc.echr.coe.int/eng-press?i=003-6187848-8026299
https://www.echr.coe.int/Documents/Press_Q_A_Brother_Watch_ENG.pdf
https://www.echr.coe.int/Documents/FS_Mass_surveillance_ENG.pdf
https://www.echr.coe.int/Documents/FS_Mass_surveillance_ENG.pdf
https://www.gov.uk/government/publications/data-protection-if-theres-no-brexit-deal/data-protection-if-theres-no-brexit-deal
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Proposal for a 
European Cybersecurity 
Competence Network 
and Centre

The European Commission has issued a statement regarding its proposals to build a 
Network of Cybersecurity Competence Centers and a new European Cybersecurity 
Industrial, Technology and Research Competence Centre.

The aims of the initiative is to help the EU retain and develop the cybersecurity 
technological and industrial capacities necessary to secure its Digital Single Market and 
to increase the competitiveness of the EU’s cybersecurity industry.

Ongoing Press release

Further draft ePrivacy 
Regulation

On 20 September, the Austrian Presidency of the Council of the EU published a further 
draft of the proposed ePR. 

The latest proposals include adjustments to Articles 2 (scope), 6 (permitted processing) 
and 8 (protection of end users’ terminal equipment information) for the EU delegations 
to consider.

As regards timing for the ePR to be agreed, Roberto Viola, the Director General of DG 
Connect at the European Commission has recently reiterated the EU Commission’s 
hopes the ePR will be adopted before summer 2019.

Ongoing Draft ePrivacy Regulation 
text

European Commission 
Director General blog 
post

EDPB third plenary The EDPB held its third plenary from 25-26 September. They discussed the EU-Japan 
draft adequacy decision and have confirmed that are conducting a thorough review of 
the decision.

In addition, the EDPB reached an agreement and adopted Opinions on the 22 DPIA lists 
submitted by national data protection supervisory authorities. The EDPB published its 
opinions on 4 October 2018.

The EDPB also adopted new draft guidelines, on the territorial scope of the GDPR, which 
will be subject to a public consultation. At the time of publication, the draft guidelines 
have not been published.

The EDPB also adopted an opinion on the new eEvidence regulation, proposed by the 
European Commission.

Ongoing Press release

EDPB Opinions on DPIA 
lists
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https://ec.europa.eu/digital-single-market/en/proposal-european-cybersecurity-competence-network-and-centre
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_12336_2018_INIT&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_12336_2018_INIT&from=EN
https://ec.europa.eu/digital-single-market/en/blogposts/european-dimension-digital-economy
https://ec.europa.eu/digital-single-market/en/blogposts/european-dimension-digital-economy
https://ec.europa.eu/digital-single-market/en/blogposts/european-dimension-digital-economy
https://edpb.europa.eu/news/news/2018/press-release-third-plenary-session-eu-japan-draft-adequacy-decision-dpia-lists_en
https://edpb.europa.eu/our-work-tools/consistency-findings/opinions_en
https://edpb.europa.eu/our-work-tools/consistency-findings/opinions_en
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Germany

July

Data Protection Authority 
of Bavaria for the 
Private Sector (BayLDA) 
information on DPIA

A key concept of the GDPR is DPIA, Article 35 GDPR, as an element of the new “risk-
oriented approach” to data protection. The BayLDA has provided information on the 
execution of a DPIA and also exercises a DPIA in a case study on its website.

Ongoing DPIA

Federal Commissioner 
for data protection and 
freedom of information 
(BfDI) on the issue of a 
stronger protection of 
children

Data protection should be the priority when teaching digital competences in school 
and in general education. The adolescent generation has to be sensitized to the 
risks of the growing digital world and the protection of their own personal data. A 
conference organized by the BfDI discussed this topic and created general advice for an 
improvement in data protection for children. 

Ongoing Press Release

August
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https://www.lda.bayern.de/de/dsfa.html
https://www.bfdi.bund.de/DE/Infothek/Pressemitteilungen/2018/06_Dialogkonferenz_Datenschutz_f%C3%BCr_Kinder.html
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State Commissioner 
for data protection and 
freedom of information 
of Rheinland Pfalz (LfDI) 
on video surveillance of 
house and property 

Video surveillance used by neighbors can often lead to complaints, disputes and 
even court proceedings. The LfDI has provided a short guideline in the form of FAQs, 
published in the newsletter Nr. 4-2018 of the LfDI.

Ongoing Newsletter

LfDI on data protection 
declarations on websites 

Data protection declarations are one of the major data protection obligations, for 
private as well as for public website operators. The LfDI published in their newsletter Nr. 
4-2018 recommendations to ensure all required information be included in online data 
protection declarations.

Ongoing Newsletter

LfDI on data transfers in 
non-EU-countries

The standards of protection of personal data in “third countries” can differ from those in 
the EU. Safeguards to protect personal data must be put in place when transferring data 
out of the EU. The LfDI gives an overview on different possible mechanisms to transfer 
data in a third country in an adequate way. Published in Newsletter Nr. 4-2018.

Ongoing Newsletter

September

State Commissioner 
for data protection and 
freedom of information 
of Baden- Württemberg 
(LfDI) on photography 
under the GDPR 

Photography in the spotlight of the GDPR – the LfDI has published a new set of FAQs to 
sit alongside existing guidelines on working as a photographer in accordance with data 
protection standards, with special FAQs for the publishing of photos by societies.

Ongoing Press Release

German Data-Protection-
Conference on the 
application of the GDPR 
on parliaments, fractions, 
members of parliament 
and political parties

In its decision from 5 September 2018 the German Data-Protection-Conference of the 
German Federation gives advice to certain public authorities on if and how to address 
GDPR.

Ongoing Decision 
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https://www.datenschutz.rlp.de/de/themenfelder-themen/newsletterarchiv/
https://www.datenschutz.rlp.de/de/themenfelder-themen/newsletterarchiv/
https://www.datenschutz.rlp.de/de/themenfelder-themen/newsletterarchiv/
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2018/09/Fotografieren-im-Fokus-der-DS-GVO.pdf
https://www.datenschutzkonferenz-online.de/media/dskb/20180905_dskb_anwendung_dsgvo.pdf
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Italy

July

Italian Data Protection 
Authority (IDPA) annual 
report

IDPA annual report for 2017. Immediate Annual Report 2017

IDPA Newsletter No. 443 
of 31 July 2018

Decision on the enforcement of the “privacy by design and privacy by default” principle 
for the geo-location of business vehicles. In such decision, the IDPA underlines the 
modalities of collection of data, with reference to geo-located trucks and company 
vehicles, which was deemed to be invasive. 

Approval of the IDPA’s internal inspection plan for the second semester of 2018. Such 
inspections will be in particular focused on:

 – general assessments regarding:

 – processing carried out by companies/entities managing large databases;

 – processing carried out in the context of banking activities; and

 – processing carried out for telemarketing purposes;

 – controls regarding lawfulness of processing and, in particular of the consent, if 
that is the basis of the processing, including any profile related to the appropriate 
information of the data subjects.

28 June 2018

26 July 2018

IDPA’s decision

(Italian language only) 
 
IDPA’s resolution 

(Italian language only)

IDPA’s FAQs on Data 
Protection Officers 
(DPOs)

The IDPA has updated its FAQs regarding DPOs (including a non-exhaustive sample 
list of categories of undertakings who are required to designate a DPO) and the online 
procedure to communicate DPO details to the IDPA.

Immediate Updated FAQs

(Italian language only)
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https://www.garanteprivacy.it/documents/10160/0/Annual+report+2017+-+Highlights
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9023246
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9025338
https://www.garanteprivacy.it/regolamentoue/rpd
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IDPA’s Measure regarding 
its general authorization 
for processing of 19 July 
2018

The purpose of such Measure is to extend the validity of the IDPA’s general authorization 
for processing in specific cases after 25 May 2018 and until new specific measures are 
adopted in this respect.

Immediate IDPA’s measure

(Italian language only)

August

Publication of Legislative 
Decree No. 101/2018

The Legislative Decree No. 101/2018 harmonizes the Italian data protection legal system 
with the GDPR, by amending Legislative Decree No. 196/2003, and providing the 
Italian Privacy Code (also known as the “Privacy Code”) accordingly. These changes are 
enforceable as of 19 September 2018.

19 September 
2018

Legislative Decree No. 
101/2018

(Italian language only)

September

IDPA Newsletter No. 444 
of 10 September 2018

The Italian authority has imposed a fine of EUR 600,000.00 on Fastweb (under the 
pre-GDPR legal framework) for having carried out telemarketing campaigns without 
the consent of the individuals contacted and for having carried out unfair profiling of its 
clients.

26 July 2018 IDPA’s decision against 
Fastweb

(Italian language only)

Entry into force of the 
Legislative Decree No. 
101/2018 amending 
Italian Privacy Code 

The reformed Italian Privacy Code entered into force.

We anticipate that various implementing acts and measures by IDPA to be published 
over the coming months.

19 September 
2018

Legislative Decree No. 
196/2003 as amended by 
Legislative Decree No. 
101/2018

(Italian language only)

Privacy Sweep 2018 The Privacy Sweep is an initiative of the Global Privacy Enforcement Network (GPEN) 
aimed at analyzing enforcement of the accountability principle by the national 
authorities. In particular, the IDPA will focus its analysis on Italian regions and 
autonomous provinces as well as their respective public-owned companies processing 
personal data for public interest purposes.

Ongoing – to 
be concluded 
on November 
2018

Privacy Sweep 2018
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https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9026901
http://www.gazzettaufficiale.it/atto/serie_generale/caricaDettaglioAtto/originario?atto.dataPubblicazioneGazzetta=2018-09-04&atto.codiceRedazionale=18G00129&elenco30giorni=true
http://www.gazzettaufficiale.it/atto/serie_generale/caricaDettaglioAtto/originario?atto.dataPubblicazioneGazzetta=2018-09-04&atto.codiceRedazionale=18G00129&elenco30giorni=true
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9040267
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9040267
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9042718
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9042718
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9042718
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9042718
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9043486
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Publication of the 
updated unofficial Italian 
version of the GDPR

The IDPA has released the unofficial Italian version of GDPR, as amended to the 
Corrigendum of 23 May 2018 to Regulation (EU) 2016/679 of the European Parliament 
and of the Council of 27 April 2016 on the protection of natural persons with regard to 
the processing of personal data and on the free movement of such data.

Immediate Updated Italian version 
of the GDPR

Judgment of Friuli 
Venezia Giulia’s 
Administrative Tribunal 

This is the first judgment given by an Italian Regional Administrative Tribunal (TAR) 
regarding the appointment of a DPO. The public notice for a DPO job application by a 
public hospital required the candidate to be in possession of ISO27001 certificate as an 
eligibility requirement.

Pursuant to the judges of TAR, such certificate requirement cannot be used as an 
eligibility requirement. Please take into account that this is a judgement of first instance.

5 September 
2018 and 
published on 
13 September 
2018.

Judgment of 26/09/2018

(Italian language only)

FAQs on facilitated 
resolution for pending 
sanctioning proceedings 

The facilitated resolution mechanism has been introduced by Legislative Decree No. 
101/2018. Pursuant to this mechanism, entities sanctioned for violations of the Italian 
Privacy Code, alleged before 25 May 2018 and still pending adjudication are able to 
resolve the sanction by paying a reduced sum of two fifths of the legal minimum penalty. 

19 September 
2018

(FAQs 
published on 
1 October 
2018)

FAQs

(Italian language only)
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https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9039802
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9039802
https://www.giustizia-amministrativa.it/cdsintra/cdsintra/AmministrazionePortale/DocumentViewer/index.html?ddocname=5LLMWH2MBE2JVPC536FUMJHNYU&q
https://www.garanteprivacy.it/home/faq/faq-definizione-agevolata-delle-violazioni-in-materia-di-protezione-dei-dati-personali
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France

July

CNIL sanction against 
Dailymotion

The CNIL (the French data protection authority) imposed a EUR 50,000 penalty to 
Dailymotion for a data breach which occurred in December 2016 and affected 82.5 
million email addresses and 18.3 million passwords. 

Despite the sophistication of the attack, the CNIL considered that it could not have 
succeeded if Dailymotion (i) had not kept in plaintext within its source code openly 
accessible on Github, the identifiers of an administrator’s account, and (ii) had secured 
the outside connections to its internal network through the use of a VPN or an IP 
address filtration system. 

24 July 2018 CNIL decision against 
Dailymotion

Two start-ups specializing 
in advert targeting noticed 
by the CNIL to comply 
with the GDPR

Two start-ups specializing in targeted advertising have been issued with formal notices 
by the CNIL to comply with the GDPR, after using geolocation data of smartphones 
users without their consent. 

The two start-ups were using a tool allowing the collection of geolocation data from the 
users smartphones even when their app was not running. 

With this data, both companies were giving retailers the ability to target potential 
customers near their stores and attract them with targeted offers.

The CNIL issued a formal notice considering that users were not properly informed of 
the purposes of the processing and of the identity of the data controller; that users were 
not offered the possibility to download the app without the geolocation tool; and that 
the retention period of 13 months was disproportionate. 

19 July 2018 Press release 
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https://www.legifrance.gouv.fr/affichCnil.do?oldAction=rechExpCnil&id=CNILTEXT000037273346&fastReqId=1889384723&fastPos=1
https://www.legifrance.gouv.fr/affichCnil.do?oldAction=rechExpCnil&id=CNILTEXT000037273346&fastReqId=1889384723&fastPos=1
https://www.cnil.fr/fr/applications-mobiles-mises-en-demeure-absence-de-consentement-geolocalisation-ciblage-publicitaire
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August

Twitter’s terms of use 
declared abusive and 
unlawful

Paris Civil Court declared on 9 August 2018 that 256 provisions of Twitter’s terms of use 
were unlawful and had to be replaced. 

Among other things, the tribunal decided that there cannot be any commercial use of 
the users’ personal data such as tweets and photographs (e.g. for advertising purposes) 
without consent.

It also decided that users must receive pre-contractual information, and considered 
that by ticking the box to accept the terms of use, the users had not accepted the 
commercial use of their personal data. 

9 August 
2018

ANSSI announces the 
launch of the European 
Cyber Security Month 
2018

ANSSI (the National Cybersecurity Agency of France) announced that France will be 
welcoming the 2018 edition of the European Cyber Security Month in October 2018. 

ANSSI, with a dozen institutional stakeholders, will discuss cybersecurity issues and share 
best practices to protect digital life of European citizens. It will also launch an awareness 
campaign on the theme “cyber security is a shared responsibility” with amusing stories 
featuring a regular web user realizing he made a mistake online. 

October 
2018

Press release

September

Completion of the 
GDPR’s implementation 
into French law

The application decree relating to the French data protection law implementing the 
GDPR was adopted on 3 September 2018. 

It specifies the time limits and procedures applicable to the various missions of the CNIL. 

3 September 
2018

Application decree

CNIL quarterly report after 
entry into force of the 
GDPR

The CNIL published a summary of the actions taken by companies and data subjects 
following entry into force of the GDPR: 

 – 24,500 undertakings have appointed a DPO

 – 600 data breaches have been notified

 – 3.767 complaints from data subjects have been received by the CNIL

 – two collective complaints have been filed to the CNIL

It also published a list of the new regulatory tools to be adopted:

 – a list of the kind of processing operations which are subject to the requirement for 
a data protection impact assessment has been submitted to the EDPB for approval 
before being published;

 – three toolkits are to be adopted regarding (i) customers and prospects’ management, 
(ii) human resources and (iii) health care; 

 – a consultation regarding the adoption of a Model Regulation regarding the use of 
biometric devices in work premises. Consultation closes on October 1st 2018;

 – the DPO certification is being finalized and should be launched soon; and

 – around ten codes of conduct are being prepared, in particular regarding medical 
research and regarding cloud infrastructures. 

Ongoing Press release
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https://www.ssi.gouv.fr/en/actualite/france-is-welcoming-the-2018-edition-of-the-european-cybersecurity-month/
https://www.legifrance.gouv.fr/eli/decret/2018/8/1/JUSC1815709D/jo/texte
https://www.cnil.fr/fr/rgpd-quel-premier-bilan-4-mois-apres-son-entree-en-application
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Completion of Security of 
Network and Information 
Systems Directive (NIS 
Directive) implementation 
into French law

By publishing a new decree regarding security rules applying to Operators of Essential 
Services (OES) on 28 September 2018, France has completed the implementation of the 
NIS directive. 

OES are defined as public or private operators offering essential services to the 
functioning of our society or economy, and which continuity could be seriously affected 
by incidents affecting the networks and information systems necessary for the provision 
of such services.

These OES are now subject to an obligation to declare security incidents to the ANSSI 
and will have to follow a set of rules to manage risks to their IT systems.

1 October 
2018

Application decree

CNIL’s recommendations 
regarding the blockchain

CNIL proposes its analysis and recommendations to actors wishing to use blockchain 
for their data processing. 

It distinguishes 3 types of actors:

 – accessing party: who has the right to read and obtain a copy of the chain;

 – participant: who has the right to write (i.e. creating a transaction submitted to the 
minors approval), determine the means and purpose of the processing (i.e. chooses 
to use the blockchain and to what end); 

 – the minors: parties which approve a transaction and create the blocks of the chain by 
following the rules of the blockchain. 

The CNIL considers that the participant will be the data controller when: 

 – it is a natural person and the processing is related to its professional activity; or

 – it is a legal entity which writes personal data within the blockchain; or

 – it is a group of entities which decided to carry out processing using a blockchain for 
a common purpose. In such cases, the CNIL recommends to (i) create a new legal 
entity and consider it as the data controller, or (ii) appoint the entity which takes 
the decisions for the group as data controller. Otherwise, all the entities could be 
considered as data controllers. 

The data processor would be either the smart contract developer which processes 
the data on the participant’s behalf, or the minors which approve the transactions. A 
contract compliant with the requirements of Article 28 of the GDPR would then be 
necessary between such data processor and the participant. 

Ongoing CNIL analysis

United Arab Emirates

Hong Kong

Malaysia

Romania

United Kingdom

Switzerland

Poland

France

Italy

Germany

European Union

https://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000037444012&dateTexte=&categorieLien=id
https://www.cnil.fr/sites/default/files/atoms/files/la_blockchain.pdf


Development Summary Impact date Links

Poland

July

Act on the National 
Cybersecurity System 

On 5 July 2018, Poland passed the Act on the National Cybersecurity System (ANCS) 
implementing into Polish law the EU directive on measures for a high common level 
of security of network and information systems across the Union (the NIS Directive). 
The new law will create a national cybersecurity system and the ANCS will requires 
designated entities to apply appropriate and proportionate technical and organizational 
measures to manage risk and take preventive steps to minimize the negative impact of 
any security accidents. There are two categories of companies conducting business 
in Poland for which the ANCS impose these obligations: essential service operators 
(key to maintaining critical social or business activities and services) and digital service 
providers. Polish Government agencies will determine which companies are subject 
to ANCS by 9 November 2018. Banks, energy sector companies, air and rail carriers, 
hospitals and entities producing digital infrastructure in Poland are likely to be included. 
A company’s failure to comply with the ANCS may result in penalties up to 1,000,000 
PLN or over $260,000. It is likely that companies rendering digital services within Poland 
might be designated as a digital service provider within the meaning of ANCS, although 
this may evolve.

NOTE: See also further update below.

5 July 2018 Act on the National 
Cybersecurity System 
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http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf
http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf
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August

Guidelines on 
cooperation between 
DPOs and internal 
auditors in public sector

Polish President of the Personal Data Protection Office (PUODO) and Ministry of Finance 
– being aware of the complex nature of the functions performed by DPOs and internal 
auditors in the public organizations, have issued rules for cooperation regarding internal 
audits in the area of personal data protection. In PUODO’s opinion, independence in 
fulfilling obligations by both DPOs and auditors constitute key-features of their role. 
If the audit carried out by the auditor covers tasks performed by the DPO, the auditor 
shall refrain from drawing any conclusions in that respect. In case of conflict, it should 
be resolved by the head of the organization. If however the DPO’s standpoint is not 
accepted, the DPO should keep sufficient evidence for the purposes of any future data 
protection audits.

1 August 
2018

Guidelines

Data processing 
operations requiring DPIA

By fulfilling obligations imposed by art. 35(4) of GDPR, on 17 August 2018 PUODO 
issued the first list of data processing operations that require DPIA. The list contains nine 
categories of data processing operations for which DPIA will be mandatory, together 
with examples of some hi-risk operations and examples of areas which might be 
affected by them. The list does not include data processing operations connected with 
offering goods or services to data subjects or monitoring their preferences/behavior in 
several member states or which may affect the free movement of people within the EU. 
The list considering these operations will be issued after the European Data Protection 
Council has given its opinion on that topic.

24 August 
2018

Announcement

Act on the National 
Cybersecurity System 
comes into force

On 28 August 2018, the Act on the National Cybersecurity System came into effect.

NOTE: Please see the summary from July above for more detailed information.

28 August 
2018

Act on the National 
Cybersecurity System

PUODO’s guidebook on 
how to process personal 
data in schools and 
educational institutions

In order to ensure efficient application of GDPR provisions in schools, on 27 August 
2018, PUODO, in cooperation with the Ministry of National Education published special 
guidance for school heads and educational institutions. The guidance contains updated 
tips on the processing of personal data of children, their parents and legal guardians, 
teachers, as well as other employees of schools and educational institutions.

Immediate Guidebook

PUODO’s guidebook on 
processing of personal 
data during elections

In the guidebook of 30 August 2018, PUODO explains in detail the intricacies of 
processing personal data of persons participating in the local elections.

Immediate Guidebook
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https://uodo.gov.pl/pl/138/445
http://monitorpolski.gov.pl/MP/2018/827/
http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf
http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf
file:///C:\Users\mzuzaniu\Downloads\Poradnik%20dla%20szk%25C3%25B3%25C5%2582.pdf
https://uodo.gov.pl/pl/file/1396
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September

First executive 
legislation to Act on the 
National Cybersecurity 
System – technical 
and organizational 
requirements for 
organizations 

Following the entry into force of ANCS, on 10 September 2018 the Ministry of 
Digitalization issued the first piece of executive legislation in this respect, the Regulation 
on organizational and technical conditions for entities providing services in the field 
of cyber security and internal organizational structures of essential service providers 
responsible for cybersecurity. Organizational requirements include, among others, the 
obligation to prepare and publish a policy statement in accordance with the RFC 2350 
published by Internet Engineering Task Force. The Regulation also sets out technical 
conditions for equipment and premises of the entities subject to the above Act on the 
National Cybersecurity System, such as communication systems, appropriate hardware 
and access to the control systems.

17 September 
2018

Regulation

PUODO’s rules on status 
of local government units 
and National Electoral 
Commission in organizing 
local elections

In the light of forthcoming local elections in Poland, on 21 September 2018 PUODO 
clarified that the local government units, responsible for organization of local 
elections and cooperating in that respect with the National Electoral Commission, 
are administrators of personal data of persons participating in local elections due to 
the scope and the purpose of their functions resulting from Polish election statutes. 
Therefore the National Electoral Commission’s practice to conclude a data processing 
agreement with these entities was incorrect and should cease. 

Immediate PUODO’s Letter to 
National Electoral 
Commission 

Ministry of Digitalization 
guidebook for processing 
of personal data in 
healthcare institutions

On 24 September 2018 the Ministry of Digitalization published a guidebook titled “GDPR 
in Healthcare” which addresses the most problematic issues regarding the operation 
of healthcare institutions in the era of GDPR such as secure methods of registering 
patients, issues related to prescribing medications or the possibility of placing labels 
about a doctor’s specialty on the door to the medical room. The guide addresses many 
other problematic issues faced by healthcare institutions (both public and private) in 
their everyday practice.

Immediate Guidebook

Further executive 
legislation to Act on the 
National Cybersecurity 
System – list of the 
essential services 
and significance of a 
disruptive effect

As a continuation of legislative works connected with the introduction of the Act on 
the National Cybersecurity System, the Council of Ministers has adopted a regulation 
regarding the list of essential services and thresholds of the significance of a disruptive 
effect for essential services. The list of sectors which are considered essential is as 
follows: energy, transport, banking, healthcare, drinking water supply and distribution, 
digital infrastructure (e.g. DNS providers). Global organizations operating within Poland 
are likely to have to comply with the abovementioned Act, specifically if they operate 
in the field of digital services. Polish Government agencies will determine which 
companies are subject to ANCS by 9 November 2018.

22 
September 
2018

Regulation 
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https://www.gov.pl/cyfryzacja/rodo-w-sluzbie-zdrowia-po-pierwsze-pacjent
file:///C:\Users\mzuzaniu\Downloads\D2018000180601.pdf
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Switzerland

July

Federal Data Protection 
and Information 
Commissioner (FDPIC) 
annual report

The FDPIC has published its 25th annual report 2017/2018. Ongoing FDPIC annual report 
(summary)

Report (German / French)

August

FDPIC update on US tax 
dispute

On 18 December 2017, the FDPIC issued a formal recommendation calling for the right 
to information to be taken into account in international tax assistance. The Federal Tax 
Administration (FTA) rejected the recommendation on 18 January 2018. The FDPIC 
submitted the matter to the Federal Department of Finance (FDF) for a decision. 

On 9 August 2018, the FDPIC published an update informing that due to the pending 
decision of the competent department, there is currently uncertainty about the effective 
practice of data disclosure by the FTA.

Ongoing Update (German / 
French)

Recommendation 
(German)

Federal Office for 
National Economic 
Supply (FONES) Minimum 
ICT standard

FONES has published Minimum ICT Standard, which has to be implemented by 
operators of critical infrastructures. 

Each individual business and organization has a fundamental responsibility to protect 
itself. However, wherever the functioning of critical infrastructures is affected, the state 
also has a responsibility, based on its remit as laid down in the Federal Constitution, and 
on the National Economic Supply Act. This Minimum ICT Standard is an expression of 
the responsibility of the state to protect its citizens, its economy, and its institutions and 
public administration.

Ongoing ICT-Minimum-Standard
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https://www.edoeb.admin.ch/dam/edoeb/en/dokumente/2018/TB-25/Res%C3%BCmee%202018%20EN.pdf.download.pdf/Res%C3%BCmee%202018%20EN.pdf
https://www.edoeb.admin.ch/dam/edoeb/en/dokumente/2018/TB-25/Res%C3%BCmee%202018%20EN.pdf.download.pdf/Res%C3%BCmee%202018%20EN.pdf
https://www.edoeb.admin.ch/dam/edoeb/de/dokumente/2018/TB-25/Taetigkeitsbericht%202017-2018.pdf.download.pdf/TB25_de_04.pdf
https://www.edoeb.admin.ch/dam/edoeb/fr/dokumente/2018/TB-25/Taetigkeitsbericht%202017-2018.pdf.download.pdf/TB25_fr_04.pdf
https://www.edoeb.admin.ch/edoeb/de/home/aktuell/aktuell_news.html
https://www.edoeb.admin.ch/edoeb/fr/home/actualites/aktuell_news.html
https://www.edoeb.admin.ch/dam/edoeb/de/dokumente/2017/Empfehlung%20ESTV%20vom%2018.12.2017%20betreffend%20das%20Recht%20auf%20Information%20.pdf.download.pdf/Empfehlung%20ESTV%20vom%2018.12.2017%20betreffend%20das%20Recht%20auf%20Information%20.pdf
https://www.bwl.admin.ch/dam/bwl/en/dokumente/themen/ikt/broschuere_minimalstandard.pdf.download.pdf/ICT-Minimum.Standard-2018.pdf
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Expert Group on the 
future of data processing 
and data security

On 17 August 2018 the expert Group on the future of data processing and data security 
published its report.

The Group had to answer the following questions:

 – How should technological and political developments in the field of data processing 
be assessed?

 – What do these developments mean for the Swiss economy, society and the state?

 – How should the current legal framework be assessed in the light of these 
developments?

 – What recommendations does this make for Switzerland? At the national level? With a 
view to possible initiatives at the international level?

In its report, the Group provided 51 recommendations for the attention of the Federal 
Authorities, subdivided into the following areas:

Information Security; Business to Consumer (B2C); Business to Business (B2B); B2C 
and B2B comprehensive analysis fields: Data access, data ownership and new liability 
issues; Government to Citizen/Business (G2Ci/B); block chain; Digital education of 
the population, competence building, user participation and research and Digital 
Transformation and Ethics.

Ongoing Report (German / French 
/ Italian)

September

Federal Council On 5 September 2018 the Federal Council noted the final report of the expert Group on 
the future of data processing and data security.

5 September 
2018

Press release (German / 
French / Italian)

OFCOM - Digital 
Switzerland

The Federal Council adopted its “Digital Switzerland” strategy for the next 2 years. Within 
the framework of this strategy the Federal Council will, among other things, establish a 
working group on the subject of artificial intelligence and support initiatives in relation 
to Smart Cities. In addition, the federal administration is intensifying dialogue with 
participants which are interested or involved, especially the cantons.

The federal administration’s implementation activities in relation to the strategy will be 
published in an action plan. This action plan will be updated annually and concretizes 
the strategy’s orientation. 

Ongoing Strategy (German / 
French / Italian)

Action Plan (German /
French / Italian)

Press release
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https://www.newsd.admin.ch/newsd/message/attachments/53591.pdf
https://www.newsd.admin.ch/newsd/message/attachments/53692.pdf
https://www.newsd.admin.ch/newsd/message/attachments/53751.pdf
https://www.admin.ch/gov/de/start/dokumentation/medienmitteilungen.msg-id-72083.html
https://www.admin.ch/gov/fr/accueil/documentation/communiques.msg-id-72083.html
https://www.admin.ch/gov/it/pagina-iniziale/documentazione/comunicati-stampa.msg-id-72083.html
https://www.bakom.admin.ch/dam/bakom/de/dokumente/informationsgesellschaft/strategie2018/strategie%20digitale%20schweiz.pdf.download.pdf/strategie%20digitale%20schweiz%20DE.pdf
https://www.bakom.admin.ch/dam/bakom/fr/dokumente/informationsgesellschaft/strategie2018/strategie%20digitale%20schweiz.pdf.download.pdf/strategie%20suisse%20num%C3%A9rique%20FR.pdf
https://www.bakom.admin.ch/dam/bakom/it/dokumente/informationsgesellschaft/strategie2018/strategie%20digitale%20schweiz.pdf.download.pdf/strategie%20digitale%20schweiz.pdf
https://www.bakom.admin.ch/dam/bakom/de/dokumente/informationsgesellschaft/strategie2018/Aktionsplan%20Digitale%20Schweiz.pdf.download.pdf/Aktionsplan%20Digitale%20Schweiz_DE.pdf
https://www.bakom.admin.ch/dam/bakom/fr/dokumente/informationsgesellschaft/strategie2018/Aktionsplan%20Digitale%20Schweiz.pdf.download.pdf/plan-d-action-suisse-numerique_FR.pdf
https://www.bakom.admin.ch/dam/bakom/it/dokumente/informationsgesellschaft/strategie2018/Aktionsplan%20Digitale%20Schweiz.pdf.download.pdf/Piano-d-azione-Svizzera-digitale.pdf
https://www.bakom.admin.ch/bakom/en/homepage/digital-switzerland-and-internet/strategie-digitale-schweiz.html
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Alignment of Swiss 
Law with Directive (EU) 
2016/680

In the discussion on the total reform of the Data Protection Act, Parliament decided 
to give priority to the alignment of Swiss law with Directive (EU) 2016/680. This 
alignment was required to ensure that the EU continues to recognize Switzerland as 
a third country with an adequate level of data protection and that cross-border data 
transmission remains possible in the future. The deadline for alignment was August 
2018, this deadline has been exceeded but should not have negative implications for 
Switzerland. During the Autumn Session in September the Parliament approved the 
Federal Resolution on the approval of the exchange of notes between Switzerland and 
the European Union concerning the adoption of Directive 2016/680.

Now that the Parliament has resolved this issue, it can once again focus on the 
complete reform of the data protection law. The Data Protection Act in Switzerland 
dates back to 1993, when the internet was in its early stages, which is why a total 
reform is necessary. The aim of this revision is to bring Swiss data protection legislation 
in general into line with the requirements of Directive (EU) 2016/679, in particular by 
making DPOs stronger and more independent.

Ongoing Summary (German / 
French / Italian)
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https://www.bj.admin.ch/bj/de/home/staat/gesetzgebung/datenschutzstaerkung.html
https://www.bj.admin.ch/bj/fr/home/staat/gesetzgebung/datenschutzstaerkung.html
https://www.bj.admin.ch/bj/it/home/staat/gesetzgebung/datenschutzstaerkung.html
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United Kingdom

July

Information 
Commissioner’s Office 
(ICO) annual report

The ICO published their annual report for 2017-18. Ongoing ICO annual report

ICO publish report on 
personal information and 
political influence

The ICO published “Democracy disrupted: Personal information and political influence”, 
a report setting out the findings and recommendations arising out of their 14-month 
investigation. Among their recommendations, is a call for the Government to introduce 
a statutory Code of Practice for the use of personal data in political campaigns. As part 
of its ongoing investigations, the ICO has confirmed that it has put the main political 
parties on notice to have their data sharing practices audited later this year.

Ongoing ICO report

ICO webinar on personal 
data breaches

On 19 July, the ICO hosted a webinar on personal data breach reporting. The 
webinar recapped the legislative requirements for reporting personal data breaches 
and confirmed that the ICO are dealing with a high volume of reports, so they are 
discouraging unnecessary reports from being made. The ICO also specified that 
“notification fatigue” should be avoided – i.e. notifying all low-level breaches to 
individuals. 

Ongoing ICO webinar listen again
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https://ico.org.uk/about-the-ico/our-information/annual-reports/
https://ico.org.uk/media/action-weve-taken/2259369/democracy-disrupted-110718.pdf
https://ico.cloud.panopto.eu/Panopto/Pages/Viewer.aspx?id=778fb8a9-4095-4db5-aacb-a914009d53af
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New leading case on 
treatment of “mixed” 
personal data

In DB v GMC [2018] EWCA Civ 1497, under the Data Protection Act 1998 regime, 
the Court of Appeal (by majority) allowed an appeal thereby agreeing that a report 
containing mixed data should be disclosed in response to a subject access request. 
 
The background is that the General Medical Council (GMC) investigated the quality 
of a doctor’s care (DB) in relation to his care of a patient (P), who was diagnosed with 
bladder cancer. The investigation included the production of an expert report, which 
was critical of DB in some respects. On the basis of the report, the GMC decided that 
no further action needed to be taken against DB. P received a summary of the report. 
P subsequently made a subject access request for the full report and the GMC were 
minded to disclose it. DB applied for an injunction to prevent the GMC from disclosing 
it, and the GMC appealed to the Court of Appeal.

The case contains a number of interesting points in relation to the balancing of rights 
between requesters and objectors in the context of a subject access request, and the 
relevance of litigation as motive behind subject access requests.

Immediate Judgment

August

Financial sector and 
resilience against cyber 
attacks

The Bank of England, FCA and the PRA have published a discussion paper on operational 
resilience of the UK financial sector. One of the key focus areas of that of resilience to 
cyber-attacks on financial institutions and critical market infrastructure.

Immediate Discussion paper

ICO consulting on new 
data sharing code of 
practice 

The ICO is consulting on the content of its updated data sharing code of practice, 
originally published in 2011. The consultation closes on 10 September 2018.

10 
September 
2018

Consultation statement

ICO expands guidance 
on international data 
transfers

The ICO expanded its guidance on international transfers under the General Data 
Protection Regulation and the Data Protection Act 2018. 

The guidance confirms that the EDPB is also currently working on new guidance in 
relation to international transfers. The ICO will update its guide once the EDPB guidance 
has been finalized.

Immediate Guidance
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http://www.bailii.org/ew/cases/EWCA/Civ/2018/1497.html
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/discussion-paper/2018/dp118.pdf?la=en&hash=4238F3B14D839EBE6BEFBD6B5E5634FB95197D8A
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/ico-call-for-views-on-updating-the-data-sharing-code-of-practice/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/
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National Archives publish 
guide to archiving 
personal data

The National Archives have published a new set of guidelines for archiving personal data, 
in partnership with National Records of Scotland, The Welsh Government, Public Record 
Office of Northern Ireland, Archives and Records Association and National Archives, 
Ireland under independent chairmanship. 
UK data protection legislation, including the General Data Protection Regulation and 
the Data Protection Act 2018, makes provision for the processing of personal data for 
archiving purposes (including certain exemptions). The guide seeks to identify, clarify 
and explain those provisions relevant to the use of personal data in archiving. 

The key messages outlined in the guide are that:

 – data protection law shapes archiving of personal data. It supports it and does not 
prevent it;

 – personal data worthy of permanent preservation should be safeguarded by record 
keepers until it is archived; and

 – the new archiving in the public interest purpose adapts the operation of various 
principles and maintains exemptions from data subject rights such as the right to be 
forgotten and data rectification where the necessary safeguards are met

Immediate Guide to archiving 
personal data

UK Government 
response to consultation 
on application of NIS 
Directive to digital service 
providers

The UK Government published its response to its targeted consultation on how the 
NIS Directive will apply to digital service providers (DSPs) in the UK. The consultation 
covered three main topics, namely identification of DSPs, security measures and  
further guidance. 

The main concern regarding the definition of DSPs centered on the definition of cloud 
service provider. The Government’s response is that a cloud service for these purposes 
is limited to a service that is scalable and elastic (i.e. resources are flexibly allocated 
by the provider in order to handle fluctuations in demand (scalable) and provisioned 
according to demand to rapidly increase and decrease available resources (elastic)). One 
respondent had queried what an online marketplace is for this purpose, to which the 
Government responded that this is a genuine marketplace for goods or services and not 
merely an online retailer.

As a consequence of the responses to the consultation the Government has also 
recommended that certain matters be covered off by the ICO when producing further 
guidance for DSPs, including that they advise DSPs to follow the technical guidance 
published by the European Network and Information Systems Agency when setting 
security standards. 

Ongoing Response
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http://www.nationalarchives.gov.uk/information-management/legislation/data-protection/
http://www.nationalarchives.gov.uk/information-management/legislation/data-protection/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/737327/NIS_DSP_Consultation_Response__Final___1_.pdf
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Upcoming deadline 
under the Network and 
Information Security 
Regulations 2018

These regulations came into force in May 2018 to implement the NIS Directive 
and create a common set of cybersecurity standards and oversight for particular 
organizations. They require organizations to both register with their relevant regulatory. 
Online marketplaces need to register with the ICO by 1 November 2018.

1 November 
2018

NIS Regulations

September

Information 
Commissioner speaks in 
the House of Lords

Elizabeth Denham spoke to the House of Lords Communications Committee on the 
topic of “The Internet: To regulate or not to regulate?”. The ICO Tweeted some quotes 
from the session, including:

 – “Individuals have come to our office to exercise their new GDPR rights way more 
than we anticipated. We thought it might be a 30 or 40% increase. It has been a 100% 
increase in the first three months of GDPR”

 – “An arrangement beyond adequacy which keeps the ICO on the EDPB is ambition 
shared by the ICO and the Government. If that doesn’t happen we’ll need bilateral 
agreements. My mandate is to protect UK citizens and we will do whatever it takes”

 – “We have issued a notice of intent to fine Facebook the maximum amount under the 
old regime and we will be settling that issue fairly soon”

11 September 
2018

Video recording

Associated written 
evidence

Law enforcement 
processing webinar

On 17 September 2018, the ICO hosted a webinar which expanded on some key 
requirements of Part 3 of the new DPA 2018. This part of the Act transposes the EU Data 
Protection Directive 2016/680 (Law Enforcement Directive) into domestic UK law.

The webinar also addressed frequently asked questions surrounding individuals’ rights, 
disclosures to competent authorities and governance.

17 September 
2018

Webinar
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https://www.legislation.gov.uk/uksi/2018/506/made
https://parliamentlive.tv/Event/Index/2cd62e7a-d3cf-4605-8d39-4fbaa0adaa76
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/communications-committee/the-internet-to-regulate-or-not-to-regulate/written/83085.pdf
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/communications-committee/the-internet-to-regulate-or-not-to-regulate/written/83085.pdf
https://ico.cloud.panopto.eu/Panopto/Pages/Viewer.aspx?id=1cb22490-a8ca-49a0-8044-a95200ded6bd
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ICO consultation on 
future of International 
Conference 
of Information 
Commissioners 
conference

The ICO, along with a Governance Working Group (GWG) consisting of colleagues from 
Argentina, Canada, India, Mexico, Serbia and South Africa, is launching a consultation on 
the future of the International Conference of Information Commissioners.

The consultation closed on 5 October 2018.

5 October 
2018

Press release

ICO call for views on 
creating regulatory 
sandbox

The ICO is calling for evidence and initial views on creating a regulatory sandbox – “a 
safe space where organizations are supported to develop innovative products and 
services using personal data in innovative ways. They won’t be exempt from complying 
with data protection law, but they will have the opportunity to engage with us; drawing 
upon our expertise and advice on mitigating risks and data protection by design, whilst 
ensuring that appropriate protections and safeguards are in place.”

The consultation closed on 5 October 2018.

12 October 
2018

Press release

ICO speaks at CBI Cyber 
Security: Business Insight 
Conference

The ICO spoke at a CBI Cyber Security: Business Insight Conference on 12 September 
2018.

Key comments included:

 – Where you engage proactively to protect customers and the public the ICO will take 
that into account both in the type of regulatory response and also the scale of any 
enforcement action. This includes consideration of any mitigation where you have 
reported voluntarily to the NCSC and engaged their advice.

 – If you take your responsibilities under the GDPR seriously, and have taken reasonable 
steps to protect that data in line with our security guidance, then we will recognize 
that . If you adopt privacy by design, treat cyber security as a boardroom issue, 
and demonstrate a robust culture with appropriate transparency, control and 
accountability for you and your customers data, then we will not usually have an 
issue with you should the worst happen.

 – So our advice to you is:

 – Read our reporting guidance – and please don’t wait for a breach to happen 
before you do.

 – Take some time to gather information and make a decision about whether or not 
this is a breach that needs reporting. Again, refer to our guidance, particularly 
about the reporting threshold.

 – Report by phone, particularly if you need advice about how to manage a breach or 
whether or not to tell your customers.

 – Take extra steps to prevent cyber-attacks: implement a multi-layered approach, 
such as two-factor authentication, email filters and anti-spoofing controls, 
together with enhanced staff training and awareness.

 – Look at the NCSC / ICO security outcomes and double check against the  
advice there.

12 September 
2018

Speech
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https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/consultation-on-the-future-of-the-international-conference-of-information-commissioners/https:/ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/consultation-on-the-future-of-the-international-conference-of-information-commissioners/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/09/ico-call-for-views-on-creating-a-regulatory-sandbox/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/09/cbi-cyber-security-business-insight-conference/
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ECHR rules that UK 
GCHQ interception 
violated Article 8 ECHR

In Big Brother Watch and Others v United Kingdom, the European Court of Human 
Rights ruled that the UK government’s GCHQ program of bulk interception of online 
communications violated Article 8 of the European Convention on Human Rights (right 
to respect for private and family life and correspondence).

NOTE: See case summary above.

Ongoing Full judgment

ECHR FAQs

ECHR mass surveillance 
factsheet

UK Government publishes 
“no deal” Brexit data 
protection guidance note

The UK Government published a guidance note outlining plans regarding data 
protection in the event that the UK leave the EU without an agreement.

NOTE: See commentary above. 

Ongoing (29 
March 2019)

Guidance note

Government survey on 
cyber security

The Government is carrying out a survey of UK businesses and charities to find out how 
they approach cyber security and to learn more about the cyber security issues they 
face. The results will be used to inform Government policy on cyber security. The survey 
will be carried out by telephone between October and December 2018 and participants 
will be selected at random.

October to 
December 
2018

Press release
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http://hudoc.echr.coe.int/eng-press?i=003-6187848-8026299
https://www.echr.coe.int/Documents/Press_Q_A_Brother_Watch_ENG.pdf
https://www.echr.coe.int/Documents/FS_Mass_surveillance_ENG.pdf
https://www.echr.coe.int/Documents/FS_Mass_surveillance_ENG.pdf
https://www.gov.uk/government/publications/data-protection-if-theres-no-brexit-deal/data-protection-if-theres-no-brexit-deal
https://www.gov.uk/government/publications/cyber-security-breaches-survey?utm_source=c04bddc7-61e8-4ae7-ae30-f08b775a9491&utm_medium=email&utm_campaign=govuk-notifications&utm_content=immediate
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Romania

July

The Romanian Data 
Protection Authority 
(RDPA) publishes the 
procedure for receiving 
and solving complaints

The procedure relates to the right to lodge complaints for any breach of privacy rights 
and provides for a standard form for complaints. 

3 July 2018 Procedure 

RDPA publishes the data 
breach notification form 

A standard data breach notification form can be used to report personal data breaches to 
the RDPA.

5 July 2018 Notification form 

RDPA’s sanctioning 
decision

RDPA fined a telecommunications company with RON 7000 RON (approx. EUR 1500) for 
excessive data processing without prior consent of the data subjects. The decision has 
been challenged in court.

19 July 2018 Decision 

Law relating to application 
of GDPR

Law no. 190/2018 introduces new measures for applying certain Articles of the GDPR. 
The key provisions are outlined as follows:

 – the appointment of a DPO is mandatory, whenever a company processes the personal 
identification number of a data subject, based on a legitimate interest;

 – in order for the employer to be able to monitor its employees through electronic 
devices/CCTV cameras, several conditions should be met, such as: a highly justified 
legitimate interest of the employer, a lack of less intrusive means to achieve the 
purpose of the monitoring and a storage period that should not exceed 30 days, unless 
otherwise allowed by the law or in highly justified cases.

31 July 2018 Law no. 190/2018 

September

RDPA annual report RDPA published its activity report for 2017. 11 September 
2018

Annual report 
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http://www.dataprotection.ro/index.jsp?page=Decizia_133_/_2018&lang=en
http://www.dataprotection.ro/servlet/ViewDocument?id=1516
file:///Volumes/MarketingDesign/Design/2018/August/DTUK001834%20-%20Monthly%20privacy%20bulletin/Decisionhttps://www.profit.ro/stiri/rcs-rds-amendat-pentru-ca-ar-fi-prelucrat-excesiv-date-cu-caracter-personal-fara-consimtamantul-persoanelor-vizate-18241938
http://dataprotection.ro/servlet/ViewDocument?id=1520
http://www.dataprotection.ro/servlet/ViewDocument?id=1533
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Malaysia

August

The Department 
of Personal Data 
Protection issued a 
Public Consultation 
Paper No. 1/2018 on the 
Implementation of Data 
Breach Notification 

On 7 August 2018, the Department of Personal Data Protection issued a public 
consultation paper on the implementation of Data Breach Notification (DBN). It is 
pertinent to note that the existing Personal Data Protection Act 2010 (PDPA) does 
not provide any provisions on notification of a breach of personal data. With the 
implementation of DBN, would add an extra layer of protection to safeguard the interest 
of data subjects and their personal data. 

It was proposed in the DBN consultation paper, amongst others, that notification must 
be made to the Commissioner of Personal Data within 72 hours after having become 
aware of the breach. The data users must also provide details such as a summary of the 
breach and circumstances of the breach including the type and amount of personal data 
involved, the measures taken to contain the breach, the potential harm of the breach and 
whether the employees of the data users were given regular trainings/guidance in the 
event of a cybersecurity breach. 

The DBN is targeted to be implemented by the end of 2018. Whilst the consultation  
paper is currently closed, feedback can still be given via letter to the Commissioner of 
Personal Data. 

Unknown Public Consultation 
Paper No. 1/2018 
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http://www.pdp.gov.my/images/pdf_folder/PCP-1-2018-DBN-Ver2.pdf
http://www.pdp.gov.my/images/pdf_folder/PCP-1-2018-DBN-Ver2.pdf
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Hong Kong

July

Baseline requirements 
relating to hacking risks 
associated with Internet 
trading take full effect in 
Hong Kong

On 27 July 2018, all “baseline” requirements to reduce or mitigate hacking risks associated 
with Internet trading took effect. The same time last year, the Securities and Futures 
Commission in Hong Kong (SFC) published the Guidelines for Reducing and Mitigating 
Hacking Risks Associated with Internet Trading. The guidelines contain 20 baseline 
requirements, aiming to enhance cybersecurity resilience and reduce and mitigate 
hacking risks when licensed or registered persons engage in Internet trading activities. 

Example of 20 baseline requirements include two-factor authentication for clients to 
login to their Internet trading accounts (which took effect earlier than other requirements 
on 27 April 2018), implement monitoring and surveillance mechanisms, prompt 
notification to clients, data encryption, protection of client login passwords, session 
timeout controls, as well as other various infrastructure security and cybersecurity 
management measures. 

27 July 2018 SFC press release

The Guidelines

August

A large Hong Kong 
telecom services 
company sanctioned for 
failing to comply with 
customer’s opt-out direct 
marketing request 

On 22 August 2018, a large telecom service company was charged on two accounts 
and fined for using its customer’s phone number for direct marketing purposes, despite 
having received the customer’s opt-out request by phone. It was fined HK$20,000 in total 
(HK$10,000 in respect of each charge). 

In its decision, the Privacy Commissioner in Hong Kong (PCPD) reminded organizations 
of their obligations to comply with the stricter direct marketing rules and sanctions which 
came into force from April 2013, including maintaining an opt-out list and distributing the 
list to the staff members in a timely manner, as well as adopting contractual and other 
means with agents and service providers as data processor. 

22 August 
2018

PCPD press release
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https://www.sfc.hk/edistributionWeb/gateway/EN/news-and-announcements/news/doc?refNo=17PR133
https://www.sfc.hk/web/EN/assets/components/codes/files-current/web/guidelines/guidelines-for-reducing-and-mitigating-hacking-risks-associated-with-internet-trading/guidelines-for-reducing-and-mitigating-hacking-risks-associated-with-internet-trading.pdf
https://www.pcpd.org.hk/english/news_events/media_statements/press_20180822.html
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PCPD publish revised Best 
Practice Guide on Privacy 
Management Program

The PCPD published a revised Best Practice Guide on Privacy Management Program, 
aiming to assist organizations to construct a comprehensive privacy management 
program. The guide was first published in 2014 and recently revised to include more 
specific examples, templates of questionnaire and checklist for reference. 

Organizations are encouraged to treat data protection as more than just a compliance 
issue. Quoting the PCPD, constructing a comprehensive privacy management 
programme can help build trust with customers, but also enhance the organization’s 
reputation as well as competitiveness. 

16 September 
2018

PCPD press release

September

PCPD highlights 
the need to tackle 
cyberbullying and risk of 
noncompliance with data 
privacy requirements

The PCPD spoke at a full-day symposium in relation to issues relating to cyberbullying, 
in light of the two-fold increase in cyberbullying-related complaints received by the 
PCPD. He commented that the act of cyberbullying could amount to contraventions of 
the Personal Data (Privacy) Ordinance, when perpetrators collect personal data for an 
unlawful purpose (e.g. for criminal intimidation), or subsequent use for cyberbullying 
which is a different purpose from which it was collected. The PCPD emphasized that 
nurturing a culture of protecting and respect of personal data privacy would be one of its 
objectives in the long run.

4 September 
2018

PCPD press release

Symposium information

PCPD highlights the 
importance of cyber 
security and data 
protection compliance for 
social media operators

The PCPD has reminded online social media service operators of their data protection 
obligations to adopt proper measures. The PCPD also referred to earlier publications on 
its “Be Smart Online” portal, providing recommendations for end users of social media 
platforms, such as: activating two-factor authentication and regularly changing account 
passwords; regularly assessing the necessity of keeping information on the account and 
delete any unnecessary information; delete any accounts which are no longer in use; and 
decline “friends” or “followers” requests from unknown individuals.

29 
September 
2018

PCPD press release

PCPD Be Smart Online 
Portal

Collaboration between 
Hong Kong and Singapore 
on Data Privacy

The PCPD and the Deputy Commissioner of the Personal Data Protection Commission 
of Singapore had a meeting on 11 September 2018, with a view to establishing a closer 
working connection in global personal protection. The two data protection authorities 
aim to work towards building stronger cooperation in exchange of expertise and 
enforcement information, and working on issues relating to multi-jurisdictional data 
breaches. 

As part of the ongoing strategic initiative, the PCPD expressed interests in reviewing 
the Personal Data (Privacy) Ordinance, with the aim of aligning it with the General Data 
Protection Regulation. Some possible areas that the PCPD may look into include cross-
border data transfer and person-to-person telemarketing calls (P2P calls).

Singapore and Hong Kong are both members of international organizations such as the 
Asia Pacific Privacy Authorities and the Global Privacy Enforcement Network.

Ongoing PCPD press release

LegCo Panel Discussion 
brief
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https://www.pcpd.org.hk/english/news_events/media_statements/press_20180816.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20180904.html
https://www.law.hku.hk/cyberbullying2018/
https://www.pcpd.org.hk/tc_chi/news_events/media_statements/press_20180929.html
https://www.pcpd.org.hk/besmartonline/en/
https://www.pcpd.org.hk/besmartonline/en/
https://www.pcpd.org.hk/english/news_events/media_statements/press_20180913.html
http://www.legco.gov.hk/yr16-17/english/panels/ca/papers/ca20170320cb2-981-5-e.pdf
http://www.legco.gov.hk/yr16-17/english/panels/ca/papers/ca20170320cb2-981-5-e.pdf
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United Arab Emirates 

Current Data Protection Framework 

Federal Laws summary Citizens in the UAE have a general right to privacy under Article 31 of the constitution, 
which is limited to the freedom to correspond through various means of communication 
privately. Further, Article 378 of the Penal Code prohibits any unauthorized publication or 
use of information relating to an individual’s private or family life. 

Article 21 of the Cybercrime law prohibits the electronic invasion of privacy without the 
individual’s consent. The disclosure of confidential information obtained in the use of any IT 
system is also prohibited. In this regard, the national E-Security Authority is responsible for 
enforcing cybercrime law in communication networks and information systems in the UAE.

Federal Law by Decree No. (3) of 2003 applies to the extent that data is obtained through 
any means of telecommunication, including telecommunication service providers. The 
telecommunications Regulatory Authority (TRA) oversees the telecommunication sector in 
the UAE. Moreover, TRA Consumer Protection Regulations, Version 1.3 (issued 10 January 
2017) protects the information of telecommunication subscribers in the UAE and requires 
all licensees to take reasonable measures in protecting subscriber information. 

Dubai Law No.28 of 2015 relates to organizing the official collection and publication of 
statistical data in the Emirate of Dubai. It specifies that personal data obtained in the course 
of the collection of statistics, must not be disclosed by the Dubai Statistics Centre unless it 
obtains the written authorization of the data subject. 

Ongoing
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Dubai International 
Financial Centre (DIFC) 

DIFC data protection legislation is generally consistent with data protection laws in other 
developed jurisdictions (specifically, Directive 95/46/EC and the UK Data Protection Act 
1998). 

The principal data protection laws in the UAE are the Data Protection Law, DIFC Law No.1 
of 2007 (as amended by DIFC Law of No. 5 of 2012 and DIFC Law No.1 of 2018) and the 
Data Protection Regulations, Consolidated Version No.3 of 2018. 

Ongoing DIFC data protection 
legislation

Dubai Healthcare City 
(DHCC) 

DHCC maintains its own data protection system (Regulations No. 7 of 2013). The Dubai 
Healthcare City Regulations are generally consistent with data protection laws from 
other developed jurisdictions (specifically, the Data Protection Directive and the UK Data 
Protection Act). 

The Centre for Healthcare Planning and Quality (CPQ) is the independent regulatory body 
responsible for setting and maintaining international best practice in patient care. 

Ongoing DHCC Health Data 
Protection Regulation

Abu Dhabi Global Market 
(ADGM)

The Data Protection Regulations 2015 (Data Protection Regulations) sets out the 
obligations of ADGM entities in relation to the processing of personal data. Under this, 
all ADGM registered entities that process personal data are required to register as a ‘Data 
Controller’. Additionally, businesses must not process an individual’s data without the 
individual’s knowledge or consent and they must provide individuals with access to any 
personal information they hold upon request. 

The Office of Data Protection is responsible for promoting data protection in ADGM, 
maintaining a register of Data Controllers, enforcing the obligations upon Data 
Controllers and upholding the rights of individuals.

Ongoing ADGM Data Protection 
Regulations 2015

2018 Updates  

Dubai Electronic Security 
Centre (DESC) is to 
launch new Cybersecurity 
standard for Autonomous 
Vehicles (AVs)

The DESC is set to launch the first of its kind for a Cybersecurity standard on AVs. The 
standard covers aspects such as the vehicle’s communication security, software security, 
hardware security and supply chain security in order ensure the future security of AVs. 

The proposed standard is still in its preliminary stages. The initial phase structure of the 
standard has been completed by conducting a full survey of the cyber threats and risks 
facing AVs, and an analysis of the failures/attacks that previously affected AVs.

Unspecified News article

ADGM announces 
enhancements to the 
ADGM Data Protection 
Regulations and launch 
of Annual Data Protection 
Forum

The new enhancements include updates on matters such as defined terms, data breach 
notification timeframes and deadlines for notifications to the Registrar, alongside 
expanded enforcement provisions.

In addition, the enhancements expand the list of jurisdictions designated in the Regulations 
as providing an adequate level of protection of personal data. This further facilitates the 
exchange of personal data form ADGM to those jurisdictions. Additional jurisdictions 
include Andorra, Dubai International Financial Centre (DIFC) and the Faroe Islands.

The ADGM also announced the launch of an Annual Data Protection Forum, inaugurated 
on 28/01/2018.

1 February 
2018 

ADGM press release
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https://www.difc.ae/laws-regulations/data-protection
https://www.difc.ae/laws-regulations/data-protection
https://dhcr.gov.ae/AboutDHCRDocuments/10-Health%20Data%20Protection%20Regulation.pdf
https://dhcr.gov.ae/AboutDHCRDocuments/10-Health%20Data%20Protection%20Regulation.pdf
https://www.adgm.com/doing-business/registration-authority/office-of-data-protection/legislation/
https://www.adgm.com/doing-business/registration-authority/office-of-data-protection/legislation/
http://wam.ae/en/details/1395302697225
https://www.adgm.com/mediacentre/press-releases/abu-dhabi-global-market-enhances-data-protection-regulations-and-launches-annual-data-protection-forum/


Spotlight on…

Poland

Pawel Lipski, Daria Gesicka, Michael Bahar and Trevor J.Satnick 

The number and severity of cyberattacks are on the rise, and companies 
simply cannot rely on their governments to protect them. In fact, quite the 
opposite is true. Governments are increasingly requiring corporations to 
defend themselves and, by extension, the state as a whole.

Poland, like China and Singapore, is the latest example of a nation that has 
passed far-reaching cybersecurity legislation to better ensure that its critical 
infrastructure is protected. As many cybersecurity principles are already 
reflected in the EU’s General Data Protection Regulation (GDPR), which 
affects Polish companies, Poland’s cybersecurity bill is a recognition that 
cybersecurity is not just about protecting personal data from exfiltration 
and misuse. Rather, it is also about protecting the availability and integrity of 
essential services like food, water, heat, transportation, banking and electricity.

On July 5, 2018, Poland passed the Act on the National Cybersecurity 
System (ANCS), which went into effect on August 28 and implements 
provisions of the European Union’s Directive of Network and Information 
Systems (NIS Directive). An entity’s failure to comply with the ANCS can 
amount to penalties up to 1,000,000 PLZ or over $260,000.

But, as cyber threats know no boundaries, this legislation has implications 
for non-Polish companies as well.

Which companies are affected?

The law imposes obligations on two groups of companies registered in 
Poland: Essential Service Operators and Digital Service Providers, with 
Government agencies making the determination on which companies 
qualify by November 8, 2018.

The agencies will make these determinations based on whether:

1. The service provided by the operator is an “essential service”;

2. The provision of that service relies on information systems; and

3. A cybersecurity breach would have a significant disruptive effect on the 
provision of that service.

Under the ANCS, Essential Service Operators will, among other things,  
need to:

1. Monitor cybersecurity threats;

2. Assess cybersecurity risks and take appropriate organizational measures 
to manage such risk; and

3. Prevent and minimize the impact of cyberattacks.

Poland implements comprehensive cybersecurity legislation
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Digital Service Providers, on the other hand, are those companies that fall 
into any or all of the following:

1. Online marketplaces;

2. Online search engines; and

3. Cloud computing services.

Among other things, the Act requires them to:

1. Take appropriate and proportionate technical and organizational 
measures to manage risk (it might be useful to turn to ENISA’s 
guidelines, Technical Guidelines for the implementation of minimum 
security measures for Digital Service Providers,, as well as international 
standards such as ISO/IEC 21001, CCS, OCF, BSI C5 or NIST;

2. Take preventive steps and steps to minimize the impact of incidents 
(e.g., fall-back, disaster recovery or business continuity procedures); and

3. Appoint a representative responsible for contacts with the  
competent authority.

Do companies outside of Poland need to worry about this?

Global organizations that operate within Poland will likely have to 
comply with the ANCS. While it will be less common for a foreign-based 
organization to be designated as an Essential Service Operator under the 
Act, the “Digital Service Provider” umbrella is far broader and likely to hit US 
and European companies with operations in Poland.

Notification requirement

In the event of a cybersecurity incident having a significant impact on the 
continuity of the essential service, organizations that must comply with the 
Act will have a mere 24 hours to report the cybersecurity incident after it is 
identified 1. This tight deadline is profoundly significant for those breaches 
that also require GDPR reporting, because the 72-hour GDPR deadline is 
effectively reduced to 24 hours, since no regulator wants to first find out 
about a breach affecting one of its regulated entities in the morning paper.

Comparison with other regulatory requirements

While the notification deadline differs, the ANCS will require organizational 
changes on the part of business entities to ensure compliance, many of 
which will look familiar to those companies already GDPR compliant and to 
those companies who have had to comply with other global cybersecurity 
regulations.

For example, similarly to the GDPR, the Act imposes on essential service 
operators a transparency obligation, requiring them to provide information 
on cybersecurity to their customers. Customers should be informed on 
potential cyber-threats and preventive measures they might take. This can 
be done by publishing special alerts on an operator’s website or in an email 
sent directly to each customer.

Furthermore, the Act requires accountability, meaning that operators 
must be able to demonstrate compliance with the Act as they do with the 
GDPR, a tack similar to regulators in the United States like New York State’s 
Department of Financial Services. Therefore, the essential service providers 
are to provide the competent authorities with information necessary to 
assess the security of their network or IT systems, including documented 
security policies and evidence of the effective implementation of the 
policies, and to undergo a cybersecurity audit at least once every two years.

In addition, both Essential Service Operators and Digital Service Providers 
should appoint representatives responsible for contacting the CSIRT and 
other cybersecurity authorities. They should also develop internal or external 
units dedicated to addressing cybersecurity issues.

Conclusion

While Poland is the latest country to implement a broad cybersecurity law, 
it will not be the last. As similar as many of these requirements may appear 
to those companies already subject to cybersecurity regulations, there are 
also key differences, requiring global companies to have a nuanced, global 
regulatory strategy.

Eversheds Sutherland will continue to provide updates on the ANCS, GDPR, 
and other cybersecurity laws as these regulations further develop. View for 
more details on the ANCS in Polish.

1. Note that only when the provider has enough information to determine that an incident 
has a significant impact does the clock start.
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Spotlight on…

California

Michael Bahar, Mary Jane Wilson-Bilik, Alexander F.I. Sand and  
Trevor J.Satnick

On June 28, 2018, California passed a sweeping new privacy bill, AB 
375, now known as the California Consumer Privacy Act of 2018 (CCPA). 
For a more detailed analysis of the new bill, please read our Partnering 
Perspectives briefing here.

The California legislature passed the bill in the morning and the governor 
signed it that afternoon in a hurried effort to avoid a November vote on 
a ballot initiative that proposed a similar but more stringent version of 
the new privacy requirements. The proposed ballot initiative had raised 
significant concerns among California legislators and business leaders, 
particularly since laws that are passed through the ballot initiative process 
are significantly harder to amend than those that are passed through 

the standard process. While approved, the CCPA faces months of legal 
uncertainty since lawmakers have indicated that they intend to keep refining 
the bill ahead of its effective date. In fact, the CCPA has already been 
amended, and the CA legislature has pushed the effective date back to July 
2020. In addition, the CCPA specifically calls upon the California Attorney 
General to solicit broad public participation to adopt regulations to “further 
the purposes of this title,” as well as to see if any substantive exceptions 
and modifications are needed to accommodate changing technologies and 
other laws.

The proposed ballot initiative and the quick passage of the CCPA make clear 
that there is large-scale public support for enhanced privacy regulations in 
the world’s fifth largest economy, which is certain to have a marked effect 
on many companies. 

California’s GDPR has become law
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Who does the new law cover?

The CCPA includes many concepts similar to those in the landmark EU 
General Data Protection Regulation (GDPR), which has led many to call this 
legislation “California’s GDPR.” 

The new law covers those businesses that have annual gross revenues 
in excess of $25 million, and affects companies even if they do not have 
a physical presence in California. Excluded from this act, however, is 
commercial conduct that takes place “wholly outside of California.” 

What does the new law do?

The new law contains many detailed provisions, many of which are similar 
to concepts found in the GDPR. For example, both require enhanced 
transparency over what businesses do with personal data, and require 
disclosures to consumers on how the business collects personal data, how it 
processes the data, and to whom it transfers or sells the data.

In addition, the California law, like the GDPR, affords a consumer a “right 
to be forgotten” in certain circumstances. That right does not have to 
be honored in California if the information is necessary to complete the 
transaction for which the personal information was collected or if it is 
necessary to provide a good or service the consumer requested. The right to 
be forgotten is also limited when the business needs the data to perform its 
obligation under a contract between the business and the consumer, or for 
legal or regulatory reasons.

Obtaining consent under California’s law differs from the methods required 
in the GDPR. In Europe, consumers must opt in by affirmatively giving 
consent. In the CCPA, consumers need not opt in, but they can opt out of 
the sale of their personal information. Under California’s new law, opt-in 
consent only applies to the sale of personal data for individuals under the 
age of 16. Businesses also are largely prohibited from charging consumers a 
different price or providing a different quality of goods or services as a result 
of a consumer opting out of the sale of his/her personal information.

Finally, and importantly, the CCPA provides a limited private right of action 
for data breaches, with statutory damages of up to $750 per consumer per 
incident or actual damages, whichever is greater.

Companies across the spectrum may want to start assessing whether the 
new California law could apply to them and, if so, how they are going to 
comply and how they are going to navigate compliance with other similar— 
but not identical— privacy laws. We have created an information hub to help 
clients prepare for the impending legislation that affects companies doing 
business with California consumers and employees.
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Spotlight on…

United Kingdom

David Cook and Gayle McFarlane

Clients often ask the question: “What does the litigation risk under the GDPR 
actually look like?” While we cannot give a definitive answer in this respect, 
case law and history may give us a nudge in the right direction.

Litigation following a data breach is not a new issue by any means. What we 
do observe is an evolving landscape. The GDPR acts as an accelerant in the 
sense that it introduced mandatory breach notification, greater data subject 
rights and a much tougher sanctions regime. 

Case law

The privacy right to which the UK is obliged to give effect under the Human 
Rights Act 1998 is reflected in Article 8 of the European Convention on 
Human Rights. The purpose of the right, in terms of the interests that 
it is intended to create, has been identified in authority. In Campbell v 
MGN Ltd [2004] 2 AC 457 it was held that human rights law identified 
private information as something worth protecting as an aspect of human 
autonomy and dignity. The case set out that this right was safeguarded by 
prohibiting the publication of confidential information. The point was equally 
true with respect to failing to protect confidential information.

In Google Inc v Vidal-Hall [2015] EWCA Civ 311, the court classified the 
cause of action for misuse of private information as a tort and considered 

the nature of damages claims under the Data Protection Act 1998. In this 
case, it was held that compensation for a data breach was possible with 
respect to distress alone (so one where no financial losses had occurred). 
This right is further crystallized in statute by way of Article 82(1) of the GDPR.

In Gulati v MGN Ltd [2015] EWHC 1482 (Ch) it was held that compensation 
could be claimed for the right to control the dissemination of information 
about one’s private life. Case law has broadened the litigation risk presented 
by data breaches into the more abstract concept of “privacy”.

Article 80 of the GDPR allows for data subjects to mandate a consumer 
protection body to bring compensation claims on their behalf. Indeed, the 
case of Various Claimants v WM Morrisons [2017] EWHC 3113 QB ushered 
in the first litigation under a group litigation order before the Courts. The 
Morrisons case was brought under the Data Protection Act 1998 and again 
emphasizes the evolving landscape in place before the GDPR even came 
into force.

What this therefore shows is that the GDPR coming into force in May 2018 
should certainly not be considered the revelation of a blank canvas upon 
which the judicial artist can paint the landscape afresh. The Courts have 
already been grappling with these issues for many years.

Litigation risk for cyber security and data protection – a new risk?
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What does the future hold?

What we do have is a law that has caught the imagination. The GDPR is 
tough for organizations to deal with. It provides data subjects with greater 
rights – which they are increasingly aware of and which they are willing to 
exercise. It forces breaches into the spotlight where they may otherwise be 
swept under the carpet. Failure can be dealt with severely by the regulator. 
In essence: it causes data protection to be a boardroom level issue, where 
perhaps once it was not.

We have seen this before. The Leveson Inquiry into the culture, practices and 
ethics of the British press ran throughout 2011 and 2012. The findings were 
well understood and widely known. In the aftermath, News International 
received such a volume of claims that it had to set up a compensation 
scheme to allow it to more efficiently deal with the aftermath. It dealt with 
254 compensation claims before concluding in April 2013.

There are clear parallels with the issue of data breach compensation under 
the GDPR: high volumes of litigants with a clear cause of action and a 
motivation to seek compensation that they feel that they are owed.

So while we cannot know for certain what the future of litigation will look 
like under the GDPR, we can take an educated guess. The working should be 
simple:

1. although the obligations aren’t so different, organizations will find it 
more difficult to demonstrate their compliance with the GDPR than was 
generally expected of them under the Data Protection Act 1998;

2. mandatory breach notification and enhanced data subject rights will 
lead to increasing numbers of organizations coming to the attention of 
the regulator;

3. individuals are more aware of what “data protection” means to them and 
more willing to complain about an issue and claim compensation if they 
feel that it is owed; and,

4. the courts have increasingly taken a claimant-sympathetic approach to 
such matters and will continue to do so. 

The future may see those rights being exercised by way of mass claims. The 
willingness of the Court to grant a Group Litigation Order was seen in the 
Morrisons case. This can be coupled with the GDPR powers under Article 
80 for representative bodies to bring claims on behalf of data subjects, as 
further evidencing the wide powers set out under the GDPR to empower 
data subjects. 

Many commentators have concentrated on the regulatory enforcement risk 
under the GDPR. This is fearsome and the risk of a penalty notice of up to 
£17m or 4% of annual global turnover (whichever is the greater sum) is sure 
to focus the attention of any CEO. However, the litigation risk is something 
to not be ignored. The winds are certainly blowing in the direction of further 
trouble ahead.
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