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Happy New Year! Welcome to the second edition of Updata – the international quarterly update from Eversheds Sutherland’s 
dedicated Privacy and Cybersecurity team. 

Updata provides you with a compilation of privacy and cybersecurity regulatory and legal updates from our contributors around 
the globe over the past quarter.

It’s been a busy quarter, producing a bumper crop of updates including some festive gifts from regulators around the world. 
Highlights in this edition include:

Executive Summary

• commentary on the EU’s proposed ePrivacy Regulation and 
the most recent Brexit developments as far as they relate 
to data protection

• news that California will pass an Internet of Things 
cybersecurity law

• our take on the EDPB’s draft guidance on territorial scope

• two case updates on data protection and competition law 
issues in Germany

• an assortment of interesting guidance published by 
regulators including:

• UK’s ICO guidance on data controllers and processors, 
contracts and encryption

• Poland’s PUODO guidance on data protection in the 
workplace

• France’s CNIL guidance on traffic and audience data 
measurement tools and audience data measurement 
tools 

• Ireland’s DPC guidance on connected toys 

• China’s MPS guidance on cybersecurity obligations

Our Spotlight on… section features articles on:

• Vietnam’s impending cybersecurity law

• Cyber-insurance in the UK

• Irish data protection impact assessments

• Cybersecurity related reputational, enforcement 
and litigation risks

• Malaysia seeks to expand personal data 
protection

Paula Barrett
Global Co-Lead of Privacy and
Cybersecurity
T: +44 20 7919 4634
paulabarrett@
eversheds-sutherland.com

Michael Bahar
Global Co-Lead of Privacy and 
Cybersecurity
T: +11 20 23 83 08 82
michaelbahar@
eversheds-sutherland.com

In addition, Above the Law, a national leader in US legal news and insights, included Eversheds Sutherland as part of its Top 
law Firm Privacy Practice Index as one of the best firms for privacy law.

We hope you enjoy reading this quarter’s edition!
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Development Summary Impact date Links

European Union

October

European Data Protection 
Board (EDPB) Opinion on 
Commission eEvidence
proposals

The EDPB’s Opinion 23/2018 on Commission proposals on European 
Production and Preservation Orders for electronic evidence in criminal 
matters (Art. 70.1.b) contains a detailed analysis of the proposed legal 
instruments, COM(2018) 225 final and COM(2018) 226 final, from a 
data protection perspective.

8 October 2018 Opinion

European Commission 
comment on second review 
of EU-US Privacy Shield

On 19 October, the European Commissioner for Justice, Consumers 
and Gender Equality Věra Jourová and US Secretary of Commerce 
Wilbur Ross released a joint statement confirming that the second 
annual review of the EU-US Privacy Shield had commenced in 
Brussels. 

The statement emphasised a number of matters pertaining to the 
operation of the EU-US Privacy Shield framework, including the three 
new members who have been appointed to the US Privacy and Civil 
Oversights Board; the regulators’ ongoing review of the functioning of 
the framework’s Ombudsman Mechanism and the need for the US to 
promptly appoint a permanent Under Secretary.

Ongoing Press release

Updates by territory
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https://edpb.europa.eu/our-work-tools/our-documents/opinion-art-70/opinion-commission-proposals-european-production-and_en
http://europa.eu/rapid/press-release_STATEMENT-18-6157_en.htm


Development Summary Impact date Links

European Union

October

European Data Protection 
Supervisor (EDPS) sets out 
case for new ePrivacy
Regulation

In a recent blog post, the EDPS has set out the case for overhauling 
the regime governing ePrivacy. In particular, he highlights the 
importance of aligning the regime with the General Data Protection 
Regulation (GDPR) and ensuring legal certainty for controllers.

Ongoing EDPS blog post

Austrian Presidency of 
Council of EU publishes 
revised ePrivacy Regulation 
(ePR)

The Austrian Presidency of the Council of the EU has published a 
further revised version of the ePR, which (according to the draft text) 
it intends to discuss with the Working Party on Telecommunications 
and Information Society on 26 October 2018.

By way of reminder, the ePR will sit alongside the GDPR and is 
intended to repeal and replace the existing ePrivacy Directive 
2002/58/EC (as amended) which governs – among other things – the 
confidentiality and security of communications services, the use of 
cookies and location data and the sending of direct marketing 
communications. It is broader in scope than the ePrivacy Directive and 
aims to cover communications provided by a wider range of providers, 
including over-the-top service providers (such as instant messaging 
apps), Voice over Internet Protocol platforms and machine-to-machine 
services (such as the Internet of Things). 

The Council has also clarified that there will be a 12 month grace 
period.

Ongoing Revised draft

Modernised Convention 108 A new Council of Europe treaty aimed at strengthening the principles 
and rules for the protection of personal data at international level has 
been signed by a number of member states. The treaty builds on 
Convention 108, which was adopted in 1981 and is the only legally 
binding international agreement on data protection. The Amending 
Protocol reinforces the data protection principles of Convention 108 
and includes additional safeguards to tackle the challenges to the 
protection of personal data brought by new technologies and practices. 
It also broadens the role of the Convention’s Committee, which will 
monitor that the Parties implement the provisions of the updated 
treaty effectively.

10 October 
2018

Council of Europe’s 
press release
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https://edps.europa.eu/press-publications/press-news/blog/urgent-case-new-eprivacy-law_en
http://data.consilium.europa.eu/doc/document/ST-13256-2018-INIT/en/pdf
https://search.coe.int/directorate_of_communications/Pages/result_details.aspx?ObjectId=09000016808e4d8a


Development Summary Impact date Links

European Union

October

EDPS Opinion on new EU 
legislative proposal “A New 
Deal for Consumers”

The EDPS has published an Opinion on the European Commission’s 
proposals for a Directive for better enforcement and modernisation of 
EU consumer protection rules and a Directive on representative 
actions for the protection of the collective interests of consumers 
(Proposals).

The EDPS expresses broad agreement with the proposals, emphasising 
the “unique opportunity to improve consumer law to redress the 
growing imbalance and unfairness between individuals and powerful 
companies in digital markets” and welcoming the provisions regarding 
collective redress. 

The EDPS also makes a number of comments and recommendations, 
including that:

• the new concept in the Proposals regarding “contracts for the 
supply of a digital content or digital service for which consumers 
can “pay” with their personal data, instead of paying with money” 
does not solve the problem caused by the use of the term 
“counter-performance” (previously raised by the EDPS in Opinion 
4/2017) as it does not consider the fundamental rights nature of 
data protection and risks the Proposals being interpreted in a way 
inconsistent with the GDPR

• the concept of “contracts for the supply of a digital content or 
digital service for which consumers can “pay” with their personal 
data, instead of paying with money” could lead undermine legal 
certainty in that it may mislead service providers to believe that 
the processing of data based on consent in the context of a 
contract is legally compliant in all cases, even where the conditions 
for valid consent set out in GDPR are not fulfilled

• Article 3 of Directive 2011/83/EU should be amended to introduce 
a provision that clearly states that in case of conflict between the 
Directive 2011/83/EU and the data protection framework , the 
latter prevails

the new collective redress provisions should be clarified to avoid 
conflicting with corresponding provisions in the GDPR.

5 October 2018 Press release

Opinion
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https://edps.europa.eu/press-publications/press-news/press-releases/2018/edps-calls-closer-alignment-between-consumer-and_en
https://edps.europa.eu/sites/edp/files/publication/18-10-05_opinion_consumer_law_en.pdf


Development Summary Impact date Links

European Union

October

Civil Liberties MEPs to visit 
South Korea to facilitate EU-
South Korea adequacy 
discussions

Members of the Committee on Civil Liberties, Justice and Home Affairs 
(LIBE) will be in South Korea from 29 October to discuss data privacy 
issued with authorities, businesses and other interested parties. The 
visit will coincide with talks between the EU and South Korea in 
relation to reaching an adequacy decision in respect of transfers of 
personal data from the EU to South Korea.

29 October 
2018

Press release

40th International 
Conference of Data 
Protection and Privacy 
Commissioners 2018 
(ICDPPC)

The UK Information Commissioner’s Elizabeth Denham was recently 
elected chair of the ICDPPC.

This year’s ICDPPC took place from 22 to 25 October in Brussels – the 
theme was “Debating Ethics: Dignity and Respect in Data Driven Life”. 
The conference adopted a declaration on ethics and data protection in 
artificial intelligence – whereby the data protection authorities (DPAs) 
have endorsed six guiding principles as core values to preserve human 
rights in the development of artificial intelligence.

The conference also adopted a number of resolutions, including on e-
learning platforms and collaboration between DPAs and Consumer 
Protection Authorities.

22-25 October 
2018

ICO press release

ICDPPC website

Declaration on ethics 
and data protection in 
artificial intelligence

Resolution on 
collaboration between 
DPAs and CPAs
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http://www.europarl.europa.eu/news/en/press-room/20181029IPR17733/meps-to-look-into-data-protection-measures-in-south-korea
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/10/uk-information-commissioner-elected-chair-of-the-icdppc/
https://www.privacyconference2018.org/en
https://icdppc.org/wp-content/uploads/2018/10/20180922_ICDPPC-40th_AI-Declaration_ADOPTED.pdf
file:///C:/Users/charltey/AppData/Roaming/Microsoft/Word/e-learning platforms, on the Conference Census, and on collaboration between Data Protection Authorities and Consumer Protection Authorities


Development Summary Impact date Links

European Union

November

Brexit and data protection See below in United Kingdom section. Ongoing

EDPB consults on draft 
guidelines on territorial 
scope

The EDPB have published their issued draft guidelines on territorial 
scope of GDPR for consultation. The consultation closes on 18 January 
2019.

The draft guidelines will be of particular interest to non-EU businesses 
querying whether their processing activities are caught by GDPR.

For more information, see our briefing here.

18 January 
2019

Draft guidelines

Eversheds Sutherland 
briefing

Democracy in the EU 
discussion at 2018 
Colloquium on Fundamental 
Rights

The EU Commission’s 2018 Annual Colloquium on Fundamental Rights 
on 26-27 November focussed on the theme “Democracy in the EU”, 
after research showed that the majority of EU citizens were concerned 
about disinformation campaigns, data breaches and cyberattacks and 
their potential to interfere with electoral processes.

26-27 
November 2018

Press release

European Commission 
guidance on Data Protection 
and Ethics 

The European Commission has published guidance on Data Protection 
and Ethics. The objective of the guidance is to help ensure that EU 
funded research projects involving the processing of personal data 
comply with data protection laws but also take into account ethical 
considerations and the values and principles on which the EU is 
founded.

14 November 
2018

Guidance note
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https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/216435/Legal-Alert-New-guidance-proposed-on-the-extra-territorial-scope-of-the-GDPR
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-32018-territorial-scope-gdpr-article-3-version_en
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/216435/Legal-Alert-New-guidance-proposed-on-the-extra-territorial-scope-of-the-GDPR
http://europa.eu/rapid/press-release_IP-18-6522_en.pdf
http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-data-protection_en.pdf


Development Summary Impact date Links

European Union

November

European Commission 
consultation on building 
trust in connected and 
automated mobility services

The European Commission has launched a public consultation on how 
Europe should build trust in connected and automated mobility 
services. The consultation ends on 4 December 2018. It aims to 
identify the main challenges linked to the deployment of connected 
and automated vehicles today from the general public and relevant 
stakeholders (such as car manufacturers, connectivity providers, 
service providers, telecom providers, end-users, and public authorities 
including municipalities, the health community, and  civil society 
organisations).
In relation to this topic, the consultation investigates three main 
aspects:

• cybersecurity threats and trust issues;

• data governance aspects (for example, governance models; 
principles for car data sharing), privacy and data protection needs; 
and

different aspects of technology needs for 5G large scale testing or pre-
deployment.

4 December 
2018

Press release

Consultation

EU organisations agree on 
2019 Cybersecurity 
Roadmap

The four Principals of the Memorandum of Understanding (MoU) 
between EU cybersecurity organisations (the European Union Agency 
for Network and Information Security (ENISA), the European Defence 
Agency (EDA), Europol and the Computer Emergency Response Team 
for the EU Institutions, Agencies and Bodies (CERT-EU)) have agreed 
a 2019 Cybersecurity Roadmap.

On 6 November 2018, the Principals met to update each other on 
relevant developments and assess the progress made under the MoU, 
which provides a cooperation framework aiming at leveraging 
synergies between the four organisations to achieve a safe and open 
cyberspace.

The Principals also agreed on a roadmap prepared by the MoU working 
group with concrete activities and deliverables throughout 2019, 
focussing on training and cyber exercises, building the cooperation 
capacity and the improved exchange of information on respective 
projects and events with a view to complementing existing work 
streams and avoiding the duplication of efforts.

6 November 
2018

Press release
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https://ec.europa.eu/digital-single-market/en/news/open-public-consultation-connected-and-automated-mobility-cam
https://ec.europa.eu/info/consultations/public-consultation-recommendation-connected-and-automated-mobility-cam_en
https://www.enisa.europa.eu/news/enisa-news/eu-cybersecurity-organisations-agree-on-2019-roadmap


Development Summary Impact date Links

European Union

December

Website operators and third 
party plug-ins causing 
processing of personal data

In an Opinion published on 19 December, the Advocate General Bobek
states that the operator of a website embedding a third party plugin 
such as a Facebook Like button, which causes the collection and 
transmission of the users’ personal data, is a joint controller (along 
with the relevant third party e.g. Facebook) for that stage of the 
processing. The controller’s (joint) responsibility should be limited to 
those operations for which it effectively co-decides on the means and 
purposes of the processing of the personal data. The Opinion was 
given ahead of the anticipated CJEU ruling in Case C-40/17 Fashion ID 
GmbH & Co. KG v Verbraucherzentrale NRW eV.

19 December Press release

Opinion

Proposed EU legislation on 
cybersecurity

The European Parliament, the Council and the European Commission 
have reached a political agreement on proposal for a Regulation (the 
Cybersecurity Act) which reinforces the mandate of the ENISA so as to 
better support Member States with tackling cybersecurity threats and 
attacks. The aim is to create an EU-wide cybersecurity certification 
framework for ICT products and services, and to upgrade ENISA into a 
permanent EU cybersecurity agency.

11 December
2018

Press release

ePrivacy Regulation progress 
report

Further to the updates above, the Austrian Presidency of the Council 
of the EU published a progress report on the proposed ePR. The 
Presidency reported that there is a general lack of consensus over the 
wording of the proposed text, and in particular Article 6 (permitted 
processing of electronic communications data), Article 8 (protection of 
terminal equipment information) and Article 10 (the provision of 
information by web browsers and communications service providers on 
privacy settings). In addition, the Presidency suggested that further 
clarification will be needed with regard to cooperation between the 
relevant regulators and with regard to the role and involvement of the 
EDPB. 

By way of reminder, the ePR will sit alongside the GDPR and is 
intended to repeal and replace the existing ePrivacy Directive 
2002/58/EC which governs – amongst other things – the 
confidentiality and security of communications services, the use of 
cookies and location data and the sending of direct marketing 
communications. It is broader in scope than the ePrivacy Directive and 
aims to cover communications provided by a wider range of providers, 
including over-the-top service providers (such as instant messaging 
apps), Voice over Internet Protocol platforms and machine-to-machine 
services (such as the Internet of Things). 

23 November 
2018

Progress report
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https://curia.europa.eu/jcms/upload/docs/application/pdf/2018-12/cp180206en.pdf
http://curia.europa.eu/juris/document/document.jsf;jsessionid=36F0268CB0EA48D10A9F902523989F01?text=&docid=209357&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=2854863
https://ec.europa.eu/commission/news/cybersecurity-act-2018-dec-11_en
http://data.consilium.europa.eu/doc/document/ST-14491-2018-INIT/en/pdf


Development Summary Impact date Links

European Union

December

Electronic Communications 
Code Directive and BEREC
Regulation

Directive (EU) 2018/1972 of the European Parliament and of the 
Council of 11 December 2018 establishing the European Electronic 
Communications Code (Recast) (Directive) and Regulation (EU) 
2018/1971 of the European Parliament and of the Council of 11 
December 2018 establishing the Body of European Regulators for 
Electronic Communications (BEREC) and the Agency for Support for 
BEREC (BEREC Office), amending Regulation (EU) 2015/2120 and 
repealing Regulation (EC) No 1211/2009 (Regulation) have been 
published in the Official Journal of the EU.

The Directive and Regulation are part of wider proposals to reform the 
electronic communications regulatory framework. They include 
provisions to stimulate investment and competition in very high 
capacity networks and enhance consumer protection in the event of 
misconduct by providers of electronic communications networks or 
services. 

17 December
2018

Directive 2018/1972

Regulation 2018/1971

Interactive tool for NIS 
Directive reporting 
authorities

ENISA has published a new interactive tool showing the reporting 
authorities for each type of essential service and digital service 
provider under the NIS Directive.

Immediate Interactive tool

European Ethical Charter The European Commission for the Efficiency of Justice of the Council 
of Europe has adopted the first European Ethical Charter on the use of 
artificial intelligence (AI) in judicial systems and their environment. 
The Charter provides a framework of principles to guide policy makers, 
legislators and justice professionals grappling with the development of 
AI in national judicial processes.

3 December
2018

Press release

CEPEJ website

Ethical Charter

EU-Japan adequacy decision The EDPB has published an Opinion regarding the European 
Commission’s draft decision on the adequate protection of personal 
data by Japan.  

In addition, the European Parliament has issued a motion for a 
resolution on the adequacy of the protection of personal data afforded 
by Japan. The motion welcomes the improvements made, and calls on 
the Commission to provide further evidence and explanation regarding 
a number of points in order to demonstrate that the Japanese data 
protection legal framework ensures an adequate level of protection 
that is essentially equivalent to that of the European data protection 
legal framework. 

5 December 
2018

Opinion

Motion for a resolution
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.321.01.0036.01.ENG&toc=OJ:L:2018:321:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.321.01.0001.01.ENG&toc=OJ:L:2018:321:TOC
https://www.enisa.europa.eu/news/enisa-news/enisa-releases-online-nis-directive-tool-showing-per-sector-the-national-authorities-for-operators-of-essential-services-and-digital-service-providers
https://www.coe.int/en/web/portal/-/council-of-europe-adopts-first-european-ethical-charter-on-the-use-of-artificial-intelligence-in-judicial-systems
https://www.coe.int/en/web/cepej/home/
https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://edpb.europa.eu/our-work-tools/our-documents/opinion-art-70/opinion-282018-regarding-european-commission-draft_en
http://www.europarl.europa.eu/sides/getDoc.do?type=MOTION&reference=B8-2018-0561&format=XML&language=EN


Development Summary Impact date Links

European Union

December

EDPB guidelines on 
accreditation

The EDPB has published a draft annex to the guidelines on the 
accreditation of certification bodies under Article 43 GDPR, for public 
consultation. The annex provides guidance for the specification of 
“additional” accreditation requirements with respect to ISO/IEC
17065/2012 and in accordance with Articles 43(1)(b) and 43(3) GDPR. 
It sets out suggested requirements that a data protection supervisory 
authority should draft and apply during the accreditation of a 
certification body for a certification mechanism with supervisory 
authority or EDPB approved criteria. 

14 December 
2018

Annex

Security features for EU 
identity documents

The LIBE Committee of the European Parliament has agreed on 
proposed changes to be made to the security features of EU identity 
documents to reduce identity fraud. The proposals include:

• setting common minimum security features across the EU for ID 
cards set out by the International Civil Aviation Organisation; 

• additionally, the cards should be blue and contain the EU flag;

• making a facial image stored on a chip in the card mandatory for 
citizens' ID cards; in addition, member states could include two 
fingerprints on the chip; strong safeguards would apply to the 
collection and use of this data; and

• phasing out previous formats of ID cards within eight years; cards 
that are not machine-readable and thus less secure would be 
phased out within five years.

Only member states already issuing ID cards to their nationals would 
be affected by the new rules. The measures would not make it 
compulsory to own an ID card or oblige member states to introduce ID 
cards.

3 December 
2018

Press release

EU Parliament calls for 
businesses to respect data 
protection when using 
blockchain

Members of the European Parliament have called for businesses to 
respect data protection when using blockchain technology. In addition, 
they have called for the EDPB to publish guidelines and 
recommendations to help businesses comply with data privacy laws 
when using blockchain technology.

Originally 
published 27 
November 2018

Motion for a European 
Parliament resolution
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http://www.europarl.europa.eu/news/en/press-room/20181203IPR20710/better-id-card-security-to-curb-document-fraud
http://www.europarl.europa.eu/sides/getDoc.do?type=REPORT&reference=A8-2018-0407&format=XML&language=EN


Development Summary Impact date Links

European Union

December

Regulation on processing of 
personal data by the EU 
institutions, bodies, offices 
and agencies

The EU has adopted Regulation 2018/1725 on the protection of 
natural persons with regard to the processing of personal data by the 
Union institutions, bodies, offices and agencies. It took effect from 11 
December 2018 – aligning data protection requirements for the EU 
institutions and bodies with GDPR.

11 December 
2018

Regulation

ENISA guidelines for 
national telecoms regulatory 
authorities assessing 
security measures

ENISA has published guidelines for national telecoms regulatory 
authorities (NRAs) assessing security measures in the context of net 
neutrality. The guidelines include:

• a list of evaluation factors for assessing whether a security 
measure is justified or not; 

• an evaluation checklist for NRAs; and

• a justification form, which can be used by NRAs to collect 
information about a security measure from providers. The 
justification form can also be used by providers, as part of their 
internal processes to document which security measures they 
consider to fall under this exception to the net neutrality rules.

12 December 
2018

Guidelines

Operator of website 
embedding third party plugin 
is joint controller

In an Opinion published on 19 December, the Advocate General Bobek
states that the operator of a website embedding a third party plugin 
such as a Facebook Like button, which causes the collection and 
transmission of the users’ personal data, is a joint controller (along 
with the relevant third party) for that stage of the processing. AG 
Bobek added that the controller’s (joint) responsibility should be 
limited to those operations for which it effectively co-decides on the 
means and purposes of the processing of the personal data. The 
Opinion was given ahead of the anticipated CJEU ruling in Case C-
40/17 Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW eV. 

19 December
2018

Press release

Opinion

EU-US Privacy Shield passes 
second review

The European Commission (Commission) published its report on the 
second annual review of the EU-US Privacy Shield on 19 December 
2018. Although the report finds that the US continues to ensure an 
adequate level of protection for personal data under the Privacy 
Shield, it has urged the US government to identify a nominee to fill 
the Ombudsperson position on a permanent basis by 28 February 
2019 – otherwise, the Commission will consider taking “appropriate 
measures,” in accordance with GDPR.

19 December
2018

Press release

Second review report
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32018R1725&from=EN
https://www.enisa.europa.eu/news/enisa-news/enisa-produces-guidelines-for-assessing-security-measures-in-the-context-of-net-neutrality
https://curia.europa.eu/jcms/upload/docs/application/pdf/2018-12/cp180206en.pdf
http://curia.europa.eu/juris/document/document.jsf?text=&docid=209357&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=2968825
http://europa.eu/rapid/press-release_IP-18-6818_en.htm
https://ec.europa.eu/info/sites/info/files/report_on_the_second_annual_review_of_the_eu-us_privacy_shield_2018.pdf
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European Union

December

EDPB consults on 
accreditation  guidelines

The EDPB has published a draft annex to the guidelines on the 
accreditation of certification bodies under Article 43 GDPR, for public 
consultation. The annex provides guidance for the specification of 
“additional” accreditation requirements with respect to ISO/IEC
17065/2012 and in accordance with Articles 43(1)(b) and 43(3) GDPR. 
It sets out suggested requirements that a data protection supervisory 
authority should draft and apply during the accreditation of a 
certification body for a certification mechanism with supervisory 
authority or EDPB approved criteria. The consultation closes on 1 
February 2019.

14 December 
2018

Draft annex

EU seeking feedback on 
draft ethics guidelines for 
trustworthy AI

The High-Level Expert Group on Artificial Intelligence has released 
draft ethics guidelines for the development and use of AI. The 
guidelines set out how developers and users can make sure AI 
respects fundamental rights, applicable regulation and core principles, 
and how the technology can be made technically robust and reliable. 
The consultation closes on 18 January 2019.

18 December 
2018

Press release

Draft guidelines
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CNIL guidelines regarding 
the use of audience measure 
devices in publicly accessible 
areas

As more and more companies are using audience and traffic 
measurement tools, which collect data from mobile devices, in order 
to assess the level of traffic in public places or the audience of 
advertising billboards, the CNIL (the French data protection authority) 
has published a reminder of the rules applicable to the use of such 
tools. 
The CNIL’s clarifications are limited to devices used to compile 
aggregated and anonymous statistics from personal data such as 
smartphones’ identifiers (e. g. MAC address), excluding devices which 
do not collect personal data. Also excluded are devices used to target 
individuals, as they are more intrusive and require specific safeguards 
to be put in place on a case by case basis. 

The CNIL’s recommendations distinguish three cases:

(1) Data anonymised on short notice (i.e. within five minutes of their 
collection): 

• Legitimate interest could be used as an appropriate legal basis.

• Two levels of information could be provided. At first level, a 
billboard could inform data subjects on the purposes of the 
processing. The second level would be to provide a more 
comprehensive information notice, compliant with Article 13 of the 
GDPR, which would be found by individuals thanks to a link 
mentioned on the billboards.

• Data subjects should have a right of prior objection. 

17 October 
2018

Guidance note
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(2) Where the data is pseudonymised upon collection and then 
anonymised or destroyed within 24 hours:

• The processing could rely on legitimate interest.

• Comprehensive information compliant with Article 13 of the GDPR 
should be provided to the data subjects, for instance on billboards. 

• Data subjects should have a right of prior objection, as well as the 
possibility to exercise their rights of access, rectification and 
objection thereafter.

(3) Other cases:

• The processing should rely on free, specific and informed consent 
obtained prior to the data collection.

• Comprehensive information compliant with Article 13 of the GDPR 
should be provided to the data subjects.

• The data controller should ensure that the data subjects can easily 
withdraw their consent, and all data subjects’ rights should apply.

As a final note, the CNIL also reminded that a Data Protection Impact 
Assessment should be carried out prior to the implementation of such 
tools. 

French TES file approved by 
the administrative supreme 
court

The French administrative supreme court (Conseil d’Etat) approved 
the “secure electronic documents” file (the “TES file” - fichier TES) 
created in order to facilitate the issuance and renewal of ID 
documents. The TES file contains personal data such as names, home 
address, photograph and fingerprints of all holders of French 
passports and ID cards, i.e. about 60 million people.

Several organisations asked for the cancellation of the decree creating 
the TES file, arguing that such a database, containing sensitive data, 
was not sufficiently secured against cyber threats and was violating 
individuals’ right to privacy. 

In its decision dated 18 October 18 2018, the court dismissed the 
claims, ruling that the TES file could only be accessed by people 
authorized by the decree, was a tool of public interest useful for 
authentication and anti-fraud purposes, and did not constitute a 
disproportionate breach of individuals’ right to privacy. 

18 October
2018

Decision
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New CNIL notices in the field 
of targeted advertising

Last quarter, we reported that two start-ups had been issued with 
formal notices in respect of misuse of geolocation data. CNIL has 
issued formal notices to two more companies specializing in targeted 
advertising, for using geolocation data collected through their mobile 
application without users’ consent, and for not providing all the 
necessary information required by applicable law. 

The two companies were using a tool enabling the collection of 
geolocation data from the users’ smartphones even when the app was 
not running, and no possibility to download the application without the 
geolocation tool was offered. 

23 October 
2018 
(Singlespot) 
and 9 
November 2018 
(Vectaury

Press release 
(Singlespot)

Press release 
(Vectaury)
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CNIL’s list of mandatory 
DPIAs

As required by Article 35 of the GDPR, the CNIL has published its list 
of the categories of processing operations which are subject to the 
requirement for a data protection impact assessment (DPIA). 

The CNIL also highlighted that this list is not exhaustive: other 
processing could require a DPIA to be carried out if the processing is 
likely to result in a high risk to the rights and freedoms of natural 
persons, in light of the nine criteria set out in the EDPB guidelines.

6 November 
2018

Press release

EDPB guidelines

GDPR public procurement 
guidelines

The French Ministry of the Economy has published guidelines on the 
impact of the GDPR in the field of public procurement, and updated 
the form DC4 (formulaire DC4) which must be filled in when a supplier 
wants to introduce a subcontractor to the public authority. 

These guidelines remind public authorities of the main changes from 
the GDPR and transpose the GDPR terminology to the field of public 
procurement: the public authority will be the data controller and the 
supplier will be the data processor.

Regarding the form DC4, it is updated to include provisions regarding 
the possible processing of personal data by the subcontractor, i.e. 
subprocessor for the purposes of the GDPR.

As a next step, the Ministry announced that the General Conditions of 
Public Contracts (Cahiers des Clauses Administratives Générales) –
which set out the provisions applicable to each category of 
procurement contract – would be updated in 2019.

19 November
2018

Press release

Ministry's guidelines

ANSSI’s guide for the 
mapping of IT systems

The National Agency for Security of Information Systems (ANSSI) 
released a guide for the mapping of IT systems to be used by any 
entity willing to identify and manage the risks of its IT systems. 

This guide is primarily intended for “Opérateurs d’Importance Vitale –
OIV” (operators of critical infrastructures) for which carrying out a 
data mapping is a legal requirement, as their activities are deemed to 
be crucial to the security and stability of the state and must be 
strongly protected against cyber threats.

However, the ANSSI stresses that the five-step process described in 
the guide can be used by any company, and regardless of the 
complexity of their IT system. 

21 November 
2018

Press release
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CNIL’s report on the initial 
implementation of the GDPR

Further to its quarterly report published in September 2018, CNIL
published a new summary of the actions taken by companies and data 
subjects six months after 25 May 2018. Points of interest include: 

• 32,000 undertakings have appointed a DPO.

• 1,000 data breaches have been notified to the CNIL.

• 9,700 complaints from data subjects have been received by the 
CNIL in 2018, including 6,000 complaints since 25 May 2018.

• Three collective complaints have been filed with the CNIL.

The CNIL also announced that the standard rules to be followed by 
employers for the use of biometric data for the purpose of controlling 
access to their premises should be released soon, as well as various 
codes of conduct on subjects such as medical research or cloud 
infrastructures.

23 November 
2018

Press release
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Publication of a consolidated 
version of the French Data 
Protection Law 

The French Data Protection Law (i.e. Law n°78-17 of 6 January 1978 
as modified by Law n° 2018-493 of 20 June 2018) was subject to 
initial amendments on 20 June 2018 in order to implement crucial 
aspects of the GDPR. Further amendments were needed for the legal 
instrument to be fully coherent as a whole and in line with all aspects 
of the GDPR. The ordinance published on 13 December 2018 did 
exactly that and will enter into force at the latest on 1 June 2019. 

13 December 
2018

Ordinance of 13 
December 2018 

New decree regarding IT 
system security, threat 
detection and reporting

In addition, as Law n°2018-607 of 13 July 2018 gives new powers to 
the ANSSI and to electronic communications operators to prevent and 
characterise threats that may affect the security of their IT systems, a 
new decree was adopted on 13 December 2018 to supplement this 
law.

The decree particularly sets out the conditions for the implementation 
of devices detecting events likely to affect the security of these 
operators’ IT systems, the categories of data that may be stored, as 
well as modalities for these operators to report to the ANSSI.

13 December 
2018

Decree n°2018-1136
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International Comparative 
Legal Guides (ICLG) and 
Practical Law

Our lawyers, Dr Alexander Niethammer and Steffen Morawietz have 
authored a chapter on Cybersecurity for ICLG.

Our lawyers, Dr Alexander Niethammer, Nils Müller and Constantin 
Herfurth have authored a chapter on Data Protection in the EU for 
Practical Law.

16 October 
2018

ICLG Cybersecurity 
2019 chapter

Practical Law chapter

The right to information in 
order to prepare a 
compensation claim is not 
restricted by the GDPR

The Higher Regional Court Munich has decided that in the case of a 
distributor requesting information from his contractual partner in 
order to prepare a compensation claim, the disclosure of personal data 
of customers may be based on Article 6(1)(f) GDPR.

24 October 
2018

Decision

Infringement of GDPR 
qualifies as unfair 
competitive behaviour

German courts still disagree on the decision whether an infringement 
of the GDPR qualifies as unfair competitive behaviour within the 
meaning of the German Act Against Unfair Competition. The District 
Court Würzburg and the Higher Regional Court Hamburg argue that 
the GDPR does not contain a closed system of sanctions. Therefore, 
companies may claim against competitors on the basis of an 
infringement of the GDPR, e.g. by issuing warning letters and asking 
for a cease and desist declaration with penalty clause. 

Ongoing District Court decision

Higher Regional Court 
decision
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Infringement of GDPR does 
not qualify as unfair 
competitive behaviour

This is the view of the District Courts of Bochum and Wiesbaden. They 
state that the GDPR’s system of sanctions (Articles 77-84 GDPR) is 
considered to be closed. Therefore, competitors may not claim against 
competitors on the basis of an infringement of the GDPR. These 
decisions are in contradiction to the District Court Würzburg and the 
Higher Regional Court Hamburg (see above).

Ongoing Decision

German Data Protection 
Conference (DSK) on direct 
marketing under the GDPR

The DSK has published guidelines for the processing of personal data 
for direct marketing purposes under the GDPR.

November 2018 Guidelines

No compensation claim for 
trivial damages caused by an 
infringement of the GDPR

The Local Court Diez found that not every infringement of the GDPR 
justifies a compensation claim. Rather, it requires a negative impact 
with a certain weight on the data subject. In the case at hand, a 
consumer received unsolicited e-mail marketing.

7 November 
2018

Decision

German data protection 
authority issues first fine for 
GDPR breach

Due to a hack at a social media provider, personal data of about 
300,000 users (including passwords and email addresses) were stolen. 
It also emerged that the provider had stored the passwords in plain 
text (unencrypted). The State Commissioner for data protection and 
freedom of information of Baden-Württemberg (LfDI) imposed a fine 
of 20,000 EUR. The authority justifies the relatively low fine by the 
company’s good cooperation and willingness to implement the 
recommended measures of the LfDI.

22 November
2018

Press statement
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Statement of the Hungarian 
National Authority for Data 
Protection and Freedom of 
Information (NADP)

The NADP have stated that having regard to the changes in the legal 
environment and the EDPB’s role in interpreting the law, the NADP in 
principle does not issue individual resolutions in response to requests 
for interpretation of data protection regulations. 
However, the NADP will still publish on its website:

• general information on the rights and obligations of data 
controllers;

• guidelines of the EDPB;

• the NADP’s decisions in individual cases; and

• recommendations.

4 October 2018 NADP statement

(Hungarian language 
only)

Resolution of the NADP No. 
2018/3654/2/V

The NADP has issued a resolution on the question as to whether local 
authorities can lawfully make copies of applicants’ personal 
identification documents as a condition of filing applications. The 
NADP found that this practice is unlawful.
The NADP highlighted that in every case of considering the lawfulness 
of any data processing, special attention must be payed to the: 

• purpose limitation principle (Article 5(1)(b) GDPR) and

• data minimisation principle (Article 5(1)(c) GDPR)

According to the NADP, making copies does not comply with the 
above principles and there is also no legal obligation for such data 
processing (Article 6 (1)(c)). Applicants’ personal identification 
documents can be considered by the applicant merely presenting 
these documents.

10 October
2018

NADP resolution

(Hungarian language 
only)
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Resolution of the NADP No. 
2018/5427/2/V

The NADP has dealt with the question of when it is sufficient for the 
data controllers to inform data subjects of the categories of recipients 
for compliance with Articles 13-15 GDPR.

According to the NADP, this must be assessed on a case-to-case basis.

However, it can be generally said that providing information only on 
the categories of recipients may be sufficient in cases where there is a 
large number of recipients engaged in the same activity and the 
specific notification on their identity would impair the transparency of 
the information. If, however there are only a few identifiable 
recipients of a given activity, providing concrete information on the 
recipients’ identity is required.

10 October
2018 

NADP resolution

(Hungarian language 
only)
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DPC issues guidance on data 
protection and electoral and 
canvassing activities

The DPC has issued guidance on data protection in the context of 
electoral and canvassing activities. The guidance is divided into 
materials for individuals detailing their data protection rights in this 
context and also materials for those processing personal data for 
electoral and canvassing activities. 

Ongoing DPC Guidance

Data retention laws in 
Ireland require ‘urgent’ 
revision 

Ms Justice Marie Baker of the Court of Appeal has warned that data 
retention laws in Ireland must be revised with ‘urgency’ in her annual 
report on compliance with the Interception of Postal Packets and 
Telecommunications Messages (Regulation) Act 1993 and the 
Communications (Retention of Data) Act 2011.

In her annual report, Ms Justice Baker stated that the 1993 Act in 
particular is deemed to be “somewhat out of date having regard to 
data protection legislation” and changes in the data privacy and 
technology landscape. With regard to the 2011 Act, Ms Justice Baker 
referred to previous concerns highlighted by former Chief Justice, Mr 
Justice John L. Murray (the ‘Murray report’) which recommended 
urgent revision of the 2011 Act.

(See below December update re Graham Dwyer v Commissioner of An 
Garda Síochána [2018] IEHC 685)

Ongoing Ms Justice Marie Baker 
Annual Report
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Data processing operations 
that require a Data 
Protection Impact 
Assessment

The DPC has issued guidance for controllers and processors whose 
business activities may require them to carry out a DPIA. 

15 November 
2018

Guidance

Irish Data Protection 
Commissioner issues final 
report 2018

The Irish Data Protection Commissioner has issued the final 
Commissioner’s report covering the period between 1 January – 24 
May 2018, up to the GDPR implementation date. The report provides a 
range of information and data concerning the DPC’s activities leading 
up to GDPR and provides analysis on common themes and queries the 
Commissioner encountered during this period.

23 November 
2018

Final report

DPC issues advice on 
connected toys and devices

The DPC has issued guidance on the use of children’s toys and 
devices, such as interactive dolls and smart watches, highlighting 
concerns from a data protection and privacy perspective. 

Ongoing Guidance

DPC issues guidance on 
community based CCTV 
schemes

The DPC has issued guidance clarifying a common misconception that 
data protection law is preventing the commencement and operation of 
community based CCTV schemes around Ireland. 

Ongoing Guidance
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High Court finds certain 
provisions of data retention 
legislation breaches EU law 
and the European 
Convention on Human 
Rights (ECHR)

The case of Graham Dwyer v Commissioner of An Garda Síochána 
[2018] IEHC 685 held that certain provisions of the Communications 
(Retention of Data) Act 2011 were in contravention of both EU law 
and the ECHR. 

The background to this case was that the plaintiff was convicted of 
murder following a trial in which evidence was adduced in respect of 
his mobile telephony data which was supplied under the 2011 Act in 
question. 

The plaintiff sought to appeal this conviction which was pending. At 
the same time, the plaintiff applied for relief in the current case 
arguing inter alia that the 2011 Act was incompatible with EU 
legislation and Articles 8 & 10 of the ECHR. The 2006 EU Directive 
that the 2011 Act implemented was previously declared invalid in an 
earlier ruling by the CJEU. 

On 6 December 2018 the High Court held that certain provisions of 
the 2011 Act contravened EU law and the ECHR on the basis that 
there was no prior review by a Court or other independent authority 
to regulate access to the data. Furthermore, insufficient legislative 
guarantees had been provided to ensure that abuse of the access 
regime was prevented. 

The judge in question stated that the assessment of retrospective 
effect was to be done on a case by case basis. This would not have 
the effect of automatically quashing convictions or collapsing cases as 
the judge concluded that it would be possible for orderly consideration 
of the retrospective effects of the declaration on the adducing of 
evidence in each case according to the particular circumstances. 

6 December 
2018

Judgment

DPC issues guidance on 
‘Dash Cams’

The DPC has issued guidance on the use of dash cams and has urged 
motorists who install them to understand their obligations under data 
protection law. Additionally, the DPC has commented on the role of 
motor insurance companies who use this data as part of evidence for 
a potential claim. 

Ongoing Guidance

DPC issues guidance for 
elected representatives

The DPC has issued guidance to assist elected representatives in 
having a strong awareness of their obligations and responsibilities as 
data controllers under the GDPR and Data Protection Act 2018. The 
guidance was prepared with a view to aid public representatives 
carrying out their functions and to address issues identified during 
consultations carried out by the DPC regarding their processing of 
personal data. 

Ongoing Guidance
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Public consultation on the 
processing of children’s 
personal data and rights of 
children as data subjects

The DPC has announced it is running a public consultation on issues 
relating to the processing of children’s personal data and the rights of 
children as data subjects under the GDPR. The DPC invites all 
interested parties to make written submissions in response to the 
specific issues contained in the consultation document before 1 March 
2019. Following the consultation period, the DPC will produce a series 
of guidance materials on the subject of children and data protection.

1 March 2019 Public consultation 
statement 

DPC issues important 
message on personal data 
transfers to and from the UK 
in the event of a ‘no deal’ 
Brexit

On 21 December 2018, the DPC issued preliminary guidance for any 
Irish entities that have data processing operations that involve 
transfers of personal data to the UK, including Northern Ireland. In 
the event of a ‘no deal’ Brexit, the DPC has stated that those entities 
will require a transfer mechanism to be in place from 30 March 2019 
in order to continue to lawfully transfer personal data to the UK. 
This is due to the fact that if the UK leaves the EU without the 
Withdrawal Agreement (i.e. a ‘no deal’ Brexit) the UK will become a 
‘third country’ under EU data protection law and require additional 
safeguards. 

The DPC states that this will have repercussions for all organisations 
and bodies trading with or doing any other kind of business or 
correspondence with entities in the UK, including Northern Ireland. 
The example is given of an Irish company that currently outsources its 
payroll to a UK processor – the Irish company would need to 
implement legal safeguards for the personal data they transfer to the 
UK.

The DPC notes that in terms of data flows from the UK to the EU after 
March 2019, the UK government has said that the free flow of 
personal data from the UK to the EU will continue in the event of a ‘no 
deal’ Brexit. 

Further information and examples can be found in the guidance issued 
on the DPC website (link attached). 

Ongoing (30 
March 2019)

Guidance
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Publication of a short GDPR 
enforcement update by  the 
Italian Data Protection 
Authority (IDPA)

IDPA has issued an informative leaflet, updated at the end of 
September 2018, summarizing the outcomes of the first months of 
GDPR enforcement in Italy.

4 October 2018 English version of 
IDPA's leaflet

IDPA FAQs on records of 
processing activities

IDPA has issued responses to FAQs regarding records of processing 
activities under Article 30 GDPR, providing templates for the records 
of the data controller and the data processor in a “simplified” format 
for SMEs.

8 October 2018 FAQs

(Italian language only)
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https://www.garanteprivacy.it/home/faq/registro-delle-attivita-di-trattamento#6
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November

Italian DPIA processing 
activities

IDPA has issued a decision, providing a non-exhaustive list of kinds of 
processing operations which are subject to the requirement for a DPIA 
under Article 35, par. 4, GDPR.

Decision dated 
11 October 
2018, published 
on 15 
November 2018

Decision with list 
annexed

(Italian language only)

Italian Revenue Agency and 
e-billing

IDPA has issued a decision warning the “Agenzia delle Entrate” (the 
Italian Revenue Agency) regarding e-billing, a tax obligation becoming 
applicable as of 1 January 2019. IDPA exercised its powers under 
Article 58 GDPR, issuing a warning and highlighting some important 
points under the GDPR, and requiring the Italian Revenue Agency to 
inform IDPA of its further steps in such sense.

15 November Press release and 
decision

(Italian language only)
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December

Facilitated resolution 
mechanism reminder

IDPA has issued a press release to remind organisations of the 
deadline to benefit from the facilitated resolution mechanism 
introduced by Legislative Decree No.101/2018 with reference to the 
sanctions imposed for violations of the Italian Privacy Code, alleged 
before 25 May 2018 and still pending adjudication (18 December 
2018).

18 December 
2018

Press release

(Italian language only)

Ethics rules for journalists IDPA has issued a decision, as under the Legislative Decree 101/2018, 
bringing the reformation act of the Italian Data Protection Law, to 
update the deontological (ethics) rules for journalists, annexed to the 
Italian Privacy Code, to the GDPR.

The updated version is under publication in the Italian Official Journal.

Decision dated 
29 November 
2018 and 
published on 14 
December 2018

Press release and 
decision

(Italian language only)

IDPA prescribed changes to 
e-billing system

Further to update item above, IDPA issued another decision 
prescribing the corrections to be made to the e-billing system, to 
make the relevant processing of personal data possible and lawful, in 
particular to limit the processing of personal data. The decision 
includes various prescriptions to be complied with by the Italian 
Revenue Agency in 2019, excluding the application of the e-billing 
systems to medical and healthcare performances and warning about 
the potential unlawfulness of some contractual clauses by sector 
operators under Article 28 GDPR.

Decision dated 
20 December 
2018

IDPA’s press release 
and relevant decision

(Italian language only)

IDPA Newsletter IDPA published its newsletter, summarising its most recent decisions 
and other developments, including: 

• a new fining procedure; and

• a public consultation to acquire operators and stakeholders’ 
contributions and proposals on its provision which identifies the 
content of its General Authorizations (dated 2016) on the 
processing of personal data in certain sectors (such as special 
categories of data in employment relationships, processing of 
genetic data, processing for purposes of scientific research), which 
are compatible with the GDPR and the Legislative Decree 
101/2018.

21 December 
2018

Newsletter

IDPA decisions updating 
rules relating to processing 
of personal data for 
statistical purposes, 
scientific research purposes, 
legal and professional 
purposes and in relation to 
defensive investigations and 
exercising rights before 
court

IDPA has issued decisions, as under the Legislative Decree 101/2018, 
bringing the reformation act of the Italian Data Protection Law, to 
update the deontological (ethics) rules for the processing of personal 
data in various contexts (such as processing for statistical purposes or 
scientific research purposes, processing carried out by lawyers, 
trainees and their consultants and other professionals, processing to 
carry out defensive investigations or to exercise a right before a 
Court) – integrating their relevant lawfulness conditions, which are 
annexed to the Italian Privacy Code.

Decision dated 
24 December 
2018

Press release and 
decisions

(Italian language only)
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https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9069732&zx=qu47taanqmyp
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October

Executive legislation to Act 
on the National 
Cybersecurity System –audit 
certificates

On 12 October 2018 the Minister of Digitalization issued the 
Regulation on list of audit certificates, which allows to start an audit 
procedure. The list contains eleven specific certificates.

19 October 
2018

Regulation

Executive legislation to Act 
on the National 
Cybersecurity System –
cybersecurity documentation 
of information systems 

On 16 October 2018 the Council of the Ministers issued the Regulation 
on type of cybersecurity documentation of information systems used 
for the provision of essential service, which lists types of documents 
that essential service providers need to prepare, apply and update if 
necessary.

31 October 
2018

Regulation

Executive legislation to Act 
on the National 
Cybersecurity System –
regarding the thresholds for 
considering the incident as 
serious

On 31 October 2018  the Council of the Ministers issued the 
Regulation regarding the thresholds for considering the incident as 
serious in specific sectors in which entities can be considered to be 
essential service providers (e.g. energy, health care).

22 November 
2018

Regulation

PUODO’s guidebook on 
personal data protection at 
the workplace – guidebook 
for employers

In their guidebook of 4 October 2018, PUODO explains in detail 
employer’s rights and obligations in regard to the processing of 
employee’s personal data during recruitment process and employment 
period. Guidebook discusses the processing of personal data in the 
employment relation as specified in the Labour Code but also other 
forms (i.e. employment by temporary work agencies). 

Immediate Guidebook

Plans to establish National 
Cloud

A Polish National Cloud is being created by PKO BP bank and Polish 
Development Fund. It will be dedicated for Polish companies and 
public authorities. It will  provide data storage and processing services 
using a subscription model, it will offer IaaS (Infrastructure as a 
Service), PaaS (Platform as a Service) and SaaS (Software as a 
Service) services.

Ongoing Press Release

Press Release (English)
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http://prawo.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20180001999
http://prawo.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20180002080
http://prawo.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20180002180
https://uodo.gov.pl/pl/file/1469
https://www.gov.pl/web/cyfryzacja/stanowisko-ministerstwa-cyfryzacji-ws-inicjatywy-utworzenia-chmury-krajowej
https://emerging-europe.com/business/pko-and-pfr-to-launch-polish-national-cloud/
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November

Ministry of Digitalization 
guidebook for fintech sector

In the guidebook, the Ministry of Digitalization explains the application 
of GDPR to the fintech sector and consequences for fintech
companies. This Q&A publication contains answers to the specific 
problems that fintech companies may encounter.

Immediate Guidebook

Ministry of Digitalization 
guidebook on open data in 
the public sector

In its guidebook, the Ministry of Digitalization advises on open data, 
especially re-usage of collected data, release of public data and 
creation of institutional and strategical environment for opening data 
process.

Immediate Guidebook

Interpretation on access to 
DPO’s contact details 

PUODO has advised that contact details of DPO (including name, 
surname and email address or phone number) should be easy to find 
on the controllers’ /processors’ websites or workplace (if those entities 
do not have their websites). In PUODO’s opinion publication of DPO’s
contact details in sections of the website such as “News” or “Privacy 
Policy” in which case it will require a long research to find such 
contact details is incorrect.

Immediate Announcement
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https://www.gov.pl/documents/31305/0/RODO+-+FinTech-ma%C5%82y.pdf/372bd1d0-feb6-3473-9ea1-3c7de0a001b7
https://dane.gov.pl/media/ckeditor/2018/11/22/otwieranie-danych-podrecznik-dobrych-praktyk.pdf
https://uodo.gov.pl/pl/138/569
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December

Karol Okoński appointed as a  
Government Plenipotentiary 
for Cybersecurity

Polish Prime Minister appointed Karol Okoński as a Government 
Plenipotentiary for Cybersecurity. 

7 December 
2018

Press release

Draft act amending certain 
acts in connection with 
ensuring the application of 
regulation 2016/679

The draft act amending certain acts in connection with ensuring the 
application of regulation 2016/679 is now in the legislative process of 
the first reading in the lower house of the Polish parliament (Sejm). 
This act will change over a 150 other acts such as Labour Code, Act of 
Telecommunications Law,  Act on Insurance and Reinsurance activity.

6 December 
2018

Announcement

Draft act on protecting of 
personal data processed in 
the context of preventing 
and combating crime

This legal act will implement European Parliament and Council 
Directive 2016/680, which lay down the rules for gathering and 
proceeding personal data by police, special services and guards. Draft 
act provides exemptions for specific special services. Principal 
components of the law are establishing surveillance of personal data, 
defining rights of the persons concerned and introducing guidelines for 
data controllers on deleting unnecessary data. The draft act is 
currently awaiting the President's signature (see legislative procedure 
for updates).

Ongoing Draft legal act

Legislative procedure

Ministry of Digitalization 
launched an online 
appealing mechanism 
against website decisions on 
deleting or blocking user’s 
account

The Ministry of Digitalization has launched a new appeals service 
mechanism against website’s decisions relating to deleting or blocking 
user accounts. This is an additional appeal option – using this service 
requires earlier an appeal against the relevant decision directly against 
at website.

Immediate Press release
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https://www.gov.pl/web/cyfryzacja/karol-okonski-pelnomocnikiem-rzadu-ds-cyberbezpieczenstwa
http://www.sejm.gov.pl/sejm8.nsf/PrzebiegProc.xsp?nr=3050
http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2989_u/$file/2989_u.pdf
http://www.sejm.gov.pl/sejm8.nsf/PrzebiegProc.xsp?nr=2989
https://www.gov.pl/web/cyfryzacja/odwolaj-sie-od-decyzji-dotyczacej-usunietych-tresci
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October

The Romanian Data 
Protection Authority (RDPA) 
procedure for conducting 
investigations for non-
compliance with data 
protection provisions

The procedure for conducting investigations for non-compliance with 
data protection provisions  lays down the following:
• the types of investigations allowed – ex officio or following a 

complaint;

• the rights and obligations of both the investigating authority and 
the investigated entity;

• the activities performed by the investigating authority within the 
premises of the investigated entity; and

• the application of fines.

23 October 
2018

Decision and procedure

RDPA adopted the list of 
processing activities for 
which a DPIA is mandatory

The list of processing activities for which a DPIA is mandatory includes 
the processing activities of sensitive data (e.g. health data) and data 
referring to criminal convictions and offences, large scale processing 
of data of vulnerable persons, especially minors, and of employees by 
means of automatic monitoring and/or systematic tracking of 
behaviour etc.

The list is not exhaustive and the rules provided by the GDPR in order 
to assess the necessity of DPIA should be applied for any processing 
activity not comprised within the list.

31 October 
2018

Decision and list
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https://www.dataprotection.ro/servlet/ViewDocument?id=1542
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December

Law on ensuring a common 
high level of security of 
networks and information 
systems

The Romanian President has promulgated the Law on ensuring a 
common high level of security of networks and information systems. 
The Law transposes Directive (EU) 2016/1148 concerning measures 
for a high common level of security of network and information 
systems across the Union.

Please note that the Law has not been yet published in the Romanian 
Official Gazette and is currently not in force.

Becomes 
effective after 
being published 
in the Official 
Gazette

Draft legal text

Law 363/2018 on the 
protection of natural persons 
with regard to the 
processing of personal data 
by competent authorities for 
the purposes of the 
prevention, investigation, 
detection or prosecution of 
criminal offences or the 
execution of criminal 
penalties, and on the free 
movement of such data

The Law transposes Directive (EU) 2016/680 of the European 
Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data by 
competent authorities for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and on the free movement of such 
data, its provisions being in line with the ones of the directive.

The law has just been published in the Official Gazette on 7 January 
2019 and it is consider to be effective starting from this day. 

7 January 2019 Legal text accessible
here

Court precedents confirming 
the sanctioning decision of 
the RDPA

The RDPA has published a summary containing various court decisions 
confirming various sanctions applied to Romanian data controllers for:

• failing to observe the previous notification requirements (when this 
was in force) and also to inform the data subjects and observe the 
minimum security measures in place during the processing of 
personal data through geo-localisation mechanisms;

• failing to observe the consent and information requirements 
connected to the use of cookies; and

• failing to observe the prior information notice and the legal 
timeframe before sending the debtor’s data to the Credit Office or 
failure to obtain the deletion of such data from this registry, 
pursuant to the requests of the data subjects.

10 December 
2018

Decision
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https://www.dataprotection.ro/?page=Hotarari_definitive_de_mentinere_a_sanctiunilor_aplicate_de_Autoritatea_de_supraveghere&lang=ro
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Information Commissioner’s 
Office (ICO) enforcement

The Action we’ve taken section of the ICO website sets out the latest 
UK data protection enforcement updates.

Ongoing ICO "Action we've 
taken"

New ICO guidance The ICO has published a number of new guidance materials, 
including:

• a new Guide to Data Protection, which combines their existing 
guidance on the GDPR and law enforcement regimes with new 
guidance explaining some basic concepts, how the DPA 2018 
works, and which regime applies; 

• expanded guidance on scope and key definitions in the guide to 
law enforcement processing;

• expanded at-a-glance guidance on contracts and new detailed 
guidance on contracts and liabilities between controllers and 
processors; 

• new at-a-glance guidance and detailed guidance on controllers 
and processors; and

• guidance on security, including on encryption and passwords in 
online services.

Immediate Guide to Data 
Protection

ICO “What’s New”
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https://ico.org.uk/for-organisations/guide-to-data-protection/whats-new/
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Brexit and data protection Uncertainty remains as to how data protection law will apply after the 
UK leaves the EU, depending on whether or not a deal is agreed.

The draft Data Protection, Privacy and Electronic Communications 
(Amendments etc) (EU Exit) Regulations 2019 (DPPECR) were laid 
before Parliament on 19 December 2018. The aim of the DPPECR is to 
ensure that the UK data protection legal framework continues to 
operate smoothly after exit day. They are subject to the affirmative 
resolution procedure (this means that the statutory instrument must 
be approved by both Houses of Parliament before being made). 

The majority of the DPPECR will come into force on exit day (i.e. 
either 29 March 2019, or after the transition period if a deal is 
agreed). Regulations 7 and 8 and Schedule 4 (i.e. the provisions 
amending Privacy and Electronic Communications (EC Directive) 
Regulations 2003 (as amended) and the consequential amendments 
to the DPA 2018) will come into force on 29 March 2019. 

Deal:  The draft Withdrawal Agreement (Agreement) was published 
on 14 November 2018. As a health warning, at the time of writing it is 
looking increasingly unlikely that the Agreement will be approved by 
the UK Parliament. Although the drafting of the data protection 
provisions in the Agreement is somewhat unclear, our interpretation is 
as follows:

• EU data protection laws (including GDPR and ePrivacy Directive) 
would continue to apply in the UK until the end of the transition 
period (i.e. 31 December 2020, and beyond if extended) and 
would produce the same legal effects in the UK as they do for EU 
Member States. The ICO’s participation in the EDPB would cease. 

• In the absence of an adequacy finding in favour of the UK, the UK 
explicitly commits to protect the personal data of data subjects 
outside the UK, whereby the GDPR (excluding the one-stop-shop 
and Chapter VII’s other co-operation and consistency provisions) 
and the ePrivacy Directive would apply in the UK where the data: 
(a) was processed under EU law before the end of transition 
period; or (b) is processed in the UK after the end of the transition 
period on the basis of the Agreement. This commitment would not 
apply if the processing was covered by an adequacy decision.

• If an adequacy decision in favour of the UK is in force and then 
ceases to apply, the UK would need to ensure its data processing 
was “essentially equivalent” to EU law.

Ongoing (29 
March 2019)

Draft DPPECR

Withdrawal Agreement

Political declaration

Eversheds Sutherland 
briefing on the political 
declaration (23 
November)

DCMS guidance

ICO guidance

European Union 
(Withdrawal) Act 2018

Privacy Shield and the 
UK FAQs
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https://www.legislation.gov.uk/ukdsi/2019/9780111177594/pdfs/ukdsi_9780111177594_en.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/756374/14_November_Draft_Agreement_on_the_Withdrawal_of_the_United_Kingdom_of_Great_Britain_and_Northern_Ireland_from_the_European_Union.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/758557/22_November_Draft_Political_Declaration_setting_out_the_framework_for_the_future_relationship_between_the_EU_and_the_UK__agreed_at_negotiators__level_and_agreed_in_principle_at_political_level__subject_to_endorsement_by_Leaders.pdf
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Brexit/political-declaration-231118
https://www.gov.uk/government/publications/data-protection-law-eu-exit/amendments-to-uk-data-protection-law-in-the-event-the-uk-leaves-the-eu-without-a-deal-on-29-march-2019
https://ico.org.uk/for-organisations/data-protection-and-brexit/
http://www.legislation.gov.uk/ukpga/2018/16/contents/enacted
https://www.privacyshield.gov/article?id=Privacy-Shield-and-the-UK-FAQs
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• The EU would not treat data obtained from the UK before the end 
of the transition period – or obtained after the end of the transition 
period on the basis of the Agreement – differently from data 
obtained from a Member State, on the sole ground of the UK 
having withdrawn from the EU.

In effect, transfers of personal data to/from the UK would not be 
restricted during the transition period. However, the ICO would no 
longer be able to participate or vote in the EDPB, and would be 
excluded from the one-stop-shop as regards the enforcement of rights 
of non-UK data subjects. 

In the accompanying political declaration on the future relationship 
between the UK and the EU, published on 22 November, the EU 
commits to assess the UK against the EU’s adequacy framework and 
to “endeavour” to make a decision in this regard before the end of 
2020. A finding of adequacy would facilitate the seamless continuation 
of personal data transfers from the EU to the UK post-transition. 

In the meantime, the UK will take steps to facilitate transfers of 
personal data to the EU. In addition, the parties explicitly commit to 
make arrangements for the appropriate cooperation between 
regulators, which could be interpreted as a nod to the potential 
continuation of the ICO’s participation in the operation of GDPR’s one-
stop-shop mechanism in some form.

No deal: The UK will become a “third country” after 29 March 2019 
and in the absence of a deal will be treated as such. Transfers of 
personal data from the EU to the UK will be restricted. Recently 
published guidance from the ICO and Department for Culture, Media 
and Sport (DCMS) on this scenario, makes the following points:

• the European Union (Withdrawal) Act 2018 will retain the GDPR in 
UK law but the Government will make appropriate changes to the 
GDPR and the Data Protection Act 2018 to preserve EU GDPR
standards in UK domestic law (see reference to the draft DPPECR
above);

• the extraterritorial scope of the UK data protection framework will 
be maintained so laws will apply to overseas controllers or 
processors where they are processing personal data about 
individuals in the UK in relation to the offering of goods or 
services, or the monitoring of their behaviour;

• non-UK controllers who are subject to UK data protection law will 
be obliged to appoint representatives in the UK if they are 
processing UK data on a large scale;
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• controllers’ responsibilities will not change and the same GDPR
standards will continue to apply in the UK;

• the UK will transitionally recognise all EEA states, EU and EEA 
institutions and Gibraltar as providing an adequate level of 
protection for personal data, allowing free flow of personal data 
(although this decision will be kept under review);

• the UK cannot provide for free flow of data into the UK for 
businesses that rely on data transfers from the EU: those 
businesses will need to work with their EU counterparts to make 
sure an alternative mechanism for transfer (such as standard 
contractual clauses) is in place;

• existing EU adequacy decisions will be honoured on a transitional 
basis (these are currently in place for Andorra, Argentina, Canada 
(commercial organisations), Faroe Islands, Guernsey, Israel, Isle of 
Man, Jersey, New Zealand, Switzerland and Uruguay;

• the Government intends to make arrangements for continued 
application of the US Privacy Shield framework for transfers from 
UK to US. Further guidance can be found here;

• provision will be made so that the use of standard contractual 
clauses that have previously been issued by the European 
Commission will continue to be an effective basis for international 
data transfers. The ICO will have the power to issue new standard 
contractual clauses after exit day; and

• existing authorizations of Binding Corporate Rules made by the 
Information Commissioner will continue to be recognised in 
domestic law. After exit day the Information Commissioner will 
continue to be able to authorise new Binding Corporate Rules 
under domestic law.

We will be publishing further information on what clients should be 
doing to prepare for Brexit in due course, so keep an eye out for 
updates. In the meantime, if you have any queries please contact 
paulabarrett@eversheds-sutherland.com.
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October

High Court blocks privacy 
class action against Google

In Lloyd v Google [2018] EWHC 2599 (QB), the High Court blocked an 
attempted class action  Google was accused by Mr Lloyd – the former 
director of Which? – of deploying a “Safari Workaround” in breach of 
the Data Protection Act 1998. The workaround used Google’s 
“DoubleClick” cookie to obtain browser generated information about 
iPhone users. Mr Lloyd attempted to bring an action on behalf of a 
class of iPhone users, under CPR 19.6. 
The following facts were pertinent to the High Court’s decision to block 
the claim: (a) the claim would not involve identifying each of the 
several million users involved, but rather on a litigation opt-out basis; 
and (b) it was not alleged that anyone suffered any financial loss, or 
even distress. 
For more information, see our briefing here.

8 October 2018 Judgment

Eversheds Sutherland 
briefing

Surveillance Camera 
Commissioner publishes 
template DPIA for CCTV 
systems

The Surveillance Camera Commissioner has published a template 
which can be used by organisation to conduct data protection impact 
assessments for their surveillance cameras or surveillance camera 
systems. The template and associated guidance notes were developed 
in partnership with the ICO.

22 October 
2018

Template DPIA

Code of Practice for 
consumer IoT security

The Government has published a voluntary code of practice to support 
all parties involved in the development, manufacturing and retail of 
consumer Internet of Things (IoT) products (such as internet 
connected children’s toys and baby monitors, connected appliances 
and safety products such as smoke detectors, smart cameras, TVs and 
speakers, wearable health trackers and smart home assistants) and 
associated digital services such as mobile apps, cloud storage and 
third party APIs. Tech companies HP Inc. and Centrica Hive Ltd were 
the first companies to sign up to commit to the Code of Practice.

The Code of Practice (Code) brings together good practice in IoT 
security in 13 outcome-focused guidelines. Its aim is to ensure that 
connected products are secure by design and to make it easier for 
people to stay secure in a digital world. The Code is supported by a 
mapping document that links each guideline against the main industry 
standards, recommendations and guidance. The 13 guidelines are:

• no default device passwords;

• implement a vulnerability disclosure policy;

• keep software updated;

• credentials and security sensitive data to be stored securely;

14 October 
2018

Code of Practice

Government 
documentation
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https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Litigation_Support/lloyd-v-google
https://www.judiciary.uk/wp-content/uploads/2018/10/lloyd-v-google-judgment.pdf
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Litigation_Support/lloyd-v-google
https://www.gov.uk/government/publications/data-protection-impact-assessments-for-surveillance-cameras
https://www.gov.uk/government/publications/secure-by-design/code-of-practice-for-consumer-iot-security
https://www.gov.uk/government/publications/secure-by-design?utm_source=7053c80d-00b5-4a53-b323-54552fc5663a&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
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• communicate securely;

• minimise exposed attack surfaces;

• ensure software integrity;

• ensure personal data is protected;

• make systems resilient to outages;

• monitor system telemetry data for security anomalies;

• make it easy for consumers to delete personal data;

• make installation and maintenance of devices easy; and

• validate input data.

The Government has also published consumer guidance on smart 
devices in the home, as well as its response to the informal 
consultation in March which sets out its intended work in this area.

14 October 
2018

Code of Practice

Government 
documentation

NCSC 2018 annual review The NCSC has published its second annual report, which summarises 
the actions it has taken over the past year such as the “pioneering 
Active Cyber Defence programme, delivered with industry to block 
attacks on a scale of millions per month, and the development of a 
world-leading incident management response capability, made 
possible through key partnerships with law enforcement and the wider 
cyber security community” and outlines plans for the future.

16 October 
2018
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https://www.ncsc.gov.uk/news/annual-review-2018
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Government proposes ban 
on pensions cold calling

Parliament has passed amendments to the PECR, namely the Privacy 
and Electronic Communications (Amendment) (No 2) Regulations 
2018. The purpose of the amendments is to implement a ban specific 
to pensions related cold calling. A response to the consultation on the 
draft amendment, which ran from 20 July to 17 August 2018, has also 
been published.

For further details, see our briefing here. The new regulations will take 
effect from 9 January 2019.

9 January 2019 Privacy and Electronic 
Communications 
(Amendment) (No. 2)  
Regulations 2018

Consultation response

Eversheds Sutherland 
briefing

CAP Code updated to align 
with GDPR

CAP has announced changes to the CAP Code to reflect the GDPR. 
There is a new section 10 called "Use of data for marketing", which 
has been revised to:

• remove rules relating to "pure data protection matters" that are 
not specifically related to marketing, such as those dealing with 
data security, adequacy and retention of data; 

• amend rules and definitions relating to data protection issues that 
are specific to direct marketing, to align them with the GDPR. For 
example, there are new GDPR-based definitions of "consent" and 
"personal data" and new rules on transparency, lawful processing 
and the right to object; and 

• include regulation of online behavioural advertising, which was 
previously set out in Appendix 3 of the Code. Appendix 3 has been 
removed in its entirety. 

6 November
2018

CAP changes

CAP consults on marketing 
to children and naming 
prize-winners

Following changes made to CAP code on the use of data for 
marketing, the CAP is consulting further on proposals to amend the 
CAP Code on marketing to children and the naming of prize-winners 
to reflect requirements in the DPA 2018 and the GDPR. The 
consultation closed on 7 December 2018 and CAP has not yet 
published the outcome of the consultation.

The proposals include two suggested amendments to the CAP Code:

• that rule 8.28.5 is amended to require promoters to publish or 
make available on request such information to indicate that a valid 
award took place – ordinarily the surname and county of major 
prizewinners and, if applicable, their winning entries. This is a 
marked shift from the previously prescribed “name and county of 
major prizewinners…”. In addition, the amendments reflect the 
GDPR requirement on promoters to inform the prizewinner

Ongoing Consultation
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http://www.eversheds.london/global/en/what/articles/index.page?ArticleID=en/Data-Protection/ban-unsolicited-marketing-calls-131118
http://www.legislation.gov.uk/uksi/2018/1396/pdfs/uksi_20181396_en.pdf
http://www.legislation.gov.uk/uksi/2018/1396/pdfs/uksi_20181396_en.pdf
https://www.gov.uk/government/consultations/ban-on-cold-calling-in-relation-to-pensions
http://www.eversheds.london/global/en/what/articles/index.page?ArticleID=en/Data-Protection/ban-unsolicited-marketing-calls-131118
https://www.asa.org.uk/news/new-rules-on-the-use-of-data-for-marketing.html
https://www.asa.org.uk/uploads/assets/uploaded/4d762831-52f8-4df4-923e13dd5c25e71f.pdf
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of their intention to publish such details and give the prizewinner
the opportunity to object to their information being published or to 
reduce the amount of information published about the prizewinner. 
Further, that in such circumstances, the promoter must 
nevertheless still furnish such details of the prizewinner and 
winning entry to the ASA if challenged. The privacy of prizewinners
must not be prejudiced by the publication of personal information 
and in limited circumstances (for example, in relation to National 
Savings) promoters may need to comply with a legal requirement 
not to publish such information; and

• that rule 10.16 is amended to require marketers to comply with 
rule 10.5 (in other wordsrequirement to obtain consent) when 
processing the personal data of children. Where marketers process 
the personal data of children under 13 in relation to an offer of 
online services on the basis of consent, they must obtain the 
verifiable consent of the child’s parent or guardian. Where 
marketers process the personal data of children under 13 for other 
marketing purposes (in other words, not in relation to an offer of 
online services) on the basis of consent, marketers must obtain the 
verifiable consent of the child’s parent or guardian, unless they can 
demonstrate compelling reasons for relying on the child’s consent 
and that they have had particular regard to the child’s privacy 
rights.

Ongoing

ICO consulting on Age 
Appropriate Design Code

The ICO called for views on an Age Appropriate Design Code, which 
will provide guidance on the design standards that the Commissioner 
will expect providers of online ‘Information Society Services’, which 
process personal data and are likely to be accessed by children, to 
meet. The consultation closed on 5 December 2018 and the ICO has 
published the reponses it received.

Ongoing Consultation (now 
closed)

Responses

ICO consultation on a code 
of practice for direct 
marketing

The ICO called for views on a code of practice for direct marketing, 
taking into account GDPR, DPA 2018 and the current PECR. The 
consultation closed on 24 December 2018.

Ongoing Consultation (now 
closed)

ICO consulting on Code of 
Practice for the use of 
personal information in 
political campaigns

Following their investigation into the use of data analytics for political 
purposes, the ICO called for views on a Code of Practice for the use of 
personal information in political campaigns, which will apply to data 
controllers who process personal data for the purpose of political 
campaigning, including processing by registered political parties, 
electoral candidates, referendum permitted participants and third 
party campaigners, as defined in the Political Parties and Referendums 
Act 2000. The consultation closed on 21 December 2018.

12 November 
2018

Consultation (now 
closed)

ICO Democracy 
Disrupted report
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https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/call-for-views-age-appropriate-design-code/
https://ico.org.uk/about-the-ico/responses-to-the-call-for-evidence-on-the-age-appropriate-design-code/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/call-for-views-direct-marketing-code-of-practice/
https://ico.org.uk/about-the-ico/ico-and-stakeholder-consultations/call-for-views-code-of-practice-for-the-use-of-personal-information-in-political-campaigns/
https://ico.org.uk/media/2259369/democracy-disrupted-110718.pdf
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ICO prosecutes for breach of 
Computer Misuse Act 1990

The ICO brought its first prosecution under the Computer Misuse Act 
1990 in sentencing a motor industry employee to six months in prison 
for accessing thousands of customer records containing personal data 
without permission, using his colleagues’ log-in details to access a 
software system that estimates the cost of vehicle repairs. 

12 November 
2018

Press release

Home Office publishes 
Communications Data Code 
of Practice

The Home Office has published a lengthy Communications Data Code 
of Practice setting out how public authorities can acquire and retain 
communications data under Parts 3 and 4 of the Investigatory Powers 
Act 2016.

The Code follows changes introduced by the Government (via the 
Data Retention and Acquisition Regulations 2018 and the 
Investigatory Powers (Codes of Practice and Miscellaneous 
Amendments) Order 2018) which aim to restrict the instances where 
UK authorities can access communications data can be accessed by UK 
authorities for crime related purposes. They will also require the 
authorities to seek an urgent authorization from an independent body 
for the right to continue accessing communications data three days 
after the initial authorisation was granted.

Immediate Code of Practice

Data Retention and 
Acquisition Regulations 
2018

Investigatory Powers 
(Codes of Practice and 
Miscellaneous 
Amendments) Order 
2018

Inquiry into Disinformation 
and fake news

On 6 November, the Information Commissioner and Deputy 
Information Commissioner appeared before the DCMS Select 
Committee to give evidence as part of their ongoing inquiry into 
Disinformation and 'fake news'. 

24 members of the International Grand Committee on Disinformation 
and ‘fake news’ from nine international parliaments held a further 
evidence session on 27 November, where the Information 
Commissioner and Deputy Information Commissioner gave evidence 
again. 

Following the evidence session, the members signed a declaration on 
the Principles of the Law Governing the Internet.

27 November 
2018

Inquiry web page

Declaration

New Centre for Data Ethics 
and Innovation

A new Centre for Data Ethics and Innovation (Centre) has been 
established to help the UK keep pace with developments in data-
driven technology, supporting ethical and innovative uses of data AI. 
This follows a consultation launched by the Government on how the 
Centre should operate and its priority areas of work.

Immediate Response to 
consultation
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https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2018/11/six-month-prison-sentence-for-motor-industry-employee-in-first-ico-computer-misuse-act-prosecution/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/757850/Communications_Data_Code_of_Practice.pdf
http://www.legislation.gov.uk/uksi/2018/1123/contents/made
http://www.legislation.gov.uk/ukdsi/2018/9780111170366/contents
https://www.parliament.uk/business/committees/committees-a-z/commons-select/digital-culture-media-and-sport-committee/inquiries/parliament-2017/fake-news-17-19/
Declaration
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/757509/Centre_for_Data_Ethics_and_Innovation_-_Government_Response_to_Consultation.pdf
https://www.gov.uk/government/groups/centre-for-data-ethics-and-innovation-cdei
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ICO able to fine directors for 
breaches of PECR

The Privacy and Electronic Communications (Amendment) Regulations 
2018 were made give the ICO increased powers to hold individual 
officers of a body corporate to account (in addition to the body itself) 
who unlawfully make unsolicited marketing communications by 
electronic means – including fines of up to £500,000. The rules came 
into force on 17 December 2018. The changes follow a consultation 
that took place over the summer. 

17 December 
2018

Privacy and Electronic 
Communications 
(Amendment)

Regulations 2018
Original consultation 
(now closed)

FCA multi-firm cybersecurity 
review

The FCA has published its findings from a multi-firm cyber review it 
conducted from late 2017 to early 2018 with a sample of twenty firms 
in the asset management and wholesale banking sectors. The main 
aim of the review was to assess how wholesale banking and asset 
management firms oversee and manage their cybersecurity, how far 
they identify and mitigate risks and their capability to respond to and 
recover from incidents and attacks. 

Key findings included that:

• most boards and management committees continue to have 
limited cyber technical expertise or familiarity with the specific 
cyber risks their organisations face and rely heavily on their IT 
function to own cybersecurity, which limits the extent to which 
their IT strategy can be independently challenged and improved;

• there was limited evidence of firms proactively trying to ‘connect 
the dots’ between cyber and other conduct issues which may occur 
through cyber channels, such as market abuse and financial crime;

• there are wide differences in maturity and approach to testing third 
party service providers’ controls and processes; and

• incident management plans did not always appear to reflect the 
likely impacts of a successful cyber-attack, including: the impact 
on customers, on other market participants, and on markets more 
generally, not simply the implications for the firm’s systems and 
technology.

10 December 
2018

FCA report

Inquiry into the right to 
privacy and the digital 
revolution

The UK Parliament’s Joint Committee on Human Rights has launched 
an inquiry into the Right to Privacy (Article 8) and the Digital 
Revolution. The Joint Committee is seeking written evidence on the 
threats posed to human rights by the collection, use and storage of 
personal data by private companies and examples of where they have 
been breached. In particular they have invited comments on the 
following questions: 

3 December 
2018

Parliament press 
release
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http://www.legislation.gov.uk/uksi/2018/1189/made
https://www.gov.uk/government/news/new-measures-to-beat-plague-of-nuisance-calls
https://www.gov.uk/government/news/new-measures-to-beat-plague-of-nuisance-calls
https://www.fca.org.uk/publications/multi-firm-reviews/wholesale-banks-asset-management-cyber-multi-firm-review-findings
https://www.parliament.uk/business/committees/committees-a-z/joint-select/human-rights-committee/news-parliament-2017/right-to-privacy-digital-revolution-launch-17-19/
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• Are some uses of data by private companies so intrusive that 
states would be failing in their duty to protect human rights if they 
did not intervene?

• If so, what uses are too intrusive, and what rights are potentially 
at issue?

• Are consumers and individuals aware of how their data is being 
used, and do they have sufficient real choice to consent to this?

• What regulation is necessary and proportionate to protect 
individual rights without interfering unduly with freedom to use 
and develop new technology?

• If action is needed, how much can be done at national level, and 
how much needs international cooperation?

• To what extent do international human rights standards, such as 
the UN Guiding Principles on Business and Human Rights, have a 
role to play in preventing private companies from breaching 
individuals rights to privacy?

The deadline for written submissions is 31 January 2019.

NCSC advice on reducing 
risk of Microsoft Office 365 
breaches

The NCSC has published an advisory note outlining the different 
techniques used by cyber actors to compromise Microsoft Office 365 
and detailing guidance on steps an organisation can take to reduce 
the risk of such breaches occurring.

7 December 
2018

Press release

Advisory

China

Germany

Hong Kong

France

Hungary

Ireland

Mauritius

United States

United Kingdom

Romania

Poland

Italy

European Union

https://www.ncsc.gov.uk/alerts/rise-microsoft-office-365-compromise
https://www.ncsc.gov.uk/content/files/protected_files/article_files/O365 Compromise and mitigation advice.pdf
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California becomes the first 
U.S. state to pass an 
Internet of Things (IoT) 
cybersecurity law

On 28 September 2018, the California legislature passed a law that 
will require IoT devices sold or offered for sale in California to be 
equipped with “reasonable security feature[s].” The law applies to 
anyone who manufactures or contracts with another to manufacture 
IoT devices in the state. So far, the law does not create a private right 
of action and can only be enforced by the California Attorney General, 
a city attorney, a county counsel, or a district attorney. However, it 
could help private litigants establish that IoT products generally have 
to have reasonable security features. The penalties for non-
compliance under the IoT law are yet to be determined. The law is set 
to go into effect on 1 January 2020. 

28 September 
2018

IoT Law Text

American Bar Association 
issues a formal opinion on 
lawyers’ obligations after a 
cyber attack

Recognizing the prevalence of cyber-attacks and the fact that lawyers 
and law firms often have access to highly sensitive information, the 
American Bar Association (ABA) issued a formal opinion that sets out 
guidelines for lawyers to follow should they be subject to a cyber-
attack. The ABA noted that lawyers failing to take proper precautions 
to protect sensitive information and remedial steps to protect 
information after a cyber-attack could be in violation of their duties of 
competence and confidentiality. The ABA also stated that lawyers have 
an obligation to inform any current clients whose information is 
subject to a “serious breach.” This requirement applies even if the 
data breach would not trigger any notification requirement under state 
or federal law. 

17 October
2018

ABA Formal Opinion
483
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Pennsylvania Supreme Court 
finds that an employer has a 
common law duty to use 
reasonable care to protect 
its employees’ sensitive 
personal information from 
data breaches

In Dittman v. UPMC, the Pennsylvania Supreme Court held that an 
employer has a legal duty to use reasonable care to protect its 
employees’ sensitive personal information from data breaches. The 
lawsuit arose from a 2014 data breach suffered by the University of 
Pittsburgh Medical Center (UPMC) through which 62,000 of its 
employees had their social security numbers, bank accounts, and 
other confidential information compromised. The employees brought a 
class action lawsuit against their employer and argued that UPMC
violated a common law duty of reasonable care by failing to properly 
secure their personal information. They sought damages as a result of 
their stolen information being used for fraudulent tax filings and being 
more susceptible to identity theft attacks as a result of their sensitive 
information being compromised. 

The Pennsylvania Supreme Court agreed with the plaintiffs and found 
that an employer affirmatively collecting its employees’ personal data 
created a foreseeable risk that required the employer to take 
reasonable precautions to protect that collected information. It is 
possible that this holding will apply outside of the employer-employee 
context and will result in an increase in cyber-breach related litigation. 

21 November 
2018

Opinion
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https://law.justia.com/cases/pennsylvania/supreme-court/2018/43-wap-2017.html
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Above the Law includes 
Eversheds Sutherland as 
part of its Top Law Firm 
Privacy Practice Index

Above the Law, a national leader in legal news and insights, recently 
included Eversheds Sutherland as part of its Top Law Firm Privacy 
Practice Index. The purpose of the ranking was to identify the law 
firms that were the most active and relevant in the privacy field. 
Eversheds Sutherland was identified by Above the Law as one of the 
best in the industry. 

13 December 
2018

ATL Top Law Firm 
Privacy Practice Index

California Attorney General 
announces public hearings 
on CCPA as part of the 
rulemaking process

California Attorney General Xavier Becerra announced that the 
California Department of Justice will hold six public hearings on the 
California Consumer Protection Act (CCPA). The CCPA mandates that 
the Attorney General adopt regulations to further the purposes of the 
law and solicit broad public participation in the process. The hearings 
will take place throughout the state during January and February of 
2019. The law is set to go into effect on January 1, 2020, though its 
enforcement may be delayed depending on when the Attorney 
General is able to promulgate rules. 

1 January 2020 CCPA Text

Ohio adopts NAIC model law 
on data security

Ohio joined South Carolina as the second state to adopt the National 
Association of Insurance Commissioners’ (NAIC) model law on data 
security. The purpose of the law is to establish data security standards 
for insurance companies to follow, including requiring them to report 
data breaches to the state insurance commissioner under certain 
circumstances. Insurance companies licensed in the state will have 
one year to comply with the law.

13 December 
2018

NAIC Model Law 668

Ohio Senate Bill 273

SEC’s OCIE lists 
cybersecurity and digital 
assets as among their top 
priorities for 2019 
examinations

On 20 December 2018, the Securities and Exchange Commission’s 
(SEC) Office of Compliance Inspections and Examinations (OCIE) 
announced its examination priorities for 2019 and listed cybersecurity 
and digital assets as among their major areas of focus for the 
upcoming year. When conducting cybersecurity examinations, OCIE 
will assess, among other things, the proper configuration of network 
storage devices, information security governance, and policies and 
procedures related to retail trading information security.  These 
priorities also further demonstrate the SEC’s determination to increase 
its oversight over digital assets like cryptocurrencies.

20 December 
2018

SEC OCIE 2019 
Examination Priorities 
Report
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https://www.sec.gov/files/OCIE 2019 Priorities.pdf
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A call for the harmonization 
of Data Protection laws in 
Africa at the annual Data 
Protection Africa Summit 
(DPA Summit) 2018

The annual DPA Summit, organised by the Africa Digital Rights’ Hub, 
in collaboration with the Mauritian Data Protection Office was held for 
the first time in Mauritius in November 2018 under the theme 
‘Breaking New Frontiers’.

With hundreds of participants and numerous subject-matter experts 
and exhibitors from around the world, the DPA Summit 2018 was one 
of the largest gatherings on data protection and privacy in Africa.
Government representatives, regulators, industry players, civil society 
and academics present called for the harmonization of African Data 
Protection Laws through a framework that will inform country 
respective data protection laws.  They also called for a Single Digital 
Market for the continent and recognition by African governments of 
the critical role of data protection in digitization.

19-23 
November 2018

DPA Summit website

Government highlights 
determination to create 
foundations and ecosystem 
for AI development

The World Artificial Intelligence Show, a thought-leadership driven 
and business-focused event, and the World Blockchain Summit 2018 
which was set to connect global blockchain experts and technology 
players in this space, were hosted in Mauritius in November 2018.
The Humanoid robot, Sophia, the United Nations Development 
Programme's first ever non-human Innovation Champion, was also 
present.

Among the measures highlighted in connection with the World AI 
Show is the intent of the Government of Mauritius to set up the 
Mauritius Artificial Intelligence Council (MAIC) which is a 2018-2019 
Budgetary measure announced by the Prime Minister in June 2018. 
MAIC’s intended role will be to strengthen the foundations and 
ecosystem for the development of AI. The MAIC will comprise of 
members from the public and private sectors, as well as international 
experts in this new field. The Council will prompt and drive AI related 
activities and advise the Mauritian Government on the way forward.

29-30 
November 2018

Word AI Show
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https://dataprotectionafrica.org/summit-highlights/
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SAMR and SAC issue six 
national standards on 
information security 
technology

The State Administration for Market Regulation (SAMR) and the 
Standardization Administration of the People’s Republic of China 
(SAC) issued six national standards on information security 
technology relating to the security of digital identity authentication 
and network identity technology, network products and services 
supply chains, and the enhancement of the efficiency of network 
security protection.

10 October 
2018

Link (Chinese)
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http://std.sacinfo.org.cn/gnoc/queryInfo?id=9CD005D3AD4F174288779A473DAD73BB
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Provisions on the 
Supervision and Inspection 
of Internet Security by 
Public Security Organs 
(Internet Supervision and 
Inspection Provisions) 
take effect

The Internet Supervision and Inspection Provisions set out the powers 
that the Ministry of Public Security (MPS) can exercise and the 
procedures that it should follow in enforcing China’s cyber security 
laws and regulations against internet service providers and the 
providers of certain network services (which include providers of 
internet access, internet data centre, content distribution, domain 
name, internet information, public internet, and ‘other’ internet 
services).

The Internet Supervision and Inspection Provisions provide that the 
MPS may enter premises, access and copy data, interview 
management, and conduct remote testing of systems.

1 November 
2018

Link (Chinese)

SAMR and SAC issue six 
national standards on 
electronic certificates

The SAMR and SAC issued six national standards on electronic 
certificates, to be implemented on 1 January 2019. The standards 
cover electronic certificates for metadata specification; an API 
specification for shared services; an overall technical framework; file 
technology requirements; an identifier specification; and a catalogue 
information specification.

16 November 
2018

Link (Chinese)

Draft Guideline for Internet 
Personal Information 
Security Protection (Draft 
Guideline) promulgated by 
the Cyber Protection Bureau 
of the Ministry of Public 
Security for public 
comments

While the Draft Guideline will be non-binding, it provides useful details 
on the MPS’s interpretation of a number of obligations that arise under 
China’s cyber security laws and regulations, including on:

• the content, formulation, implementation and review of policies for 
the protection of personal information;

• establishing data protection management structures;

• handling the recruitment and departure of management personnel 
and their ongoing appraisal and training;

• technical requirements for the storage of and access to personal 
information; and

• the processing of data, including the collection, storage, 
application, deletion, processing by third parties, sharing and 
transfer, public disclosure and procedures in case of emergency 
situations.

30 November 
2018
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Development Summary Impact date Links

China

November

Provisions on the Safety 
Assessment for Internet 
Information Services 
Capable of Creating Public 
Opinions or Social 
Mobilisation (Safety 
Assessment Provisions) 
take effect

The Safety Assessment Provisions apply to internet service providers 
that provide “channels for the public to express their opinions” or 
which are “capable of mobilising the public to engage in specific 
activities” (Conditions). Where the service or feature of a service in 
question meets a Condition prior to launch, providers must conduct a 
“safety assessment” and submit this to the MPS for pre-approval. 
Alternatively, if a there is an increase in the size of the user base that 
would result in a Condition being satisfied or the service in question is 
used to spread ‘illegal or harmful’ information, a safety assessment 
must be submitted within 30 days. 

The safety assessment must cover the “legitimacy” of the information 
services provided, the effectiveness of the provider’s implementation 
of “safety measures” stipulated by relevant laws, and their prevention 
and control of “safety risks”. It must specifically cover the measures 
taken to verify user identities and to retain IP addresses, profile 
information, and account activity including communication content, 
along with measures taken to control the spread of “illegal” and 
“harmful information” and to control social mobilisation. 

30 November 
2018
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Development Summary Impact date Links

China

December

NISSTC releases sixteen 
draft national standards 
relating to cybersecurity 
vulnerability management

The National Information Security Standardization Technical 
Committee (NISSTC) has released sixteen draft national standards for 
public comment until 11 February 2019.

The drafts relate to information security technology connected with 
the management of cybersecurity vulnerabilities, the specification of 
health care information security, and the review of information 
security management systems, among other issues. 

26 December 
2018
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Development Summary Impact date Links

Hong Kong

October

Hong Kong organisations 
encouraged to adopt three 
data stewardship values 
when carrying out advanced 
data processing activities

The Privacy Commissioner in Hong Kong (PCPD) published a research 
report advocating data ethics and stewardship, and encouraging 
organisations to develop a mind-set to look beyond the minimum 
regulatory requirements. 

The report highlights three data stewardship values: be respectful, 
beneficial and fair particularly in advanced data processing activities 
such as big data analytics, artificial intelligence and machine learning. 
It also recommends adopting two assessment models to help 
implement those values.

24 October 
2018

PCPD media statement
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Development Summary Impact date Links

Hong Kong

November

Changes to the regulatory 
framework on crypto-assets

On 1 November 2018, the Securities and Futures Commission (SFC) 
published a number of changes to its regulatory framework with the 
aim of enhancing protection for investors participating in crypto-asset 
markets. The changes include new requirements on crypto-asset 
portfolio managers and fund distributors as well as a some proposed 
requirements and a conceptual framework which will be applicable to 
crypto-asset trading platform operators. 

For further information, see our client briefing.

24 October 
2018

SFC press release

Hong Kong data privacy 
legislation to be reviewed

The PCPD announced that there will be a review of the Personal Data 
(Privacy) Ordinance. The announcement was made after the PCPD 
received numerous complaints as a result of recent data security 
incidents.

We expect that the proposed amendments will be published in the 
first quarter of 2019. They are likely to address the absence of a 
mandatory data breach notification regime, the limited penalties for 
failure to comply with the legislation and cross-border restrictions.

4 November 
2018

PCPD press release

The PCPD initiates 
compliance checks in 
relation to data breach 
incidents

The PCPD carried out compliance investigations and checks against a 
number of companies upon having reasonable grounds to believe that 
they have contravened data privacy requirements in Hong Kong. 

On 28 November 2018, a consumer credit reporting agency (CRA) 
notified the PCPD of its suspected security loopholes in the application 
procedures for credit reports. A compliance check has been initiated 
which revealed security loopholes at the CRA – for example, credit 
reports with personal data of public figures could be accessed easily. 
Following the PCPD’s request, the CRA suspended its online services, 
strengthened its authentication procedures and inform the affected 
individuals to avoid potential losses.

28 November 
2018

PCPD press release
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Development Summary Impact date Links

Hong Kong

December

Consultation process on  
public access to 
Government-held 
information and records 

The Law Reform Commission (LRC) published two consultation papers 
to invite public views on reforms of the current administrative regime 
relating to management, preservation and access to existing or 
archived Government or public records. The LRC plans to introduce 
statutory backing to the current regime and may include certain 
review and appeal stages for requests of access to information. The 
consultation period will end on 5 March 2019.

6 December
2018

LRC press release on 
Access to Information

Full Consultation Paper 
on Access to 
Information

LRC press release on 
Archives Law

Full Consultation Paper 
on Archives Law
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Vietnam sheds light on impending cybersecurity 
law

14 December 2018

As this eventful year for new privacy and cybersecurity regulations 
winds down, multinational companies still need to look ahead to 2019 
to new regulations that will come online, including Vietnam’s Law on 
Cybersecurity.

Unlike the California Consumer Protection Act (CCPA) and other 
cybersecurity laws passed this year that were inspired by European 
Union’s General Data Protection Regulation (GDPR), Vietnam’s law 
shares more similarities with China’s cybersecurity law. Like in China, 
Vietnam’s cybersecurity legislation does not so much focus on 
individual rights, but rather on providing the government with the 
ability to control the flow of information and to protect critical 
infrastructure.

Passed in June of this year, Vietnam’s law will go into effect in 
January, although a draft decree recently issued by the Vietnamese 
government will likely delay certain requirements, including those 
related to data localization and mandatory commercial presence of 
foreign companies covered under the law.

When and where does the law apply?

Like the GDPR and CCPA, Vietnam’s cybersecurity law creates 
obligations for companies inside and outside of its borders, 
particularly through its data localization requirement; but unlike the 
GDPR and CCPA, the law also requires such companies to set up a 
representative office or branch in the country through its commercial 
presence requirement. These requirements (discussed further detail 
below) apply to any domestic or foreign entity that provides services

on the telecommunications network, Internet, or “value-added” 
industries in Vietnam and that also collect, process, exploit or analyze
personal data on users, data created by users in Vietnam or data 
about user relationships.
The law imposes these obligations in general on all agencies and 
businesses that provide services in “cyberspace,” which is according 
to the draft decree likely to mean that at least the following industries 
and services are impacted: telecommunication companies; companies 
that host or share data like cloud service providers; companies that 
provide national or international domain names for service users in 
Vietnam; e-commerce sites; online payment companies; payment 
intermediation; transportation applications; social networking and 
social media; and online video games.
Following the trend towards expansive conceptions of personal 
information led by the GDPR, Vietnam similarly defines personal 
information broadly as information in connection to the identification 
of the identity of a specific person. The draft decree does not amend 
the definition, but adds a degree of further clarity that personal 
information includes information such as a person’s name, medical 
records, and biometric data. Along with personal information, the law 
also protects data created by the user’s uploads, data about user 
relationships (which most likely refers to social media connections), 
and system logs.

What are the requirements of the Law?

Vietnam’s cybersecurity law creates several potentially onerous 
obligations on the part of covered entities.
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First, covered entities must comply with the law’s data localization 
requirement. Under this rule, relevant types of user data covered by 
the law must be stored in Vietnam for a specific time periods 
depending on the type of data collected. Data on users’ personal 
information must be stored in Vietnam during the lifetime of the 
covered entity or as long as the covered entity operates its service on 
cyberspace in the country, while data uploaded by users and data 
about user relationships must be stored for at least 36 months and 
system logs must be stored for at least 12 months. The law remains 
unclear on whether in-country storage is exclusive (as in China) or 
whether only a copy needs to be stored in-country (as is the case in 
Russia).

Second, the law requires covered entities to comply with any 
government request to delete data Vietnam deems illegal. The law 
identifies various categories of illegal data, most of which are forms of 
criticism against the Vietnamese government or invented or 
untruthful information in certain sectors, such as finance, banking, e-
commerce, e-payment, etc. Compliance with the law requires covered 
entities to remove illegal content within 24 hours of receiving 
notification from the government and to potentially take other 
remedial steps (such as prohibiting the data user from accessing the 
covered entity’s services in the future) if required.

Third, the law requires certain covered foreign businesses to establish 
local offices in Vietnam. The original iteration of the law required all 
covered foreign businesses to establish local offices, but the most 
recent draft decree limits the scope. Now, companies that have, 
according to the Vietnamese government, allowed users to conduct 
“prohibited acts” as prescribed in Articles 8.1 and 8.2 of the law might 
be required to comply. The remarkable examples of these prohibited 
acts include: conducting a cyber-attack that compromises Vietnamese 
national security and public order; providing false information which 
causes confusion among Vietnamese citizens or disrupts 
socioeconomic activities; and distorting history.

In addition, covered companies that have breached the provisions of 
Article 8.4, Article 26.2(a) or Article 26.2(b) may also be required to 
establish a local office. The two obligations to be most aware of here 
are to comply with a government request to remove illegal 
information and not to oppose or obstruct the activities of a 
Cybersecurity Task Force (CTF) under Vietnam’s Ministry of Public 
Security.

Fourth, for the first time, Vietnam has a data breach notification 
requirement that requires companies to notify users directly if their 
data was breached, damaged, or lost. The law also requires prompt 
notification to the CTF under certain circumstances. Accordingly:

• any agency, organization or individual which detects any indication 
or any act of cyberterrorism or an otherwise dangerous 
cybersecurity situation must promptly notify the CTF;

• an information system administrator is responsible to notify the 
CTF upon discovery of any breach of the law on cybersecurity on 
an information system within the scope of his/her managerial 
authority; and

• information system administrators and cyberspace service 
providers are responsible for promply notifying and coordinating 
with the CTF for dealing with information on their information 
systems or on services provided by them, which cause harm to 
children.

Failure to comply with any of the provisions of the law can lead to 
administrative, civil and criminal penalties subject to the nature and 
seriousness of violations.

What next?

The draft decree issued in early November is now open to a two-
month public comment period, and it indicated that companies will 
likely have a 12-month grace period from the effective date of the law 
to comply with the rules on data localization and commercial presence 
in Vietnam. The rest of the law, however, is set to take effect in 
January 2019—a little less than a month from now. Accordingly, 
companies operating in Vietnam should make sure they have the 
plans, programs and policies in place, or well underway, to ensure 
compliance.

For more information contact:

Paula Barrett
Global Co-Lead of Privacy 
and Cybersecurity

T: +44 20 7919 4634
paulabarrett@
eversheds-sutherland.com

Michael Bahar
Global Co-Lead of Privacy 
and Cybersecurity

T: +11 20 23 83 08 82
michaelbahar@
eversheds-sutherland.com
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Cyber insurance – not worth the paper it’s printed 
on?

17 December 2018

Background

Cyber-crime and cyber-attacks are amongst the biggest threats facing 
UK, and worldwide, businesses, and reports would suggest they are 
on the rise. In August 2018 over 215,000,000 records were leaked, 
including data from a Chinese hotel chain affecting up to 130,000,000 
customers. In the UK the NHS was effectively crippled by the 
“WannaCry” ransomware attack in May 2017 which locked computers, 
encrypted files and demanded a payment in BitCoin. WannaCry
attacks were  directed at Russia’s Interior Ministry and the 
international shipper FedEX and Spanish telcom company Telfonica
were among other high-profile targets. 
In December 2017, the US and UK laid the  blame for the attacks on 
North Korea.  Governments used to be cautious about attribution in 
cyber-attacks but it is becoming increasingly common.

Increased Need For Coverage

An apparent increase in the proliferation of cyber-attacks which are 
alleged to be state sponsored  raises some serious questions with 
regards to war and terrorism exclusion clauses in cyber insurance 
policies.
War exclusion clauses in insurance policies typically exclude coverage 
for acts of war; including but not limited to invasion, revolution and 
acts of terrorism.  As most insurance companies would struggle to 
remain solvent if an act of war presented them with a deluge of 
claims, these exclusions are used in a multitude of insurance policies. 
Entities in areas faced with a significant risk of an act of war can 
purchase a separate war risk insurance policy, however this is rare in 
the generally peaceful UK and Europe, at least in the sense of 
‘traditional’ acts of war.

Is Insurance Effective?

However, in the situation where state-sponsored cyber-attacks are a 
much greater risk, including in peaceful areas, to what extent is 
insurance against cyber-attacks effective? Could it be that these 
issues are declared as acts of terrorism?

An act of terrorism is defined under the Terrorism Act 2000 Section 1, 
under S1(2)(e) an action “designed to influence the government or an 
international governmental organisation…and the use or threat is 
made for the purpose of advancing a political, religious, racial or 
ideological cause…and it is designed seriously to interfere with or 
seriously disrupt an electronic system”. This definition would 
potentially cover many attacks, especially taking into account the 
S1(4)(a) which states that “action includes action outside the United 
Kingdom”

However, an insurer seeking to rely on an exclusion in a policy 
subject to English law would need to prove on the balance of 
probabilities that the loss fell within the ambit of the exclusion. This 
could present difficulties given that frequently a party will not claim 
responsibility for an attack, particularly state-sponsored attacks, and 
the state where the attack took place will not publish all the evidence 
relating to the event, merely its conclusions that an attack has taken 
place.

A case in point involves Russia’s alleged hacking of Democrat 
emails during the 2016 US election, which the FBI has 
reported did occur, but which the US President has continued
to deny. An arbitral panel sifting through competing claims 
and limited evidence, may find it difficult to decide whether
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an exclusion applies.  

Similarly, whilst it may be possible to infer what the motives of a 
hacker are from the known facts, for example in relation to the 
attacks on the Organisation for the Prohibition of Chemical Weapons, 
it is highly unlikely that there will be any direct evidence from the 
alleged hackers. This could be especially problematic if it’s necessary 
to decide whether a particular act was an act of terrorism or merely a 
hack for commercial purposes, which is perhaps less likely to be 
excluded.

Nevertheless, from a policyholder’s point of view, a policy which 
excludes state sponsored attacks is of questionable worth, given that 
this is perhaps the area of greatest risk. Ideally an insured would be 
able to agree with insurers that any such exclusions are removed or, 
at the very least, negotiate so that the wording of an exclusion is as 
limited as possible.

For more information contact:

David Cook
Senior Associate

T: +44 161 831 8144
davidcook@
eversheds-sutherland.com

Christopher Ives
Principal Associate

T: +44 161 831 8191
christopherives@
eversheds-sutherland.com
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Irish Data Protection Commission issues guidance for controllers 
and processors on Data Protection Impact Assessments (DPIAs)

January 2019

The Irish Data Protection Commission (DPC) has issued welcome 
guidance for companies whose activities may require them to carry 
out a DPIA in line with Article 35(4) of the GDPR. As a data controller, 
under the GDPR, an organisation will need to assess, decide and 
document whether a DPIA is necessary for each proposed data 
processing operation. Records of processing operations should include 
relevant risk information including reasons why a DPIA needs to be 
carried out, or not. 

When is a DPIA required?

The GDPR already defines several situations when a DPIA is 
mandatory. In line with Article 35(1), a DPIA is to be conducted in 
cases where a type of processing is likely to result in a high risk to 
the rights and freedoms of individuals, taking into account the nature, 
scope, context and purposes of the type of processing. This is likely to 
be the case if the processing involves new technologies.

Furthermore, Article 35(3) states that DPIAs are mandatory in a 
number of processing scenarios. These arise where a data controller 
performs automated decision-making based on personal data 
profiling, large scale processing of special categories of data or 
systematic monitoring of publicly accessible areas on a large scale. 

Article 35(4) – Supervisory Authority’s list

The DPC has published its (non-exhaustive) list specifying the types 
of processing operations subject to the requirements for a DPIA. 
According to the DPC, the list is intended to encompass both national 
and cross-border data processing and reflects feedback received 
during public consultation. Furthermore, the DPC notes that the

European Data Protection Board (EDPB) has approved this list where 
it includes processing operations relating to the provision of goods 
and services to individuals or the monitoring of their behaviour in 
several Member States or which may substantially affect the free 
movement of data within the EU.

The DPC has determined that a DPIA will also be mandatory for the 
following types of processing operations where a documented 
screening or preliminary risk assessment indicates that the processing 
operation is likely to result in a high risk to the rights and freedoms of 
individuals pursuant to GDPR Article 35(1):

• use of personal data on a large-scale for a purpose(s) other than 
that for which it was initially collected pursuant to GDPR Article
6(4);

• profiling vulnerable persons including children to target marketing 
or online services at such persons;

• use of profiling or algorithmic means or special category data as 
an element to determine access to services or that results in legal 
or similarly significant effects;

• systematically monitoring, tracking or observing individuals’ 
location or behaviour;

• profiling individuals on a large-scale; and

• processing biometric data to uniquely identify an 
individual or individuals or enable or allow the identification 
or authentication of an individual or individuals in
combination with any of the other criteria set out in
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WP29 DPIA Guidelines. 

• processing genetic data in combination with any of the other 
criteria set out in WP29 DPIA Guidelines;

• indirectly sourcing personal data where GDPR transparency 
requirements are not being met, including when relying on 
exemptions based on impossibility or disproportionate effort; and

• combining, linking or cross-referencing separate datasets where 
such linking significantly contributes to or is used for profiling or 
behavioural analysis of individuals, particularly where the data sets 
are combined from different sources where processing was/is 
carried out for difference purposes or by different controllers.

Large scale processing of personal data where the Data Protection Act 
2018 requires “suitable and specific measures” to be taken in order to 
safeguard the fundamental rights and freedoms of individuals.

The DPC states that this list does not remove the general requirement 
to carry out proper and effective risk assessment and risk 
management of proposed data processing operations nor does it 
exempt the controller from the obligation to ensure compliance with 
any other obligation of the GDPR or other applicable legislation. 

Exemptions to the requirement for a DPIA

The DPC has also clarified where a DPIA is not required where:

• processing operations do not result in a high risk to the rights and 
freedoms of individuals;

• processing was previously found not to be at risk by DPIA;

• processing has already been authorised by supervisory authority;

• processing pursuant to point (c) or (e) of Article 6(1) already has 
an existing clear and specific legal basis in EU or Member State 
law and where a DPIA has already been carried out as part of the 
establishment of that legal basis as per Article 35(10);

• performed as part of an impact assessment arising from a public 
interest basis and where a DPIA was an element of that impact 
assessment (Article 35(10)); and/or

• where a supervisory authority choose to enumerate the processing 
operation in accordance with GDPR Article 35(5). 

This will be welcome guidance for organisations and companies doing 
business in Ireland to be prepared and able to identify processing 
activities which would require a mandatory DPIA.

For more information contact:

Marie Mcginley
Partner

T: +35 31 64 41 45 7
mariemcginley@
eversheds-sutherland.ie

Fiona Lipsett
Solicitor

T: +35 31 64 41 47 0
fionalipsett@
eversheds-sutherland.ie
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Cybersecurity: the reputational, enforcement and 
litigation risks

Why companies must start rehearsing their responses now to 
give them the best possible chance of mitigating cyberattacks 
when – and not if – they happen

21 November 2018

It seems like barely a week goes by without a high-profile data breach 
being reported on the front pages of our newspapers. Hacking and 
cyberattacks appear to be becoming more commonplace and involving 
an ever-increasing range of wrongdoers: from vandals to nation 
states and terrorist groups.

The risk around cyberattacks has been magnified by new data 
protection and financial crime laws, at home and abroad, that have 
come into force in the last few years. They are generally backed by 
fearsome powers with which to hammer the non-compliant.

In the UK, cyber security around personal data is covered by the 
General Data Protection Regulation (GDPR). The Security of Network 
and Information Systems Regulations 2018 relate to cyber security of 
critical national infrastructure. Most industry or sector regulators are 
looking to tighten their oversight of security and regulatory 
expectation is evolving. The FCA has been particularly vocal in this 
space, setting an increasingly higher bar for financial services firms.

Enforcement risk

The ICO is now tooled up with greater financial penalties. Due to the 
GDPR, fines have been lifted from a maximum of £500,000 to an eye-
watering £17m or 4 per cent of annual global turnover (whichever is 
the greater).They have also been given a larger budget with which to 
recruit a bigger team to investigate breaches and enforce the new 
laws. At the same time, the FCA has made good on its recent  
speeches about the importance of cyber security resilience and on

1 October 2018 it fined Tesco Bank an unprecedented £16,400,000 
following an attack by cyber criminals.
For organisations with a European or global footprint the picture is 
even more challenging when a cyberattack occurs, with competing 
regulatory priorities creating their own risk, including the threat of 
financial penalties issued by multiple authorities.

Reputational risk

Reputational harm predominantly impacts in three ways: (1) 
customer loyalty is eroded or lost; (2) compensation claims are 
triggered (see Litigation risk below); (3) negative share price effects 
are felt.

By way of example of this last issue, in 2016 Yahoo publicly  
announced a historic data breach and suffered a 6.5 per cent drop in 
the value of its stock. Recent research has also suggested that for 
listed companies the aftershock of a cyberattack is felt long after the 
event, with share prices underperforming against a company’s peers 
for at least a  year after details of an attack are publicised.

Litigation risk

Whilst litigation risk is rapidly evolving, in particular in 
relation to distress and inconvenience , the fundamental 
claims around data breaches are well-established in case-law.
Of particular note is the recent case of Google Inc v Vidal-Hall 
[2015] EWCA Civ 311 where the court held that 
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compensation for a data breach was possible with respect to distress 
alone.

Article 80 of the GDPR allows for data subjects to mandate a 
consumer protection body to bring compensation claims on their 
behalf. Indeed, in Various Claimants v WM Morrisons [2017] EWHC
3113 QB the first litigation under a group litigation order came before 
the Courts. The Morrisons case was brought under the Data Protection 
Act 1998 and shows the evolving landscape was in place before GDPR 
even came into force. In addition, the Financial Ombudsman Service 
(FOS) has indicated that it is gearing up its complaints handling 
teams for increases in volumes of claims for distress and loss caused 
by data breaches.

Historically, awards made by the FOS for distress have been low 
(under £500 per claim) but this still presents considerable risk where 
a data breach impacts thousands, tens of thousands or even millions 
of consumers. We therefore have a ripe breeding ground for a data 
breach compensation culture to generate.

What does the future hold?

Expect to see higher volumes of litigants with a clear cause of action 
and a motivation to seek compensation.

This will be coupled with acute regulatory enforcement risk and the 
clear reputational impact that tends to follow an attack. It is critical 
therefore that companies regularly rehearse their response to 
cyberattack to give them the best possible chance of mitigating those 
risks and the inevitable cost when – and not if – it happens.

You can read the story on here on The Lawyer.
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Malaysia seeks to expand personal data protection

4 October 2018

Malaysia will soon be joining the growing number of global 
jurisdictions that are adding specific data breach notification 
requirements to companies operating in Malaysia, re-emphasizing the 
need for multinational companies to have a global regulatory strategy 
when it comes to privacy and cybersecurity. Indeed, as Malaysia’s 
Public Consultation Paper No. 1/2018 states: personal data breach 
“has become a global threat,” and thus multinationals need to have 
plans in place to accommodate the growing number of global 
regulations.

In fact, for some companies operating in Malaysia, the requirements 
as currently drafted may differ from other domestic breach 
notification requirements, which may cause those companies to adopt 
a shortest-timeline approach to ensure no regulator in Malaysia is 
informed later than another (or worse, first hears about a breach in 
the morning’s paper).

What are the specific requirements?

The Malaysian Personal Data Protection Commissioner (the 
Commissioner) is currently hearing and reviewing feedback on Public 
Consultation Paper No. 1/2018, which would add a data breach 
notification (DBN) requirement to the Malaysian Personal Data 
Protection Act 2010 (PDPA). The DBN is likely to be implemented by 
the end of 2018.

The DBN would be similar to the ones already in place under Europe’s 
General Data Protection Regulation (GDPR) or New York’s Department 
of Financial Services Cybersecurity Regulation. Once in effect, they 
will require companies to: 

• provide detailed summaries of data breaches, including the type 
and amount of personal data compromised; 

• implement containment and control measures and outline in detail 
the measures taken to minimize the impact of the breach; 

• notify the Commissioner within 72 hours of becoming aware of a 
breach, providing details on the method in which the company is 
notifying the affected data subjects and the advice it is giving to 
those subjects; and 

• instill data protection training programs and provide details to the 
Commissioner about the content of those programs, including 
whether company employees had received training in the last 24 
months. 

Who is covered?

The Commissioner indicated that companies required to obtain 
certificates of registration from the Commissioner will be required to 
comply with the DBN. Thus, companies operating in the financial, 
insurance, communication, and healthcare sectors, among others, are 
likely to be most impacted by this rule. 

However, there is some crossover, and certain industries like banking 
and capital markets are already subject to additional data privacy 
protection requirements from Malaysian regulators other than
the Commissioner. These breach notification rules, as 
currently drafted, do not necessarily align. In capital markets, 
for example, the Securities Commission of Malaysia requires
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capital market entities to report on any breaches the same day of an 
incident. A similar but two-day notice requirement also exists for 
banks that fall under the purview of the Central Bank of Malaysia. 

Penalties

Thus far there has been no indication from the Commissioner on the 
penalties for non-compliance of the DBN. If the DBN is codified into a 
form of regulations, it will trigger section 143 of the Personal Data 
Protection Act, whereby non-compliance of the regulations would be 
an offense and could lead to penalties of up to $60,000 and/or a two-
year jail term. 

Conclusion

Multinational companies increasingly need to keep track of a 
ballooning number of breach notification requirements. Keeping 
abreast of these developments, and incorporating them into 
cybersecurity and data privacy plans and programs, will help keep a 
bad day from becoming a tragic year by avoiding failure to meet 
regulatory requirements.
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