
 

formatti ng. 

Updata 

Your quarterly Data Privacy and 

Cybersecurity update 

April to June 2020 



  

Updata Edition 8 – April to June 2020 | Executive summary 1 

Executive summary 

Welcome to the eighth edition of Updata! 

Updata is an international report produced by Eversheds Sutherland’s dedicated Privacy and Cybersecurity team – it provides you 
with a compilation of key privacy and cybersecurity regulatory and legal developments from the past quarter. 

This edition covers April to June 2020 and is full of newsworthy items from our team members around the globe, including: 

− from the USA: as of 1 July 2020, California’s Attorney General may take direct action against businesses that violate the 
privacy protection requirements of the California Consumer Privacy Act (“CCPA”), and a proposed new law could replace and 
significantly expand the privacy protections introduced by the recently enacted CCPA; 

− from the EU: the European Data Protection Board has adopted new consent guidelines that provide clarification on both the 
validity of consent provided by the data subject when interacting with cookie walls, and the example on scrolling and consent; 

− in the UK, the Information Commissioner’s Office has issued guidance to employers on workplace testing; 

− in Germany, the Data Protection Authority of Baden-Württemberg has issued a template Controller-Processor Agreement for 

data processing; 

− in the Netherlands, the Court of Amsterdam has ruled that a university may use proctoring software during the COVID-19 
pandemic; and  

− in the USA, changes have been made to state data breach notification laws in New York, District of Columbia, and Vermont. 

You can also read our Spotlight On… briefings, which provide more in depth analysis of particular topics such as: the implications of 
the government’s “Return to Work Safely Protocol” in Ireland, our global guidance tracker on regulatory risk in relation to COVID-19 
response programmes, our analysis of the new China Cybersecurity Review Measures and the implications of returning to the office 

in the UK. 

We hope you enjoy reading this edition. 

Follow us on Twitter at: 

@ESPrivacyLaw 
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Development Summary Date Links 

EU Commission comments on the 

increase of online misinformation 
during COVID-19 

The European Commission (“EC”) has commented on the 

increasing number of false claims that are being circulated online 
and on social media relating to COVID-19. In response to this, 
the EC is working with online platforms and is promoting accurate 

news sources, for example information from the public health 
authorities. 

Furthermore, the EC has introduced a “coronavirus response” 
section of its website. 

1 April 2020 Commission response 

ENISA expands its Connected and 
Automated Mobility Security 
experts group 

The European Union Agency for Cyber Security (“ENISA”) has 
called for experts to join its group which focusses on cyber 
security matters relating to Intelligent Transport Systems (“ITS”) 
and Connected Automated Mobility (“CAM”) transport. The group 
aims to share expertise in order to develop policy papers on ITS 
and CAM security, develop ITS and CAM cyber security and to 

consider methods of protecting ITS and CAM systems. 

1 April 2020 Press release 

Europol warns individuals and 
organisations about increased 
cybercrime activities during the 
COVID-19 pandemic  

Europol has issued a report highlighting the key cybercrime and 
disinformation activities which are on the rise as a result of the 
COVID-19 pandemic, in an attempt to warn individuals and 
organisations to remain safe online.  

3 April 2020 Report 

https://ec.europa.eu/info/live-work-travel-eu/health/coronavirus-response/fighting-disinformation_en
https://www.enisa.europa.eu/news/enisa-news/camsec-expert-group-call
https://www.europol.europa.eu/newsroom/news/catching-virus
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In particular the number of reported ransomware and phishing e-
mails being received has increased dramatically, with 
cybercriminals taking advantage of the fears and anxieties of 
citizens, and there is an increase on the distribution of child 

sexual exploitation material online, and the sale and distribution 
of illegal goods and services on the dark web.  

INTERPOL warns of increased 
cyberthreats to healthcare 
organisations during the COVID-19 
pandemic  

INTERPOL is concerned that healthcare organisations are 
becoming the target of increased ransomware attacks during the 
COVID-19 pandemic. Cybercriminals are seeking to lock 
organisations out of their critical systems hoping to force 

payment in return for access, meaning delays in medical 
responses during the pandemic. 

Interpol is emphasising the need for prevention and mitigation, 
with the ransomware spreading mainly via e-mails which 
encourage recipients to click attachments or links which are 
infected. In particular, organisations are being encouraged to 
regularly update hardware and software, backup all essential files 

regularly, storing essential files separately to prevent further 
damage and ensuring they have the latest anti-virus software 
installed. 

INTERPOL has also provided a list of steps which employees can 

take to help prevent the ransomware attacks by only opening e-
mails from trusted sources, deleting e-mails from unknown 

senders, using strong passwords and backing up files frequently.  

4 April 2020 Notice  

European Commission provides 
guidelines on the use of 
algorithmic systems and the 
protection of human rights  

The European Commission issued guidelines to ensure that 
governments do not breach human rights when using algorithmic 
systems by suggesting governments implement effective 
legislative, regulatory and supervisory systems to prevent and 
detect human rights violations in both the public and private 

sectors.  

Due to the increasing speed at which algorithmic systems are 

being implemented, the European Commission stressed the 
importance of putting these risk management mechanisms in 
place sooner rather than later focusing specifically on 
incorporating safety, privacy, data protection and security 
safeguards into such systems.  

The guidelines also focus on the need for engagement with 
private sector and public sector stakeholders and increased 

8 April 2020 Press release 

https://www.interpol.int/News-and-Events/News/2020/Cybercriminals-targeting-critical-healthcare-institutions-with-ransomware
https://www.coe.int/en/web/freedom-expression/news/-/asset_publisher/thFVuWFiT2Lk/content/algorithms-and-automation-council-of-europe-issues-guidelines-to-prevent-human-rights-breaches
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general awareness amongst the public of how such systems use 
personal data.  

ENISA gives its thoughts on the 

move from electronic signatures to 
developed Trust services 

The European Union Agency for Network and Information Security 

(“ENISA”) has provided useful guidance on the use of developed 
Trust services and the shift to such services following the 
implementation of the eIDAS Regulation. 

The eIDAS Regulation allowed trust services to be used for access 
to online services or for use in electronic transactions. The five 
main types of trust service are: signatures, seals, time stamps, 

registered delivery services and website authentication 

certificates. ENISA has been continuing to support the adoption of 
trust services more widely, and in particular published a report on 
18 December 2019 looking at the standards related to the eIDAS 
Regulation and how we can assess conformity with such 
standards. 

This guidance seeks to build on the report by looking at the specific 
formats for electronic signatures and how we can create, verify and 

validate them, focusing on those which are used widely across 
member states including XML, PDF or CMS. In judging whether 
such signatures conform to the eIDAS Regulation, ENISA states 
that as the eIDAS Regulation does not specify one particular 

accreditation scheme, this causes differences between assessment 
schemes used across member states. ENISA therefore suggests 

having requirements for conformity assessment bodies to provide 
a joined up approach in the assessment of trust services. 

ENISA is set to hold a Trust Services Forum in September 2020 
alongside the European Commission to focus on the issues related 
to trust services. 

14 April 2020 Guidance 

European Commission publishes 

roadmap on lifting COVID-19 
containment measures  

The European Commission has published a Joint European 

Roadmap towards lifting COVID-19 containment measures.  

The roadmap includes the following as “accompanying measures” 

relevant for all Member States in successfully managing the 
gradual lifting of the existing confinement measures: 

− Gather data and develop a robust system of reporting: 
In essence, the roadmap acknowledges that the gathering 
and sharing of data is required at national and subnational 

level by public health authorities in a harmonised way on the 

15 April 2020 Press release 

Roadmap 

https://www.enisa.europa.eu/news/enisa-news/earning-trust-enisa-on-eid-and-trust-services
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_652
https://ec.europa.eu/info/sites/info/files/communication_-_a_european_roadmap_to_lifting_coronavirus_containment_measures_0.pdf
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spread of the virus, the characteristics of infected and 
recovered persons and their potential direct contacts. 
Further, that social media and mobile network operators offer 
a data on mobility, social interactions, as well as voluntary 

reports of mild disease cases (e.g. via participatory 
surveillance) and/or indirect early signals of disease spread 
(e.g. searches/posts on unusual symptoms), which, if pooled 
could contribute to improve the quality of modelling and 
forecasting for the pandemic at EU level.  

− Create a framework for contact tracing and warning 

with the use of mobile apps, which respects data 

privacy: Mobile applications that warn people of an 
increased risk due to contact with a person tested positive for 
COVID-19 can help interrupt infection chains and reduce the 
risk of further virus transmission. Therefore, they should be 
an important element in containment measures lifting, 
complementing other measures such as increased testing 
capacities. 

The roadmap states that the measures above would need to be 
conducted in compliance with EU data protection and privacy 
rules. For example, that tracing mobile applications should be 
based on user consent and users should remain in control of their 

data. In addition, tracing close proximity between mobile devices 
should only be permitted on an anonymous and aggregated basis, 

without tracking of citizens, and names of possibly infected 
persons should not be disclosed to other users. Moreover, mobile 
tracing and warning applications should be subject to demanding 
transparency requirements, be deactivated as soon as the 
COVID-19 crisis is over and any remaining data erased. 

ENISA publishes study on 

approaches for secure software 
development and maintenance  

The European Union Agency for Cyber Security (“ENISA”) has 

published a new report, “Advancing Software Security in the EU”, 
on approaches for secure software development and 
maintenance, which also highlights aspects to be considered 

under the EU cybersecurity certification framework. 

In its press release, the ENISA outlines how weaknesses behind 
security incidents and/or breaches arise due to the lack of 
adherence on fundamental security principles and techniques. 

This is being combatted by the rise in evaluation and certification. 

15 April 2020 Press release 

Report 

https://www.enisa.europa.eu/news/enisa-news/Underpinning-software-security
https://www.enisa.europa.eu/publications/advancing-software-security-through-the-eu-certification-framework
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The report discusses some key elements of software security and 
gives an overview of the most relevant approaches and standards 
as well as their shortcomings. It also outlines a number of 
practical considerations relevant to the different aspects of 

software development within the EU cybersecurity certification 
framework, including: 

− issues related to the deployment and maintenance of 
repositories not only for publicly disclosed vulnerabilities but 
also for shared security aspects of certified products, services 
and processes; 

− coordination of activities among European Standards 

Organizations (ESOs) and Standards Developing Organization 
(SDOs); 

− possibilities to complement EU cybersecurity certification 
schemes with guidelines for software development, 
maintenance and operation; 

− consideration of lightweight conformity assessment methods 
for basic assurance level as a response to the existing 

fragmented landscape of software development and 
maintenance; and 

− possibilities to leverage existing experience and expertise and 
promote the uptake of EU cybersecurity certification 
schemes. 

EDPB publishes Agenda of 22nd 
meeting 

The European Data Protection Board (“EDPB”) has released the 
agenda for its 22nd meeting.  

According to the agenda, the main focus of the meeting was the 
status of the new guidelines on: (i) the processing of health data 
for research purposes; and (ii) geolocation and other tracing 
apps, both in light of COVID-19. The EDPB also discussed the 
impact of COVID-19 on its activities, along with the mandate 

relating to guidelines on legitimate interest.  

17 April 2020 EDPB agenda  

IAB announces delay to deadlines 
for compliance with Transparency 
& Consent Framework 

The Interactive Advertising Bureau (“IAB”) have provided an 
update on the timelines for transition from Transparency and 
Consent Framework (“TCF”) v1.1 to TCF v2.0. As a result of the 
outbreak of COVID-19, the IAB have postponed the deadline for 

20 April 2020 Revised timeline 

https://edpb.europa.eu/sites/edpb/files/files/file1/20200417plenagenda_public_en.pdf
https://iabeurope.eu/blog/transition-period-for-tcf-v2-0-updated-timeline/
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compliance in order to allow more time for CMPs, Vendors and 
Publishers to implement the necessary changes. 

EU Commission publishes 

statement following second round 
of Brexit negotiations  

The EU Commission published a statement from Michel Barnier, 

the head of the Task Force for Relations with the United Kingdom 
(“UKTF”) on Brexit negotiations. The statement declares that the 
UK is insistent on lowering current standards and deviating from 
agreed mechanisms of data protection and that this would have 
serious limitations for their future security partnership. 

24 April 2020  Statement  

ENISA issues guidance to SME on 

usage of online communication 
tools  

The European Union Agency for Cybersecurity (“ENISA”) has 

issued guidance to SMEs on the selection and usage of online 
communication tools such as video and audio conferencing, 
instant messaging and remote document sharing. ENISA 
highlights that security and privacy settings of such tools are 
critical to ensure that SMEs continue to operate in a productive, 
efficient, but secure manner, particularly given the new 
challenges in increased working from home. In particular, ENISA 

shared the following recommendations:  

− ensure any tools support encrypted communication and 
strong authentication; 

− favour those with central management systems;  

− consider configuration and integration with existing in-house 
systems including single sign on; 

− read the privacy policy of the tool and understand the types 
of data stored by the tool, location of the data, transfers to 
third countries and retention periods of data; 

− make sure up to date software versions are used and security 
patches are applied promptly;  

− access the service through work devices and limit if possible 
use from personal devices; 

− ensure all meetings are password protected and avoid 
sharing conference links/passwords outside the intended 
participants; 

− verify default settings of the tool and where possible, apply 
settings that protect users’ privacy (e.g. video deactivated by 
default); and  

27 April 2020 Guidance 

https://ec.europa.eu/commission/presscorner/detail/en/statement_20_739
https://www.enisa.europa.eu/news/enisa-news/tips-for-selecting-and-using-online-communication-tools
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− educate users on minimising the use of such tools to only 
where necessary i.e. ensuring video is used cautiously to 
avoid revealing confidential information or personal data in 
the background. 

European Commission founds sub-
group on Cooperative Intelligent 
Transport systems 

The European Commission has established a sub-group on 
Cooperative Intelligent Transport systems to support the 
Commission with implementing its EU-wide cybersecurity 
infrastructures and processes which aims to establish secure and 
trustworthy communication between vehicles, infrastructure for 
road safety and traffic management related messages. The sub-

group will work under the Commission Expert Group on 
Intelligent Transport Systems, and the Commission is calling for 
interested organisations to submit their applications should they 
wish to be considered. Applicants can be received at any time 
during the existence of the group but initial applicants for the first 
meeting of the group will be considered until 30 May 2020. 

28 April 2020 European Commission 
statement 

Insurance Europe calls for the 
European Commission not to 
review the GDPR 

Insurance Europe (“IE”) published its response to a consultation 
by the European Commission on its upcoming report on the 
review of the GDPR. IE cautioned that it would be premature for 
the Commission to undertake this review since it has only been 
two years since the GDPR came into force. Instead, IE states that 

the Commission’s report should focus on the experiences gained 

since the effective date. In particular, IE highlighted that the 
report should consider the impact of the GDPR on innovation in 
the insurance industry, particularly any unintended obstacles to 
the implementation of technologies such as AI, big data and the 
internet of things. 

29 April 2020  Press release  

Report  

EDPS publishes blogpost on the 

application of data protection laws 
during COVID-19 

The EDPS has outlined how personal data may be used 

throughout the COVID-19 outbreak and its importance in 
responding to the pandemic. The post emphasises that data 
protection laws such as the GDPR and e-Privacy rules will not act 
as an obstacle to using personal data to help with attempts to 

control the spread of the virus, rather the legislation is flexible 
enough to both support the public good in the use of data whilst 

maintaining privacy standards.  

The EDPS explains that it will continue to analyse issues within 
the digital ecosystem and assist with building technological 
solutions which are effective, whilst knowing where to draw the 

30 April 2020 Blogpost  

https://ec.europa.eu/transport/themes/its/news/2020-04-27-cits_en
https://ec.europa.eu/transport/themes/its/news/2020-04-27-cits_en
https://www.insuranceeurope.eu/eu-insurers-respond-consultation-review-gdpr-call-ec-scrutinise-impact-innovation
https://www.insuranceeurope.eu/sites/default/files/attachments/Views%20on%20the%20EC%20report%20on%20the%20review%20of%20the%20GDPR_0.pdf
https://edps.europa.eu/press-publications/press-news/blog/carrying-torch-times-darkness_en
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line in order that the ethical needs for privacy and data protection 
are preserved. 

EPRS publishes study titled 

“Blockchain for supply chains and 
international trade” 

The European Parliamentary Research Service (“EPRS”) has 

published a study which discusses the use of blockchain 
technology for supply chains in international trade, with a focus 
on eight case studies. 

In the study, the EPRS notes the uncertainties that arise in the 
context of privacy and data protection law, in particular in relation 
to the GDPR’s distinction between pseudonymised and 

anonymised data. The EPRS states that blockchain technology 

allows parties to interact without disclosing their identity to the 
contracting party or the public, but that each transaction is linked 
to a public key that does identify a particular user. The EPRS 
states that this ‘public key’ is likely to qualify as personal data 
under EU data protection laws.  

Furthermore, the EPRS explains that there may also be data 
minimisation issues, as data is continuously added to the chain 

without the option to delete of edit the data. 

May 2020  Study   

ENISA issues guidance on 
Computer Incident Response 

Teams 

ENISA has issued guidance to highlight the Computer Incident 
Response Teams (“CSIRT”) that operate across Europe to assist 

with cyber security incidents and attacks. The guidance aims to 
assist SMEs, businesses and private citizens during the COVID-19 

outbreak by raising awareness of what CSIRTs do and how they 
can assist in the event of a cyber security incident. ENISA has 
also published a CSIRT map that can be used to identify the best 
team to contact if organisations are facing a cyber threat or to 
assist with the transition to home working. In summary, the 
CSIRTs network is made up of incident response teams appointed 
by member states and EU institutions to help in responding to 

cyber threats and to share related information with businesses 
who may be affected. 

4 May 2020 Guidance 

CSIRT map 

EDPB adopts updated consent 
guidelines 

The European Data Protection Board (“EDPB”) has adopted new 
consent guidelines that provide clarification on both the validity of 
consent provided by the data subject when interacting with 

cookie walls, and the example on scrolling and consent. 

In terms of the update on cookie walls, the revised guidance 
states that access to services must not be conditional on the 

4 May 2020 Revised guidelines  

https://www.europarl.europa.eu/RegData/etudes/STUD/2020/641544/EPRS_STU(2020)641544_EN.pdf
https://www.enisa.europa.eu/news/enisa-news/what-is-a-csirt
https://www.enisa.europa.eu/topics/csirts-in-europe/csirt-inventory/certs-by-country-interactive-map
http://bit.ly/2zfcpvg
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consent of a user to the storing of information (or gaining access 
to information already stored), otherwise consent will not be 
considered freely given. 

Furthermore, the updated example used on scrolling and consent 

now explains that scrolling or swiping through a webpage will not 
satisfy the requirement of a clear and affirmative action. 

ICIC publishes joint statement on 
the duty to document during the 
COVID-19 pandemic  

The International Conference of Information Commissioners 
(“ICIC”) published a joint statement calling for both public and 
private sector organisations to document decisions, keep records 

secure and preserve access to data during the COVID-19 

pandemic (the “Statement”), this being essential for business 
continuity. Whilst the duty to document already existed, the ICIC 
sought to emphasise that this “does not cease in a crisis, it 
becomes more essential than ever” particularly in trying to 
prevent other events, and to learn from the pandemic in the 
future. 

4 May 2020 Press release 

Statement 

ISO standards for cybersecurity 
updated 

The International Organisation for Standardisation (“ISO”) has 
updated its standard ISO/IEC 27009 which aims to address 
information security, cybersecurity and privacy protection. By 
revising the standard, the ISO hopes to allow for more sector-

specific provisions in the standards, to help improve the 
standard’s application. 

4 May 2020  Press release  

ENISA issues recommendation to 
address phishing during COVID-19  

The European Union Agency for Cybersecurity (“ENISA”) issued 
best practices to tackle phishing during the COVID-19 pandemic. 
In particular, ENISA recommended the following:  

− consider requests for personal information carefully and 
whether that request is appropriate;  

− not to supply personal or financial information and passwords 

via e-mail to anyone; 

− avoid e-mails which insist on immediate action;  

− verify e-mail addresses and links;  

− protect devices by installing anti-spam, anti-spyware and 
anti-virus software; and 

visit websites by typing the domain name directly into the 

browser.  

6 May 2020  Press release 

https://www.informationcommissioners.org/icic-signs-joint-statement-on-the-duty-to-document-decisions-and-transactions-now-and-for-the-future
https://cdn.website-editor.net/61ed7ac1402f428695fcc2386ad0577f/files/uploaded/COVID-the-duty-to-document-is-essential.pdf
https://www.iso.org/news/ref2495.html
https://www.enisa.europa.eu/news/enisa-news/understanding-and-dealing-with-phishing-during-the-covid-19-pandemic
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EDPS blog post on the use of 
contact tracing and mobile apps 
during COVID 19  

The EDPS has explained in a blog post, the different types of 
contact tracing apps being used during the COVID-19 crisis, 
including digital proximity tracing, outlining what technologies are 
being used in order for these apps to work. The EDPS also 

considered the serious data protection implications such apps 
have, particularly as they require the processing of health data 
which needs special protection. The main concerns which the 
EDPB raised related to: 

1. the large scale of such surveillance, which can have high risks 
to individuals’ rights and freedoms, hence the need for data 

protection impact assessments to be conducted prior to their 

use; 

2. the broad ranging number of contacts and frequency of data 
collected, could reveal more information not only about the 
individual’s social habits but also that of its family members, 
neighbours or colleagues, meaning data minimisation and 
privacy-enhancing technologies ought to be considered; 

3. large scale behavioural monitoring which requires data 

protection by design to be implemented to help reduce this; 

4. the need for purpose limitation so that these apps are only 

used until the epidemic has stopped; 

5. lack of transparency in the use of such apps which should be 
addressed by the apps being voluntary and transparent as to 
the use of information; 

6. insufficient data accuracy caused by errors in the apps being 
able to trace all types of contact; and 

7. Security of personal data against cyber security attacks. 

7 May 2020 Blog post 

European Parliament rejects draft 
Council decision on the exchange 
of dactyloscopic data with the UK 

The European Parliament has published a report in which it has 
decided to reject the EU Council’s draft implementing decision 
(14247/2019) (the “Draft Decision”) on establishing a 

dactyloscopic data exchange between the UK and EU Member 
States bound by the Prüm Decision (Council Decision 
2008/615/JHA).  

The Prüm Decision permits Member States to exchange 
dactyloscopic data (data relating to fingerprints) to assist with the 
investigation and prevention of criminal offences. In order to give 

8 May 2020 Report 

https://edps.europa.eu/data-protection/our-work/publications/techdispatch/techdispatch-12020-contact-tracing-mobile_en
https://www.europarl.europa.eu/doceo/document/A-9-2020-0100_EN.html
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effect to the Prüm Decision, the Draft Decision proposed to grant 
the UK access to an automated data exchange for dactyloscopic 
data. However, the report highlights that as a result of the UK’s 
unwillingness to make available data within its territory, it cannot 

be said to be compliant with the reciprocity principle of the Prüm 
Decision.  

The report indicates that the EU Council requires the UK to carry 
out a full review of its policy of excluding information from the 
data exchange by 15 June 2020, failing which the EU Council 
would re-consider the UK’s position on the data exchange and the 

effect of which could result in the UK being prohibited from 

accessing the exchange. 

IAB Europe releases its guide titled 
“Guide to the Post Third-Party 
Cookie Era” 

IAB Europe is a European industry association focused on 
advertising and marketing. It has released its guide aimed at 
reviewing the current use of digital advertising cookies and 
providing alternative options which may be utilised in the future. 
This is in anticipation of the blocking of third party cookies in 

Chrome, which means the use of third party cookies (which are 
used for cross-site tracking, retargeting and ad-serving) will 
inevitably change.  

The guide identifies the following key changes from the blocking 

of third party cookies: 

− data management platforms won’t be able to create identity 

linkages in the same way; 

− last or multi-touch attribution will not be possible;  

− audience targeting information from third party data will be 
unusable;  

− dynamic targeting will be unworkable; and 

− frequency capping will no longer be available in its current 
form.  

The reason for such changes is seen as being a mixture of the 
legal environment regarding privacy and consent to tracking 
changing, and the practical changes of increased use of Ad 
blocking and browser gatekeeping. The three main solutions 
which the guide highlights for these changes are: 

11 May 2020 Guide  

https://designrr.s3.amazonaws.com/mardare_at_iabeurope.eu_80924/_5449.pdf
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− improving identity on the web, and having more reliable user 
data;  

− using other advertising data to make targeting decisions such 
as CRM data or e-mail; and  

contextual intelligence to target advertising. 

EC encourages EU governments to 
promote voluntary use of contact 
tracing apps 

The European Commission (“EC”) has released a statement 
urging EU governments to encourage their citizens to voluntarily 
download contact tracing apps. The EC wrote that it believes that 
this technology will be crucial in helping to control the pandemic, 

particularly in tracing cross-border infection chains. The EC’s 

statement also addresses concerns around data privacy, and 
reiterates that the apps must respect people’s privacy, explaining 
that the apps will be temporary, using only arbitrary identifiers. 

13 May 2020 European Commission 
statement  

EU publishes its guidelines on 
COVID-19 tracking apps 

The EU has produced interoperability guidelines for approved 
contact tracing mobile applications, which have been adopted by 
EU Member States. The guidelines intend to act as a follow-up of 

the EU Toolbox for contact tracing applications, and emphasise 
the need for EU Member States to utilise the technology to trace 
cross-border chains of infection. The guidelines also aim to be 
used as a guide for developers who are designing and 

implementing the apps. 

13 May 2020 Interoperability 
guidelines 

European Parliament refuses to 
make decision on fingerprint 
exchange between UK and EU 
Member States  

The European Parliament have voted against a draft 
implementing decision which would have permitted the exchange 
of fingerprints to the UK from the EU. The MEPs have 
recommended that no decision is made until the UK can ensure 
“full reciprocity and data protection”, suggesting that the 
European Council should wait until the legal framework of the 
UK’s relationship with the EU has been agreed, as it is not 

currently clear whether the UK will meet the EU’s data protection 
standards. 

14 May 2020 European Parliament 
press release 

European Council delays cyber 
sanctions regime for another year 

The European Council has announced that it will be extending the 
“restrictive measures framework against cyber-attacks” until 18 
May 2021. The Framework will establish a cyber sanctions regime 

for the EU to impose targeted restrictive measures in its response 
to cyber-attacks. In the meantime, the European Council have 
announced that it will retain its powers to target those involved in 
cyber-attacks which cause a significant impact, by imposing 

14 May 2020 Press release  

https://ec.europa.eu/commission/presscorner/detail/en/qanda_20_869
https://ec.europa.eu/commission/presscorner/detail/en/qanda_20_869
https://ec.europa.eu/health/sites/health/files/ehealth/docs/contacttracing_mobileapps_guidelines_en.pdf
https://ec.europa.eu/health/sites/health/files/ehealth/docs/contacttracing_mobileapps_guidelines_en.pdf
https://www.europarl.europa.eu/news/en/press-room/20200512IPR78922/ep-wants-data-protection-guaranteed-before-allowing-fingerprint-exchange-with-uk
https://www.europarl.europa.eu/news/en/press-room/20200512IPR78922/ep-wants-data-protection-guaranteed-before-allowing-fingerprint-exchange-with-uk
https://www.consilium.europa.eu/en/press/press-releases/2020/05/14/cyber-security-council-extends-sanctions-regime-until-18-may-2021/
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restrictive measures including banning travel to the EU and asset 
freezes. 

ECHR issues judgment on the 

balance between privacy and 
freedom of expression 

In Rodina v Latvia [2020] ECHR 326, the court considered 

whether the applicant’s Article 8 right to respect for private life 
was breached by the media’s publication of her family’s story, 
and the subsequent handling of this by the Latvian Courts. The 
ECHR ruled that the Latvian courts had not found a fair balance 
between the applicant’s right to a private life and her relatives’ 
rights to freedom of expression. The ECHR held that the 
information published in the media was a significant intrusion into 

the applicant’s private life, and did not consider that the 
information was of importance to the general public, particularly 
given that the journalists did not mention any broader social 
issues in its report, meaning there was no contributing to a 
debate of public interest. In addition, the media had not made 
any attempts to protect the individual’s privacy, for example by 
blurring her face. This emphasises the need to consider 

precautions to protect privacy in order to strike a fair balance 
between the rights of individuals. 

14 May 2020 Judgment  

CJEU to issue its judgment on 16 
July 2020 in the latest Schrems 

case against Facebook challenging 

the validity of model clauses  

The CJEU have confirmed on twitter that it will deliver its 
judgment on the Schrems II case on 16 July 2020. In its 

judgment, the CJEU is expected to decide whether the standard 

contractual clauses are sufficient for the legal transfer of personal 
data to the USA under the GDPR.  

The CJEU’s Advocate General released its non-binding opinion on 
the case back in December 2019, stating that the standard 
contractual clauses did provide adequate protection for personal 
data, but this does not mean the CJEU’s judgement will 
necessarily follow this opinion. 

15 May 2020 CJEU twitter 
announcement  

EDPB publishes 2019 annual report The European Data Protection Board (“EDPB”) has published its 
2019 annual report which summarises its adoption of five new 

guidelines which aimed to clarify EU data protection legislation, 
its recommendations and binding decisions, and its review of the 
levels of data protection across the EU.  

The report also outlines the EDPB’s 2020 objectives, including 
producing guidance on the legitimate interest legal basis for 
processing, controllers and processors and data subject rights, as 
well as further guidance on the impact of COVID-19 and the data 

18 May 2020 Annual report 

https://www.bailii.org/eu/cases/ECHR/2020/326.html
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&cad=rja&uact=8&ved=2ahUKEwjlp8fdmsDpAhUOiFwKHX3qBcIQFjACegQIBBAB&url=https%3A%2F%2Ftwitter.com%2FEUCourtPress%2Fstatus%2F1260918841036677121&usg=AOvVaw1l76l_EsdKeNwPMwjat1Sq
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=3&cad=rja&uact=8&ved=2ahUKEwjlp8fdmsDpAhUOiFwKHX3qBcIQFjACegQIBBAB&url=https%3A%2F%2Ftwitter.com%2FEUCourtPress%2Fstatus%2F1260918841036677121&usg=AOvVaw1l76l_EsdKeNwPMwjat1Sq
https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_annual_report_2019_en.pdf
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protection implications. The EDPB also states that it will be 
focussing on reviewing new technologies, for example artificial 
intelligence and connected vehicles. 

ENISA issues report on measures 
to protect against security issues 
in the EU 

The European Union Agency for Cybersecurity (“ENISA”) has 
published a report identifying the areas in which it is improving 
the prevention, detection and capability to respond to cyber 
threats and incidents. The project has been divided into three 
reports, which intend to act as a point of reference for those who 
are seeking to identify or review measures for the detection of 
incidents. The three reports are: 

1. Survey Report: which provides an overview of the tools that 
are most commonly used to detect network security 

incidents, the expertise required to implement these 
measures and other related detail. 

2. Measures and Information Sources Report: which explains 
and evaluates the different methods, tools, activities and 
information sources that are available to carry out proactive 
detection of cybersecurity incidents.  

3. Good Practices Report: which analyses the data and 

discusses good practices identified and recommendations for 
improvement (including a gap analysis).  

29 May 2020  Press release 

Survey report 

Measures and information 
sources report 

Good practices report 

EU Presidency publishes ePrivacy 
Regulation progress report 

The Presidency of the Council of the European Union has 
published a report on the progress of the proposal for a 
Regulation concerning the respect for private life and the 

protection of personal data in electronic communications, and 
repealing Directive 2002/58/EC (Regulation on Privacy and 
Electronic Communication). 

Significantly, the Presidency noted that an important modification 
that has been introduced was the possibility of processing 
electronic communications metadata and to use the processing 
and storage capabilities of terminal equipment and the collection 

of information from end-users’ terminal when necessary for the 
purpose of legitimate interests. The Presidency has also 
suggested a number of safeguards. including the prohibition on 
sharing metadata or collected information with third parties, the 
need to carry out impact assessments and the obligation to 
inform the end-users of the processing operations.  

29 May 2020 Progress report  

https://www.enisa.europa.eu/news/enisa-news/getting-ready-for-the-next-security-incidents
https://www.enisa.europa.eu/publications/proactive-detection-survey-results/at_download/fullReport
https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources/at_download/fullReport
https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources/at_download/fullReport
https://www.enisa.europa.eu/publications/proactive-detection-good-practices-gap-analysis-recommendations/at_download/fullReport
https://www.dataguidance.com/sites/default/files/st08204.en20.pdf
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The report also confirms that the current Croatian Presidency and 
incoming German Presidency are committed to working with each 
other in order to ensure that the discussions will continue to 
progress smoothly. 

ENISA releases cyber hygiene tips 
for SMEs in light of COVID-19 

ENISA has published 10 cybersecurity tips for small and medium-
sized enterprises (“SMEs”) to support them with the increased 
risk of phishing and ransomware attacks in light of the COVID-19 
pandemic which has resulted in many employees working from 
home. The tips include ensuring management are aware of the 
importance of cybersecurity, establishing policies to deal with 

cybersecurity and appointing an information security officer, 
encouraging employee awareness and keeping on top of security 
updates. 

2 June 2020 Press release  

EU Commission launches public 
consultation on Digital Services Act 

The EU Commission has launched a public consultation on the 
Digital Service Act. The Commission have stated that they aim to 
gather data from people, businesses, online platforms, 

academics, civil society and all interested parties in order to help 
them to form a rulebook for digital services.  

The Commission have explained that they aim to consider online 
safety, freedom of expression, fairness and a level playing field in 

the digital economy. The consultation is open until 8 September. 

2 June 2020 Press release 

Public consultation 

IMCO publishes study on the 
challenges and opportunities for 
digital services provided by AI 

The Committee on the Internal Market and Consumer Protection 
(“IMCO”) has published a study which considers the potential 
new challenges and opportunities for digital services in light of 
artificial intelligence (“AI”). Specifically, the study focusses on 
AI’s influence on consumer protection, data protection and 
providers’ liability.  

The study also discusses the use of AI for processing consumer 

data and targeting potential consumers through the use of 
advertisements and other messages, whilst being mindful of 
consumer privacy and autonomy. It also considers the 

development of consumer-focussed AI applications, and the 
potential use of AI for detecting unlawful online content. 

2 June 2020 Press release 

Study 

ISO issues benchmark for online 
privacy notices and obtaining 
consent 

The International Organisation for Standardisation (“ISO”) has 
published a new standard ICO/IEC 29184:2020 intended to shape 

2 June 2020 ISO/IEC 29184:2020 

https://www.enisa.europa.eu/news/enisa-news/top-ten-cyber-hygiene-tips-for-smes-during-covid-19-pandemic
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_962
https://ec.europa.eu/eusurvey/runner/Digital_Services_Act
https://www.europarl.europa.eu/committees/en/product/product-details/20200602CAN55528
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648790/IPOL_STU(2020)648790_EN.pdf
https://www.iso.org/standard/70331.html
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the content of online privacy notices and provide guidance on the 
process of asking for consent to process personal information. 

ESMA publishes consultation paper 

on cloud outsourcing guidelines 

The European Securities and Markets Authority (“EMSA”) has 

launched a consultation paper on its guidance on the outsourcing 
requirements for the financial market when outsourcing to cloud 
service providers. Specifically, the EMSA aims for the guidelines 
to help with identifying, addressing and monitoring the risks in 
establishing such arrangements. The guidelines also intend to 
explain the importance of good governance and due diligence that 
should be in place. 

3 June 2020 Press release 

Draft guidelines 

EU Council adopts conclusions on 
EU digital strategy  

The European Council has adopted a wide range of conclusions in 
implementing Europe’s digital strategy. The conclusions cover 
connectivity, digital value chains, eHealth to the data economy, 
AI and digital platforms. The text also highlighted the important 
role technology has played in overcoming the COVID-19 crisis, 
particularly in relation to enabling home working and distance 

learning. The digital transformation will form the catalyst for 
economic recovery, green growth and strategic autonomy of the 
EU. 

9 June 2020 Press release  

ENISA releases tool to measure 

cybersecurity incidents  

ENISA has released a statistical tool to bring further transparency 

to cybersecurity incident reporting. The tool has made available 

data on telecom security incidents and trust services security 
incidents over a period of 8 and 4 years respectively. The most 
common causes for both types of incidents are systems failures 
and human error. 

9 June 2020 Press release  

Tool 

EDPB comments on UK-US Access 
to Electronic Data Agreement 

The European Data Protection Board (“EDPB”) has provided its 
comments to the European Parliament on the Access to Electronic 

Data for the Purpose of Countering Serious Crime Agreement (the 
“Data Access Agreement”) which was signed by the UK and US 
on 3 October 2019. The Data Access Agreement governs the 
access to personal data between the UK and US for the purpose 

of preventing and prosecuting serious crime. The EDPB 
commented:  

− it doubts whether the safeguards set out in the Data Access 
Agreement regarding access to personal data in the UK would 
apply to the disclosure obligations imposed on providers of 
electronic communication services or remote computing 

15 June 2020  Letter 

https://www.esma.europa.eu/press-news/esma-news/esma-consults-cloud-outsourcing-guidelines
https://www.esma.europa.eu/sites/default/files/library/esma50-164-3342_cp_cloud_outsourcing_guidelines.pdf
https://www.consilium.europa.eu/en/press/press-releases/2020/06/09/shaping-europe-s-digital-future-council-adopts-conclusions/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Shaping+Europe%E2%80%99s+digital+future+-+Council+adopts+conclusions
https://www.enisa.europa.eu/news/enisa-news/spotlight-on-incident-reporting-of-telecom-security-and-trust-services
https://www.enisa.europa.eu/topics/incident-reporting/cybersecurity-incident-report-and-analysis-system-visual-analysis/visual-tool
http://edpb.europa.eu/sites/edpb/files/files/file1/edpb_letter_out_2020-0054-uk-usagreement.pdf
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services within the US (whether or not that data is located 
within the US). On this basis, the EDPB notes that it is 
unclear whether the safeguards apply to all (if any) requests 
made under the US CLOUD Act; and 

− the Data Access Agreement would have to be taken into 
account by the European Commission when assessing the 
level of protection of personal data in the UK in relation to a 
possible adequacy decision for the UK. 

IAB publishes guidance on the use 

of special category data in digital 

advertising 

The Internet Advertising Bureau (“IAB”) has published digital 

advertising guidance on the use of special category data and any 

restrictions on its processing under the GDPR. Specifically, the 
guidance intends to assist the industry with: 

− understanding what information falls under ‘special category 
data’ under GDPR, and how it may arise; 

− the additional legal requirements that apply to special 
category data; and 

what needs to be considered when reviewing the risks around 

special category data arising or being processed, and how to 
manage these risks. 

15 June 2020 Press release 

Guidance 

PCI Security Standards Council 
updates standard for payment 
devices 

The PCI Security Standards Council (“PCI”) has updated the 
security standard for payment devices to provide greater 
protection for cardholder data. The PCI PIN Transaction Security 

(PTS) Point-of-Interaction (POI) Modular Security Requirements 
v6.0 introduces additional security changes designed to protect 
cardholder data from being compromised by malware attacks and 
physical tampering. 

16 June 2020  Press release 

Contact tracing data to be shared 
among EU Member States  

EU Member States have reached an agreement on the sharing of 
data obtained from contact-tracing mobile apps which have been 

developed to track and trace the spread of coronavirus. 
“Technical specifications” are to be adopted by the Member 

States in order to allow the free exchange of information between 
mobile apps throughout those Member States which are party to 
the agreement. 

16 June 2020 Press release 

Technical specifications 

EDPS responds to European 
Commission’s GDPR review  

The European Data Protection Supervisor (“EDPS”) has released 
an article welcoming the European Commission’s GDPR review. 
The Commission’s review considered the application of the GDPR 

24 June 2020 Press release  

https://www.iabuk.com/news-article/digital-advertising-guidance-special-category-data-under-gdpr
https://www.iabuk.com/sites/default/files/public_files/Special-Category-Data-Guidance.pdf
https://www.pcisecuritystandards.org/about_us/press_releases/pr_06162020
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_1043
https://ec.europa.eu/health/sites/health/files/ehealth/docs/mobileapps_interoperabilityspecs_en.pdf
https://edps.europa.eu/press-publications/press-news/press-releases/2020/european-commissions-gdpr-review-stronger-european_en
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over the past two years, and the EDPS have announced that it 
agrees with the Commission’s evaluation. Both bodies concur that 
the GDPR has had a positive effect, that it has enhanced the 
fundamental right to data protection and has raised awareness of 

the importance of data privacy across the EU and beyond. The 
EDPS also echoes the Commission’s opinion that enforcing the 
GDPR consistently and efficiently should remain a priority, and 
that co-operation with key European bodies will be integral in 
addressing any discrepancies across Member States. 

EU Commission and ENISA form 

stakeholders group for 
cybersecurity certification  

The European Commission and ENISA have announced the 

formation of the Stakeholders Cybersecurity Certification Group 
(“SCCG”). The formation of SCCG fits in with the goal of the EU 
Cybersecurity Act of a market driven certification scheme and 
increasing cohesion between existing schemes in EU member 
states. The new organisation will advise the Commission and 
ENISA on issues relating to cybersecurity certification and will 
include academic institutions, consumer organisations, conformity 

assessment bodies, standard developing organisations, 
companies and trade associations. 

24 June 2020 Commission press release 

ENISA press release  

EDPB creates new register 
highlighting One-Stop-Shop 

decisions 

The European Data Protection Board (“EDPB”) has created a new 
register to consolidate decisions made by national data protection 

agencies following the ‘One-Stop-Shop’ cooperation provision 

under Article 60 GDPR. The One-Stop-Shop mechanism calls on 
supervisory authorities to cooperate on cases which have cross-
border elements. 

25 June 2020 Press release  

European Commission issues 
consultation on proposals to revise 
the NIS Directive  

 
 
 

 
 
 

 

The European Commission has issued a consultation requesting 
feedback on its proposals to revise Directive (EU) 2016/1148 of 
the European Parliament and of the Council of 6 July 2016 

concerning measures for a high common level of security of 
network and information systems across the European Union (the 
“NIS Directive”). The Commission’s review will include an 
assessment on whether cybersecurity has improved across the 

EU, identification of existing and emerging issues and 
identification of the regulatory costs and benefits. The feedback 

period runs from 25 June 2020 to 13 August 2020. 

25 June 2020 Initiative details 

 

https://ec.europa.eu/digital-single-market/en/news/eu-cybersecurity-newly-formed-stakeholders-group-will-work-cybersecurity-certification
https://www.enisa.europa.eu/news/enisa-news/first-meeting-of-the-stakeholders-cybersecurity-certification-group-sccg
https://edpb.europa.eu/news/news/2020/edpb-publishes-new-register-containing-one-stop-shop-decisions_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12475-Revision-of-the-NIS-Directive
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Development Summary Date Links 

Austrian DPA: Quarterly Report The Austrian Data Protection Authority (“DPA”) has published its 

Quarterly Report. In this report, the DPA reiterated its opinion 
that the provision in the Austrian Data Protection Act which states 
that the DPA should issue a warning to a party for its first 

violation of the GDPR is not applicable as it violates the GDPR. 
The DPA is therefore not obliged to issue warnings first but may 
issue penalties in the case of “first” violations. 

14 April 2020 Link to Quarterly Report 

(in German) 

Austrian DPA: Annual Report 2019 The Austrian DPA published its annual report for 2019.  

The DPA repeated its conclusion from last year that it is severely 
understaffed. While 4,733 applications were made in 2019 
(excluding requests for legal advice and appointments of data 
protection officers), only 3,305 applications were decided upon. 
There are also still a significant amount of open applications from 

2018.  

The report also includes an overview of important decisions made 
by both the DPA and the relevant courts in Data Protection 
matters in 2019. 

29 April 2020 Link to Annual Report (in 
German) 

https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_2_2020.pdf/9ee0c0e4-c73c-436e-89ea-369027ef88a0
https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_2_2020.pdf/9ee0c0e4-c73c-436e-89ea-369027ef88a0
https://www.dsb.gv.at/at.gv.bka.liferay-app/documents/22758/115209/Datenschutzbericht_2019.pdf/f651499a-fe6d-44f2-a04a-cbd28376a57e
https://www.dsb.gv.at/at.gv.bka.liferay-app/documents/22758/115209/Datenschutzbericht_2019.pdf/f651499a-fe6d-44f2-a04a-cbd28376a57e
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Regional High Court Innsbruck: 
damage claims under the GDPR 
require a proven damage 

An organisation combined the data available to them with data 
from public sources in order to create profiles on individual 
citizens. These profiles included data on the expected political 

affiliation of those individuals. Some of these profiles were 
allegedly sold for marketing purposes. One individual, whose data 
was profiled this way, filed a court claim for compensation against 
the organisation (see our Updata edition 5). The Regional Court 
Feldkirch ruled that the organisation was obliged to pay €800 to 

this individual in compensation for the illegal processing of 

personal data. Both parties appealed against this judgment. 

The Regional High Court of Innsbruck has since denied the claim 
entirely. It ruled that whilst in principle it is possible for data 
subjects to claim immaterial damages under the GDPR, this only 
applies if the claimant can prove an immaterial damage 
amounting to the claimed sum. The mere fact that a violation of 
the GDPR occurred is not sufficient. The violation must have 

demonstrably resulted in a “minimum degree of personal 
impairment” of the injured party that went beyond mere 
“negative feelings”. As the claimant had neither explained nor 
proven such an interference, the claim was denied. 

Date of Decision: 20 
May 2020 

Published (in 

summary): 14 April 
2020 

Report on the decision in 
DPA’s quarterly report (in 
German) 

Austrian DPA: updated guidelines 
on data processing in the context 

of COVID-19 

The Austrian DPA has updated its previous guidelines on data 
processing in the context of COVID-19. In addition to the original 

guidelines (see our last Updata edition), the DPA has 
acknowledged that, under certain circumstances, employers may 
ask their employees if they have travelled to areas of risk or if 
they have had contact with infected persons. 

Mandatory temperature scanning for employees may be 
permissible, but only if there are no less intrusive means 

available to prevent the spread of infection (e.g. working 
remotely, keeping distance, protective screens, facemasks, use of 
disinfectant). 

Mandatory COVID-19 rapid tests for employees may be 
permissible if all requirements of labour law are met and if there 
has already been an infection in the company, and testing is 
required to prevent further spread of the infection. 

20 May 2020 Updated Guidelines (in 
German) 

https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_2_2020.pdf/9ee0c0e4-c73c-436e-89ea-369027ef88a0
https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_2_2020.pdf/9ee0c0e4-c73c-436e-89ea-369027ef88a0
https://www.dsb.gv.at/documents/22758/115212/Newsletter_DSB_2_2020.pdf/9ee0c0e4-c73c-436e-89ea-369027ef88a0
https://www.dsb.gv.at/documents/22758/23115/faq_zum_thema_datenschutz_und_coronavirus_covid-19_stand_20_5_2020.pdf/134da7e3-beb0-4ba3-858b-aec2c24c550f
https://www.dsb.gv.at/documents/22758/23115/faq_zum_thema_datenschutz_und_coronavirus_covid-19_stand_20_5_2020.pdf/134da7e3-beb0-4ba3-858b-aec2c24c550f
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Federal Administrative Court: data 
subject access requests must 
specify which data has been 

transferred to which recipient 

The Austrian Federal Administrative Court has ruled on the 
required extent of responses to data subject access requests 
pursuant to Article 15 GDPR.  

The court ruled that, under Article 15 (1)(c) GDPR, the controller 
not only has to specify the individual (categories of) recipients of 
data, but it must also specify which (categories of) data have 
been transferred to which recipient.  

In making this decision, the Federal Administrative Court has 
deviated from the legal opinion of the Austrian DPA. 

Date of Decision: 20 
May 2020 

Published: 9 June 

2020 

Link to Decision (in 
German) 

Federal Administrative Court – 
digital door viewers are 
permissible under the GDPR 

The Austrian Federal Administrative Court has ruled on the 
question of whether a digital door viewer violates data protection 
laws or not. A neighbour lodged a complaint with the Austrian 
DPA against the use of a digital door viewer which also monitored 
the complainant’s door. The Austrian DPA ruled that the digital 
door viewer was a violation of the provisions on video surveillance 

in the Austrian Data Protection Act. The defendant appealed to 
the Federal Administrative Court. 

The Federal Administrative Court confirmed its previous rulings 

(see our last Updata edition) that the provisions of the Austrian 
Data Protection Act on video surveillance violate the GDPR (at 
least in relation to video surveillance in a private context) and are 
therefore not applicable. 

The Federal Administrative Court ruled that under the GDPR, the 
digital door viewer was permissible pursuant to Article 6 (1)(f) 
GDPR as it was not able to store recordings and as there was no 
other more lenient measure available to achieve the legitimate 
interest of knowing who is standing outside of your door. 

Date of Decision: 20 
May 2020 

Published: 9 June 
2020 

Link to Decision (in 
German) 

 

https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20191209_W214_2221970_1_00/BVWGT_20191209_W214_2221970_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20191209_W214_2221970_1_00/BVWGT_20191209_W214_2221970_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20191218_W211_2209492_1_00/BVWGT_20191218_W211_2209492_1_00.html
https://www.ris.bka.gv.at/Dokumente/Bvwg/BVWGT_20191218_W211_2209492_1_00/BVWGT_20191218_W211_2209492_1_00.html
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Cybersecurity Review Measures 
(the “Measures”) 

(《网络安全审查办法》 

On 13 April 2020, the Cyberspace Administration of China, the 
National Development and Reform Commission, the Ministry of 
Industry and Information Technology, the Ministry of Public 

Security, the Ministry of State Security, the Ministry of Finance, 
the Ministry of Commerce, the People’s Bank of China, the State 
Administration for Market Regulation, the National Radio and 
Television Administration, the National Administration of State 

Secrets Protection and the State Cryptography Administration 
jointly published the Measures. 

Once the Measures come into force, the current Measures for 
Examining the Security of Network Products and Services (trial 
version) will be repealed. 

The Measures, which were formulated based on the State 

Security Law and Cybersecurity Law, seek to ensure the safety of 

the supply chain of critical information infrastructure, and to 
defend national security. Where the purchase of network products 
and services by an operator of critical information infrastructure 
(the “Operator”) influences or may influence state security, the 
Operator must notify the Cybersecurity Review Office, which is 
under the Cyberspace Administration of China, and a 

Published: 13 April 
2020 

Effective: 1 June 2020 

Cybersecurity Review 
Measures (Chinese 
language) 

http://www.cac.gov.cn/2020-04/27/c_1589535450769077.htm
http://www.cac.gov.cn/2020-04/27/c_1589535450769077.htm
http://www.cac.gov.cn/2020-04/27/c_1589535450769077.htm
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cybersecurity review must be conducted pursuant to the 
Measures. 

In the course of a cybersecurity review, the state security risk 
(which may be generated by the purchase of network products 

and services) will be assessed pursuant to a number of factors, 
including but not limited to the perceived risk and potential 
damage of making use of the products or services and the 
continuity of critical information infrastructure business. 

When the Operator declares a cybersecurity review, it must 
submit certain materials along with its declaration and in a 
normal case, the Cybersecurity Review Office will provide written 

notification to the relevant Operator if it considers it necessary to 
conduct a cybersecurity review against the Operator. It will 
complete a preliminary review within 30 working days upon 
receipt of the written notification. 

The relevant organisations and personnel involved in the 
cybersecurity review must keep the commercial secrets, non-

public materials and intellectual property rights submitted or 
acknowledged during the course of the review confidential, and 
must not disclose anything for any purposes other than for the 

review itself. 

GB/T 22240 –2020 Information 
Security Technology – 

Classification Guide for Classified 
Protection of Cybersecurity (the 
“New Guide”)(GB/T 22240 –2020 

《信息安全技术 – 

网络安全等级保护定级指南》) 

On 28 April 2020, the State Administration for Market Regulation 
and the Standardization Administration of the People’s Republic of 

China jointly published the New Guide. 

The New Guide is an upgraded version of the guide currently in 
force (i.e. GB/T 22240—2008), which has been in effect since 
2008. 

The New Guide provides a method and procedure for rating the 
security protection level of classified protection targets which do 

not relate to state secrets. The New Guide directs network 

operators in carrying out that rating exercise. 

Published: 28 April 
2020 

Effective: 1 November 
2020 

Information Security 
Technology – 

Classification Guide for 
Classified Protection of 
Cybersecurity (Chinese 
language) 

Civil Code of the People’s Republic 
of China (“Civil Code”) 

(《中华人民共和国民法典》) 

On 28 May 2020, the National People’s Congress published the 
Civil Code. Chapter VI of Section 4 (Personality Rights) of the 
Civil Code relates to the protection of privacy rights and personal 

Published: 28 May 
2020 

Civil Code of the People’s 
Republic of China 
(Chinese language) 

http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=63B89FFF7CC97EBBBED8A403396F0F00
http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=63B89FFF7CC97EBBBED8A403396F0F00
http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=63B89FFF7CC97EBBBED8A403396F0F00
http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=63B89FFF7CC97EBBBED8A403396F0F00
http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=63B89FFF7CC97EBBBED8A403396F0F00
http://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=63B89FFF7CC97EBBBED8A403396F0F00
http://www.chinalaw.gov.cn/Department/content/2020-06/01/592_3249871.html
http://www.chinalaw.gov.cn/Department/content/2020-06/01/592_3249871.html
http://www.chinalaw.gov.cn/Department/content/2020-06/01/592_3249871.html
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information. A summary of Chapter VI of Section of the Civil Code 
is as follows: 

− individuals enjoy the right to privacy. No organisation or 
individual may infringe on the privacy rights of others by 

means of spying, intrusion, disclosure, disclosure, etc.; 

− privacy is the tranquillity of the private life of individuals and 
private spaces, private activities, and private information that 
individuals do not wish to be known to others; 

− except as otherwise provided by law or expressly agreed by 
the right holder, no organisation or individual may infringe 
the privacy of others; 

− when dealing with personal information in situations where 
consent is given by the relevant individual or such 
information is already in the public domain, or dealing with 
such information is in the interests of the public/other 
individuals, the responsible party does not have civil liability; 

− individuals can inspect or copy their personal information 

from the ‘information processor’. If the information is found 
to be incorrect, the relevant individual has the right to raise 

objections and request corrections and other necessary 
measures. If an individual finds that an information processor 
has violated the provisions of laws and administrative 
regulations or has violated the agreement of both parties to 
process that individual’s personal information, they have the 

right to request that the information processor deletes such 
information; 

− the information processor must not disclose or tamper with 
the personal information it collects or stores; without the 
consent of the individual, it must not illegally provide such 
personal information to others, except for specific individuals 

that cannot be identified and cannot be recovered after 

processing. Information processors should use technical 
measures and other necessary measures to ensure the 
security of the personal information they collect and store, 
and to prevent information leakage, tampering, or loss. If 
personal information is leaked, altered or lost, remedial 
measures must be taken in a timely manner, the individual 

Effective: 1 January 
2021 
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must be notified and the incident should be reported to the 
relevant competent department in accordance with the 
regulations; and  

− state organisations and statutory bodies undertaking 

administrative functions (and their staff) must keep the 
privacy and personal information of individuals dealt with in 
the course of performing their duties confidential, and must 
not disclose or illegally provide it to others. 
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No GDPR claim against data 
protection supervisory authorities 
for intervention in the event of a 

data protection breach 

The Ansbach Administrative Court recently stated in a ruling that 
a data subject has no fundamental right against the data 
protection supervisory authority in relation to any action (e.g. the 

imposition of a fine) taken by the authority in case of data 
protection breach. These decisions are at the discretion of the 
authority and only in rare exceptional cases may the discretionary 
decision of the supervisory authority be challenged. 

1 April 2020 Judgment 

Necessary technical knowledge of 

a data protection officer (“DPO”) 

In its ruling, the Rostock Regional Labor Court 

(Landesarbeitsgericht Rostock) commented on the question of 
what expertise a DPO is required to have. However, the court 
stated that the necessary expert knowledge cannot be 
determined in a general way which is why there is no specific 
training or specified expert knowledge. Rather, the DPO must 
have the expertise required in each specific case, depending on 
the size of the organisational unit to be supervised, the scope of 

the data processing involved, the IT procedures used or the type 
of data involved. If the DPO only has qualifications in a specific 
area, it is sufficient if he or she can call upon the services of 
competent employees in other areas. 

1 April 2020 Judgment 

Special statutory protection 
against dismissal in favour of the 

DPO permitted 

The Federal Data Protection Act sets out in § 38 para. 2 in 
connection with § 6 para. 4 p. 2 that a DPO’s engagement can 

only be terminated if there is good cause to do so. In a labour 
court dispute, the Nurnberg Regional Labour Court 
(Landesarbeitsgericht Nurnberg) decided that this national 
German regulation is compatible with the GDPR. Although there is 
no opening clause in the GDPR which provides for the possibility 
of an extended protection of the DPO against dismissal, the 

wording of Article 38 GDPR and the interpretation of the GDPR 
suggest that a specific labour law regulation for the DPO is 
permissible, as long as the protection does not fall below that of 
the GDPR. 

1 April 2020 Judgment 

The right of access also includes 
information about the origin of 

data 

The Regional Court of Mosbach has found that the right of access 
under Article 15 GDPR also covers all means by which the 

personal data requested by the individual was collected. The 
controller must therefore inform the data subject exactly when, in 

1 April 2020 Judgment 

https://www.gesetze-bayern.de/Content/Document/Y-300-Z-BECKRS-B-2019-N-30069?hl=true&amp;AspxAutoDetectCookieSupport=1
http://www.landesrecht-mv.de/jportal/portal/page/bsmvprod.psml;jsessionid=0.jp35?showdoccase=1&doc.id=JURE200004715&st=ent
https://www.gesetze-bayern.de/(X(1)S(kuo5ajmldx5aaid5mbrlix1d))/Content/Document/Y-300-Z-BECKRS-B-2020-N-7694?hl=true&amp;AspxAutoDetectCookieSupport=1
https://openjur.de/u/2194102.html
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what form and from whom it obtained the personal data of the 
data subject. 

Admissibility of assignment of a 

claim to a medical clearing house 

A recent judgment set out that the assignment of a physician’s 

claim to a medical clearing house is in some cases permitted 
without the consent of the data subject. Until the medical clearing 
office issues the claim as its own, the data processing is based on 
a data processing agreement. Once the rights to the debt have 
been transferred to the medical clearing office, the data 

processing is justified by Article 6(1)(b) GDPR (processing for 

contractual purposes) and Article 6(1)(f) GDPR (legitimate 
interests). This is because the payment of outstanding debts is an 
obligation arising from the closed doctor’s contract. The 
assignment of the claim does not result in a change of purpose 
according to Article 6(4) GDPR. It does not require the express 
consent of the data subject. This is only necessary if the 
information transmitted is health data. In this case, however, the 

data concerned the health of a treated animal and not of its 
keeper, so it was not considered to be health data. 

1 April 2020 Judgment 

VG Mainz: a plaintiff has a claim to 

correct a discretionary decision by 
the data protection authorities 

In this case, the plaintiff wanted to defend themselves against a 

dismissed notice issued by the Data Protection Authority of the 
Rhineland Palatinate. The administrative court concluded that, 
under data protection law, the plaintiff has a right to a correct 

discretionary decision by the data protection authority, with a 
right to a certain action being allowed if there is no room for 
discretion. 

1 April 2020 Judgment 

ArbG Düsseldorf: €5,000 in 
damages for failure to disclose 

under Article 15 GDPR 

The labour court of Düsseldorf has found that an employee was 
entitled to €5,000 in damages from his former employer due to 

the employer’s failure to comply with his right of access under 
Article 15 GDPR. 

At the centre of this lawsuit was the employer’s failure to disclose 
information. The plaintiff claimed that he had suffered damages 
of more than €140,000 as a result of the failure of his former 
employer to grant him the right of access. 

The court clarified that, due to the delay, the plaintiff suffered 

non-material damages in accordance to Art 82(1) GDPR. Such 
damages can also occur if a person cannot access and control 

1 April 2020 Judgment 

https://openjur.de/u/2222327.html
http://landesrecht.rlp.de/jportal/portal/t/1cxm/page/bsrlpprod.psml?pid=Dokumentanzeige&showdoccase=1&js_peid=Trefferliste&documentnumber=2&numberofresults=1085&fromdoctodoc=yes&doc.id=MWRE200001317&doc.part=L&doc.price=0.0&doc.hl=1&doc.norm=all#focuspoint
https://openjur.de/u/2202048.html
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their personal data. Due to this delay in providing the plaintiff 
with the requested data, accompanied by the failure to disclose 
that data correctly, the plaintiff was unable to control how his 
personal data was being processed by the defendant. 

No special termination protection 
for voluntary data protection 
officers 

Under German Law, there is generally special protection for data 
protection officers against termination under § 38 Clause 2 of the 
German Federal Data Protection Act (“BDSG”) and § 6 Clause 4 
(1) BDSG. Under this protection, a data protection officer’s 

employment cannot be terminated unless an important reason 

has been identified. This protection is in place to ensure that data 
protection officers can uphold effective and undisturbed data 
protection standards. As part of a judgment by the Federal 
Employment Tribunal, the tribunal clarified that this protection 
only applies to cases where a party is required by law to have 
data protection officer (in Germany, this is required for 
businesses with 20 or more employees). This protection therefore 

does not apply if employee numbers in a business fall below this 
threshold (where having a data protection officer would be 
voluntary). 

1 April 2020 Judgment 

Data Protection Authority of 
Brandenburg imposes a €50.000 
GDPR fine for false information and 

a missing data processing contract 

In the 2019 activity report of the Data Protection Authority of 
Brandenburg, it was reported that a fine of €50.000 has been 
imposed due to false information provided and the lack of a 

written data processing contract (Page 29). 

In this case, a company used another service provider to facilitate 
the right of access under Article 15 GDPR. There was no written 
contract between the parties in accordance with Article 28(9) 
GDPR. Furthermore, as the service provider hired by the company 
was using their own logo for all the correspondence with data 

subjects, the users/data subjects could not discern who the 
processor was in this case. 

7 April 2020 Activity report 

Data Protection Authority of Lower 
Saxony publishes a statement 
regarding the transfer of COVID-19 
health data to law enforcement 

In a decree dated 31 March, the Health Offices were instructed by 
the Ministry of Health to transfer the addresses of people who 
were in quarantine and who had tested positive with COVID-19 to 
the police. The Data Protection Agency requested that the 

Ministry of Health withdraw the decree, citing that there was no 

7 April 2020 Press release 

http://juris.bundesarbeitsgericht.de/cgi-bin/rechtsprechung/document.py?Gericht=bag&amp;Art=en&amp;nr=23741
https://www.lda.brandenburg.de/media_fast/4055/TB_2019_Datenschutz.pdf
https://lfd.niedersachsen.de/startseite/allgemein/presseinformationen/erlass-zur-datenubermittlung-durch-gesundheitsamter-187289.html
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legal basis on which such a transfer of sensitive health data could 
be justified. 

Permissible storage period of a 

residual debt discharge 

In contrast to the regulations before the reform came into force, 

the GDPR does not set out any concrete, fixed retention periods. 
As a result, numerous individual cases have been brought in this 
respect. The Regional Court of Heidelberg decided that, under the 
application of the GDPR, a credit agency may store the 
circumstances of a residual debt discharge under insolvency law 

for at least three years after expiry, even if this goes against the 

express will of the data subject. The provision of the information 
is justified under both Article 6(1)(e) GDPR (public interest) and 
Article 6(1)(f) GDPR (legitimate interests). In consistent case law, 
a public interest in credit agencies has been recognised. 

11 April 2020 Judgment 

Judgment 

(both documents only 
accessible for a charge at 
present) 

Data Protection Authority of 
Baden-Württemberg issues a 

statement on data protection 
friendly communication tools 

The Data Protection Authority of Baden-Württemberg has issued 
a statement on what tools/services should be used for video and 

telephone conferences. It states that, whilst on-premises options 
are preferred for their compliance with data protection 
regulations, both open source and on-premises options for such 
services are compliant with data protection requirements. 

17 April 2020 Statement 

Video surveillance of employees to 
maintain COVID-19 distancing is 

not permitted 

An employer used video recordings of employees to check that 
the recommended safety distances of at least two metres were 

being observed in the context of the COVID-19 pandemic. These 
images were anonymised on servers located abroad using 
software. The Wesel Labor Court determined that this monitoring 
is not permissible from a data protection perspective. 

24 April 2020 Judgment 

Data Protection Authority of 

Baden-Württemberg publishes a 
statement regarding the use of the 
messaging service “Threema” 

Due to the ongoing COVID-19 crisis, schools are offering online 

learning. Unfortunately, the use of digital tools for learning has 
resulted in a lack of data protection measures being taken and 
insufficient inspections for safeguarding data. 

The Data Protection Authority of Baden Württemberg has 
welcomed the steps taken by the Ministry of Culture of Baden-
Wurttemberg, which has provided all teaching staff with free 
access to the instant messaging service “Threema Work”. The 

Data Protection Authority stated that this is a step in the right 
direction on reaching a compromise between the data protection 

29 April 2020 Press release 

https://beck-online.beck.de/Dokument?vpath=bibdata%2Fzeits%2Fzd%2F2020%2Fcont%2Fzd.2020.256.1.htm&pos=1&hlwords=on&lasthit=True
https://beck-online.beck.de/Dokument?vpath=bibdata%2Fents%2Fbeckrs%2F2019%2Fcont%2Fbeckrs.2019.9246.htm&anchor=Y-300-Z-BECKRS-B-2019-N-9246
https://www.baden-wuerttemberg.datenschutz.de/datenschutzfreundliche-technische-moeglichkeiten-der-kommunikation/
http://www.justiz.nrw.de/nrwe/arbgs/duesseldorf/arbg_wesel/j2020/2_BVGa_4_20_Beschluss_20200424.html
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2020/04/PM_Schulen-brauchen-Orientierung.pdf
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interests of all participants with and the provision of digital 
solutions at a short notice in a time of crisis. The Data Protection 
Authority also stated that Threema has the advantage of being 
compliant with data protection standards whilst remaining reliable 

and user friendly. 

Data Protection Authority of 
Baden-Württemberg provides a 
template Controller-Processor 

Agreement for data processing 

The Data Protection Authority of Baden-Württemberg has 
released a template Controller-Processor Agreement for general 
use. With the challenges faced since the GDPR entered into force 

and with the newly established administrative processes 

regarding data protection being put to the test as a result of 
COVID-19, many questions regarding the lawfulness of data 
protection have arisen, especially in the context of the processing 
of personal data by organisations based outside of Germany. As 
data protection officers require practical recommendations and it 
being the Data Protection Authority’s task to provide help in this 
regard, the Authority has decided to provide a template 

agreement, which is available in both English and German. 

29 April 2020 Template (German) 

Template (English) 

Statement (German) 

Statement (English) 

Data Protection Authority of 
Schleswig Holstein publishes a 

statement regarding data 
protection during video 
conferences 

The Data Protection Authority of Schleswig Holstein released a 
guide which sets out the most important rules and measures to 

be taken during video conferences. The guide aims to provide a 
foundation on which long term solutions can be built upon. 
Furthermore, the Data Protection Authority encourages 

organisations to add written rules/policies for the use of video 
conferencing technologies if such rules/policies are not already in 
place. 

30 April 2020 Press release 

Press release 

The Bar Association of Berlin issues 
a statement that lawyers acting as 

data protection officers will usually 
be acting as a lawyer 

The Bar Association of Berlin has set out that a lawyer acting as a 
data protection officer should be categorised as practising as a 

lawyer provided that, at the same time, the data protection 
officer is acting as a lawyer for the client. This is in response to a 
judgment by the BGH where an internal data protection officer 

post was taken up by an inhouse lawyer. Due to the complexity of 
data protection law, the requirements for a data protection officer 
can overlap with the tasks and expertise provided by an inhouse 
lawyer, hence undertaking the work of a data protection officer 

would greatly coincide with the work of an inhouse lawyer. 
German law does not differentiate between inhouse lawyers and 
external lawyers, and therefore acting as a data protection officer 

8 May 2020 Statement 

https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2020/04/200429_AVV-Muster_DE.pdf
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2020/05/200528_AVV-version_EN.pdf
https://www.baden-wuerttemberg.datenschutz.de/datenschutz-in-zeiten-der-krise-handreichungen-des-lfdi-helfen-bei-auftragsverarbeitung-innerhalb-der-eu-und-des-ewr/
https://www.baden-wuerttemberg.datenschutz.de/wp-content/uploads/2020/05/PM_Auftragsverarbeitung_EU_EWR_EN1.pdf
https://www.datenschutzzentrum.de/artikel/1329-Ploetzlich-Videokonferenz-und-der-Datenschutz-Die-Landesbeauftragte-fuer-Datenschutz-Schleswig-Holstein-informiert.html
https://www.datenschutzzentrum.de/uploads/it/ULD-Ploetzlich-Videokonferenzen.pdf
https://www.rak-berlin.de/kammerton/ausgaben/ausgabe/ausgabe-06-07-2019/rechtsanwalt-als-datenschutzbeauftragter-ist-grundsaetzlich-anwaltlich-taetig/
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for a client can fall under the mandate of a lawyer, and fall under 
their normal tasks as a lawyer. 

Use of Google Analytics in 

compliance with the GDPR 

The Data Protection Conference published a decision regarding 

the use of Google Analytics in accordance with data protection 
regulations. The supervisory authorities stated that, taking into 
account the current case law of the European Court of Justice, 
Google and Google Analytics users are joint controllers for data 
processing, and therefore the requirements of Article 26 GDPR 

must be observed. 

As a rule, only the effective consent of website visitors in 
accordance with Article 6(1)(a) and Article 7 GDPR can be 
considered as a legal basis. In addition as a rule, the use of 
Google Analytics cannot be based on Article 6(1)(b) GDPR, as the 
use of Google Analytics is not necessary for the fulfilment of any 
contract between website operator and user. Nor can Article 
6(1)(f) GDPR be relied upon as a rule, as no legitimate interests 

of the user prevail. Instead, the interests, fundamental rights and 
freedoms of the data subject must be given greater weight. 

12 May 2020 Decision of Data 

Protection Conference 

No breach of data protection when 
using a judge’s private 
videoconferencing software during 
oral proceedings 

The Berlin Superior Court of Justice recently decided that judges 
are allowed to use private video conferencing software during oral 
proceedings. This gives rise to numerous data protection 
problems, which were dismissed in the decision as being merely 

“insignificant”. 

12 May 2020 Judgment 

Admissibility of services like 
StreetView from a data protection 
perspective 

The Data Protection Conference published a decision on the 
admissibility of services such as StreetView. In this respect, 
Article 6(1)(f) GDPR (legitimate interests) can be considered as 
the legal basis. However, only personal data that is absolutely 

necessary to achieve this purpose may be published, and features 
that enable a person to be identified, in particular faces and 

vehicle registration numbers, must be made unrecognisable. This 
follows from Article 5(1)(c) GDPR (principle of data minimisation). 
It must also be possible to file a request for obliteration under 
Article 17(1) GDPR and an objection under Article 21 GDPR both 
online and by post. Express reference must be made to these 

rights. 

12 May 2020 Decision of Data 
Protection Conference 

https://www.datenschutzkonferenz-online.de/media/dskb/20200526_beschluss_hinweise_zum_einsatz_von_google_analytics.pdf
https://www.datenschutzkonferenz-online.de/media/dskb/20200526_beschluss_hinweise_zum_einsatz_von_google_analytics.pdf
http://www.gerichtsentscheidungen.berlin-brandenburg.de/jportal/portal/t/279b/bs/10/page/sammlung.psml?pid=Dokumentanzeige&showdoccase=1&js_peid=Trefferliste&documentnumber=1&numberofresults=1&fromdoctodoc=yes&doc.id=KORE216772020&doc.part=L&doc.price=0.0#focuspoint
https://www.datenschutzkonferenz-online.de/media/dskb/20200526_beschluss_vorabwidersprueche_bei_streetview_und_vergleichbaren_diensten.pdf
https://www.datenschutzkonferenz-online.de/media/dskb/20200526_beschluss_vorabwidersprueche_bei_streetview_und_vergleichbaren_diensten.pdf
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Data Protection Authority of Hesse 
issues a statement regarding the 
form of data processing contracts 

In the 48th activity report on data protection and 2nd activity 
report on the freedom of information, the Data Protection 
Authority of Hesse issued a statement regarding the form of data 

processing contracts (Page 14). In accordance with Article 28(9) 
GDPR, such a contract must be in writing, which includes in 
electronic form. The question that arises is what falls under this 
wording, especially compared to § 126 Section 1 BGB, which uses 
the same wording. Keeping in mind the purpose of Article 28(9) 

GDPR, which is to ensure that all parties can check the 

information and content of said contract, the Data Protection 
Authority has stated that, in accordance to EU law, such a 
contract does not have to be signed by hand as required under § 
126 Section 1 BGB, and instead § 126 b BGB is applicable in this 
regard. 

15 May 2020 Activity report 

Data Protection Authority of North 

Rhine-Westphalia issues a 
statement on video conferences 

The Data Protection Authority of North Rhine-Westphalia has 

released a statement on video conferences. In the statement, 
they provide information regarding the differences between such 
services (with both online and on-premises options being 
showcased) as well as listing the risks and features to keep in 
mind in order to remain compliant with data protection law. 

Furthermore, it provides concrete tips regarding the most used 
service providers and their products for video conference tools. 

15 May 2020 Press release 

Data Protection Authority of 
Bavaria issues a paper on the best 
practises for data protection when 
working from home 

The Data Protection Authority of Bavaria has published a paper 
regarding best practice to ensure compliance with data protection 
whilst working from home. The paper aims to give clarity and 
guidelines for both businesses and self-employed people alike, so 
they can comply with data protection requirements during the 

pandemic. 

18 May 2020 Best practice 

Data Protection Authority of Berlin 

issues a statement on how to carry 
out video conferences during social 
distancing  

The Data Protection Authority of Berlin has released a set of 

guidelines on how to carry out video conferences during social 
distancing. The guidelines provide advice and a checklist on what 
to consider when searching for a video conference 
provider/service, whilst keeping in mind compliance with the 

GDPR and explaining the risks attached to video conferences. 

22 May 2020 Checklist 

Guideline 

https://datenschutz.hessen.de/sites/datenschutz.hessen.de/files/2019_48_TB.pdf
https://www.ldi.nrw.de/mainmenu_Aktuelles/Inhalt/Schule_-Videokonferenzsysteme-und-Messenger-Dienste-waehrend-der-Corona-Pandemie/LDI-NRW---Videokonferenzsysteme-18_05_2020.pdf
https://www.lda.bayern.de/media/best_practise_homeoffice_baylda.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/orientierungshilfen/2020-BlnBDI-Checkliste_Videokonferenzen.pdf
https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/orientierungshilfen/2020-BlnBDI-Empfehlungen_Videokonferenzsysteme.pdf
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Data Protection Authority of North 
Rhine-Westphalia issues a 
statement on short term work and 

data protection officers 

The Data Protection Authority of North Rhine-Westphalia has 
issued a statement on short term work regarding data protection 
officers. Due to new questions arising from people working at 

home, data protection officers are even more essential than 
before, providing valuable counsel in relation to data protection 
issues and checking that everything remains compliant with data 
protection laws during home working. More importantly, 
businesses should enable their data protection officer to fulfil their 

duties under Article 39 GDPR in accordance to Article 38(2) 

GDPR. This is also applicable if short term work has been 
introduced at the organisation. Despite the fact that fewer people 
than usual might be working with access to personal data during 
short term work (with the amount of people falling under the 
normal threshold where a data protection officer is required), 
since § 38 Section 1 BDSG is linked to the number of employees 
who on a long term basis are in contact with such data, a data 

protection officer is still necessary in these cases if, based on a 
prediction, the number of employees working with personal data 
over a longer period of time is over 20. 

Furthermore, whilst there might be a requirement to reduce the 

working hours of a data protection officer on a case to case basis, 
any reduction has to be mindful of the duties they have to 
perform which still have to be upheld over this time of crisis. 

27 May 2020 Statement 

Permitted use of cookies The Federal Court of Justice has clarified that a pre-set checkbox 
(opt-out) which allows consent to set analysis cookies that 
monitor the online behaviour of the data subject is not 
permissible under the GDPR. Rather, the user must provide active 
consent in the form of a clear confirmation action (opt-in). 

28 May 2020 Press statement of court 

The Data Protection Authority of 
Saarland issues a statement on the 

measures against the COVID-19 
pandemic and the mandatory 
processing of customer data 

In accordance with the Regulation from 15 May 2020, the State 
of Saarland has created a framework to gather and save 

customer data through restaurant businesses to combat the 
spread of COVID-19. This Regulation was extended to operators 
of cinemas, theatres, opera, and concert venues on 1 June 2020. 
In accordance to this Regulation, the operators of these ventures 

must save names, addresses, and contact details of visitors from 
each household and their arrival times. This data must be stored 
for one month. How this data is collected is left to the operator’s 

3 June 2020 Statement 

https://www.ldi.nrw.de/mainmenu_Aktuelles/Inhalt/DSB-Kurzarbeit/Kurzarbeit-_-ohne-Datenschutzbeauftragte-geht-es-nicht.html
https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2020/2020067.html?nn=10690868
https://www.datenschutz.de/verordnung-zur-bekaempfung-der-corona-pandemie-vom-15-mai-2020-und-verpflichtende-kundendatenverarbeitung-fuer-gastronomen/
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discretion. If the data is requested by a Public Health Office, it 
must be sent in a secure way (post, fax, or e-mail with end-to-
end encryption). After a month, the data must be deleted in 
accordance with data protection law. The statement also includes 

information regarding the prohibition against using the data for 
other means (i.e. advertising) and the measures that must be 
taken to make it compliant with data protection law. 

Federal Commissioner for Data 

Protection and Freedom of 

Information publishes position 
paper on the anonymisation of data 
under the GDPR 

On 29 June 2020, the Federal Commissioner for Data Protection 

and Freedom of Information published a position paper on 

anonymisation of data under the GDPR, with special reference to 
the telecommunications sector. The paper was drawn up after the 
authority had carried out its first public consultation procedure. 

The position paper outlines the current legal framework for 
anonymisation. In particular, it discusses the justification need for 
anonymisation of personal data and the legal basis for 
anonymisation. The position paper is intended to provide 

guidance to controllers in evaluating their anonymisation 
practices under data protection law. 

29 June 2020 Position Paper 

 

https://www.bfdi.bund.de/DE/Infothek/Transparenz/Konsultationsverfahren/01_Konsulation-Anonymisierung-TK/Positionspapier-Anonymisierung-DSGVO-TKG.html;jsessionid=98956185AA5E8C5EFEC97BA79EF3590C.2_cid506?nn=5216976
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Privacy Commissioner for Personal 
Data (“PCPD”) issues guidelines on 

privacy issues arising from COVID-
19 

The PCPD has issued a number of guidelines on a range of 
privacy issues arising from COVID-19, including: 

− guidelines on children’s privacy in relation to online learning; 
and  

− guidelines for employers and employees on collection of 
personal health data and remote office arrangements. 

2 April 2020 Guidelines on children’s 
privacy 

Guidelines for employers 
and employees 

https://www.pcpd.org.hk/english/media/media_statements/press_20200402.html
https://www.pcpd.org.hk/english/media/media_statements/press_20200402.html
https://www.pcpd.org.hk/english/media/media_statements/press_20200330.html
https://www.pcpd.org.hk/english/media/media_statements/press_20200330.html
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Securities and Futures Commission 
(“SFC”) issues guidelines on 
management of cybersecurity risks 
associated with remote office 
arrangements 

In light of the increased use of remote office arrangements, the 
SFC issued a circular to remind licensed corporations to assess 
their operational capabilities and implement measures to manage 
the cybersecurity risks associated with these arrangements. 
Examples of security measures recommended by the SFC include: 

− implementing robust Virtual Private Network (“VPN”) 
software, which provides strong encryption and two or more 
layers of protection; 

− assessing the security features of video conferencing 
platforms before use, and requiring participant registration 
for attendance in video conferences; 

− enhancing existing information technology infrastructures, 
software and hardware to support remote office 
arrangements; 

− implementing surveillance mechanisms to detect 
unauthorised access to internal networks; and 

− providing cybersecurity training and alerts to all internal 

system users and clients. 

29 April 2020 Circular 

PCPD responds to the conviction of 
a telecommunications company for 
direct marketing offences 

The PCPD received a complaint from a customer of a 
telecommunications company (the “Company”) in 2018. The 
complainant had received multiple direct marketing calls from the 
Company despite having opted out of the use of his personal data 
in direct marketing. The PCPD referred the case to the Police for 
follow-up actions. The Company was charged with offences for 

using the personal data of a data subject in direct marketing 
without obtaining the data subject’s consent under section 35E(1) 
of the Personal Data (Privacy) Ordinance (“PDPO”), and for 
failing to comply with the requirement from a data subject to 
cease to use his personal data in direct marketing under section 

35G(3) of the PDPO. The Company pleaded guilty to the charges 
and was fined HK$12,000 in total. 

The PCPD commented that the case has demonstrated the 
importance of developing and implementing relevant privacy 

policies and procedures, as well as providing proper training to 

25 May 2020 Media Statement 

https://www.sfc.hk/edistributionWeb/gateway/EN/circular/intermediaries/supervision/openFile?refNo=20EC37
https://www.pcpd.org.hk/english/media/media_statements/press_20200525.html
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employees handling customer personal data, and reminded 
organisations not to ignore customers’ opt-out requests. 

PCPD condemns and provides 
legislative updates on doxxing 

The PCPD noted that Government officials, Legislative Council 
(“LegCo”) security personnel, teachers, students and their family 
members have been doxxed. The PCPD initiated online patrols 
and investigation, urged the doxxers to stop the criminal acts 
immediately and requested that social media platforms take down 
the doxxing postings without delay. 

The PCPD stressed that it is an offence under section 64(2) of the 
PDPO to disclose any personal data of a data subject which was 
obtained from a data user without his/her consent (including data 
obtained from the public domain) causing psychological harm to 

the data subject. Given the prevalence of doxxing, the PCPD has 
proposed amendments to the PDPO for, among other things, the 
prohibition of doxxing activities, as explained in the discussion 
paper released by the LegCo Panel on Constitutional Affairs on 13 
January 2020. The PCPD is currently working on the legislative 
amendments in detail with the Government. 

26 May 2020 Media statement 

Media statement 

Media statement 

Discussion Paper 

PCPD responds to privacy issues in 

relation to the Government’s Cash 
Payout Scheme (“Scheme”) 

Under the Scheme, eligible persons who have a local Hong Kong 

dollar bank account with any of the participating retail banks may 
receive a one-off monetary subsidy from the Government. 
Electronic registration through the participating banks is 

recommended. 

Noting that some participating banks have offered incentives to 

attract customers to register for the Scheme through the banks, 
the PCPD reminded the banks to comply with the requirements 
under the PDPO. For example, the purpose of the collection of 
(non-excessive) personal data from customers should be directly 
related to the banks’ services and assistance in registering for the 
Scheme. In addition, voluntary and explicit consent of customers 

must be obtained in advance. 

9 June 2020 Media statement 

PCPD revises guidance on election 
activities in relation to personal 
data 

In advance of the upcoming LegCo election in September 2020 
and various data leakage incidents related to elections in recent 
years, the PCPD issued the revised Guidance Note on Election 

Activities for Candidates, Government Departments, Public 
Opinion Research Organisations and Members of the Public, 
reminding all stakeholders to comply with the PDPO when 

18 June 2020 Guidance Note (Chinese 
version only) 

https://www.pcpd.org.hk/english/media/media_statements/press_20200525b.html
https://www.pcpd.org.hk/english/media/media_statements/press_20200519.html
https://www.pcpd.org.hk/english/media/media_statements/press_20200510.html
https://www.legco.gov.hk/yr19-20/english/panels/ca/papers/ca20200120cb2-512-3-e.pdf
https://www.pcpd.org.hk/english/media/media_statements/press_20200608.html
https://www.pcpd.org.hk/tc_chi/resources_centre/publications/files/electioneering_cn.pdf
https://www.pcpd.org.hk/tc_chi/resources_centre/publications/files/electioneering_cn.pdf
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carrying out election activities and to provide the public with 
advice on personal data protection in this regard. 

In particular, the revised Guidance Notes suggest relevant 
Government departments should adopt data security measures to 
properly record and transmit election documents and to protect 
the voluminous and sensitive personal data of electors against 
unauthorised or accidental access. 
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Statement of the NADP No. 
NAIH/2020/4077 on obtaining 
copies of camera recordings 

The right to obtain a copy of camera recording, which provides 
effective access to the personal data of the data subject, has 
been defined as a part of the right of access under Article 15(3) 

GDPR. The Authority stated “the GDPR does not impose any 
additional requirements for the exercise of the right to obtain a 
copy and may be exercised unconditionally”. Accordingly, the 
data subject “shall not be required to prove a legitimate interest 

in the release of the copy or to state the reasons for which he 
intends to exercise that right”. 

In view of the above, a request for a copy may be refused only in 
cases under Article 12(5) GDPR, i.e. where the data subject’s 
request is manifestly unfounded or excessive, in particular 
because of its repetitive nature. 

The burden of proving that the request is manifestly unfounded or 

excessive is on the controller. 

However, Article 15(4) stipulates that the right to request a copy 
may not adversely affect the rights and freedoms of others. 
Accordingly, as the Authority points out, it is important that the 
controller cannot rely on the fact that others appear on the 
recording as a reason for rejecting the request, but it is obliged to 

perform ‘masking’ on the camera recording and make the 

14 May 2020 Statement (Hungarian 
language only) 

https://naih.hu/files/Adatved_allasfoglalas_NAIH-2020-4077.pdf
https://naih.hu/files/Adatved_allasfoglalas_NAIH-2020-4077.pdf
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recording available to the data subject in accordance with the 
GDPR. 

Statement of the NADP no. 

NAIH/2020/4078 on the privacy 
requirements for the use of web 
cameras 

The Authority has stated that “where the controller also discloses 

images of identified or identifiable natural persons, the provisions 
of the GDPR shall apply to its activities”. If an identified or 
identifiable person is not included in the images, the rules of the 
GDPR do not apply, as set out in recital (26). 

With regard to live public CCTV cameras, the Authority has 
highlighted general requirements that camera operators take 

appropriate measures to ensure that live webcam images do not 
contain personal data, meaning a natural person should not be 
identifiable during the recording. In this regard, the Authority has 
instructed controllers to develop solutions that do not allow 
webcams to continuously transmit live images but to capture and 
publish only a few frames per minute. It is also acceptable to 
install a webcam that does not transmit high-resolution, sharp, 

high-quality footage. 

The camera should be set so that the area of a privately owned 
property that is closed to public areas cannot be seen, meaning it 

should not show areas that passers-by would not otherwise see 
when passing the street. 

Detailed and clear information on the circumstances of the 
camera surveillance (including the fact that no personal data will 

be processed) must be provided. The information must be placed 
at least near the camera and must include a contact point 
through which those concerned may contact the camera operator. 

14 May 2020 Statement (Hungarian 

language only) 

Resolution of the NADP No. 
NAIH/2020/1160 on the 

deficiencies of databases involved 
in the personal data breach related 

to purpose limitation, storage 
limitation and security of personal 
data 

A fine of HUF 100,000,000 (approximately €290,000) was 
imposed on a Hungarian telecommunication company. 

A vulnerability making it possible to access databases containing 

personal data through the website of the controller was 
discovered by a hacker. The hacker reported to the controller that 
it had not applied adequate data security measures to protect its 
users’ data. The controller reported this personal data breach, 
which initiated the investigation of the Authority. The NADP 
concluded that the failure to apply encryption to the database 

increased the risk to the personal data affected. The infringement 

18 May 2020 Full NADP resolution 
(Hungarian language 

only) 

https://naih.hu/files/Adatved_allasfoglalas_NAIH-2020-4078.pdf
https://naih.hu/files/Adatved_allasfoglalas_NAIH-2020-4078.pdf
https://naih.hu/files/NAIH-2020-1160-10-hatarozat.pdf
https://naih.hu/files/NAIH-2020-1160-10-hatarozat.pdf
https://naih.hu/files/NAIH-2020-1160-10-hatarozat.pdf
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of the principles of purpose limitation and storage limitation was 
also established since a test database created for troubleshooting 
reasons had not been deleted after the completion of the 
troubleshooting. 

Resolution of the NADP No. 
NAIH/2020/34 on the access to 
work e-mails of a former employee 

A controller rejected a former employee’s right of access to their 
archived e-mail account. The Authority accepted that full access 
to the account was not justified but as the private use of the e-
mail account had been possible, the data subject should have 

received access to the private e-mails. The controller failed to 

provide sufficient information to the data subject when the data 
subject’s request was rejected, and this hindered the exercise of 
the rights of the data subject. 

8 June 2020 Full NADP resolution 
(Hungarian language 
only) 

 

 
 

https://naih.hu/files/NAIH-2020-34-3-hatarozat.pdf
https://naih.hu/files/NAIH-2020-34-3-hatarozat.pdf
https://naih.hu/files/NAIH-2020-34-3-hatarozat.pdf
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DPC publishes blog on data 
protection tips for video 
conferencing 

In this blog post the DPC recognised the concerns raised in 
relation to using video conferencing technologies in a way that is 
safe and secure, and ensures an adequate standard of data 

protection. The DPC provides tips for both organisations and 
individuals on how to use these technologies in a safe and secure 
manner in order to avoid potential data breaches. 

3 April 2020 DPC Guidance 

DPC publishes report on the use of 
cookies and tracking technologies 

The DPC released a report following a sweep survey conducted 
between August 2019 and December 2019. The report was based 
on an examination of the use of cookies and similar technologies 
on a selection of popular websites across a range of sectors, 
including media and publishing, retail, restaurants and food 
ordering services, insurance, sport and leisure and the public 

sector. The purpose of the survey was to examine the 
deployment of such technologies and to establish whether 

organisations are complying with the law and how they 
demonstrate compliance. 

Published: 3 April 
2020 

Revised: 15 April 
2020 

DPC Guidance 

DPC publishes blog on tips for 
avoiding data breaches 

The DPC acknowledged that there are various different working 
environments due to COVID-19. In this blog post the DPC 

provides guidance for avoiding data breaches and for keeping 
personal data safe. These tips include using complex passwords 

1 May 2020 DPC Guidance 

https://www.dataprotection.ie/en/news-media/blogs/data-protection-tips-video-conferencing
https://www.dataprotection.ie/en/news-media/publications/report-dpc-use-cookies-and-other-tracking-technologies
https://www.dataprotection.ie/en/news-media/blogs/tips-avoiding-data-breaches
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that are different on all platforms and using a password manager 
to assist with this process. 

DPC releases podcast: “Deep Dive 

into the DPC’s Cookie Sweep” 

In this podcast, the DPC refers to Regulations 5(3), 5(4) and 5(5) 

of S.I. 336/2011, referring to how electronic communication 
networks store information. 

1 May 2020 DPC Guidance 

DPC publishes blog in respect of 
data breaches and e-mail 

correspondence 

The DPC acknowledged that while e-mail is a valued and effective 
communication tool, it can also be a source of data breaches. In 

the blog post, the DPC provides guidance on some common data 

breaches via e-mail and recommendations for overcoming these 
breaches, such as ensuring the appropriate recipient has been 
selected before sending an e-mail. 

14 May 2020 DPC Guidance 

DPC publishes a two year 
Regulatory Activities report under 
the GDPR 

The DPC has published a two year Regulatory Activities report 
under the GDPR to assess the range of regulatory tasks over the 
period 25 May 2018 to 25 May 2020. 

23 June 2020 DPC Guidance 

DPC publishes a report on the data 
protection implications of the 
“Return to Work Safely Protocol” 

The DPC has published a report on the data protection 
implications of the “Return to Work Safely Protocol” (the Protocol) 
in order to assist employers on the implementation of the 

recommendations set out in the Protocol in a manner that 
complies with their obligations as controllers under data 

protection legislation. 

26 June 2020 DPC Guidance 

 

https://www.dataprotection.ie/en/news-media/podcasts/deep-dive-dpcs-cookie-sweep-podcast
https://www.dataprotection.ie/en/news-media/blogs/return-sender-data-breaches-and-email-correspondence
https://www.dataprotection.ie/en/news-media/dpc-ireland-2018-2020-regulatory-activity-under-gdpr
https://www.dataprotection.ie/en/news-media/data-protection-implications-return-work-safely-protocol
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Protocol signed on 14 March 2020 
and updated on 24 April 2020, 

regulating measures to contrast 

and contain the COVID-19 
outbreak at workplaces 

A protocol signed on 14 March 2020 and updated on 24 April 
2020 (the “Protocol”), regulating measures to contrast and 

contain the COVID-19 outbreak at workplaces was executed by 

Italian Ministries and social parties and sets out data protection 
regulations relating to entrance into undertakings’ premises 
(including regarding temperature check and questionnaires 
relating to COVID-19). This Protocol was made legally binding by 
annexing it to the emergency measures issued by the Italian 

Government. Currently, this Protocol is annex 12 of the Prime 
Ministerial Decree of 11 June 2020 (in force until 14 July 2020). 

24 April 2020 Prime Ministerial Decree 
of 11 June 2020, to which 

the Protocol is currently 

annexed (only available 
in Italian language) 

IDPA’s information note on 
ransomwares 

The Italian Data Protection Authority (“IDPA”) made available an 
information note on ransomwares and how they work, 
recommending users to remain vigilant.  

28 April 2020 IDPA’s information web 
page (only available in 
Italian language) 

IDPA’s opinion on draft law 
regulating a contact tracing app in 
the context of COVID-19 outbreak 

The IDPA was requested by the Italian Presidency of the Council 
of Ministers to issue an opinion on a draft law regulating a contact 
tracing app in the context of COVID-19 outbreak. The IDPA 
recalled EDPB’s “guidelines on the processing of health data for 
research purposes in the context of the COVID-19 outbreak” and 
“guidelines on geolocation and other tracing tools in the context 

of the COVID-19 outbreak” and analysed the draft submitted. The 

29 April 2020 IDPA’s opinion (only 
available in Italian 
language) 

https://www.gazzettaufficiale.it/eli/id/2020/06/11/20A03194/sg
https://www.gazzettaufficiale.it/eli/id/2020/06/11/20A03194/sg
https://www.gazzettaufficiale.it/eli/id/2020/06/11/20A03194/sg
https://www.gazzettaufficiale.it/eli/id/2020/06/11/20A03194/sg
https://www.gazzettaufficiale.it/eli/id/2020/06/11/20A03194/sg
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9299858
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9299858
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9299858
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9328050
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9328050
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9328050


 

Updata Edition 8 – April to June 2020 | Italy 47 

Italy 

Development Summary Date Links 

IDPA issued an opinion in favour of the draft submitted, but made 
some suggestions for amendments and integrations. 

IDPA’s FAQs on COVID-19 On 4 May 2020 the IDPA issued FAQs on COVID-19, addressing 

schools, employers, health care, research, local authorities and 
providing clarification and guidance for public and private bodies. 

IDPA dealt with issues such as temperature checking of 
employees by their employers and the management of clinical 

trials during the COVID-19 outbreak. 

The section of the FAQs regarding data processing by public and 

private employers in the context of the health emergency was 
integrated on 14 May 2020 with clarifications on serological tests 
for employees and on the conditions to perform such tests. 

4 May 2020 IDPA’s FAQs  

IDPA’s Newsletter n. 465 of 21 May 
2020 

The IDPA has published its newsletter 465 of 21 May 2020 (the 
“Newsletter”), which highlighted the following issues: 

1. The IDPA issued a positive opinion on the draft decree 

providing technical and operational rules for the 
implementation of judicial proceedings before administrative 

courts using electronic means. The IDPA took into account 
the decisions due to the emergency status, but made some 
suggestions and advocated that after the end of the COVID-
19 outbreak, the Italian administrative courts implement a 
dedicated and proprietary platform (or at least, under their 

control) for the management of judicial proceedings. 

2. The IDPA issued an opinion addressing the Italian Agency for 
the Digital (“AGID”) stating that AGID needs to amend its 
draft “guidelines for the drafting of a cessation plan of 
retention services”, issued for the implementation of relevant 
provisions of the Italian Digital Administration Code. The 

concerned draft guidelines identify technical rules for 

digitalised documents retention service providers, to draft an 
appropriate plan for data migration avoiding information 
losses, both in cases of cessation of the services and of loss 
of the provider’s required accreditation with AGID. The IDPA 
asked AGID for some amendments of its draft guidelines to 
ensure better protection of personal data. These 

amendments include those regarding privacy roles, 

21 May 2020 IDPA’s Newsletter 465 of 
21 May 2020 (available in 
the Italian language only) 

IDPA’s opinion on the 
draft decree providing 

technical and operational 
rules for the 
implementation of the 
judicial proceeding before 
administrative courts with 

electronic means (made 
available with IDPA’s 
Newsletter 465 of 21 May 
2020 and only available 
in Italian language) 

IDPA’s opinion addressing 

AGID’s draft “guidelines 

for the drafting of a 
cessation plan of 
retention services” (made 
available with IDPA’s 
Newsletter 465 of 21 May 

https://www.garanteprivacy.it/temi/coronavirus/faq#lavoro7
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347225
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347225
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347225
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347280
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
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involvement of data protection officers and the performance 
of risk analysis. 

3. The IDPA issued an opinion on the privacy role of the 
monitoring body under the Italian Legislative Decree 

231/2001 on corporate criminal liability. The IDPA clarified 
that the monitoring body needs to be considered as part of 
the organisation of the undertaking, and the relevant 
members must be qualified as persons acting under the 
controller’s authority under Article 29 GDPR and need to be 

appropriately instructed regarding the processing activities 
they can perform. The IDPA’s opinion on the privacy role of 

the monitoring body under the Italian Legislative Decree 
231/2001 is without prejudice to the potentially different 
privacy qualification of the same monitoring body if it is 
made an addressee of reports according to a whistleblowing 
scheme. 

2020 and only available 
in Italian language) 

IDPA’s opinion on the 
privacy role of the 

monitoring body under 
the Italian Legislative 
Decree 231/2001 (made 
available with IDPA’s 
Newsletter 465 of 21 May 

2020 and only available 
in Italian language) 

IDPA’s annual report for the year 
2019 

The IDPA made its annual report for the year 2019 
(“Relazione annuale”) available along with a press release. The 
IDPA recalled all its activities during the previous year and made 
reference to its measures, opinions and training initiatives, in the 

context of a changing legal framework and with a focus on 
collaboration with other Italian public authorities and with 
supervisory authorities of other countries. The report is divided 

into various sections, relating to different sectors of activity (e.g. 
public and private employment, health and scientific research, 
litigation and statistics of the IDPA’s activities). 

23 June 2020 IDPA’s annual report for 
the year 2019 (only 
available in the Italian 
language; only the 

report’s foreword is both 
in Italian and English)  

https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347287
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9347842
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9427952
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9427952
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9427952
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9427952
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9427952
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9427952
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Public Consultation Paper (“PCP”) 
No.1/2020 – Proposed 
Amendments to the Personal Data 
Protection Act 2010 (“PDPA”) 

The Personal Data Protection Commissioner of the Ministry of 
Communications and Multimedia Malaysia (“MCMM”) released a 
public consultation paper that outlined the proposed amendments 
to the PDPA to seek public views and comments on them. The 
PCP includes 22 proposed amendments, such as plans to: 

− impose direct obligations on processors; 

− issue a right to data portability; 

− require data users to appoint a data protection officer and to 

release guidelines on the appointment and role of the data 
protection officer; 

− introduce mandatory breach notification obligations on data 
users and to issue guidelines on the method of data breach 

incident reporting; 

− provide clarity on the subject matter of consent and to 
restructure Section 6 (General Principle) of the PDPA; 

− extend the PDPA to non-commercial transactions; and 

− require data users to establish a ‘Do Not Call Registry’, which 
allows data subjects to opt-out from receiving unrequested 

direct marketing materials. 

The proposed amendments aim to strengthen the protection of 
personal data in Malaysia and ensure that the PDPA is to a certain 
extent synchronised with the digital economy as well as 
technology and social developments. The public had until 
10 March 2020 to submit their views and comments on the 
proposed amendments. However, there are currently no further 

14 February 2020 Public Consultation Paper 
No.1/2020 

https://www.pdp.gov.my/jpdpv2/assets/2020/02/Public-Consultation-Paper-on-Review-of-Act-709_V4.pdf
https://www.pdp.gov.my/jpdpv2/assets/2020/02/Public-Consultation-Paper-on-Review-of-Act-709_V4.pdf
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updates on the PCP or implementation of the proposed 
amendments. 

CyberSecurity Malaysia’s 

recommendations on steps to avoid 
online scams 

CyberSecurity Malaysia, an agency under the Malaysian 

Communications and Multimedia Commission (“MCMC”), released 
its recommendations on how to avoid online scams (the 
“Infographic”). 

The Infographic follows the Movement Control Order (“MCO”) 

declared by the Prime Minister’s Office, which aims to control the 
spread of COVID-19 and was in place from 18 March 2020 to 

4 May 2020.  

As a result of the MCO, many Malaysians are relying on online 
platforms to carry out their daily activities such as work, online 
classes, and shopping. Therefore, with the increase of usage and 
reliance on online platforms, the Infographic aims to recommend 
measures to be taken by the general public to mitigate the risks 
of becoming a victim of online scams.  

The measures recommended by CyberSecurity Malaysia 
encourage the public: 

− to check the authenticity of the COVID-19 information 
received via e-mails and/or text messages; 

− not to share any personal information/financial data via e-
mails and/or text messages; 

− not to respond to requests for confidential/personal 

information via e-mails and/or text messages from 
unidentified users; 

− not to download links from e-mails and/or text messages 
from unknown users; 

− to refer only to trusted sources, Government-approved 

websites and channels to determine latest information on 

COVID-19; and 

− to install and update antivirus software to the latest database 
settings on ICT devices.  

14 February 2020 The Infographic 

https://www.cybersecurity.my/properties_v3/images/infographic/1-scam-bi.jpeg
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The Infographic further provides the public with various channels 
to report incidents of cybersecurity breaches, including a 24-hour 
hotline and a “Cyber999” application. 

National Cyber Security Agency 
(“NACSA”) – announcement on 
fraudulent website claiming to be 
from the Malaysian Prime Minister 

The National Cyber Security Agency (“NACSA”) and the National 
Security Council (“NSC”), through the National Cyber 
Coordination and Command Centre (“NC4”), announced that 
there was a malicious mobile application and a fraudulent website 
which claimed to be from the Prime Minister of Malaysia for the 

purposes of the COVID-19 aid programme. 

The malicious application was apparently being used to trick 
victims into submitting their bank details, which would then be 
uploaded to a different website. It apparently also had the 
capability of reading text messages, which might be used to steal 
victims’ online banking credentials and transaction authorisation 
codes (“TAC”) for internet banking. 

The public was reminded to not access or install any suspicious 

links or applications that were not in the Google Play Store or the 
Manufacturer’s Application Stores such as the Apple App Store. 

The public was also advised to carry out the actions suggested, 
such as refraining from clicking on any links from unsolicited text 
messages and not to download the application. It was advised 
that the public should also ensure that applications were only 
downloaded from the official Google Play Store or Manufacturers’ 

Application Store. 

NACSA had also set out that any official short messaging service 
(“SMS”) sent by the Malaysian National Security Council 
(“MNSC”) on COVID-19 will be automatically tagged as “MKN” 
(acronym for Majlis Keselamatan Negara in the Malay language) 
and it did not provide any number for reply. It was also informed 

that any official information and advisory regarding COVID-19 will 

be distributed only on MNSC’s official social media accounts and 
website. 

2 April 2020 The Announcement 

Malaysian work from home 
requirements impact internet 
speeds 

The MCMC released a media statement stating that it has 
observed that the demand for bandwidth has surged due to 
Malaysians currently staying at home following the MCO. The 

increased use of video conferencing, online classes, work and 

9 April 2020 Media Statement 

https://www.nacsa.gov.my/advisory3.php
https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/MEDIA_STATEMENT_CHANGING_USAGE_PATTERNS_INFLUENCE_INTERNET_SPEED_IN_MALAYSIA.pdf
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shopping over the internet has led to a higher demand for 
bandwidth. 

During the first week of the MCO, it was reported that there was 
23.5% higher internet traffic nationwide, whilst there was a 

further increase of 8.6% during the second week of the MCO. As 
there had been greater data consumption, this caused speeds to 
fall. According to the report “Mobile Experience During the 
COVID-19 Pandemic: 4G Download Speed” released by 
Opensignal, Malaysia’s 4G download speeds dropped from 13.4 

Mbps on average in early February to an average of 8.8 Mbps in 
the last week of March. 

The telecommunications industry has been working on improving 
network performance during this time through an additional 
investment of RM400million given by the Malaysian Government 
for infrastructure and network upgrades. 

The MCMC is optimistic that a more resilient digital connectivity 
awaits Malaysians upon the implementation of all the initiatives 

planned by the government. 

CyberSecurity Malaysia issues its 
statement on the increased cyber 
threat  

CyberSecurity Malaysia, an agency under the MCMC, released a 
statement (the “Press Release”) in conjunction with the Eid 
season to alert system administrators and internet users to 
improve the security system and network of their computers as 
well as digital gadgets to avoid any cyber threats. 

The Executive Chief Officer of CyberSecurity Malaysia announced 
that up until April this year, there had been 4,596 cybersecurity 
incidents reported by internet users compared to 2019 where 
there were only 2,977. The top three incidents reported were 
fraud, invasion and dangerous code. He further stated that fraud 
incidents increased rapidly especially during the MCO period. 

There had been numerous warnings and advice was released in 

the last few months regarding cybersecurity incidents such as 
bogus scam e-mails, phishing and software vulnerabilities. 
CyberSecurity Malaysia stressed the importance of system 
administrators and internet users referring to the warnings and 
advice provided and to also follow the relevant measures that 

19 May 2020 Press Release 
(in the Malay language 
only) 

https://www.cybersecurity.my/data/content_files/44/2070.pdf
https://www.cybersecurity.my/data/content_files/44/2070.pdf
https://www.cybersecurity.my/data/content_files/44/2070.pdf
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should be taken in order to prevent and minimise the risks of 
becoming a victim to cybersecurity attacks. 

The Press Release included various measures that should be 
carried out by the system administrators and internet users. 

Some of the measures that should be taken by system 
administrators include: 

− to ensure that the system, application and third party add-
ons are updated with the latest security patches; 

− to ensure that the system and server logs are always 
enabled; and 

− to back up all critical information regularly to limit the loss of 

data or systems, as well as for speeding up the recovery 
process. 

Measures that should be taken by internet users, amongst others 
include: 

− to ensure that gadgets and browsers are updated with the 
latest security patches; 

− to be cautious towards online scammers; and 

− to install antivirus software on devices to scan for and block 
any malware. 

The Press Release further provided the public with various 
channels to report incidents of cybersecurity breaches, including a 
24-hour hotline and a “Cyber999” application. 

Request for public comments on 
draft Technical Codes  

The MCMC invited the public to submit their comments or 
opinions from 19 May to 18 June 2020 to the draft Technical 
Codes (“TC”). The TC are under development by working groups 
and are at the final stage of the approval process. The list of 

technical codes includes 5G security requirements, technical 
specifications for International Mobile Communications (“IMT”) 

2020 (Fifth Generation) system and prediction and measurements 
of electromagnetic field exposure from base stations. 

5G security requirements: 
The TCs apply to communications operators, communications 

21 May 2020 N/A 
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regulatory bodies, mobile technology developers, or vertical 
industries that are planning to use 5G for their vertical services. 

Technical specifications for IMT 2020 (Fifth Generation) system: 
The TC specifies the minimum requirements for a 5G system for 

terrestrial mobile radio and 5G CN excluding 5G user equipment.  

Prediction and measurements of electromagnetic field exposure 
from base station: 
The TC provides prediction and measurement methods for the 

determination of Radio Frequency field strength and power 
density in the vicinity of IMT base stations for the purposes of 
evaluating electromagnetic field exposure to humans. 
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Data Protection and COVID-19 
pandemic 

The Covid-19 (Miscellaneous Provisions) Act 2020 has amended 
section 44 of the Data Protection Act 2017 (“DPA”) by adding the 
following: “No exception to this Act shall be allowed except where 
it constitutes a necessary and proportionate measure in a 
democratic society for complying with issue of any licence, permit 
or authorisation during the Covid-19 period.” 

Organisations have a legal obligation to ensure the safety, health, 
and welfare at work of all its employees as far as is reasonably 

practicable under the Occupational Safety and Health Act 2005. 
As such, these organisations can rely on the exceptions set out in 
sections 28(1)(b)(ii), 28(1)(b)(vii), 29(1)(d)(ii) or 29(1)(d)(iii) of 
the DPA for the processing of the personal data in relation to 

COVID-19. However: 

− under no circumstances can special categories of personal 
data be communicated without strict compliance with section 
29 of the DPA either offline or online; and  

− employees’ health details can be shared to the authorities or 
Ministry of Health for treatment/health purposes. 

17 April 2020 Covid-19 (Miscellaneous 
Provisions) Act 2020 

 

https://docs.google.com/viewerng/viewer?url=https://supremecourt.govmu.org/HighlightDoc/Uez460301072020061918.pdf
https://docs.google.com/viewerng/viewer?url=https://supremecourt.govmu.org/HighlightDoc/Uez460301072020061918.pdf
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Dutch DPA states that access to 
medical records of COVID-19 
patients is only allowed with their 

consent 

Due to the COVID-19 pandemic, the Dutch Minister for Medical 
Care is preparing a regulation that should make it possible to 
consult medical records via electronic exchange systems, such as 

the National Exchange Point for electronic health records (in 
Dutch: Landelijk Schakelpunt), without the explicit consent of 
patients. 

The Dutch Data Protection Authority (“DPA”) has stated in a 

letter to the Minister of Medical Care that access to medical 
records is only permitted with the patient’s consent and that this 
also applies to the out-of-hours general practitioners’ service or 
emergency room doctors. They may only access the medical 
records via an electronic exchange system with the consent of 
COVID-19 patients. COVID-19 patients who have not yet given 

their consent can do so immediately when requested. In this 
case, consent may also be provided verbally. Only if a patient is 

(physically or mentally) unable to give permission, doctors are 
permitted to access the patient’s medical records without his or 
her consent. 

2 April 2020 Press release (in Dutch) 

https://autoriteitpersoonsgegevens.nl/nl/nieuws/inzage-medisch-dossier-mag-alleen-met-toestemming-patient
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Dutch DPA issues guidance for 
Dutch supermarkets about the use 
of facial recognition cameras 

The Dutch DPA has informed the Central Food Trade Office 
(“CFTO”), the trade association for Dutch supermarkets, about 
the rules governing the use of facial recognition cameras and has 

issued guidelines for Dutch supermarkets. By providing these 
guidelines, the Dutch DPA aims to prevent supermarkets from 
using facial recognition cameras unlawfully. 

The Dutch DPA has explicitly asked the CFTO to share the 
guidelines with its members. Furthermore, the Dutch DPA has 

indicated that it will continue to inform the supermarket sector 

about the rules for facial recognition, but that it will also 
intervene where necessary. 

1 May 2020 Publication (in Dutch) 

The Court of Gelderland rules that 
a grandmother must delete the 
photos of her grandchildren on 
social media 

The Court of Gelderland has ruled in a preliminary relief 
proceeding that a grandmother must delete the photos of her 
grandchildren that she posted on social media, as the mother of 
the children had not given her explicit consent for posting these 

photos onto the platforms. The case was initiated by the mother 
of the children (the “Claimant”), who was also the legal 
representative of the children following a refusal by the 
grandmother to remove the photos from the social media 

platforms. 

The Court of Gelderland confirmed that as the children were 
under the age of 16, Article 5 of the GDPR Implementation Act 

must be taken into account. Article 5 of the GDPR 
Implementation Act stipulates that if the data subject has not yet 
reached the age of 16, the consent of their legal representative is 
required instead of the data subject’s consent. As the Claimant 
had not given her consent, the grandmother was ordered by the 
Court of Gelderland to delete the photos of her grandchildren. 

13 May 2020 Decision (in Dutch) 

Court of Amsterdam rules that a 

university may use proctoring 
software during the COVID-19 
pandemic 

The Court of Amsterdam has ruled in a preliminary relief 

proceeding that a university may use proctoring software for 
examinations during the COVID-19 pandemic. The proceedings 
were brought by various bodies of the university, including a 
student of the University (the “Claimants”). 

The university intends to make use of surveillance software, also 

known as ‘proctoring software’, as students are required to take 
online examinations from home due to the COVID-19 pandemic. 

11 June 2020 Decision (in Dutch) 

https://autoriteitpersoonsgegevens.nl/sites/default/files/atoms/files/brief_regels_voor_gezichtsherkenning_in_supermarkten.pdf
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBGEL:2020:2521
https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBAMS:2020:2917
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The proctoring software monitors the webcam, microphone and 
internet traffic of the student and automatically reports 
‘suspicious activities’.  

The Claimants argued that the university would be required to 

seek the Student Councils’ consent. The Claimants stated that 
based on the GDPR, the university had no legal basis for the 
processing of personal data of the students and, as a 
governmental body, it cannot invoke the legitimate interest legal 
basis under Article 6(1)(f) GDPR. 

The court ruled that there was no unlawful invasion of privacy. 
The university is a public educational institution and its public 

tasks, consisting of providing education, taking exams and 
awarding diplomas, have a clear legal basis. Based on Article 
6(1)(e) GDPR, the university may therefore process personal data 
as such processing is necessary for it to perform these public 
tasks and these tasks have a clear basis in law. The current 
measures taken by the government due to the COVID-19 

pandemic require that certain examinations must be taken online 
and, on this basis, it is necessary for the university to take 
measures in order to prevent fraudulent practices taking place 

during examinations. 

Court of the Central Netherlands 
rules that under certain 

circumstances the right of access 
entitles the data subject to receive 
a copy of partly blacked-out 
documents 

The Court of the Central Netherlands has ruled that under certain 
circumstances the right of access under the GDPR entitles the 

data subject to receive a copy of partly blacked-out documents if 
the requested documents contain facts and valuations about the 
characteristics, views and/or behaviour of the data subject. 

The claimant submitted a request to an (unnamed) administrative 
body to receive access to his personal data. The administrative 
body provided the claimant with an overview of its processing 

activities, including some e-mails. In the e-mails provided, the 
administrative body blacked out the personal data of third parties 

based on Article 15(4) GDPR. In addition, the administrative body 
refused to provide copies of certain e-mails, as these were 
exclusively intended for internal consultation.  

However, the claimant argued that the administrative body did 
not fully comply with its request, that the overview of the 

processing activities was incomplete, that the administrative body 

15 June 2020 Decision (in Dutch) 

https://uitspraken.rechtspraak.nl/inziendocument?id=ECLI:NL:RBMNE:2020:2222
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should have provided copies of certain e-mails and should not 
have refused to provide them on the grounds that these e-mails 
were for internal consultation. 

The court considered that the administrative body was right to 

redact the personal data of third parties from the e-mails 
provided to the claimant. It ruled that the personal data of third 
parties is not subject to the right of access set out in Article 15 
GDPR. The administrative body therefore is not obliged to give 
the claimant access to the personal data of third parties. 

The court further ruled that the e-mails contained personal data 
of the claimant, as well as facts and valuations about properties, 

opinions or conduct of the claimant. Pursuant to Article 23(1)(i) 
GDPR, the administrative body is not obliged to provide personal 
data insofar as this is necessary and proportionate to safeguard 
the rights and freedoms of others. However, the court ruled that 
it was not clear from the decision of the administrative body what 
the important interest at stake was. As such, the administrative 

body wrongfully refused access to the personal data of the 
claimant as contained in the e-mails, or at least insufficiently 
substantiated its decision. Therefore, the administrative body 

must review its decision and provide a complete overview of all of 
the claimant’s personal data in a form that enables the claimant 
to review his personal data and to verify whether his personal 
data is accurate and has been processed in accordance with the 

GDPR. 
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Government considering draft 
regulation on the use of Russian 
software and equipment by entities 

of critical information 
infrastructure 

The Government of the Russian Federation is considering a draft 
regulation proposing to approve a procedure for the transition of 
critical information infrastructure (software and/or equipment in 

the health sector, metallurgy, chemical industry, banking, finance 
and other sectors) to be primarily based on the use of Russian 
software and equipment. 

The software/equipment to be used at critical information 

infrastructure facilities should be included in (amongst others): 

− a register of Russian software; or  

− a register of Eurasian software; or  

− a register of Russian radio-electronic products,  

with some exceptions. 

When using software/equipment that is not included in the 

registers, a possibility should be built in the software/equipment 
to upgrade, guarantee and to provide for technical support by 
Russian companies that are not under the direct or indirect 
control of foreign individuals or entities. 

N/A Draft of the Regulation 
(in Russian) 

https://regulation.gov.ru/projects#npa=102172
https://regulation.gov.ru/projects#npa=102172
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Regulatory sandbox in the area of 
artificial intelligence introduced in 
Moscow 

On 24 April, a federal law was signed and published, under which 
a special legal regime will be introduced in Moscow to enable a 
more efficient use of artificial intelligence. The experimental 

regulation is introduced for a period of five years, not only for the 
development and implementation of artificial intelligence 
technologies, but also for the subsequent “possible use of the 
results” associated with the use of artificial intelligence. 

Legal entities can apply for participation in the experiment 

subject to the following conditions: 

− the entity must be registered in Moscow; 

− the entity must carry out or plan to carry out activities for 
the development, creation, implementation, sale or 
circulation of artificial intelligence technologies, as well as for 
the production, sale or circulation of certain goods (works, 
services) based on such technologies; and 

− the person acting as the sole executive body, members of the 

collegial executive body and the board of directors of the 
company must not have on their criminal record 

(unexpunged or outstanding convictions) for crimes in the 
economic sphere, or crimes of medium gravity, grave or 
particularly grave crimes. 

24 April 2020 Text of the law (in 
Russian) 

Applications that violate copyright 

and related rights can now be 
blocked 

On 8 June, the President signed into law a bill defining the 

procedure to restrict access to software applications if they are in 
violation of copyright or related rights. 

Among the information resources to which access may be limited 
by Roskomnadzor at the request of the rights owner, the law now 
explicitly specifies software applications. This is defined as a 
computer program through which access to content protected by 

copyright or performance rights is granted through an information 

and telecommunication network (the internet) (except for 
photographs and works obtained by methods similar to 
photographs) or to information necessary to obtain such 
protected works using the internet. The provisions of this law also 
apply to mobile applications in mobile stores (e.g. App Store, 

8 June 2020 Text of the law (in 

Russian) 

http://publication.pravo.gov.ru/Document/View/0001202004240030?index=18&rangeSize=1
http://publication.pravo.gov.ru/Document/View/0001202004240030?index=18&rangeSize=1
http://www.consultant.ru/document/cons_doc_LAW_354476/
http://www.consultant.ru/document/cons_doc_LAW_354476/
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Google Play). Access to the software application is to be blocked 
when a court order to that effect becomes enforceable. 

Roskomnadzor’s competence includes electronically notifying 
owners of the information resources on which software 

applications are located or to other persons who host the 
software application on the internet of the violation of their 
exclusive copyright or related rights. 
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Swedish DPA: Danish standard 
data processing agreement may be 
used in Sweden 

The Swedish Data Protection Authority (the “DPA”) clarified that 
the standard data processing agreement drafted by the Danish 
Data Protection Authority and approved by the European Data 
Protection Board may be used in Sweden. 

The DPA stressed the importance of not changing any of the 
clauses in the standard data processing agreement. The DPA 

further stressed that as always, the parties are responsible for 
ensuring that the agreement reflects the situation at hand and 
that the instruction to the processor and potential sub-processors 

is correct. 

2 April 2020 Press release (in 
Swedish) 

Swedish DPA carries out audit of 

healthcare committee 

The DPA received a complaint against a healthcare committee 

(the “Committee”), in which it is claimed that sensitive personal 
data about a patient admitted to a forensic psychiatric clinic had 
been published on the Committee’s website. 

The DPA undertook an audit based on this complaint and found 
that sensitive personal data had been wrongfully published and 
therefore made accessible to the public on the Committee’s 
website.  

The audit further concluded that there was a lack of written 

instructions on the publishing of documents or personal data on 
the website. The instructions had not been followed in this 
situation which led to the data breach. The data breach indicated 
that sufficient organisational security measures had not been 
taken and the DPA ordered the Committee to establish written 
instructions as well as other measures to ensure that these 

12 May 2020 Press release 

The DPA decision (in 
Swedish) 

https://www.datainspektionen.se/nyheter/danska-bitradesavtal-kan-anvandas-i-sverige/
https://www.datainspektionen.se/nyheter/danska-bitradesavtal-kan-anvandas-i-sverige/
https://www.datainspektionen.se/nyheter/wrongful-to-publish-sensitive-personal-data-on-region-orebro-countys-website/
https://www.datainspektionen.se/globalassets/dokument/beslut/beslut-tillsyn-region-orebro-2020-05-11.pdf
https://www.datainspektionen.se/globalassets/dokument/beslut/beslut-tillsyn-region-orebro-2020-05-11.pdf
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instructions are followed when publishing personal data on the 
Committee’s website.  

The DPA further concluded that the Committee did not have a 
legitimate purpose or a legal basis and had not fulfilled the 

requirements to rely on a general exemption from processing 
sensitive personal data.  

The DPA ordered the Committee to bring its data processing into 
compliance and imposed a fine of SEK 120,000 (approximately 

€12,000) on the Committee. 

Swedish DPA: fine of SEK 20,000 
imposed on co-operative housing 
association 

The DPA received complaints in relation to the use of CCTV in the 
main entrance and the stairwell of a co-operative housing 
association. 

The association operated four cameras in total; two of which were 
located in the stairwell, one in the main entrance and one 
monitoring the distribution box. All four cameras recorded audio. 

Regarding the two cameras in the stairwell, the DPA concluded 

that in order to operate CCTV in circumstances where the habits, 
visits and social circles of residents could be mapped requires 

very strong justification. The association was not able to identify 
a pressing need and was not deemed to have such strong 
justification that the monitoring was permissible.  

In respect of the camera in the main entrance, the association 
stated it was used to combat vandalism which had previously 

been an issue. The DPA stressed the obligation to continuously 
evaluate the need for CCTV and to consider whether it is justified. 
Since vandalism had not been an issue since August 2018, the 
DPA concluded that there was no reason to operate CCTV in the 
main entrance.  

The fourth camera was directed so that it could also record the 

storage facilities of the residents. The DPA found that monitoring 
the distribution box was justifiable but that the camera would 
have to be re-directed so that it does not monitor the storage 
facilities. 

Furthermore, the DPA concluded that audio recording constitutes 
an additional privacy intrusion, especially when operated in a 

16 June 2020 Press release 

The DPA Decision (in 
Swedish) 

https://www.datainspektionen.se/nyheter/co-operative-housing-association-banned-from-using-video-surveillance-in-entrance-and-stairwell/
https://www.datainspektionen.se/globalassets/dokument/beslut/2020-06-16-kamerabevakning-hos-brf.pdf
https://www.datainspektionen.se/globalassets/dokument/beslut/2020-06-16-kamerabevakning-hos-brf.pdf
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residential building. The association was not held to have such 
strong reasons that audio recording could be justified.  

The DPA ordered the association to cease CCTV use in the 
stairwell and the main entrance, and to re-direct the fourth 

camera which monitored the distribution box so that it would no 
longer monitor the storage facilities, and also to cease audio 
recording in relation to all cameras.  

The DPA imposed a fine of SEK 20,000 (approximately €2,000) 

on the association. The amount was determined with 
consideration to the fact that the co-operative housing association 
was very small.  

Swedish DPA: audit of an 
organisation initiated 

The Swedish DPA received a complaint on how an organisation 
processes personal data on candidates in a recruitment process 
and has initiated an audit based on this complaint. The DPA will 
first assess whether it has the authority to perform the audit 
since the organisation is an international group of companies. 

Depending on the result of this assessment, the DPA will either 
continue with its audit or forward the matter to another data 
protection authority within the European Union. 

25 June 2020 Press release (in 
Swedish) 

 

https://www.datainspektionen.se/nyheter/datainspektionen-inleder-granskning-av-abb/
https://www.datainspektionen.se/nyheter/datainspektionen-inleder-granskning-av-abb/
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Ongoing differences between the 
two chambers of the Swiss 
parliament regarding the new 
Swiss Federal Act on Data 
Protection 

Since September 2019, the two chambers of the Swiss parliament 
– the National Council and the Council of States – have been 
deliberating on the draft of the new Swiss Federal Act on Data 
Protection presented by the Swiss government. The last of the 
total five sessions to date was held on 2 June 2020. There are 
still some divergent opinions between the two parliament 

chambers. The differences relate to (amongst others) the 
following questions: 

− whether all genetic data constitutes a special category of 
personal data or – like Article 9(1) GDPR – only if they allow 

a clear identification of an individual; and 

− whether the processing of personal data for the purpose of 

carrying out solvency checks shall only be justified if the 
personal data is not older than five years. 

The new Federal Act on Data Protection is expected to align the 
Swiss data protection regulations to the standard of the GDPR 
without replicating the wording of the GDPR. As a result of the 
ongoing differences between the two chambers of the Swiss 
parliament, the Federal Act on Data Protection is unlikely to come 

into force until 2021. 

1 July 2020 N/A 
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The Surveillance Camera 
Commissioner’s March 2020 
newsletter is published 

The current Surveillance Camera Commissioner Tony Porter 
released the March newsletter, which focused on three main 
updates: 

− the future developments following the National Surveillance 
Camera Strategy; 

− the response to the Department for Transport’s consultation 
into green number plates being used for low emission 
vehicles; and  

− the launch of the SCC’s updated DPIA template guidance. 

In relation to the DPIA template guidance, the SCC has been 

working with the ICO to update the surveillance camera DPIA 
template. Where any organisation is operating CCTV in public 
places, a DPIA is required, even where such systems are being 
upgraded or replaced. This template is designed to assist with 
such DPIA assessments.  

2 April 2020  Newsletter 

DPIA template 

NCSC emphasises importance of 
backing up data in blog 

In a blog post, the National Cyber Security Centre (“NCSC”) 
discussed the importance of backing up data securely, amidst 
continued cyber-attacks in relation to COVID-19. 

The NCSC signposted to its recently published guidance: Offline 
backups in an online world and Mitigating malware and 
ransomware attacks. 

According to the blog post, the cloud can be used as a backup 

solution as long as procedures are put in place to prevent backup 
becoming corrupted during an incident. 

8 April 2020 Blog post 

https://www.gov.uk/government/publications/surveillance-camera-commissioner-newsletters/march-2020
https://www.gov.uk/government/news/updated-data-protection-impact-assessment-template-and-guidance-launched
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/blog-post/cloud-backup-options-for-mitigating-the-threat-of-ransomware
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The NCSC states the most important factors to consider are: 

− Could ransomware overwrite your backup, preventing your 
recovery? Look for a service that keeps multiple versions of 
backed up data, or which allows you to undo changes to 

backups. 

− Does the cloud service provider you have chosen have multi-
factor authentication (MFA) available to protect the backup? 
If it does, then ensure you have implemented it. 

− Do you carefully manage the ability to modify or delete 

backups? Make sure you limit the number of accounts with 
the ability to access backups. 

− Will your cloud service provider ship data back to you to aid 
recovery from an incident? 

− If you have client software on-premise, check the schedule of 
incremental cloud backups. 

National Data Guardian launch 
project to open up dialogue about 

use of health and social care data 
for public benefit and research 

The Government’s National Data Guardian is launching a project 
to explore how people weigh up the benefits and disadvantages of 

health and social care data sharing for research. 

In a recent article, the National Data Guardian explain how 

patient data collected by public healthcare professionals can be 
pooled to enable researchers and scientists to identify patterns 
and develop new ways to predict, diagnose or treat illness. The 
new project will explore public attitudes towards the sharing of 

health and social care data for data-driven research and 
innovation in England. 

Planning for the project commenced before the COVID-19 
outbreak, but the National Data Guardian is interested in how the 
knowledge and attitudes of their public participants may have 
been impacted during this time. 

The dialogue will focus on themes including: how the public 

assesses and weighs the public benefits and disbenefits of 
proposed data uses in a range of scenarios; when a use of data 
might benefit some groups of people, but not others; when it’s 
uncertain what the results of a piece of research might be; when 
the research/sharing won’t benefit the people whose data was 
used or their families, but others instead (such as people in 

14 April 2020 Article 

https://www.gov.uk/government/speeches/our-new-dialogue-with-the-public-about-data-for-public-benefit
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another country, or in the future); and whether there is enough 
public benefit to merit data being used. 

The dialogue workshops will run in Autumn 2020 in Reading, 
Stockport, Great Yarmouth and Plymouth, with a report due to be 

published in Spring 2021. A further dialogue workshop will be 
held in the spring to test whether the report meets their 
expectations. 

House of Commons Library issues 
briefing on accessing and sharing 

patient health data 

A House of Commons Library briefing paper “Patient health 
records: Access, sharing and confidentiality” has been updated to 

include relevant information on sharing patient information during 

the COVID-19 outbreak. 

The updates stem from new guidance issued by the Secretary of 
State for Health and Social Care on 20 March 2020 under 
Regulation 3(4) of the Health Service Control of Patient 
Information Regulations 2002, allowing NHS England to process 
confidential information relating to patients if it is for a “Covid-19 
Purpose and will be processed solely for that Covid-19 Purpose”. 

This is in force until 30 September 2020.  

The briefing explains how patients may request access to their 
records, and the circumstances in which access to the records of 

others may be allowed, including GDPR and DPA 2018 
requirements. The briefing also describes statutory and public 
interest disclosures of patient information; information sharing 

rules for people who lack mental capacity; and access to 
information on hereditary conditions for relatives. Among other 
things, the briefing also details the recent treatment of patient 
data between the NHS and third-party groups such as Google and 
Amazon, and debates over the place of patient data in trade 
agreements after the UK’s departure from the EU. 

14 April 2020 House of Commons 
Library briefing 

ICO publishes document setting 
out regulatory approach during 

COVID-19 pandemic 

The Information Commissioner’s Office (“ICO”) published a 
document setting out its regulatory approach during the COVID-

19 pandemic, noting that the crisis has caused staff and operating 
capacity shortages, extreme pressures on many public bodies and 
acute financial pressures which are impacting organisations’ 
finances and cashflows.  

In summary, the ICO will take into account the impact of the 

pandemic insofar as it affects organisations’ data protection 
compliance efforts – including in respect of data security 

15 April 2020 Press statement 

Regulatory approach 

https://commonslibrary.parliament.uk/research-briefings/sn07103/?utm_source=HOC+Library+-+Research+alerts&utm_campaign=3388f77596-EMAIL_CAMPAIGN_2020_04_15_08_00&utm_medium=email&utm_term=0_a9da1c9b17-3388f77596-102518309&mc_cid=3388f77596&mc_eid=2dac818040
https://commonslibrary.parliament.uk/research-briefings/sn07103/?utm_source=HOC+Library+-+Research+alerts&utm_campaign=3388f77596-EMAIL_CAMPAIGN_2020_04_15_08_00&utm_medium=email&utm_term=0_a9da1c9b17-3388f77596-102518309&mc_cid=3388f77596&mc_eid=2dac818040
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/04/how-we-will-regulate-during-coronavirus/
https://ico.org.uk/media/about-the-ico/policies-and-procedures/2617613/ico-regulatory-approach-during-coronavirus.pdf
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breaches, subject access requests and freedom of information 
requests. However, it will take a strong regulatory approach 
against any organisation breaching data protection laws to take 
advantage of the crisis.  

The ICO will keep the document under review as the situation 
progresses and may update it as and when appropriate. The 
statement is five pages long and includes the following points, 
among others: 

− The ICO will review the economic and resource impact of any 
new guidance and delay any guidance that could impose a 

burden that diverts staff from frontline duties, except where 

it is needed to address a high risk to the public.  

− Organisations should continue to report personal data 
breaches, without undue delay and within 72 hours of the 
organisation becoming aware of the breach. The ICO 
acknowledges that the current crisis may impact this and will 
assess reports, taking an appropriately empathetic and 
proportionate approach.  

− The ICO will take a strong regulatory approach against any 
organisation breaching data protection laws to take 
advantage of the current crisis.  

− In deciding whether to take formal regulatory action, 
including issuing fines, the ICO will take into account whether 
the organisation’s difficulties result from the crisis, and if it 

has plans to put things right at the end of the crisis.  

− Before issuing fines, the ICO will take into account the 
economic impact and affordability. In current circumstances, 
this is likely to result in reduced levels of fines.  

− The ICO has ceased its audit work. 

− The ICO will recognise that the reduction in organisations’ 
resources could impact their ability to respond to freedom of 

information requests or address backlogs, where they need 
to prioritise other work due to the current crisis. 
Organisations should recognise the public interest in 
transparency and seek as far as possible to continue to 
comply with their obligations for particularly high-risk or high 
profile matters.  
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ICO publishes blog post on video 
conferencing 

The ICO has published a blog post which aims to provide 
employers, business owners and managers with advice on how to 
utilise video conferencing technology in response to the increase 
in home working due to COVID-19. 

In the post, the ICO recommends that the privacy and security 
settings of the platform should be considered ahead of the 
meeting, to ensure that employees are aware of phishing risks, 
for example the risk of ‘live chat’ features, checking that the 
video conferencing platform is in line with the organisations’ 
policies and ensuring that security software is up to date. 

17 April 2020 Blog post 

NSCS publishes campaigns to 
protect against cyber security 
threats 

The National Cyber Security Centre (“NCSC”) has introduced 
various new campaigns which aim to protect the public from the 
cyber security threats as a result of the increased reliance on 
technology during the COVID-19 pandemic.  

Specifically, the NCSC has launched the following services: 

− ‘Cyber Aware’ campaign 

− ‘Suspicious Email Reporting Service’ 

− Updated guidance for individuals and organisations using 
online video conferencing 

In the statement, the NCSC has announced that they have 
already dealt with 2,000 COVID-19 related scams. 

21 April 2020 NSCS Statement  

Cyber Aware Campaign 

Suspicious E-mail 
Reporting Service 

Video Conferencing 
Guidance – Individuals 

Video Conferencing 

Guidance – Organisations  

Law Society supports law firms 

with cyber security and fraud 
prevention 

The Law Society has announced that it will be supporting law 

firms with preventing fraud in order to help protect their clients 
from scams and to run their firms efficiently using the latest legal 
technology. 

The Law Society has also released a number of resources aimed 
to help firms to effectively deliver legal services online. 

21 April 2020 Law Society statement 

National surveillance camera 

strategy for England and Wales 
published 

The Surveillance Camera Commissioner has released its 2020-

2023 national surveillance camera strategy for England and 
Wales. The strategy outlines the commissioner’s overall 
objectives, including establishing a recognisable standard for 
delivering surveillance camera solutions, early warning systems 
for technological developments, making information about the 

28 April 2020 Strategy  

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/04/video-conferencing-what-to-watch-out-for/
https://www.ncsc.gov.uk/news/public-urged-to-flag-covid-19-threats-new-campaign
https://www.ncsc.gov.uk/cyberaware
https://www.ncsc.gov.uk/information/report-suspicious-emails
https://www.ncsc.gov.uk/information/report-suspicious-emails
https://www.ncsc.gov.uk/guidance/video-conferencing-services-using-them-securely
https://www.ncsc.gov.uk/guidance/video-conferencing-services-using-them-securely
https://www.ncsc.gov.uk/guidance/video-conferencing-services-security-guidance-organisations
https://www.ncsc.gov.uk/guidance/video-conferencing-services-security-guidance-organisations
https://www.lawsociety.org.uk/support-services/advice/articles/coronavirus-covid-19-cybersecurity-fraud-prevention-and-lawtech/
https://www.gov.uk/government/publications/national-surveillance-camera-strategy-for-england-and-wales
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operation of cameras freely available to the public, and the 
sharing of information by the police and local authorities. 

UK High Court finds a school letter 

in breach of the Data Protection 
Act 1998 

In ST (a minor) and another v L Primary School [2020] 

EWHC 1046 (QB), the English High Court ruled that circulation 
of a school letter to parents containing sensitive private 
information relating to a disabled pupil constituted a breach of the 
Data Protection Act 1998 (the “DPA”). The Court found that the 
pupil’s disability constituted sensitive personal data for the 
purposes of the DPA and that clear and express consent would be 
required from the pupil’s parents before any disclosure of that 

data was made. The Court highlighted that the School failed to 
produce compelling evidence which explicitly documented the 
consent. In doing so, it rejected the School’s arguments that 
consent had been given on the basis that the pupil’s parents did 
not object to or raise concerns at the time the letter was 
circulated.  

30 April 2020 Judgment 

ICO publishes paper on contact-
tracing applications  

The ICO has published a paper which addresses the development 
of contact tracing applications which aim to help limit the spread 
of COVID-19. The paper provides a number of solutions and best 
practice recommendations in order for the technology to be 
developed in line with data protection design and default 

principles. 

Specifically, the ICO states that a data protection impact 
assessment will be required for any contact tracing solution ahead 
of its implementation as such technology poses a substantial risk 
to the rights and freedoms of individuals.  

The ICO also outlines a number of principles for contact tracing 
app developers to consider, including emphasising the need for 
transparency about the purpose of the app, the design choice and 

the benefits the app seeks to achieve. The ICO also explains that 
a minimum amount of data should be collected, that all data 
should be processed securely and that users should not be 

personally identifiable.  

4 May 2020 Press release 

Paper 

COVID-19 contact tracing app 

launched on Isle of Wight 

The UK Government has announced that it will be launching the 

contact tracing app on the Isle of Wight from Wednesday 5 May. 
The app has been developed by NHSX, with assistance from the 
National Cyber Security Centre, and aims to help contain the 
spread of COVID-19 and to enable the identification of high risk 

4 May 2020 Government 

announcement 

https://www.bailii.org/ew/cases/EWHC/QB/2020/1046.html
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/05/covid-19-contact-tracing-data-protection-expectations-on-app-development/
https://ico.org.uk/media/for-organisations/documents/2617676/ico-contact-tracing-recommendations.pdf
https://www.gov.uk/government/news/coronavirus-test-track-and-trace-plan-launched-on-isle-of-wight?utm_source=a173ba14-521f-4a3e-9d0a-78113de8d648&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
https://www.gov.uk/government/news/coronavirus-test-track-and-trace-plan-launched-on-isle-of-wight?utm_source=a173ba14-521f-4a3e-9d0a-78113de8d648&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
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individuals so that they can take action to prevent themselves 
and others.  

Once someone reports symptoms on the app, the app will detect 
which other users that individual has had significant contact with 

over the previous few days. The app will then anonymously alert 
these contacts and provide advice, for example how to get a test 
to confirm whether they have contracted the virus. There will also 
be an option to report symptoms in other ways for those who do 
not have access to a smartphone.  

The app developers have confirmed that the data collected will 

only be used for NHS care, management, evaluation and research 

and the NHS has confirmed that it will at all times act in 
accordance with data protection laws.  

NCSC issues documents in support 
of the NHS contact tracing app 

The National Cyber Security Centre (“NCSC”) has released a 
Technical Paper, along with supporting blogpost and explainer 
document, in support of the new NHS contact tracing app. The 
documents published demonstrate the work that the NCSC has 

been doing on the app and explains the privacy and security 
design of the app, how the app will work to help stop the spread 
of COVID-19 and an explanation of the security measures that 
underpin the technology. 

4 May 2020 Press release  

Technical Paper  

Blogpost  

Explainer  

ICO updates its key priorities 

during the COVID-19 pandemic 

The ICO has published a blogpost explaining that it has 

reassessed its data protection priorities in light of the COVID-19 
outbreak in order to protect public interest and help to facilitate 
economic growth. 

The ICO states that, going forward, it intends to focus on the 
following: 

− protecting vulnerable citizens; 

− supporting economic growth and digitalisation for all 

businesses; 

− shaping proportionate surveillance; 

− enabling good practice in AI; 

− enabling transparency; and 

− maintaining business continuity. 

5 May 2020 Blogpost  

https://www.ncsc.gov.uk/news/ncsc-provide-expertise-nhs-covid-19-app
https://www.ncsc.gov.uk/files/NHS-app-security-paper%20V0.1.pdf
https://www.ncsc.gov.uk/blog-post/security-behind-nhs-contact-tracing-app
https://www.ncsc.gov.uk/information/nhs-covid-19-app-explainer
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/05/new-priorities-for-uk-data-protection-during-covid-19-and-beyond/


 

Updata Edition 8 – April to June 2020 | United Kingdom 74 

United Kingdom 

The Commissioner also highlighted that whilst some ICO projects 
may be paused, the main focus is in maintaining the ICO’s 
statutory function as regulator. One example of a project which 
has been put on pause during the pandemic is the ICO’s 

investigation into real time bidding and the Adtech industry. 

UK and US security departments 
publish joint alert on cyber threats 
to healthcare organisations 

The United States Department of Homeland Security (“DHS”), 
along with the Cybersecurity and Infrastructure Security Agency 
(“CISA”) and the UK’s National Cyber Security Centre (“NCSC”) 
have published a statement to alert healthcare and other 
essential service organisations of the ongoing risks coming from 

advanced persistent threat (“APT”) groups during the COVID-19 
outbreak. 

The alert states that the APT groups aim to collect masses of 
personal information, intellectual property and other sensitive 
data by using password spraying campaigns. The alert 
recommends making use of the CISA and NCSC’s previous advice 
on how to improve password policies and how to protect against 

password spraying, along with other defences such as updating 
VPNs, using multi-factor authentication, using modern systems 
and software and setting up a security monitoring capability. 

5 May 2020 Press release 

Alert 

ICO pauses investigation into real 
time bidding and the Adtech 

industry in light of COVID-19 

The ICO confirmed that it will pause its investigation into real 
time bidding and the Adtech industry, in light of its reassessment 

of its priorities and resources during the COVID-19 pandemic. The 
ICO emphasised that its concerns remain the same and that it will 
resume its investigation at the appropriate time.  

7 May 2020 Statement  

ICO issues statement confirming 
DPIA of the current NHSX app is 
under review  

The ICO confirmed that the data protection impact assessment 
for the NHSX pilot currently ongoing in the Isle of Man is under 
review. The ICO is expected to provide its comments sooner 

rather than later to ensure any comments are captured in the 
trial period before a full roll out of the app. 

7 May 2020 Statement 

Joint Committee on Human Rights 
issues report on the contact tracing 
App and suggests primary 

legislation is necessary to protect 
human rights 

The JCHR’s report titled ‘Human Rights and the Government’s 
Response to Covid-19: Digital Contact Tracing’ concluded that the 
current legislative regime was unsatisfactory to protect against 

the misuse of individual’s data. In order to address this 
deficiency, the JCHR has provided a draft bill, to provide specific 
primary legislation on contact tracing apps, which it deems is 

7 May 2020 Report 

https://www.cisa.gov/news/2020/05/05/cyber-warning-issued-key-healthcare-organizations-uk-and-usa
https://www.us-cert.gov/ncas/alerts/AA20126A
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/05/ico-statement-on-adtech-work/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/05/dpia-for-the-nhsx-s-trial-of-contact-tracing-app/
https://publications.parliament.uk/pa/jt5801/jtselect/jtrights/343/34302.htm
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necessary because such apps are more significant data collection 
mechanisms than has been envisaged by legislation to date. 

Whilst the report did state that the app could be effective in 
helping to reduce the spread of COVID-19, it stressed the 

importance of adequate safeguards which are currently 
insufficient. 

Within its recommendations it also suggested there needs to be a 
specific Digital Contact Tracing Human Rights Commissioner to 
oversee the app, and to deal specifically with complaints from the 
public. 

In summary, it stressed that the roll out of the app on a national 

basis should not be done until the following privacy and human 
rights protections are in place: 

1. primary legislation must be implemented to provide legal 
clarity and certainty as to how data is gathered, processed, 
stored and deleted; 

2. oversight of the app must be carried out by an independent 
body i.e. through the appointment of a Digital Contact 

Tracing Human Rights Commissioner;  

3. specific child safeguards should be applied to avoid misuse in 

the collection of children’s data;  

4. a review should be conducted every 21 days to analyse the 
efficacy of the contact tracing system; 

5. government and the health authorities must be transparent 

with the public as to how the app is being used and a data 
protection impact assessment made public to improve such 
transparency; and 

6. The app and the data it collects must be time-limited, and 
not kept beyond the duration of the pandemic.  

Family of 10 lose harassment and 

privacy claims against newspaper 
publishers 

In Sube v News Group Newspapers & Express Newspapers 

(No 3) [2020] EWHC 1125 (QB), the UK High Court rejected a 
claim under Section 10 of the Data Protection Act 1998 (the 
“DPA”) made by the claimants against two leading newspaper 
publishers – News Group Newspapers and Express Newspapers – 
in respect of various newspaper articles and online posts 
circulating information about the claimants’ rejection of a council 

7 May 2020 Judgment 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&ved=2ahUKEwijrYfcjrPpAhV1wuYKHTRPCHAQFjADegQIAxAB&url=https%3A%2F%2Fwww.judiciary.uk%2Fwp-content%2Fuploads%2F2020%2F05%2FSube-v-News-Group-2020-1125-EWHC-QB.pdf&usg=AOvVaw2veS_FJxhnGkyNod-Mezfc
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house in Luton. By way of background, Section 10 sets out a data 
subject’s right to prevent a data controller from processing 
personal data where such processing is likely to cause damage or 
distress to the data subject or another. 

The Court ruled that both News Group Newspapers and Express 
Group had stopped any processing activity by deleting the 
relevant posts before the statutory deadline set out in Section 
10(3) of the DPA (this being 21 days of receiving notice), and 
that retaining hard copies of the posts after their deletion did not 
constitute processing in breach of Section 10. 

As a result, the judge considered it unnecessary to consider 

whether the data contained in the online posts constituted 
sensitive personal data for the purposes of Section 2 of the DPA. 
However, for sake of completeness, the judge ruled that it did not 
due to the claimants’ failure to identify and explain which of the 
posts infringed Section 2. 

UK Government orders audit of 

ICO’s operations following claims 
the regulator lacks the might to 
take on Big Tech 

The UK Government has commissioned Oliver Wyman, a global 

management consultancy, to undertake a major audit of the 
ICO’s functions, following claims that the ICO may not be able to 
take on major tech companies and therefore may be unfit for 
purpose. This appointment followed recommendations in the 2019 

report from the Parliamentary Joint Committee on Human Rights 
(the “Report”). The Report found that the ICO did not actively 

police Big Tech, instead operating a reactive approach to 
investigation. As such it was recommended that the Government 
review whether there were adequate measures to enforce the 
GDPR and Data Protection Act in relation to how Internet 
companies were processing personal data, including consideration 
of whether the ICO has sufficient resources to act effectively as a 
regulator. 

9 May 2020 Parliamentary joint 

committee third report of 
session 2019 

CTSI announces that UK 
Government COVID-19 app 

exploited by fraudsters 

The Chartered Trading Standards Institute (“CTSI”) announced 
that it received evidence of phishing scams themed around the 

UK Government’s new COVID-19 application, which is being 
trialled in the Isle of Wight. Members of the public received texts 
informing them they had come into contact with someone who 
tested positive for COVID-19. The message include a link to a 

website which requests personal details of the user. Scammers 
may use personal details to access bank accounts or commit 
identity fraud. 

12 May 2020 Press release  

https://publications.parliament.uk/pa/jt201919/jtselect/jtrights/122/122.pdf
https://publications.parliament.uk/pa/jt201919/jtselect/jtrights/122/122.pdf
https://publications.parliament.uk/pa/jt201919/jtselect/jtrights/122/122.pdf
https://www.tradingstandards.uk/news-policy/news-room/2020/new-covid-19-app-exploited-by-fraudsters-to-scam-public
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ICO issues guidance to employers 
on workplace testing 

ICO issued guidance to employers wishing to undertake 
workplace testing (the “Guidance”). The Guidance states that 
employers are required to comply with GDPR when processing 
employee health data (which is special category data) and handle 

such data in a lawful, fair and transparent manner. The Guidance 
includes the following best practices: 

− employers should undertake a data protection impact 
assessment to demonstrate accountability in their data 
processing; 

− employers should consider data minimisation and only collect 
and retain the minimum amount of data needed to fulfil their 

purpose; and 

− employers should exercise transparency in all contexts, 
including when informing staff about the purposes of using 
their data, and when using temperature checks or thermal 
cameras. 

12 May 2020 ICO guidance  

NHS releases the previously 

redacted risk matrix for the COVID 
19 app DPIA 

The NHS released an unredacted version of its data protection 

impact assessment (“DPIA”) previously prepared for its COVID-
19 contact tracing application. Notably the DPIA outlines how the 
application handles personal data and referred to the system as 

anonymous. Under the GDPR, an identifier assigned to a phone is 
capable of constituting personal data. The NHS app which works 
via a Bluetooth logging system creates an identifier ID for every 

phone that uses the application.  

13 May 2020 DPIA 

No automatic expectation of 
privacy for party in tribunal 
hearings 

In Moss v Information Commissioner [2020] EWCA Civ 
580, the Court of Appeal (Civil Division) has released its 
judgment relating to anonymity of parties in information rights 
cases. The appellant argued that the refusal to grant him 
anonymity unlawfully interfered with his Article 6(1) (right to a 

fair trial) and Article 8 (right to respect of private life) ECHR 
rights. However, the Court of Appeal disagreed, agreeing with the 

earlier decision that the established rules on anonymising parties 
apply to information rights tribunals in the same way as 
everywhere else. 

15 May 2020 EWCA Judgment 

EU Chief Negotiator releases 
statement on the partnership 

The EU’s Chief Negotiator, Michael Barnier, has published his 
opinion on the status of the ongoing negotiations between the UK 
and the EU. In the statement, Mr Barnier states that it will be 

15 May 2020 Statement  

https://ico.org.uk/global/data-protection-and-coronavirus-information-hub/data-protection-and-coronavirus/workplace-testing-guidance-for-employers/
https://faq.covid19.nhs.uk/20200505a%20DPIA%20Risk%20Log%20Covid%20Proximity%20App.pdf
http://www.bailii.org/ew/cases/EWCA/Civ/2020/580.html
https://ec.europa.eu/commission/presscorner/detail/en/speech_20_895
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negotiations between the EU and 
UK  

impossible for the EU to agree to lowering the current standards 
and change the agreed structures of data protection. He also 
emphasises the importance of reciprocity of data exchanges 
between the UK and EU Member States, recalling that the 

European Parliament has called for all exchanges of biometric 
data between the UK and the EU to be equal and subject to strict 
safeguards.  

Health Secretary rejects request 
for new legislation on contact 
tracing apps  

Matt Hancock, the current Secretary of State for Health and 
Social Care, has responded to the Joint Committee on Human 
Rights stating that its suggestion that primary legislation be 

required for contact tracing apps is unnecessary. In his written 
response Mr Hancock emphasised his confidence that the NHSX 
App complies with current data protection laws and the 
information governance standards expected of public services. As 
such, he does not believe that any new legislation is required as 
the existing legislation provides all necessary protections, powers 
and responsibilities. 

21 May 2020 Letter 

ICO publishes guidance to assist 
organisations in explaining AI 

The ICO has published its joint guidance with the Alan Turing 
Institute on how to explain to individuals how their personal data 
is processed using artificial intelligence. The guidance aims to 
help organisations to comply with the GDPR requirement that 

where an individual is subject to decisions made wholly by 

electronic means, those individuals should be given information 
on how those wholly electronic decisions are made.  

The guidance is split into three parts. Part 1 deals with the key 
concepts of AI, Part 2 seeks to explain the practicalities of AI and 
how these are implemented by technical teams in organisations, 
and the third part looks at the roles, procedures and 
documentation which organisations should consider to ensure 

that they are explaining to affected individuals exactly how AI is 
being used. 

22 May 2020 Guidance 

CDEI issues paper reviewing risks 
of facial recognition technology 

The Centre for Data Ethics and Innovation (“CDEI”) have issued 
a briefing which considers the potential risks of the increasing use 
of facial recognition technology (“FRT”) in the UK. The CDEI 

describes the different areas in which the technology is being 
implemented, with increasing use in the private sector for the 
identification of antisocial behaviour. The paper discusses the 
benefits and risks of FRT, and the legal implications of using it. 

28 May 2020  Press release 

Briefing paper 

https://committees.parliament.uk/publications/1223/documents/10345/default/
https://ico.org.uk/for-organisations/guide-to-data-protection/key-data-protection-themes/explaining-decisions-made-with-ai/
https://www.gov.uk/government/publications/cdei-publishes-briefing-paper-on-facial-recognition-technology
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/887866/Facial_Recognition_Technology.pdf
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COVID-19: ICO responds to privacy 
challenges  

The Information Commissioner’s Office (“ICO”) has published six 
data protection principles which businesses should adopt in order 
to protect the privacy of personal data during the lockdown 
recovery. The six steps include: 

1. collecting and using information only to the extent necessary; 

2. collection/retention of information should be kept to a 
minimum; 

3. being transparent with staff regarding the use of their 
information, the implications of that use and how long you 

intend to keep the data; 

4. treating people fairly; 

5. securing any personal information collected; and  

6. allowing individuals the opportunity to freely exercise their 
data protection rights. 

11 June 2020 Six principles 

UK government announces next 
phase of NHS Test and Trace app 

The UK government has announced that the COVID-19 Test and 
Trace app is moving into the next phase of development. The 
next phase will combine the work done on the NHS Covid-19 app 

with the Google/Apple framework. 

18 June 2020 Government 
announcement 

 

https://ico.org.uk/global/data-protection-and-coronavirus-information-hub/coronavirus-recovery-six-data-protection-steps-for-organisations/
https://www.gov.uk/government/news/next-phase-of-nhs-coronavirus-covid-19-app-announced?utm_source=50c58e21-7350-47a4-bad4-bdec7bf1f0c1&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
https://www.gov.uk/government/news/next-phase-of-nhs-coronavirus-covid-19-app-announced?utm_source=50c58e21-7350-47a4-bad4-bdec7bf1f0c1&utm_medium=email&utm_campaign=govuk-notifications&utm_content=daily
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The California Privacy Rights Act 

(CPRA) – anticipated changes to 
the California Consumer Privacy 
Act (CCPA) 

As of July 1, 2020, California’s Attorney General may take direct 

action against businesses that violate the privacy protection 
requirements of the California Consumer Privacy Act (“CCPA”). 
However, the California data privacy landscape anticipates yet 
another change as the California Privacy Rights Act (“CPRA”) 
qualified for the November 2020 ballot on June 24, 2020. If the 
CPRA passes the ballot in November, it will replace and 
significantly expand the privacy protections introduced by the 

recently enacted CCPA. 

Among other things, the CPRA will create the following new 
protections: 

Sensitive data: The CPRA adds the concept of sensitive data 
(broadly similar to the GDPR’s “special category personal data”). 
It will limit the use of sensitive personal information, which 

includes a consumer’s precise geolocation, racial or ethnic origin, 

Enforcement date for 

the CCPA: 1 July 2020 

CPRA qualifies for the 
November 2020 
ballot: 24 June 2020 

Text of the CPRA 

https://www.oag.ca.gov/system/files/initiatives/pdfs/19-0021A1%20%28Consumer%20Privacy%20-%20Version%203%29_1.pdf
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religious or philosophical beliefs, and biometric information. If 
sensitive personal information (“SIP”) is collected or processed 
for the purpose of inferring characteristics about the consumer, 
then the consumer has the right, at any time, to limit the use and 

disclosure of SIP. 

Sharing: The CPRA limits the “sharing” of personal information for 
behavioural advertising, including conventional tracking-based 
advertising technology methods such as using personal 
information obtained from consumer’s activity across businesses, 

websites, apps or services other than the one with which the 
consumer intentionally interacts. The CPRA provides that 

consumers have the right to opt out of not only the sale (as 
provided under the CCPA) but also the sharing of such personal 
information. 

Enhanced Protections for Minors: The CPRA will increase 
administrative fines for violations of the Act involving the 
personal information of children under 16 years old up to $7,500 

per violation. In addition, persons under 16 years old must opt in 
to the sharing or selling of personal information. 

California Privacy Protection Agency (“CPPA”): The CPRA would 

create the first agency in the United States dedicated solely to 
privacy. The CCPA will have a broad mandate including 
investigating possible violations of the CPRA and enforcing the 
CPRA through administrative actions, rulemaking, and appointing 

a Chief Privacy Officer to conduct audits of businesses to ensure 
compliance with the CPRA. 

These are just a few examples of the enhancements that the 
CPRA will bring to the current protections offered under the CCPA. 
The CPRA will build on the existing requirements of the CCPA and 
businesses are urged to ensure full compliance with the CCPA in 
advance of the CPRA coming into force. 

Recent changes to state data 
breach notification laws in New 
York, District of Columbia, and 
Vermont 

Data privacy and cyber security laws continue to rapidly develop 
in the United States. As well as developments in California, there 
have been updates in New York, District of Columbia, and 
Vermont. 

Effective as of 21 March 2020 the New York SHIELD Act requires 

enhanced data security requirements for private businesses (not 

Updates to New York 
SHIELD Act: 1 July 
2020 

Updates to the District 
of Columbia’s data 

breach notification 

Recent Changes to New 
York’s SHIELD Act – 
21/03/2020 

Recent Changes to the 
District of Columbia’s 

https://www.nysenate.gov/legislation/laws/GBS/899-BB
https://www.nysenate.gov/legislation/laws/GBS/899-BB
https://www.nysenate.gov/legislation/laws/GBS/899-BB
https://trackbill.com/bill/district-of-columbia-bill-215-security-breach-protection-amendment-act-of-2019/1731013/#/details=true
https://trackbill.com/bill/district-of-columbia-bill-215-security-breach-protection-amendment-act-of-2019/1731013/#/details=true
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already regulated by the Gramm-Leach-Bliley Act, the Health 
Insurance Portability and Accountability Act or the New York 
Division of Financial Services). The amendments require such 
businesses to implement a data security program that includes 

the following: 

− reasonable administrative safeguards, including the 
designation of an employee to coordinate a security program, 
conducting risk assessments, reviewing existing security 
measures, and third party management; 

− reasonable technical safeguards, including an assessment of 
risks of network and software design, risks in information 

handling, and the establishment of systems to detect, 
prevent and respond to attacks or system failures; and 

− reasonable physical safeguards, including assessing the risks 
of information storage and disposal, detecting, preventing 
and responding to intrusions, guarding against unauthorised 
access to private information, and disposing of information 

within a reasonable amount of time after it is no longer 
needed so that the information cannot be read or 
reconstructed. 

Effective as of 17 June 2020, there have been significant 
amendments to the data breach notification requirements in the 
District of Columbia (“D.C.”), including the following: 

− expansion of the definition of “personal information” to 

include additional items such as taxpayer ID numbers, 
genetic information, health insurance information, and 
biometric information; 

− additional information in the contents of a notification, 
including a description of the categories of information 
involved, contact information for the person or entity in 

control of the personal information as well as the D.C. 

Attorney General (“DC AG”), Federal Trade Commission, and 
major credit reporting agencies, and a statement that data 
subjects have the right to a free security freeze under federal 
law; 

requirements: 17 
June 2020 

Updates to Vermont’s 
data breach 

notification 
requirements: 1 July 
2020 

data breach notification 
laws – 17/06/2020 

Recent Changes to 
Vermont’s data breach 

notification laws – 
01/07/2020 

https://trackbill.com/bill/district-of-columbia-bill-215-security-breach-protection-amendment-act-of-2019/1731013/#/details=true
https://trackbill.com/bill/district-of-columbia-bill-215-security-breach-protection-amendment-act-of-2019/1731013/#/details=true
https://legislature.vermont.gov/statutes/section/09/062/02435
https://legislature.vermont.gov/statutes/section/09/062/02435
https://legislature.vermont.gov/statutes/section/09/062/02435
https://legislature.vermont.gov/statutes/section/09/062/02435
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− a requirement to provide 18 months of identity theft 
prevention services to any data subject whose Social Security 
number or taxpayer ID number has been breached; 

− written notification to the DC AG where a breach involves 50 

or more residents that must include specified elements; and 

− a requirement for entities owning, licensing, or processing 
personal data to adopt reasonable security measures 
appropriate to the nature of the information and the size of 

the entity or operation. 

Effective as of 1 July 2020, Vermont’s Security Breach Notice Act 
(“VSBNA”) has been significantly amended. Changes include: 

− an expansion to the definition of “personally identifiable 
information” to include: individual taxpayer identification 
number, military identification card number, or other 
identification number that originates from a government 
identification document, unique biometric data, genetic 
information and health records; 

− a requirement to notify affected individuals where login 
credentials are compromised and to notify the Vermont 

Attorney General if the login credentials were acquired 
directly from the data collector or its agent. “Login 
credentials” are defined as “a consumer’s username or e-mail 
address, in combination with a password or an answer to a 
security question, that together permit access to an online 

account”; and 

− a higher threshold for permitting substitute (as opposed to 
direct) notice. Vermont’s substitute notice requirements 
permit a data collector to comply with its notice obligations in 
the event of a breach by “conspicuously posting the notice on 
the data collector’s website if the data collector maintains 

one and notifying major state-wide and regional media” 

where the lowest cost of providing Direct Notice via writing, 
email, or telephone would exceed $10,000, or the data 
collector does not have sufficient contact information. 
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Efforts to pass a federal privacy 
law continue 

On 18 June 2020, a new federal data privacy bill – the Data 
Accountability and Transparency Act of 2020 (“DATA 2020”) – 
was introduced as efforts to pass a federal privacy law continue. 

The proposal empowers individuals and state attorneys general to 
enforce privacy protections and would not pre-empt more 
protective state laws. 

If adopted, DATA 2020 would: 

− ban the collection, use or sharing of personal data unless 
specifically allowed by law; 

− ban the use of facial recognition technology; 

− prohibit the use of personal data to discriminate in housing, 
employment, credit, insurance, and public accommodations; 

− require anyone using decision-making algorithms to provide 
new accountability reports; and 

− create a new, independent agency with rulemaking, 
supervisory, and enforcement authority, dedicated to 

protecting individuals’ privacy and the implementation of 

DATA 2020. 

It would also introduce senior management accountability, 
requiring a CEO certification of compliance and impose potential 
criminal and civil penalties for CEO and Board of Directors where 
violations are found. 

18 June 2020 The Data Accountability 
and Transparency Act of 
2020 

 

https://www.banking.senate.gov/imo/media/doc/Brown%20-%20DATA%202020%20Discussion%20Draft.pdf
https://www.banking.senate.gov/imo/media/doc/Brown%20-%20DATA%202020%20Discussion%20Draft.pdf
https://www.banking.senate.gov/imo/media/doc/Brown%20-%20DATA%202020%20Discussion%20Draft.pdf
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Read more… 

− UK: We consider the implications 
of returning to the office. 
Read more… 

− US: In this podcast, we discuss 
measures for businesses to protect 

their data, intellectual property 
and brand. Read more… 

− Hong Kong: We consider the 
Hong Kong Court’s decision 
confirming the Securities and 
Futures Commission’s power to 
seize, search and compel access to 

digital devices. Read more… 

 

Spotlight on… 

https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/global/ireland/coronavirus-dpc-welcome-guidance-safety-protocol
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/global/ireland/edpb-provides-further-insight-into-gdpr-codes-of-conduct
https://www.eversheds-sutherland.com/global/en/what/publications/shownews.page?News=templatedata/Eversheds/News/data/en/ireland/coronavirus-staying-safe-online-during-covid-19-ireland
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/coronavirus/coronavirus-dp-tracker
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/global/Hong-Kong/China_issues_New_Cybersecurity_Review_Measures
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Real_estate/Returning_to_the_office_back_to_normal
https://us.eversheds-sutherland.com/NewsCommentary/Multimedia/230960/Podcast-Power-on-Protecting-your-company-and-brand
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/global/Hong-Kong/Implications_of_a_challenge_to_the_SFC_s_accessing_of_digital_devices_in_an_investigation
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