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Supporting global securities services 
businesses handling crypto-assets

Eversheds Sutherland brings together global expertise in blockchain, crypto-assets 
and securities services businesses. Our team of experts have deep subject matter 
knowledge of depositary and custodian business lines, and we act for several of the 
leading international securities services businesses across the globe. Aligned to this 
depth of knowledge is our award winning crypto-assets practice, which was “Highly 
Commended” at the Financial Times Innovative Lawyers Europe Awards 2018, and 
runner up for the Banking and Finance Team of the Year at the British Legal Awards 
(Legal Week). 

With experts located in all the major finance centres globally, including London, 
Luxembourg, Ireland, Germany, Switzerland, Hong Kong, Singapore, and the United 
States, we are perfectly positioned to guide global businesses through the opportunities
and challenges which arise for FinTech business lines.

Crypto-asset regulatory 
classification and structures

We regularly advise clients on classifying 
crypto-assets and how they fit into existing and 
future regulatory systems. We pioneered the 
only categorisation system driven by function 
of asset rather than legal form. This makes 
it particularly useful in implementing local 
standards in a globally consistent manner.
A rigorous analysis and understanding of the 
features of each particular asset is central to 
developing a consistent framework to support 
crypto-assets in a compliant manner.

Legal issues arising out of 
custody of crypto-assets

We are supporting clients in establishing 
custody models to support the safekeeping of 
crypto-assets and the custody and transactional 
infrastructure needed. We advise on issues 
arising out of the use of wallets, private keys, 
and the security of assets, as well as helping 
clients with issues surrounding segregated 
vs. omnibus custody models and settlement 
procedures. We have advised on a number of 
crypto-asset custody agreements and have 
advised a number of custodians on the legal 
and regulatory issues arising in respect of the 
custody of crypto-assets, particularly in relation 
to the interaction with existing regulatory 
regimes, such as the AIFMD and UCITS 
Directives.

Security 
interests 

We advise clients on the mechanisms and legal 
implications of taking security over crypto-
assets and using them as collateral. Our depth 
of knowledge advising on these issues in the 
“traditional” custody space means we are 
particularly well-placed to help clients apply 
traditional principles to new technology 
models to protect their business interests.

KYC 
and AML

We have advised on global KYC and AML 
requirements as they apply to crypto-asset 
custodians, including how large international 
banks can adapt and use their current systems 
and controls to achieve compliance in this 
new asset space. We can help with analysing 
requirements, customer and counterparty ID 
account monitoring and suspicious transaction 
reporting, record keeping and due diligence. 

How Eversheds Sutherland can help

Cyber-security 
and risk mitigation

Our cyber-security experts work in conjunction 
with our market leading crypto-assets team 
to advise clients on the best way to protect 
assets and reduce potential liability stemming 
from cyber risk and business practices such as 
forking and airdropping. We can deliver bespoke 
training to business lines and at board level
to support firms in ensuring understanding 
throughout the business of the specific risks 
relating to crypto-asset activities.

Smart 
contracts and AI

As businesses move towards innovative ways of 
recording transactions and agreements, we are 
well placed to advise custody businesses on how 
smart contracts and AI can be used to facilitate 
and automate crypto-asset businesses and to 
achieve greater efficiency and cost savings.



The Eversheds Sutherland securities services and regulatory 
practice is truly global. With experts in London, Hong Kong, 
Dublin, Luxembourg, Germany, Singapore, and the United 
States, we have a broad insight into global regulatory trends 
and issues, as well as being able to provide dedicated and 
focused support to our clients in key jurisdictions.
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Key contacts

With 67 offices in 34 countries, we are a global law firm providing worldwide coverage for our clients. In 
addition to our own offices, we have a series of relationship alliances with firms in key locations to provide 
our clients with access to the combined knowledge of a series of firms across key regions. Our regional 
alliances are a key component to how we work with counsel in other jurisdictions. Our award winning approach 
means clients will have one Eversheds Sutherland point of contact for multi-jurisdictional matters, crucial 
management information at your fingertips and the ability to adapt quickly to changing circumstances. We 
stand behind all our relationship firms in every country to ensure we deliver efficiency, certainty and guaranteed 
quality legal advice.
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