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Initial Coin Offerings (ICOs) employ
revolutionary technologies for an age-old
purpose - giving people the opportunity to
invest. It is therefore inevitable that ICOs
draw regulatory scrutiny. Add the underlying
complexity of the technology and the
possibility for anonymity and secrecy, and
the regulatory pressures increase – even as
regulators around the world struggle with
exactly how to regulate them.
This guide takes a closer look at existing
regulations and provides a practical guide
for launching an ICO in and across
multiple jurisdictions.
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Basic legal issues
in the ICO process
An ICO is a process for selling cryptocrurrency “tokens” in exchange for
conventional or “fiat” currency or other cryptocurrency. There is not yet a
standard approach to ICOs. However, a typical ICO involves the following
items where legal or regulatory issues may arise:

Proof of concept

Preparing a “white paper”

As the mere vehicle for raising funds, the ICO is a means
to an end. The ICO is part of a sponsor’s development
of a viable proof of concept (“POC”) for the proposed
use of distributed ledger technology. Both participants
in the ICO and, to the extent that the ICO is subject to
regulatory scrutiny, regulatory authorities have an interest
in such POC. A preliminary legal issue is whether the
concept underlying the ICO infringes on someone else’s
intellectual property rights.

The white paper sets out the POC related to the ICO and
other relevant information, such as details of the issuer,
members of staff and advisors. There may be multiple
white papers covering different aspects of an ICO. For
example, one white paper might cover the broader
ecosystem in which the ICO is a small part, while another
might deal with the ICO itself. The key considerations
here will be the accuracy of the statements in the white
paper. Even if no specific regulations govern an ICO,
general criminal and civil anti-fraud provisions and any
other general disclosure laws should apply to those
statements. Depending on the nature of an offering, an
ICO sponsor may use a prospectus or private placement
memorandum, which are commonly used in the
placement of securities.

Security of coding
Tokens usually take the form of ERC20 tokens, which
take advantage of Ethereum, a decentralized platform for
applications that run exactly as programmed without any
chance of fraud, censorship or third-party interference. At
their core, they are bits of code. The security of the code
underpinning the ICO is, therefore, crucial. Weakness
in an ICO’s security has been one of the most common
reasons for ICO failure. The use of third party experts to
validate the security of the coding that underpins an ICO
is a common safeguard against security breach. Even
if the ICO is not subject to special regulatory rules, the
general laws governing negligence would be relevant to
determining whether an issuer had breached its duties
to participants in the ICO to put in place and maintain
adequate security arrangements.
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Issuing terms and conditions/
subscription document
These documents cover the more formal aspects of the
ICO, dealing with aspects such as legal classification of
the ICO and token sale mechanisms (for example, the
timeline for token distribution and how funds raised
will be held for the duration of the token minting and
distribution). The general considerations for any contracts
will apply here.

Ongoing token platform operation
A successful ICO is the start, rather than the end, of
the journey. Participants in the ICO, in particular, will
want to be confident that the funds they provided during
the ICO are actually used for the purposes envisioned
by the ICO and that the technology remains effective.
Above any regulations that apply to the ICO, the
general laws governing negligence would be relevant to
determining whether an issuer had breached its duties to
participants in the ICO to maintain the effectiveness of
the token platform.

Preparing website/marketing
The white paper will more often than not be accessed
via a website, and all the website’s contents, which may
include promotional material, will also have to comply
with any special or general disclosure laws. In addition,
website terms of use are likely to be required.
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Regulating ICOs
Clarity is necessary on what is meant by “regulating ICOs”.
As an ICO is a process for the public offer or private
placement of tokens, they have attracted significant
attention from the regulatory authorities that police the
capital markets. And more often than not, current analysis
turns on the question of whether a token is a financial
instrument subject to regulatory requirements such as
preparation of an approved prospectus or “registration”
of the offer with the relevant capital markets authority.
The issue of whether a token is a regulated financial
instrument is also relevant to activities which service
providers may wish to provide to an issuer or participants
in an ICO. These activities include, for example,
arranging the issuance of tokens and marketing an ICO,
safeguarding and administering the tokens for token
holders, providing the facilities, including exchanges, for
trading the tokens, and trading the tokens on behalf of
those wishing to buy and sell the tokens.
The considerations about the regulation of ICOs also
spill over into the prevention of financial crime, most
notably money-laundering and terrorist financing,
and the licensing of the providers of financial services.
Here the question is whether those issuing tokens or
offering the facilities for trading tokens ought to be
regulated as financial services providers, such as
broker-dealers or banks.

One issue related to the licensing of providers of
financial services. or those providing technology to
financial services businesses, is the recent phenomenon
of “regulatory sandboxes” for financial technology
providers. In order to encourage technical innovation
while maintaining regulatory standards, certain financial
regulatory authorities are offering a special route for
authorisation or licensing, which allows a service provider
to carry on limited regulated activities to test their
business in a “sandbox,” usually for a limited period as
a step to full authorisation or licensing. To be clear, the
sandbox concept is not directly related to the regulation
of ICOs. However, subject to the regulatory authority
in question being willing to admit an ICO issuer to its
“sandbox,” this may be relevant to the testing of the
issuance of tokens.

“The recent phenomenon of
‘regulatory sandboxes’ offer
financial services technology
providers an opportunity to
carry out limited regulated
activities to test their business
as a step to full authorisation
or licensing.”
An overview of the approach to ICOs under the regulatory
regimes in Hong Kong, Russia, Singapore, the United Arab
Emirates, the United Kingdom and the United States is set
out below. This is a shifting landscape.
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2. Matching
your service needs
Hong Kong
How are ICOs
regulated?

Futures contracts of crypto-investment
products

Are ICOs formally subject to the local
AML regime?

There is no Hong Kong legislation that specifically
applies to an ICO. However depending on the structure,
terms and features of the scheme, the offering of tokens
may be considered to fall within the securities offering
regime under the Securities and Futures Ordinance, SFO.
The Securities and Futures Commission, SFC, issued a
statement on 5 September 2017 confirming that where
the offering of tokens share similar characteristics to
traditional securities such as shares, debentures or
interests in collective investment scheme, they will very
likely be regarded as “securities” and as such, subject to
the securities laws of Hong Kong.

On 11 December 2017, the SFC issued a circular to
remind providers of bitcoin futures contracts and other
crypto-investment products which share the inherent
features of a “futures contract” (as defined in the SFO)
to comply with the applicable legal and regulatory
requirements. The announcement coincided with
Chicago-based CBOE’s first day of trading futures
contracts on two US regulated exchanges. The SFC in
their announcement reiterated that firms who failed to
comply with licensing or other regulatory requirements,
may be committing a criminal offence under the SFO.

The SFC reminded licensed entities in Hong Kong that,
according to its Guideline on Anti-Money Laundering
and Counter-Terrorist Financing (AML/CFT), services that
inherently have provided more anonymity present higher
money laundering and terrorist financing risks. Virtual
commodities that are transacted or held on the basis
of anonymity by their nature pose significantly higher
inherent money laundering and terrorist financing risks.

Even though the SFO, when drafted, did not anticipate the
era of digital tokens, the SFC has taken a liberal approach
to extend the concept of “securities” to include certain
digital tokens offered in an ICO scheme. However, the
SFC has observed that digital tokens may be characterised
as a “virtual commodity” when they are merely a utility
token exchanged for the usage of a potential product
or platform. The SFC will take a substance over form
approach when determining whether a digital token is
considered to constitute “securities”.
Parties involved in dealing in, advising, managing or
marketing a fund investing in digital tokens also need to
determine whether the digital tokens involved would be
considered as “securities”. If so, relevant licences would
be required and the SFC regulations would need to be
complied with for such SFC regulated activities. These
parties would also include cryptocurrency platforms
or exchanges that are engaged in secondary trading of
such digital tokens and the SFC’s licensing and conducts
requirements would need to be observed.
8

Provided that the services are targeted at the Hong
Kong public, entities will be required to have a licence
irrespective of whether or not the entity is located in
Hong Kong. Depending on the nature of activities,
intermediaries will need to consider obtaining Type one
(relaying or routing relevant orders), two (marketing a
fund which invests in Bitcoin futures contracts), five
(providing relevant advisory services) or nine (managing
a relevant fund) licences. Failure to comply may attract
criminal liabilities.

Licensed entities, when dealing with virtual commodities,
should apply enhanced vigilance when assessing money
laundering and terrorist financing risk. Where a high
money laundering and terrorist financing risk situation
is identified as a result of the assessment, the licensed
entities should take additional measures to mitigate the
money laundering and terrorist financing risk involved.
Examples can include obtaining additional information
on the customer and the source of funds, and
conducting enhanced monitoring of the business
relationship by increasing the number and timing of
controls applied and selecting patterns of transactions
that need further examination.
The licensed entities are also reminded of their statutory
obligations to make a report to the Joint Financial
Intelligence Unit if customer due diligence and ongoing
monitoring reveal any suspicious activity related to money
laundering and terrorist financing on a customer account.
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Russia
How are ICOs
regulated?
ICOs are not currently directly regulated in Russia by law.
However, recently (at the end of 2017) Russian authorities
began developing the legal framework targeted at
regulation of ICOs. In January 2018, the following bills
were issued: (i) “On Digital Financial Assets”(the bill is
available in two editions, issued by the Russian Ministry
of Finance and the Central Bank of Russia); (ii) “On
Alternative Ways to Attract Investments (Crowdfunding)”;
and (iii) “On the System of Dispersed National Mining.”

and (ii) disposal of tokens on the conditions set by
the issuer (eg, exchange for an asset). A more flexible
approach is proposed by the Ministry of Finance,
which would allow the exchange of one type of
DFA for another, and allow exchange for rubles and
foreign currency. Under both bills, DFAs would not be
recognized as an authorized means of payment
–

The most important provisions of the bills are as follows.
1.

Federal Law “On Digital Financial Assets”

–

the term “digital financial asset” (“DFA”) will be
introduced to Russian law. A DFA is electronic
property created using encryption, the property rights
to which are certified by entries made to a register of
digital transactions. The law distinguishes between
two types of DFAs, cryptocurrency and tokens

–

–
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the following basic stages of an ICO are set out:
(i) publication of an offer to purchase the tokens
by the token issuer, together with an investment
memorandum and other relevant documents; and (ii)
entering into agreements, including smart-contracts
aimed at the sale and purchase of tokens
according to the proposal from the Central Bank of
Russia, transactions exchanging tokens for rubles or
any other currency may only be made by operators
of exchange of digital financial assets. Furthermore,
the law would prohibit any transactions with tokens
except for (i) selling the tokens back to the issuer

the law would also mandate that any rights to
tokens must be recorded with the register of digital
transactions. Additionally, tokens will be collected in
electronic wallets to be opened in the name of the
owner by an operator of digital financial assets (as
proposed by the Central Bank of Russia)

2.

Federal Law “On Alternative Ways to Attract
Investments (Crowdfunding)”

–

this law would regulate investments made by
individuals in commercial projects (so-called
“crowdfunding”) through investment platforms
and sets out the requirements for such platforms.
Crowdfunding would be arranged by an operator of
an investment platform, which must comply with a
number of requirements, in particular, disclosure of
information on the investment platform

–

–

investment amounts would be limited to no more
than 50 thousand rubles by one investor into one
investment project and no more than 500
thousand rubles into all investment projects within
a calendar year

–

unlike mining, an individual is not required to be
registered as an individual entrepreneur to invest

3.

Federal Law “On the System of Dispersed
National Mining”

–

according to the bill, a special national DFA would
be introduced called a “crypto-ruble,” which is a
cryptocurrency. The crypto-ruble would be a legal
means of payment (which appears contrary to the
bill “On Digital Financial Assets” not recognizing
any other means of payments besides traditional
currencies)

–

the bill only covers the process of mining
crypto‑rubles and does not affect other international
cryptocurrencies, eg, bitcoin.

–

under the bill, only commercial entities or individual
entrepreneurs are allowed to mine cryptocurrencies

Are ICOs formally subject to the local
AML regime?
Countering money laundering in Russia is regulated
by Federal Law No. 115-FZ “On Combating Money
Laundering and the Financing of Terrorism” dated 7
August 2001 (“Anti-Money Laundering Law”).
The Anti-Money Laundering Law provides for mandatory
control over operations with monetary funds or other
property if such operation is of RUB 600 thousand or
more (or the equivalent in the foreign currency) and
transactions with real property of RUB 3000 thousand or
more (or the equivalent in foreign currency). However,
ICOs are currently not specifically mentioned as
controlled operations.

alongside traditional forms of investments (provision
of loans, purchase of securities or shares in the share
capital of limited liability companies, etc), purchase
of tokens would be presented as a new investment
vehicle. Tokens would be recorded in the database
of the investment platform and this would certify
a number of rights of their owners (eg, the right to
receive securities provided by the tokens owned)
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How are ICOs taxed?
There is no dedicated taxation regime/regulation for ICOs
in Russia as of the day of this summary.

How is the ICO market developing?
Currently, the ICO market in Russia is practically
unregulated. However, Russian authorities have been
watching the development of cryptocurrencies for a few
years. For instance, the Russian tax authorities stated
in 2016 that Russian law does not prohibit the use of
cryptocurrencies by Russian citizens or legal entities,
however, transactions with cryptocurrencies must
be made through bank accounts similar to currency
operations.
Legal regulation of cryptocurrencies is currently in active
development. In October 2017, President Putin ordered
preparation of a relevant legal framework for digital
technologies used in the financial markets by 1 July 2018.
Currently, the circulation of cryptocurrencies, particularly
ICOs, is based only on industry best practices. This
involves uncertainty in the legal status of cryptocurrency
(DFAs), regulation and protection of investor’s rights
provided by tokens, the procedure for ICOs, including
regulatory and licensing, relationships with banks
regarding operations that involve cryptocurrency, taxation
and liability issues, including potential criminal liability.
Ultimately, the interest in the topic among investors
resulted in rapid growth during 2017 and it looks set to
remain. However, due to uncertainty in legal regulation
and future normative requirements it is difficult to
estimate potential market development. The new package
of laws may resolve some of the open issues, however,
some experts already believe that the bills will likely
require further elaboration.
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Singapore
How are ICOs
regulated?
Digital tokens as capital markets products
A digital token may be classified as a capital market
product such as a share, a debenture or a unit in a
collective investment scheme (CIS) if it has certain
characteristics. This might be the case where, for
example, the token can grant an ownership interest in a
company, represents or evidences a debt from the issuer,
or grants an interest in a CIS. If this is the case, the offer of
digital tokens must comply with the Securities and Futures
Act of Singapore (“SFA”) which requires the offer to be
accompanied by a prospectus, unless it falls
within the traditional exemptions or requires
authorization and/or recognition of the digital token
if it is categorized as a unit in a CIS.
Intermediaries facilitating offers of digital tokens
If the digital tokens constitute capital markets products,
the scope of Monetary Authority of Singapore’s (“MAS”)
regulatory purview also extends to intermediaries who
facilitate offers or issues of digital tokens. This may be
by operating a platform for the primary offers of digital
tokens, providing financial advice in respect of the
digital tokens or operating a platform for the trade
of digital tokens.

Intermediaries will need to obtain the requisite licences
and/or approvals from MAS, unless otherwise exempted.
A primary platform operator may be treated as carrying
on business in regulated activities and require a capital
markets services licence. A financial advisor may require a
financial adviser’s licence and a trading platform operator
may require MAS’ recognition as an approved exchange
or a recognized market operator. Further, Singapore’s
securities laws will apply extra-territorially to activities
of such intermediaries even if it is based overseas, if
its activity or conduct has a substantial and reasonably
foreseeable effect in Singapore.

Are ICOs formally subject to the local
AML regime?
Even if the digital tokens do not perform functions within
MAS’ regulatory purview, they may nonetheless be
subject to existing regulations on anti-money laundering
and countering of financing of terrorism (AML/CFT).
This includes Singapore’s Terrorism (Suppression of
Financing) Act, Corruption, Drug Trafficking and Other
Serious Crimes (Confiscation of Benefits) Act, various
regulations giving effect to United Nations Security
Council Regulations and relevant MAS Notices on AML/
CFT. In particular, the obligations to report suspicious
transactions and the prohibition from dealing with or
providing financial services to designated individuals and
entities will continue to apply.
MAS has also expressed that it is developing a new
payment services framework which will include rules to
address AML/CFT risks relating to dealing or exchange of
virtual currencies, and intermediaries would be expected
to comply with such rules in due course.
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How are ICOs taxed?
There is currently no dedicated regime for the taxation of
ICOs in Singapore.

How is the ICO market developing?
Singapore has emerged as one of the leading ICO
hubs, being the third-largest ICO market after the
United States and Switzerland.1 Notable token sales in
2017 includes TenX, a Singapore start-up which raised
a total of US$80 million.2 As evident in MAS’ Guide to
Digital Token Offerings, this is largely due to Singapore’s
accommodating attitude towards ICOs and its preference
to adopt a cautionary regulatory approach rather than
an outright prohibition towards ICOs.3 In this regard,
Singapore is expected to remain an attractive destination
for ICOs in the future.

1

http://www.straitstimes.com/singapore/spore-firm-tolaunch-ico-advisory-centre

2

https://www.techinasia.com/tenx-crosscoin-ico

3

http://www.mas.gov.sg/News-and-Publications/MediaReleases/2017/MAS-clarifies-regulatory-position-on-theoffer-of-digital-tokens-in-Singapore.aspx
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Switzerland

Are ICOs formally subject to the local
AML regime?

With its favorable regulatory and business environment
for financial services, Switzerland has become one of
the leading hubs for ICOs. Most of the ICOs are located in
the Crypto Valley between Zurich and Zug, which offers
an experienced start-up ecosystem and a large crypto
community including experts specializing in the crypto
area.

How are ICOs regulated?
Token categories: The Swiss Financial Market Supervisory
Authority FINMA has published guidelines on how
it will apply existing financial market legislation in
enquiries regarding ICOs. FINMA distinguishes three
token categories that determine whether the token is
considered a security and subject to securities law.
1. Payment tokens (cryptocurrencies) are used as a
means of payment for acquiring goods or services or
as a means of money or value transfer. They give rise
to no claims on their issuer.
2.

3.

Asset tokens represent assets such as a debt, equity
or other claim on the issuer (e.g. a share in future
company earnings or capital flows). In terms of their
economic function, the tokens are analogous to
equities, bonds or derivatives. Tokens that enable
physical assets to be traded on the blockchain also
fall into this category.
Utility tokens provide access digitally to an application
to service by means of a blockchain-based
infrastructure at the point of issue.

The function of a token and, as a result, its classification
may change over time. Furthermore, individual token
classifications are not mutually exclusive, meaning that
asset and utility tokens can also be classified as payment
tokens (referred to as hybrid tokens).
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The Anti-Money Laundering Act (“AMLA”) applies to
financial intermediaries, which includes in particular
anyone who provides services related to payment
transactions or who issues or manages means of
payment.
Qualification as security: The Financial Market
Infrastructure Act (FMIA) defines securities as standardized
certificates, uncertificated securities and intermediated
securities, which are suitable for mass standardized
trading. Securities are publicly offered for sale in the same
structure and denomination or are placed with more
than 20 clients, insofar as they have not been created
especially for individual counterparties.
Payment tokens are not considered securities since they
are designed to act as a means of payment. Likewise,
FINMA will not qualify utility tokens as securities if the
sole purpose of the token is to confer digital access rights
to an application or service (i.e. no investment function)
and a token can actually be used in this way at the point
of issue. If, however, the utility token serves only as an
investment, or serves a utility and investment purpose,
FINMA will consequently treat it as a security. FINMA
generally qualifies asset tokens as uncertificated securities
when they are rights that are issued or established in large
numbers, generically identical and thus suitable for mass
trading and publicly offered.
The issuance of uncertificated securities that represent
debt or equity rights is subject to a prospectus obligation
pursuant to the Swiss Code of Obligations. Uncertificated
securities are created on entry in the ledger, in which
details of the number and denomination of the
uncertificated securities issued and of the creditors are
recorded. In the pre-financing and pre-sale phases of an
ICO, which confer claims to acquire tokens in the future,
FINMA considers these claims to be securities if they are
standardized and suitable for mass trading.
No banking license: The issuing of tokens is generally
not associated with claims for repayment on the ICO
organizer, and to this extent, a banking license is not
required.

Payment tokens are designed to act as a means of
payment as long as they can be transferred technically
on a blockchain infrastructure. Therefore, anyone issuing
a payment token qualifies as a financial intermediary
and is subject to Swiss AML regulations. AML regulations
are also applicable in the case of purchase and sale
of cryptocurrencies on a commercial basis as well as
custody wallet providers (offering of services to transfer
tokens if the service provider manages the private key).
Utility tokens (and hybrids with utility elements) are not
subject to AML regulations as long as the main reason
for issuing the tokens is to provide access rights to a
non-financial application of blockchain technology.
The payment function of the utility token must only be
an “accessory service”. Asset tokens are not considered
means of payment and therefore not subject to AML
regulations.
If AMLA is applicable, ICO issuers have certain due
diligence and reporting requirements, such as establishing
the identity of the client and the beneficial owner.

How are ICOs taxed?
There are no specific taxation regulations for ICOs.
Utility tokens constitute a prepayment purchase without
a repayment obligation. Since the project has yet to be
realized at the time of the ICO and the income from
issuance of tokens has already been generated, the future
development and operating expenses must be taken
into account by creating provisions. These provisions are
gradually liquidated in the subsequent periods. In any
event, we recommend getting a binding tax ruling from
the respective tax authority.

The tax implications will also differ depending on the form
of crowdfunding. For equity and debt-based structures,
transactional taxes like stamp duties and withholding taxes
must be considered, while income tax exemption or gift
tax can be relevant for donation-based models.
The Swiss Federal Tax Administration stated that it would
treat Bitcoin the same way as the Swiss Franc or other
fiat currencies, meaning that trading such currency is
neither a delivery, nor a service for the purpose of Swiss
VAT and therefore not subject to VAT. The administration
regularly publishes an “official” exchange rate for 10 major
cryptocurrencies.

How is the ICO market developing?
As mentioned, Switzerland is a leading hub for ICOs. By
2017, there were more than 10 large scale ICOs done,
more than 40 ICOs in process and 200 plus ICOs in the
pipeline. These figures are expected to continue to rise in
the next year.
Authorities are facilitating the development by taking
a progressive approach. The local government in Zug
accepts Bitcoin currency to settle administrative costs.
The guidelines issued by the financial market authority
FINMA has legal certainty. The Crypto Valley between
Zug and Zurich provides an excellent environment for
ICOs, namely Ethereum, Tezos and Bancor and Bitcoin
Switzerland are located there. There is an existing crypto
community, labs, incubators, accelerators and real life
field tests. The Crypto Valley has a number of experienced
service partners to provide ICOs with the necessary
support, including consulting for early stage investors
with focus on the blockchain industry. Switzerland and
in particular the Crypto Valley is expected to remain
attractive for ICOs and the blockchain industry will likely
continue to grow.
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United Arab Emirates
How are ICOs
regulated?
The United Arab Emirates (UAE) is more accurately
described as a collection of jurisdictions with a federal
onshore regime and several freezone offshore regimes.
In reviewing the local ICO regulations, we have
considered the federal onshore regime, and two offshore
regimes, namely the Dubai International Financial Centre
(“DIFC”) and the Abu Dhabi Global Markets (“ADGM”).
The relevant regulations in the DIFC and the ADGM
are modelled on the United Kingdom and, as such,
whether an ICO is regulated in the freezones is
determined by whether that activity is a regulated
activity (see UK section).
The DIFC regulator has issued a public notice regarding
ICOs and has made it clear that it does not currently
regulate these kinds of product offering nor does it license
firms in the DIFC to undertake these activities. The DFSA
has also issued a warning stating that “these offerings
should be regarded as high-risk investments”.
The ADGM regulator has gone further in considering
the regulatory position and issued specific guidance on
its approach to ICOs and virtual currencies. As ICOs do
not always fit neatly into the regulatory framework, the
regulator actively encourages companies considering
an ICO in the ADGM to approach them early in the
fundraising cycle to agree the applicable regime. We also
understand that the ADGM is in the process of developing
a voluntary ‘best practice’ standards for unregulated
activities with a financial nexus (such as certain ICOs).
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Onshore the position has been less certain as the Central
Bank issued a regulatory framework for stored values
and electronic payment systems at the start of 2017
which includes, amongst other things, a prohibition
on virtual currencies and any transactions thereof. The
Central Bank later clarified through public media that
this provision was not intended to apply to Bitcoin and
other cryptocurrencies (albeit without amending the law)
but the regulatory position for other forms of tokens is
uncertain. That said, we are aware that a number of ICOs
have been conducted onshore in the recent past without
any action or comment by the Central Bank.
Regulated ICOs
If an ICO does involve a regulated investment, then
the provider of the ICO is likely to need regulatory
authorization. In the freezones this will include the
relevant conduct of business and financial promotion
rules for that type of investment, including potentially the
requirement for a prospectus. Both the DIFC and ADGM
have special FinTech initiatives that may be applicable and,
if so, a limited license could be granted without the need
to comply with the full rules. The onshore position would
involve a consultation with the relevant regulator (the UAE
Central Bank and/or the UAE Securities and Commodities
Authority) to agree the applicable rules. In addition,
the company looking to launch an ICO would have to
be properly set up and comply with all of the licensing
requirements for the type of business designated by the
Department of Economic Development.

Unregulated ICOs
If an ICO does not involve a regulated investment or
activity, it will be treated as a general commercial business
and it will have to comply with the mandatory laws. A
company based in the UAE will have to be properly set
up (which includes complying with various trade license
requirements). It is also important to ensure that the ICOs
are not considered ‘donations’ towards a particular project
as it would then run the risk of contravening the strict
fundraising laws.
In addition, the various regulators in the UAE have taken
the view that ICOs represent a high risk investment and
have issued a warning that consumers should be careful
when investing into an ICO proposition. As with the UK, it
would be prudent to reflect this in any white paper, and to
make clear the risks of investing in an ICO.

Are ICOs formally subject to the local
AML regime??
Although cryptocurrencies are not specifically regulated
for the purposes of AML, any activities that are financial in
nature (even if a licence is not required for the operations)
may require customer due diligence, AML and counterterrorism financing reviews. We are aware that the Central
Bank and other regulators are currently reviewing the
regulatory framework for cryptocurrencies and this may
include some clarifications on this point in the near
future. For now, it would be prudent to comply with AML
requirements when conducting ICOs in the UAE.

How are ICOs taxed in your jurisdiction?
ICOs are not currently taxed in the UAE.
How developed is the ICO market in your jurisdiction
and how do you see the ICO market developing?
The ICO market in the UAE is developing rapidly. In
addition to local entities, there is also an increasing
number of foreign companies hosting events,
conferences and discussion in the UAE to promote
foreign ICOs. This is causing some concerns over investor
protection and it is an topic of review by the regulators (as
well as other increasingly popular funding arrangements
such as crowdfunding platforms). Furthermore, we are
aware that several banks operating in the UAE are refusing
to transfer funds to known cryptocurrency exchanges.
The UAE has an innovative public agenda and is set to
become one of the first governments to launch its own
cryptocurrency. As such, there is certainly a lot of
interest and support for FinTech in the region and we
may well see a more structured arrangement for ICOs
in the near future.
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“The number of ICOs in the UK
is set to rise substantially over
the next 12 months as a wide
range of tokens are planned
for 2018.”

United Kingdom
How are ICOs
regulated?
There is no special regime in the United Kingdom for
the regulation of ICOs. A token issuer, as someone who
offers something for value via an ICO, will, however, be
subject to the general criminal laws on fraud and the civil
laws governing intentional or negligent misrepresentation
in the UK. Caution is therefore required where anyone
says that an ICO is “unregulated”, as this term does not
suggest that an issuer of tokens somehow operates
outside the law.
Giving regulation a more narrow meaning, the UK
Financial Conduct Authority (“FCA”) has stated that
whether an ICO falls within the FCA’s regulatory
boundaries or not can only be decided case by case
and where an ICO “involve[s] a regulated investment”,
it will fall “within the FCA’s regulatory boundaries”.
Regulated ICOs
Irrespective of its form or label, the issuer of a token will
need to determine whether that token is a transferable
security and, therefore, whether the issuer needs to
produce an approved prospectus.
Section 102A of the Financial Services and Markets Act
2000 (“FSMA”) uses the term "security" which it defines to
include: "those classes of securities which are negotiable
on the capital market, with the exception of instruments
of payment, such as: (a) shares in companies and other
securities equivalent to shares in companies, partnerships
or other entities, and depositary receipts in respect of
shares; (b) bonds or other forms of securitised debt,
including depositary receipts in respect of such securities;
and (c) any other securities giving the right to acquire or
sell any such transferable securities or giving rise to a
20

cash settlement determined by reference to transferable
securities, currencies, interest rates or yields, commodities
or other indices or measures."
To the extent that a token has any of the characteristics
above, the issuer will either require an approved
prospectus or ensure that it structures the ICO to fall
within one of the EU Prospectus Directive exemptions
identified in the FCA Prospectus Rules. These include
offers which are limited to “qualified investors” or offers to
fewer than 150 persons, other than qualified investors, in
the UK.
It is unlikely that an issuer of regulated tokens would
require authorisation under Part IVA of the FSMA to carry
on regulated activities because there is an exemption from
authorisation for issuers of shares and bonds. However,
a person will require authorisation under Part IVA where
that person, by way of business in the UK, for example:
arranges for the marketing and issuance of tokens to bring
participants to the issuer; safeguards and administer the
tokens for token holders; provides the facilities, including
exchanges, for trading the tokens; and trades the tokens
on behalf of those wishing to buy and sell the tokens. In
essence, such persons would be carrying on the activities
of investment bankers, custodians, exchanges and
broker-dealers, respectively, in connection with
regulated instruments.

Unregulated ICOs
UK law and regulation does not yet provide a regime for
regulating tokens which are not transferable securities or
any other type of designated investment, such as a unit in
a fund or an OTC derivative.
To the extent that a token is regulated as an instrument
of payment, an issuer or person providing services in
connection with the ICO may require a E-Money license.
That said, the essence of a token is that it creates a means
of payment that is different from E-Money, which relates
to fiat currency and not to cryptocurrency. Importantly,
the fact that token is capable of being offered via an ICO
has no bearing on its classification as an instrument of
payment and vice versa.
To the extent that an issuer takes the view that a token is a
“commodity”, which on the regulatory definition in the EU
MiFID Organisational Regulation would require the tokens
to be goods of a fungible nature that are capable of being
delivered, including metals and their ores and alloys,
agricultural products and energy such as electricity, these
would be outside the realm of regulation to the extent
they are not derivatives. As above: the fact that token is
capable of being offered via an ICO has no bearing on its
classification as commodity and vice versa.
Returning to the point above, however, the issuer of an
unregulated token will be subject to the general criminal
laws on fraud and the civil laws governing intentional
or negligent misrepresentation in the UK. Moreover, it is
prudent to include reference to the FCA warnings in the
relevant offering documentation.

Are ICOs formally subject to the local
AML regime??
The UK AML/CTF regime is derived from the European
Union Fourth Money Laundering Directive (“4MLD”).
Cryptocurrencies are not currently regulated for the
purposes of AML. It was previously envisaged that the
4MLD would amend this position when it came into effect
on 26 June 2017, however, this did not happen. The EU
has proposed a fifth Money Laundering Directive (“5MLD”)
which, as it is currently drafted, would bring virtual
currency platforms into the regulated sector, however,
there is currently no timetable for when the 5MLD will
come into effect.
Irrespective of 5MLD, it is likely that the UK AML/CTF
regime will be extended to cover cryptocurrencies in the
future, when offering an ICO it would be prudent to seek
to comply with AML procedures in anticipation of this.

How are ICOs taxed?
There is no dedicated taxation regime/regulation for ICOs.

How is the ICO market developing?
The ICO market in the United Kingdom is nascent but
developing. During 2017 there were a few ICOs in the UK,
however this figure is set to rise substantially over the next
12 months as a wide range of ICOs are planned.
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United States
How are ICOs
regulated?
Federal Law
United States (“U.S.”) law does not provide specific Federal
oversight to ICOs or Token Sales; however, federal and
state regulators have made clear that existing regulations
can apply to ICOs. U.S. courts have affirmed the
jurisdiction of such regulators.
The U.S. Securities and Exchange Commission (“SEC”) is
the principal regulator for ICOs in the United States. In
2017, the SEC released a report “to stress that the U.S.
federal securities law may apply to various activities,
including distributed ledger technology, depending on the
particular facts and circumstances, without regard to the
form of the organization or technology used to effectuate
a particular offer or sale”4
In this report, the SEC explained that, upon application of
a line of well-established case law after SEC v. W.J. Howey
Co., 328 U.S. 293 (1946), tokens sold in an ICO could be
deemed to be “investment contracts” and thus securities
under the Securities Act of 1933 (“Securities Act”) and
the Securities Exchange Act of 1934 (“Exchange Act”). In
its 2017 report, the SEC explained that the definition of
“investment contract” under the Howey test is a “flexible
rather than a static principle,” and the tokens’ function is
more important than their form. So long as an activity is
an “investment of money in a common enterprise with a
reasonable expectation of profits to be derived from the
entrepreneurial or managerial efforts of others,” under the
four-part Howey test, it would involve securities subject to
SEC regulations.5

4

https://www.sec.gov/litigation/investreport/34-81207.pdf

5

Id.
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The SEC and U.S. courts have interpreted the elements
of the Howey test broadly, thus providing the SEC with
a reasonable basis to assert jurisdiction over ICOs and
Token Sales. Sponsors of recent ICOs, accordingly,
have given ever greater attention to compliance with
U.S. securities laws or exemptions thereto, such as Rule
506(c) of Regulation D under the Securities Act, and have
focused on developing private placement memorandums
in accordance with such exemptions and other applicable
federal laws, such as general anti-fraud disclosure
requirements. In addition, due to the fact that ICO sponsors
likely wish to offer liquidity for their investors or establish
a trading market for the tokens, certain sponsors and
issuers have conducted, or are planning to conduct, ICOs
or Token Sales in reliance on Tier 2 of “Regulation A+” of
the Securities Act, which entails an SEC review process, but
generally allows the tokens to be freely resold to the public
without restrictions.
SEC requirements apply to those who offer and sell
securities in the United States, regardless of whether the
issuing entity is a traditional company or a decentralized
autonomous organization, regardless of whether those
securities are purchased using U.S. dollars or virtual
currencies, and regardless of whether they are distributed
in certificated form or through distributed ledger
technology. In addition, any entity or person engaging in
the activities of an exchange, such as bringing together the
orders for securities of multiple buyers and sellers by using
established non‑discretionary methods under which such
orders interact with each other and where the buyers and
sellers entering such orders agree upon the terms of the
trade, “must register as a national securities exchange or
operate pursuant to an exemption from such registration.”6
6

Id.

Similarly, the U.S. Commodity Futures Trading
Commission (“CFTC”) has taken the position since 2015
that virtual currencies are commodities as defined under
the U.S. Commodity Exchange Act (the “CEA”)7, giving
the CFTC jurisdiction when a virtual currency is used in
a derivatives contract or if there is fraud or manipulation
involving a transaction traded in interstate commerce.”

monitoring authority by the SEC and CFTC. FinCEN, has
demonstrated a willingness to regulate the seam between
cryptocurrencies and anti-money laundering laws.8 For
example, on July 27, 2017, FinCEN assessed civil monetary
penalties against a foreign located cryptocurrency
exchange (BTC-e) for violating US anti-money-laundering
laws.9 FinCEN explained that instead of preventing money
laundering from happening on the exchange, BTC-e
chose to embrace the criminal activity.

In a recent court case, CFTC v. Patrick K. McDonnell and
CabbageTech, Corp. d/b/a Coin Drop Markets, the United
States District Court for the Eastern District of New York
confirmed that the CFTC has regulatory jurisdiction over
virtual currencies as “commodities” as defined under
the CEA, and that the CFTC’s jurisdiction is potentially
concurrent with other U.S. regulators. Given the potential
for overlapping jurisdiction, advisors and ICO sponsors
should consider the potential application of laws and
regulation, such as those under the CEA, to the ICO and
the POC.

State Law
In addition to federal regulations, the individual states may
have their own applicable regulations. Some states, such
as New York for example, require a license to operate
certain cryptocurrency-related businesses.10
Additionally, on July 19, 2017, the Uniform Law
Commission approved the Uniform Regulation of Virtual
Currency Business Act to be used as a model law for
states seeking to adopt regulations for cryptocurrency
businesses. The goal of the act is to create a harmonized
regulatory scheme for all 50 states and have reciprocity
amongst states for cryptocurrency business licenses. 11

The court in CabbageTech identified several other federal
regulators that might assert jurisdiction of digital assets.
Such regulators include the U.S. Treasury Department’s
Financial Enforcement Network (“FinCEN”), the U.S.
Internal Revenue Service (“IRS”), the U.S. Department of
Justice and certain exchanges delegated with

7

8

http://www.cftc.gov/idc/groups/public/@
lrenforcementactions/documents/legalpleading/
enfcoinfliprorder09172015.pdf (“Bitcoin and other virtual
currencies are encompassed in the definition and properly
defined as commodities.”)
https://www.virtualcurrencyreport.com/2014/10/fincenissues-new-rulings-covering-virtual-currency-exchangesand-payment-processors/

9

https://www.fincen.gov/news/news-releases/fincen-finesbtc-e-virtual-currency-exchange-110-million-facilitatingransomware

10

N.Y. Comp. Codes R. & Regs. tit. 23, § 200.3 found at http://
www.dfs.ny.gov/legal/regulations/adoptions/dfsp200t.pdf

11

http://www.uniformlaws.org/Act.aspx?title=Regulation%20
of%20Virtual-Currency%20Businesses%20Act
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Are ICOs formally subject to the local
AML regime?
Regulators have made it clear that companies using
ICOs are still subject to anti-money laundering laws.
Treasury Secretary Steven Mnuchin specifically addressed
companies that offer services related to cryptocurrencies,
explaining that anti-money laundering laws still apply.12
SEC Chairman Jay Clayton and CFTC Chairman J.
Christopher Giancarlo, explained in a joint statement that
the CFTC, SEC, and other federal and state regulators
will work together to deter and prosecute fraud and
abuse related to ICOs. In Chairman Clayton’s testimony
on virtual currencies, he stated “there should be no
misunderstanding about the law. When investors are
offered and sold securities – which to date ICOs have
largely been –they are entitled to the benefits of state
and federal securities laws and sellers and other market
participants must follow these laws.”13

How are ICOs taxed?
U.S. issuers of virtual currencies generally are expected
to recognize gain upon issuance of virtual currencies
pursuant to an ICO. Offerings may be structured as
forward contracts or other arrangements, which may
allow temporary deferral of the gain recognition.
In 2014, the U.S. Internal Revenue Service announced
its position that virtual currencies would be treated as
property for U.S. federal income tax purposes, and not as
currency that could generate “foreign currency” gain or
loss for U.S. federal income tax purposes.14

“According to the new US tax
law passed in 2017, exchanges
of cryptocurrencies are likely
going to be treated as taxable
transactions and investors who
exchange bitcoin for some
other cryptocurrency will have
to pay tax on any capital gains.”
There are still many questions concerning the U.S. federal
income tax implications of the acquisition, ownership and
disposition virtual currencies.

How is the ICO market developing?
The United States is a key global ICO hub. Approximately,
$1.7 billion of the $7 billion raised worldwide through ICOs
in 2017 was raised in the United States, representing the
highest funding volume of any country.18 In the first five
months of 2018, 537 ICOs with a volume of $13.7 billion
closed successfully globally.19 Nearly $1.1 billion of the
$13.7 billion was raised in the United States. Despite the
lack of ICO-specific regulations, ICOs continue to act as a
highly efficient fundraising tool in the United States.

The treatment of virtual currencies as property has
implications for U.S. holders of virtual currencies. U.S.
holders must report their gains or losses when their virtual
currencies are sold for U.S. dollars or exchanged for
goods or services without a de minimis rule for reporting
virtual currency gains and losses (similar to the rule that
applies to currency transaction). Personal tax rates will
depend on individual’s situations, such as their marital
status, incomes, and dependents. Additionally, whether
virtual currencies are considered capital assets will depend
on whether the individuals’ holdings are a “capital asset.”15

12

https://www.americanbanker.com/news/mnuchin-bitcoinfirms-subject-to-anti-laundering-rules

13

https://www.sec.gov/news/testimony/testimony-virtualcurrencies-oversight-role-us-securities-and-exchangecommission

14

https://www.irs.gov/pub/irs-drop/n-14-21.pdf

15

Id.

16

https://www.congress.gov/bill/115th-congress/house-bill/1/
text

17

https://thecryptocurrencyforums.com/2018-cryptocurrencytax-rules/
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18

While acknowledging that the exchange rates for
cryptocurrencies are highly volatile, PwC and Swiss Crypto
Valley Association value an ICO based on the exchange rates
of the cryptocurrency at the end date of the ICO.
https://cryptovalley.swiss/wp-content/uploads/20180628_
PwC-S-CVA-ICO-Report_EN.pdf

19

Id.
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Overview
Jurisdiction

How are ICOs
regulated?

Are ICOs formally subject to
the local AML regime?

How are
ICOs taxed?

How is the ICO market
developing?

Hong Kong

Not inherently regulated,
however if having the
characteristics of a
security will be
regulated as such

Yes if provided by a
licenced entity

No dedicated
tax regime

Marked increase in number
of ICO platforms and
companies actively raising,
or are expected to raise,
funds since China’s ban
on ICOs and domestic
crypto-currency trading in
September 2017

ICOs are not directly
regulated, however,
recently Russian
authorities began
developing the legal
framework targeted at
regulation of ICOs

The Anti-Money Laundering
Law provides for mandatory
control over operations with
monetary funds or other
property if such operation
is of RUB 600 thousand (or
equivalent) and transactions
with real property of RUB
3000 thousand or more
(or equivalent). ICOs are
currently not specifically
mentioned as controlled
operations

There is no
dedicated
taxation
regime/
regulation
for ICOs

Interest among investors
has demonstrated rapid
growth and remains quite
hot. However, uncertainty in
legal regulation and future
normative requirements
means it is hard to
estimate potential market
development

Not inherently regulated,
however if having the
characteristics of a
security will be regulated
as such

Yes. In particular, the
obligations to report
suspicious transactions and
the prohibition from dealing
with or providing financial
services to designated
individuals apply

There is no
dedicated
taxation
regime/
regulation
for ICOs

The ICO market in
Singapore is developing
rapidly and will remain
attractive

Russia

Singapore
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Jurisdiction

How are ICOs
regulated?

Are ICOs formally subject to
the local AML regime?

How are
ICOs taxed?

How is the ICO market
developing?

Switzerland

Specific FINMA
guidelines on application
of existing financial
market legislations
to ICOs, depending
on token category
(payment, utility and
asset tokens)

Yes, depends on the token
category: Payment tokens are
subject to AML regulations.
Utility tokens (and hybrids)
and asset tokens are not
subject to AML regulations

Subject to
regular tax
laws

ICO market in Switzerland is
well developed. Many ICOs
done in the “Crypto Valley”
between Zug and Zurich

United Arab
Emirates

Not inherently regulated,
however if having the
characteristics of a
security will be regulated
as such

Depends on the nature of the
tokens and the activities that
they support

ICOs are not
currently
taxed in the
UAE

The ICO market in the UAE
is developing rapidly and we
are aware of at least three
ICOs that are scheduled for
the start of 2018

United Kingdom

Not inherently regulated,
however if having the
characteristics of a
security will be regulated
as such

Not currently, but it is likely
that the UK AML/CTF regime
will be extended to cover
cryptocurrencies soon in
the future

There is no
dedicated
taxation
regime/
regulation
for ICOs

The ICO market in the
United Kingdom is nascent
but rapidly developing

United States

The SEC considers
generally a token to
be a security and thus
subject to regulation if it
involves “an investment
of money in a common
enterprise with a
reasonable expectation
of profits to be derived
from the entrepreneurial
or managerial efforts
of others”

Yes

The IRS has
decided to
treat virtual
currencies as
property for
tax purposes,
but there are
still many
questions
concerning
how virtual
currencies
should
be taxed
in certain
situations

The ICO market is well
developed, and on the rise

The CFTC states that
virtual currencies are
commodities, giving the
CFTC jurisdiction when
a virtual currency is used
in a derivatives contract
or if there is fraud or
manipulation involving
a transaction traded in
interstate commerce
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