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Legal risk When What’s next Supporting 
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SEC assesses more than $1.8 billion 

in fines for business-related 
messaging on personal devices.  

On September 27, 2022, 15 broker-dealers and 

one investment adviser agreed to pay more 
than $1.8 billion in total civil penalties to the US 
Securities and Exchange Commission (SEC) for 

violating the recordkeeping and supervision 
requirements of the Securities Exchange Act of 
1934, the Investment Advisers Act of 1940, the 

Commodity Exchange Act, and related rules 
and regulations. The firms’ employees, 
including senior executives, engaged in 
business-related conversations with one 
another and with clients, counterparties, and 
brokers using text messaging applications, 
including third-party platforms such as 

WhatsApp and Signal, on their personal 
devices. The firms also agreed to various 

compliance undertakings, such as retention of 
compliance consultants to review the firms’ 
recordkeeping practices, policies, and 
procedures related to the retention of electronic 
communications on their personal devices. 

Ongoing Issues surrounding the preservation and 

retention of messaging on personal devices and 
third-party applications remain at the forefront 
of regulators’ minds. Firms should take this 
opportunity to ensure that they have sufficient 
guidance and controls in place to properly retain 
and supervise all required business records and 
communications, including text messages, 

emails, and communications on other 
messaging platforms, whether on business or 
personal channels or devices.  

SEC.gov | SEC Charges 16 Wall 

Street Firms with Widespread 
Recordkeeping Failures 

CFTC Orders 11 Financial 
Institutions to Pay Over $710 
Million for Recordkeeping and 
Supervision Failures for 
Widespread Use of Unapproved 

Communication Methods | CFTC 

Enforcement appears as 
messages disappear part II: 
Steep penalties imposed in 
personal messaging cases   - 
Eversheds Sutherland 

(eversheds-sutherland.com) 

Recent OFAC Finding of Violation 
highlights the need to implement 

effective screening procedures. 

The Office of Foreign Assets Control (OFAC) 

announced a Finding of Violation against a US 
bank because it continued to maintain accounts 
and processed 34 payments for two individuals 
for 14 days after they were designated as 

Specially Designated Nationals and Blocked 
Persons (SDNs). OFAC issued a Finding of 
Violation instead of a civil monetary penalty 
because the violations resulted from the bank’s 

July 21, 2022 The Finding of Violation should remind financial 
institutions to confirm that their screening 
processes and vendors’ capabilities sufficiently 
mitigate their sanctions exposure. 

 

OFAC Issues a Finding of 
Violation to MidFirst Bank for 
Violations of the Weapons of 
Mass Destruction Proliferators 
Sanctions Regulations (July 21, 

2022) 

https://www.sec.gov/news/press-release/2022-174
https://www.sec.gov/news/press-release/2022-174
https://www.sec.gov/news/press-release/2022-174
https://www.cftc.gov/PressRoom/PressReleases/8599-22
https://www.cftc.gov/PressRoom/PressReleases/8599-22
https://www.cftc.gov/PressRoom/PressReleases/8599-22
https://www.cftc.gov/PressRoom/PressReleases/8599-22
https://www.cftc.gov/PressRoom/PressReleases/8599-22
https://www.cftc.gov/PressRoom/PressReleases/8599-22
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253913/Enforcement-appears-as-messages-disappear-part-II-Steep-penalties-imposed-in-personal-messaging-cases
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253913/Enforcement-appears-as-messages-disappear-part-II-Steep-penalties-imposed-in-personal-messaging-cases
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253913/Enforcement-appears-as-messages-disappear-part-II-Steep-penalties-imposed-in-personal-messaging-cases
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253913/Enforcement-appears-as-messages-disappear-part-II-Steep-penalties-imposed-in-personal-messaging-cases
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253913/Enforcement-appears-as-messages-disappear-part-II-Steep-penalties-imposed-in-personal-messaging-cases
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253913/Enforcement-appears-as-messages-disappear-part-II-Steep-penalties-imposed-in-personal-messaging-cases
https://home.treasury.gov/system/files/126/20220721_midfirst.pdf
https://home.treasury.gov/system/files/126/20220721_midfirst.pdf
https://home.treasury.gov/system/files/126/20220721_midfirst.pdf
https://home.treasury.gov/system/files/126/20220721_midfirst.pdf
https://home.treasury.gov/system/files/126/20220721_midfirst.pdf
https://home.treasury.gov/system/files/126/20220721_midfirst.pdf
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misunderstanding of how often its vendor was 

screening its customers against the SDN List.  
 

The New York Department of 
Financial Services assesses a $30 

million penalty against Robinhood 
Crypto LLC for compliance 

violations.  

On August 2, 2022, the New York Department 
of Financial Services (NYDFS) announced its 
first-ever enforcement action against a crypto 
company. The order included a $30 million 
dollar fine, and required Robinhood Crypto LLC 

(Robinhood) to retain an independent 
consultant to evaluate and report on its 
compliance efforts for 18 months. The consent 
order states that Robinhood violated numerous 
transaction monitoring and cybersecurity rules, 

including: (1) failing to maintain effective Bank 

Secrecy Act/Anti-Money Laundering and 
Cybersecurity programs; (2) failing to maintain 
a compliant transaction monitoring system, 
including transitioning from manual transaction 
supervision as the company grew; and (3) 
failing to maintain a compliant cybersecurity 
program. In addition, NYDFS alleged that 

Robinhood failed to provide a phone number on 
its website for consumer complaints, in 
violation of consumer protection laws.  

According to the NYDFS, Robinhood’s overall 
failure to develop a “culture of compliance,” as 
well as its overreliance on its non-crypto parent 
company and other affiliates for its compliance 

program, ultimately resulted in the violations. 

August 2, 2022 
Companies in the digital asset space, 
particularly cryptocurrency exchanges, should 
examine their own “culture of compliance,” 

particularly their leadership’s commitment to 
compliance, and ensure their compliance 
programs are robust and effective.  

N.Y. Dep't of Fin. Services, In the 
Matter of Robinhood Crypto, LLC 
(Aug. 2, 2022).  

Press Release: DFS 
Superintendent Harris Announces 

$30 million penalty on Robinhood 
Crypto for Significant Anti-Money 
Laundering, Cybersecurity & 
Consumer Protection Violations.  

 

https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202208021
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202208021
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202208021
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202208021
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202208021
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202208021
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The Public Company Accounting 

Oversight Board will be able to audit 
Chinese companies. 

In May 2020, Congress unanimously passed the 

Holding Foreign Companies Accountable Act of 
2020 (HFCAA), which requires issuers that use 
public accounting firms in foreign jurisdictions 

that the Public Company Accounting Oversight 
Board (PCAOB) cannot inspect or investigate 
for three years face prohibitions on trading 

securities in the United States. 

As required by the HFCCA, the SEC released 
new guidance for tracking and potentially 
delisting foreign issuers on US exchanges 
whose financial statements have not been 
audited by accounting firms subject to the 
PCAOB in December 2021. 

On August 26, 2022, the PCAOB signed a 

Statement of Protocol with the China Securities 
Regulatory Commission and the Ministry of 
Finance of the People’s Republic of China. The 
agreement provides the PCAOB with access to 
the information it needs to audit US-listed 
Chinese companies. Specifically, it allows the 

PCAOB, among other things, (1) the discretion 
to inspect and investigate issuer audits without 
consulting Chinese authorities, (2) the ability to 
retain audit information, (3) the “unfettered 
ability to transfer information to the SEC,” and 

(4) the ability to interview and take testimony 

from personnel associated with creating the 
audit materials.  

August 26, 2022 
PCAOB officials arrived in Hong Kong in mid-

September to begin their inspection. If the 
PCAOB completes the inspection, it will be the 
first time Chinese authorities have granted US 
officials this level of access to Chinese 
companies’ financial information, and could 
potentially lead to additional investment 
opportunities with China-based issuers. 

PCAOB Chair Williams Statement 

Regarding Agreement with 
Chinese Authorities 

SEC Chair Gary Gensler 
Statement on Agreement 
Governing Inspections and 
Investigations of Audit Firms 
Based in China and Hong Kong 

A final rule providing the SEC with 
the discretion to grant additional 

and higher awards to 
whistleblowers is issued. 

August 26, 2022 
The final rule came into effect on October 3, 
2022. These changes provide additional 
incentives to whistleblowers. Companies should 

take this opportunity to ensure that their 
compliance programs provide potential 

Whistleblower Program Rules 
(SEC) Final Rule, 17 CFR Part 
240 

https://pcaobus.org/news-events/speeches/speech-detail/pcaob-chair-williams-statement-regarding-agreement-with-chinese-authorities
https://pcaobus.org/news-events/speeches/speech-detail/pcaob-chair-williams-statement-regarding-agreement-with-chinese-authorities
https://pcaobus.org/news-events/speeches/speech-detail/pcaob-chair-williams-statement-regarding-agreement-with-chinese-authorities
https://www.sec.gov/news/statement/gensler-audit-firms-china-hong-kong-20220826
https://www.sec.gov/news/statement/gensler-audit-firms-china-hong-kong-20220826
https://www.sec.gov/news/statement/gensler-audit-firms-china-hong-kong-20220826
https://www.sec.gov/news/statement/gensler-audit-firms-china-hong-kong-20220826
https://www.sec.gov/news/statement/gensler-audit-firms-china-hong-kong-20220826
https://www.sec.gov/rules/final/2022/34-95620.pdf
https://www.sec.gov/rules/final/2022/34-95620.pdf
https://www.sec.gov/rules/final/2022/34-95620.pdf
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In September 2020, the SEC issued a rule 

allowing the SEC to limit the size of awards to 
whistleblowers, and prohibiting provision of 
awards for related actions brought by other 
regulators or law enforcement.  

On August 26, 2022, the SEC issued a final rule 
eliminating those two amendments. Now, the 
SEC may only examine a potential award for the 

purpose of increasing it, and the SEC may issue 
awards to whistleblowers for their information 
and assistance in non-SEC related actions.  

whistleblowers with the ability to 

confidentially—if not anonymously—report 
misconduct, and that they have implemented 
robust anti-retaliation policies that are 
consistently enforced.  

SEC Amends Whistleblower Rules 

to Incentivize Whistleblower Tips 

Amendments to Whistleblower 
Program Rules Fact Sheet 

DOJ announces new guidance on 

corporate enforcement. 

On September 15, 2022, Department of Justice 
(DOJ) Deputy Attorney General Monaco 
announced new guidance for the DOJ’s 
corporate enforcement policies, which was 

memorialized in a Memorandum issued that 

same day. The changes expound upon three 
changes Monaco announced in a speech in 
October 2021, and introduce two new 
categories.  

1. Companies must identify and “produce on 

a timely basis” all relevant facts regarding 
“all individuals involved in or responsible 
for the misconduct at issue, regardless of 
their position, status or seniority” to 
qualify for cooperation credit.  

2. The guidance clarifies that while 
prosecutors must consider the 

corporation’s record of past misconduct, 
including prior criminal, civil, and 
regulatory resolutions when deciding the 
appropriate resolution, not all prior 
misconduct is equally relevant or 
probative. Prosecutors will assess, among 
other factors, the seriousness of prior 

September 15, 2022 
The new guidance has significant implications 
for corporations that have uncovered 

misconduct or are trying to implement an 
effective corporate compliance program to 
mitigate future risk. Companies should track 
upcoming corporate resolutions, which may 
provide valuable insight into how companies 
should address these changes. 

Deputy Attorney General Lisa O. 
Monaco Delivers Remarks on 

Corporate Criminal Enforcement 
at New York University (Sept. 
15, 2022) 

Deputy Attorney General Lisa O. 
Monaco, “Further Revisions to 

Corporate Criminal Enforcement 

Policies Following Discussions 
with Corporate Crime Advisory 
Group” US Dept. of Justice (Sept. 
15, 2022) 

The DOJ’s new guidance on 
corporate criminal enforcement—
and what it means for your 

business - Eversheds Sutherland 
(eversheds-sutherland.com) 

https://www.sec.gov/news/press-release/2022-151
https://www.sec.gov/news/press-release/2022-151
https://www.sec.gov/files/34-95620-fact-sheet.pdf
https://www.sec.gov/files/34-95620-fact-sheet.pdf
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-remarks-corporate-criminal-enforcement
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-remarks-corporate-criminal-enforcement
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-remarks-corporate-criminal-enforcement
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-remarks-corporate-criminal-enforcement
https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-delivers-remarks-corporate-criminal-enforcement
https://www.justice.gov/opa/speech/file/1535301/download
https://www.justice.gov/opa/speech/file/1535301/download
https://www.justice.gov/opa/speech/file/1535301/download
https://www.justice.gov/opa/speech/file/1535301/download
https://www.justice.gov/opa/speech/file/1535301/download
https://www.justice.gov/opa/speech/file/1535301/download
https://www.justice.gov/opa/speech/file/1535301/download
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253823/The-DOJs-new-guidance-on-corporate-criminal-enforcementand-what-it-means-for-your-business
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253823/The-DOJs-new-guidance-on-corporate-criminal-enforcementand-what-it-means-for-your-business
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253823/The-DOJs-new-guidance-on-corporate-criminal-enforcementand-what-it-means-for-your-business
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253823/The-DOJs-new-guidance-on-corporate-criminal-enforcementand-what-it-means-for-your-business
https://us.eversheds-sutherland.com/mobile/NewsCommentary/Legal-Alerts/253823/The-DOJs-new-guidance-on-corporate-criminal-enforcementand-what-it-means-for-your-business
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misconduct and its similarity to the 

conduct currently under investigation. 

3. The Memorandum provides additional 
guidance regarding how prosecutors 
should (i) determine whether a monitor is 
appropriate, (ii) select a monitor, and (iii) 
oversee the monitor’s work.  

4. In an effort to increase transparency, all 

DOJ components will need to review or, for 
those without a formal written policy on 
self-disclosure, to draft and publish a 
policy on voluntary self-disclosure. 

5. The guidance highlights two factors 
relevant to a prosecutor’s evaluation of 

whether a corporation has instituted an 
effective compliance program: (i) financial 
incentives; and (ii) policies and controls on 
the use of personal devices and third-party 
applications. 

OFAC warns non-US financial 
institutions about risk exposure 
associated with Russia’s National 

Payment Card System Joint Stock 
Company.  

On September 15, 2022, OFAC published 
Frequently Asked Question 1082, which 

provides insight into OFAC’s assessment of risk 
exposure for non-US financial institutions 

engaging in operations involving Russia’s 
National Payment Card System Joint Stock 
Company (NSPK). NSPK is not itself a blocked 
entity; however, it operates Russia’s MIR 
National Payment System, which FAQ 1082 

explains “clears and settles payments between 
consumers, merchants, and banks for debit and 
credit card payments, primarily in the Russian 

September 15, 2022 
Even though NSPK is not blocked entity, OFAC 
is paying close attention to NSPK’s operations. 
Financial institutions—including non-US 
financial institutions—should weigh the risks of 
engaging with NSPK against potential OFAC 
enforcement.    

Treasury Targets Additional 
Facilitators of Russia’s 
Aggression in Ukraine, Press 
Releases (Sept. 15, 2022) 

Frequently Asked Question 1082, 
Russian Harmful Foreign 
Activities Sanctions (Sept. 15, 

2022) 

https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/1082
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/1082
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/1082
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/1082
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Federation.” As a result, there is a risk that 

contracting or otherwise dealing with NSPK 
could be “supporting Russia’s efforts to evade 
U.S. sanctions,” which could result in OFAC 
imposing blocking sanctions on the non-US 
financial institution. OFAC simultaneously 
designated the Chairman of the Management 
Board and the Chief Executive Officer of NSPK 

as an SDN. 

CFTC fines financial DeFi company 
and brings claims against its 

associated DAO in a first-of-its-kind 
enforcement action.  

On September 22, 2022, the Commodity 

Futures Trading Commission (CFTC) settled 
charges against bZeroX, a decentralized 
finance (DeFi) company, and its founders for, 
among other things, offering certain commodity 

transactions in digital assets in contravention of 
CFTC rules, and engaging in regulated activities 
without properly registering as a futures 

commission merchant.  

The CFTC simultaneously filed a first-of-its-kind 
action against a decentralized autonomous 
organization (DAO). bZeroX’s successor, Ooki 
DAO (bZeroX’s successor), operates on the 
same DeFi protocol as bZeroX. The CFTC 

brought the same claims against Ooki DAO and 
its founders as those settled by bZeroX and its 

founders. The CFTC’s enforcement action is 
based on the legal theory that a DAO’s founders 
can be liable for a DAO’s illegal activity if it is 
an unincorporated association. 

September 22, 2022 
Companies and individuals expanding into the 
DeFi space should take note of these 
enforcement actions and their potential impact 
on the choice of where and how to register a 

DAO. Currently, the legal status of DAOs 
remains unclear. Certain states, such as 
Wyoming, have passed legislation treating 
DAOs similarly to traditional LLCs, thereby 
potentially limiting DAO members’ liability. 
However, other states have treated DAO 

members as general partners that could be 

jointly and severally liable for the DAO’s 
actions. These legal theories are already being 
explored in private litigation. For example, in 
May 2022, a class action was filed against bZx 
DAO and Ooki DAO and their members on the 
basis that the DAOs are general partnerships, 

and not LLCs. However, this is the first instance 
of a regulator invoking the theory, and, there 
could be broad implications for DeFi if the CFTC 
is successful. 

CFTC Imposes $250,000 Penalty 
Against bZeroX, LLC and Its 
Founders and Charges Successor 
Ooki DAO for Offering Illegal, 

Off-Exchange Digital-Asset 
Trading, Registration Violations, 
and Failing to Comply with Bank 
Secrecy Act | CFTC 

Christian Sarcuni, et al., v. bZx 
DAO, et al., No. 22-cv-0618 

(filed May 2, 2022). 
 
Wyoming Act providing for the 
formation and management of 
decentralized autonomous 
organizations 

https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.cftc.gov/PressRoom/PressReleases/8590-22
https://www.wyoleg.gov/Legislation/2021/SF0038
https://www.wyoleg.gov/Legislation/2021/SF0038
https://www.wyoleg.gov/Legislation/2021/SF0038
https://www.wyoleg.gov/Legislation/2021/SF0038
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OFAC publishes Sanctions 

Compliance Guidance for Instant 
Payments Systems. 

On September 30, 2022, OFAC issued guidance 

to aid financial institutions in identifying and 
addressing sanctions risks associated with 
instant payment systems. The Guidance is 

intended to “(i) reaffirm that financial 
institutions should take a risk-based approach 
to managing sanctions risks; (ii) highlight key 

factors that may be relevant in determining 
that risk-based approach; (iii) encourage the 
development and deployment of innovative 
sanctions compliance approaches and 
technologies to address identified risks; and 
(iv) encourage developers of instant payment 
systems to incorporate sanctions compliance 

considerations as they develop new payment 
technologies.”  

The Guidance flags suggested factors that a 
financial institution providing instant payment 
services should consider when evaluating its 
sanctions risk, such as (1) its geographic 
locations and the extent of its international 

presence; (2) the location, nature, and 
transactional history of its customers and their 
counterparties; and (3) whether the payment 
system is solely domestic or cross-border.  

September 30, 2022 Financial institutions should consider the factors 

enumerated in the Sanctions Compliance 
Guidance for Instant Payments Systems in 
evaluating whether their compliance programs 
sufficiently address the sanctions risks related 
to their utilization or creation of an instant 
payment system. In addition, and as 
recommended by OFAC in the Guidance, 

developers of instant payment systems should 
incorporate sanctions compliance during the 
design and development process. 

Sanctions Compliance Guidance 

for Instant Payment Systems, 
Office of Foreign Assets Control 
(Sept. 2022) 

  

The SEC amends recordkeeping 

rules to address record preservation 
using the cloud or third-party 
servers. 

On October 12, 2022, the SEC Commissioners 
unanimously voted to amend a 1997 rule that 
required broker-dealers, security-based swap 
dealers, and major security-based swap 

October 12, 2022 Broker-dealers, security-based swap dealers, 

and major security-based swap participants 
may be able to implement more efficient 
systems using digital technologies while 
complying with the SEC’s recordkeeping 
requirements.   

Electronic Recordkeeping 

Requirements for Broker-Dealers, 
Security-Based Swap Dealers, 
and Major Security-Based Swap 
Participants, Final Rule 

Final Amendments to Electronic 
Recordkeeping Requirements 

Fact Sheet 

https://home.treasury.gov/system/files/126/instant_payment_systems_compliance_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/instant_payment_systems_compliance_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/instant_payment_systems_compliance_guidance_brochure.pdf
https://home.treasury.gov/system/files/126/instant_payment_systems_compliance_guidance_brochure.pdf
https://www.sec.gov/rules/final/2022/34-96034.pdf
https://www.sec.gov/rules/final/2022/34-96034.pdf
https://www.sec.gov/rules/final/2022/34-96034.pdf
https://www.sec.gov/rules/final/2022/34-96034.pdf
https://www.sec.gov/rules/final/2022/34-96034.pdf
https://www.sec.gov/files/34-96034-fact-sheet.pdf
https://www.sec.gov/files/34-96034-fact-sheet.pdf
https://www.sec.gov/files/34-96034-fact-sheet.pdf
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participants to retain records via CDs or other 

physical media. Under the new rule, these 
“intermediaries” (as SEC Chair Gary Gensler 
styles them) may store records digitally, 
including in the cloud or on third-party servers, 
as long as they create an audit trail and the SEC 
can access the data. According to SEC 
Commissioner Caroline Crenshaw, the 

“amendments are designed to make common-

sense updates to our recordkeeping framework 
for SBS entities and broker-dealers, while 
continuing to protect the authenticity and 
reliability of original records.”  

SEC Adopts Rule Amendments to 

Modernize How Broker-Dealers 
Preserve Electronic Records and 
Enhance the Electronic 
Recordkeeping Requirements for 
Security-Based Swap Entities 

Statement on Updates to 
Electronic Recordkeeping 

Requirements for Broker-Dealer 
and Security-Based Swap Entities  

 

OFAC imposes sanctions on 
quantum computing services. 

On September 15, 2022, OFAC issued a 
determination and related guidance regarding 

the prohibition of “the exportation, 

reexportation, sale or supply, directly or 
indirectly, from the United States, or by a 
United States person, wherever located, of 
quantum computing services to any person 
located in the Russian Federation.” That same 

day, the Department of Commerce imposed 
additional export controls to Russia and Belarus 
on quantum computing services, and the 
Department of State imposed sanctions on 
Russian companies that support Russia’s 
quantum computing capabilities. 
 

OFAC simultaneously identified the Russian 
Federation economy’s quantum computing 
sector pursuant to Executive Order 14024, 
which allows OFAC to impose sanctions on 
individuals or entities determined to operate or 
that have operated in the quantum computing 
sector. 

October 15, 2022 
OFAC’s prohibition on the provision of quantum 
computing services to any person located in 
Russia took effect on October 15, 2022.   
 

Treasury Targets Additional 
Facilitators of Russia’s Aggression 
in Ukraine, Press Releases (Sept. 
15, 2022)  

https://www.sec.gov/news/press-release/2022-187
https://www.sec.gov/news/press-release/2022-187
https://www.sec.gov/news/press-release/2022-187
https://www.sec.gov/news/press-release/2022-187
https://www.sec.gov/news/press-release/2022-187
https://www.sec.gov/news/press-release/2022-187
https://www.sec.gov/news/statement/crenshaw-statement-electronic-recordkeeping-requirements-101222
https://www.sec.gov/news/statement/crenshaw-statement-electronic-recordkeeping-requirements-101222
https://www.sec.gov/news/statement/crenshaw-statement-electronic-recordkeeping-requirements-101222
https://www.sec.gov/news/statement/crenshaw-statement-electronic-recordkeeping-requirements-101222
https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/news/press-releases/jy0954
https://home.treasury.gov/news/press-releases/jy0954
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Gatekeepers may soon be subject to 

the Bank Secrecy Act’s anti-money 
laundering requirements. 

Section 5401 of the proposed 2023 National 

Defense Authorization Act (NDAA) contains the 
proposed “Establishing New Authorities for 
Businesses Laundering and Enabling Risks to 

Security Act” (or the ENABLERS Act). The 
ENABLERS Act would greatly expand the 
applicability of the Bank Secrecy Act (BSA) by 

amending the definition of financial institutions 
to include gatekeepers. Specifically, the 
ENABLERS Act would broaden the definition to 
include any person “who engages in any 
activity” providing (i) “corporate or other legal 
entity arrangement, association, or formation 
service”; (ii) “trust services”; (iii) “third party 

payments services”; and (iv) certain “legal or 
accounting services” involving certain financial 

activities. 

The ENABLERS Act would require the 
Department of Treasury to issue a rule 
identifying who is subject to the gatekeeper 
requirements. The categories to be considered 

are broad, and include “any person involved” in 
activities, such as the formation or registration 
of a corporation, “the managing, advising, or 
consulting with respect to money or other 
assets,” the processing of payments, and the 
wiring of money.  

Persons falling within this new definition will 
need to, among other things, establish and 
maintain anti-money laundering programs, 
report suspicious activities, establish due 
diligence policies, procedures, and controls, 
and implement “written procedures that are 

End of 2022 If the ENABLERS Act becomes law, BSA 

obligations could subject financial advisers, 
attorneys, accountants, and others to a wide 
range of anti-money laundering obligations for 
the first time. The US House of Representatives 
passed the NDAA on July 14, 2022 with 
significant bipartisan support. The bill will now 
be considered by the US Senate, and it may 

become law before the end of 2022.  

Even if the ENABLERS Act is not ultimately 
included in the enacted 2023 NDAA, Congress 
may introduce legislation addressing this issue 
in the future. Congress and the public are 
increasingly interested in individuals who 

participate in (or at least turn a blind eye to) 
illicit conduct without any consequences. 
Indeed, the ENABLERS Act specifically 
referenced the Pandora Papers, which “revealed 
to a global audience how the United States 

plays host to a highly specialized group of 
‘enablers’ who help the world’s elite move, hide, 

and grow their money.” 

National Defense Authorization 

Act for Fiscal Year 2023 (H.R. 
7900) - GovTrack.us 

https://www.govtrack.us/congress/bills/117/hr7900
https://www.govtrack.us/congress/bills/117/hr7900
https://www.govtrack.us/congress/bills/117/hr7900
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reasonably designed to enable the person to 

identify and verify beneficial owners.” 

The Department of Treasury issues 
Preliminary Guidance on 

Implementation of a Maritime 
Services Policy and Related Price 
Exception for Seaborne Russian Oil. 

On September 9, 2022, OFAC issued 
preliminary guidance related to its preparation, 
along with the G7 and the EU, “to impose a 
global prohibition on a range of services related 
to the maritime transportation (the “Maritime 
Services Policy”) of Russian origin crude oil and 

petroleum products (“seaborne Russian oil”).” 
The preliminary guidance confirms that the 
prohibition will apply to financial institutions 
providing trade finance for seaborne Russian oil 
as well as insurers which provide coverage for 

these cargoes. 

 

December 5, 2022 

February 5, 2023 

Parties that purchase seaborne Russian oil at or 
below the price cap may continue to receive 
related maritime services (e.g. shipping and 
insurance) related to that oil. 

The Maritime Services Policy contains specific 
recordkeeping and attestation requirements 

that will depend on the party’s role in the 
transaction. 

Financial institutions providing trade finance are 
classified as Tier 2 Actors, which will be 
expected to request, retain, and share price 

information from Tier 1 Actors (i.e., 
refiners).  Insurers are classified as Tier 3 
Actors, which will be expected to obtain 
attestations from Tier 1 or 2 Actors. 

The Maritime Services Policy contains a safe 

harbor: “where a service provider without direct 

access to price information reasonably relies on 
a customer attestation, that service provider 
will not be held liable for potential sanctions 
breaches.” 

The Maritime Services Policy will come into 
effect on December 5, 2022 for crude oil and 
February 5, 2023 for petroleum products. 

Preliminary Guidance on 
Implementation of a Maritime 
Services Policy (September 9, 
2022) 

 
 

 
 
 

 
 
 
 
 
 

https://home.treasury.gov/system/files/126/cap_guidance_20220909.pdf
https://home.treasury.gov/system/files/126/cap_guidance_20220909.pdf
https://home.treasury.gov/system/files/126/cap_guidance_20220909.pdf
https://home.treasury.gov/system/files/126/cap_guidance_20220909.pdf
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SEC and DOJ cryptocurrency “insider 
trading” actions turn up the heat on 

digital asset prosecutions, and 
further convolute the regulatory 
landscape for digital assets.  

On July 21, 2022, the DOJ unsealed an 
indictment charging a former product manager 

at a large cryptocurrency trading platform—
along with his brother and a friend—with wire 
fraud and conspiracy to commit wire fraud for an 
alleged insider trading scheme. The DOJ alleged 
the trio used the product manager’s position to 

funnel confidential information to the others 
regarding digital assets set to be listed on the 
trading platform before their public 
announcement. On the same day, the SEC filed 
a first-of-its-kind civil action against the trio 
alleging they violated federal securities laws 

because certain of the digital assets are 
securities.  

Ongoing 
The DOJ’s action appears to signal an emerging 
trend of “insider trading” prosecutions in the 
digital asset space, and the potential effects of 
the SEC’s civil claims could have significant 
implications for actors in the digital asset space, 

especially trading platforms, which SEC Chair 
Gary Gensler has long claimed should register 
as security exchanges. Parties operating in the 
digital asset space, particularly trading 

platforms, should closely monitor the 
indictment and related enforcement actions.  

Cryptocurrency “Insider 
Trading” takes center stage 

U.S. v. Ishan Wahi et al., 
Docket No. 22 CRIM 
392 (unsealed July 21, 2022). 

Securities and Exchange 
Commission v. Wahi et al., 

Docket No. 2:22-cv-01009 
(W.D. Wash. Jul 21, 2022). 

Legislation expanding the scope of 
the Bank Secrecy Act, as well as 

penalties for BSA violations, may be 
on the horizon. 

On September 16, 2022, the White House issued 

a Fact Sheet on the “First-Ever Comprehensive 
Framework for Responsible Development of 
Digital Assets.” Among other initiatives, the Fact 

Sheet appears to push for amendments to the 
Bank Secrecy Act and to broaden the 
applicability of current unlicensed money 
transmitting laws to apply to digital asset service 

providers. The Fact Sheet also notes that the 
Biden administration may “consider urging 
Congress to raise the penalties” for unlicensed 
money transmitting, and to permit the DOJ to 

Ongoing At this time, the Biden administration has only 
indicated that they are considering taking 
action to achieve these objectives. However, 

should Congress and regulators successfully 
implement these initiatives, there would be 
widespread implications for financial 
institutions. Companies should stay apprised of 
any legislation that may address these issues.  

FACT SHEET:  White House 
Releases First-Ever 
Comprehensive Framework for 

Responsible Development of 
Digital Assets | The White 
House 

The Report of the Attorney 
General Pursuant to Section 

5(b)iii of Executive Order 
14067: The Role of Law 

Enforcement in Detecting, 
Investigating, and Prosecuting 
Criminal Activity Related to 
Digital Assets (justice.gov) 

https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/252646/Cryptocurrency-Insider-Trading-takes-center-stage
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/252646/Cryptocurrency-Insider-Trading-takes-center-stage
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/16/fact-sheet-white-house-releases-first-ever-comprehensive-framework-for-responsible-development-of-digital-assets/
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
https://www.justice.gov/ag/page/file/1535236/download
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“prosecute digital asset crimes in any jurisdiction 

where a victim of those crimes is found.” On 
September 6, 2022, the DOJ issued “The Role of 
Law Enforcement in Detecting, Investigating, 
and Prosecuting Criminal Activity,” which makes 
these and other legal and regulatory 

recommendations regarding amendments to the 
BSA. 
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FinCEN finalizes ultimate beneficial 

owner reporting rule.  

On September 29, 2022, the Financial Crimes 
Enforcement Network (FinCEN) issued a final 
rule regarding certain companies’ obligation to 

report beneficial ownership information (BOI). 
The Corporate Transparency Act (CTA) was 

enacted on January 1, 2021 to “strengthen the 
integrity of the US financial system” and reduce 
abuse of the US financial system for money 
laundering and other illicit activity.  

In December 2021, FinCEN issued one of three 

rules required to implement the CTA. The 
reporting obligations will require companies that 
are created or registered to do business within 
the United States to report in respect of each of 
their beneficial owners: (1) legal name, (2) 
birthdate, (3) address, and (4) unique 

identifying number from (and image of) an 
acceptable identification document. There may 
be additional reporting requirements based on 
when the company was created or registered to 
operate in the United States. 

Beneficial owners are defined as an individual 
who, directly or indirectly, (1) exercises 

substantial control over a reporting company, or 
(2) owns or controls at least 25% of a reporting 
company’s ownership interest.  

The rule provides 23 categories of entities, 

including certain regulated entities and large 
operating companies from the reporting 
requirements. 

January 1, 2024 The final rule will take effect on January 1, 2024. 

However, companies should begin considering 
now whether they will be subject to the CTA 
reporting obligations. Additional information 
about exemptions and reporting requirements 
can be found here. 

Beneficial Ownership 

Information Reporting 
Requirements, 87 Fed. Reg. 
59498 (Sept. 30, 2022) 

Beneficial Ownership 
Information Reporting Rule 
Fact Sheet | FinCEN.gov 

William M. (Mac) Thornberry 

National Defense 
Authorization Act for Fiscal 
Year 2021,” H.R. 6395  

Congress passes the Anti-
Money Laundering Act of 
2020, amending and 

modernizing the Bank 
Secrecy Act  - Eversheds 
Sutherland (eversheds-
sutherland.com) 

Proposed bipartisan legislation aims 
to clarify the crypto regulatory 

landscape. 

Ongoing It is unclear if/when Congress will vote on these 
bills—but there is unlikely to be significant 
movement before 2023. There have been two 
Senate hearings on each piece of legislation. 

Lummis-Gillibrand 
Responsible Financial 
Innovation Act 

https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/254011/Pulling-back-the-curtain-FinCEN-finalizes-ultimate-beneficial-owner-reporting-rule
https://www.federalregister.gov/documents/2022/09/30/2022-21020/beneficial-ownership-information-reporting-requirements
https://www.federalregister.gov/documents/2022/09/30/2022-21020/beneficial-ownership-information-reporting-requirements
https://www.federalregister.gov/documents/2022/09/30/2022-21020/beneficial-ownership-information-reporting-requirements
https://www.federalregister.gov/documents/2022/09/30/2022-21020/beneficial-ownership-information-reporting-requirements
https://www.fincen.gov/beneficial-ownership-information-reporting-rule-fact-sheet
https://www.fincen.gov/beneficial-ownership-information-reporting-rule-fact-sheet
https://www.fincen.gov/beneficial-ownership-information-reporting-rule-fact-sheet
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://www.govtrack.us/congress/bills/116/hr6395/text
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/238436/Congress-passes-the-Anti-Money-Laundering-Act-of-2020-amending-and-modernizing-the-Bank-Secrecy-Act
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text
https://www.congress.gov/bill/117th-congress/senate-bill/4356/text
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On June 7, 2022, US Senators Kirsten Gillibrand 

and Cynthia Lummis proposed the “Responsible 
Financial Innovation Act” (S.4356), bipartisan 
legislation that seeks to overhaul the framework 
for digital asset industry regulation. The 
legislation would classify digital assets with 
investment privileges like dividends and 
liquidation rights as securities under the SEC’s 

purview—but all other digital products would be 

under the CFTC’s jurisdiction. The bill would also 
establish a set of legal definitions for common 
terms in the digital asset space and create 
provisions addressing, among other areas, 
taxation and consumer protection.  

Proponents of the bill claim it will lead to more 

regulatory certainty for those engaging in the 
digital assets industry. However, critics warn 
shifting oversight from the SEC—which has 
become increasingly active in regulating digital 
assets—to an underfunded CFTC could 

hamstring enforcement. 

On August 3, 2022, four senators on the Senate 
Committee on Agriculture, Nutrition, and 
Forestry introduced their own proposal for 
cryptocurrency regulation—the Digital 
Commodities Consumer Protection Act (S.4760). 
Like the Responsible Financial Innovation Act, 
the proposed legislation would designate most 

regulatory authority over digital asset trading to 
the CFTC. Among other things, the bill grants the 
CFTC exclusive jurisdiction over any account, 

agreement, contract, or transaction involving 
the trading of digital commodities, and imposes 
specific compliance obligations on digital 
commodity platforms.   

Notably, both bills provide an exclusion for 
securities—but neither bill defines what digital 
assets are securities. The legislations’ true 
potential impact on the regulatory landscape of 

Companies operating in the crypto space should 

monitor the Responsible Financial Innovation 
Act, the Digital Commodities Consumer 
Protection Act, and any other legislation relating 
to digital asset regulation.  

Proposed bipartisan legislation 

aims to clarify the crypto 
regulatory landscape 

Digital Commodities 
Consumer Protection Act of 
2022 

https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://us.eversheds-sutherland.com/NewsCommentary/Legal-Alerts/251716/Proposed-bipartisan-legislation-aims-to-clarify-the-crypto-regulatory-landscape
https://www.congress.gov/bill/117th-congress/senate-bill/4760/text
https://www.congress.gov/bill/117th-congress/senate-bill/4760/text
https://www.congress.gov/bill/117th-congress/senate-bill/4760/text
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the digital asset space therefore remains 

uncertain.  

US Senate Finance Committee report 
identifies “‘shell bank’ loophole” in 

the Foreign Account Tax Compliance 
Act. 

On August 24, 2022, the Senate Finance 
Committee released a report regarding the 

“largest tax evasion scheme in U.S. history,” 
detailing the use of the “shell bank loophole” in 
the Foreign Account Tax Compliance Act 
(FATCA), which exempts offshore financial 
institutions from the requirement to report funds 
received from US citizens to the IRS. The report 
was motivated by a 20-year scheme by Robert 

Brockman who was indicted in October 2020 for 
hiding approximately $2.7 billion in income and 
manipulating debt securities from investors. 

According to the report, the loophole allows shell 
companies to turn into shell banks, and self-
certify that they are reporting income held in 

offshore accounts to the IRS. The foreign banks 
are then exempt from complying with basic 
FATCA requirements to identify and report US 
accounts. According to Senate Finance 
Committee Chair Senator Ron Wyden (D-Ore.), 
“[t]here are hundreds of thousands of shell 
companies in offshore tax havens that have been 

turned into IRS approved banks with virtually no 
scrutiny by the IRS.” 

Ongoing The IRS may focus future rulemaking and 
enforcement efforts on closing the identified 
shell bank loophole. 

Senate Finance Committee 
Report 

The IRS receives more than $45 
billion in funding for enforcement 

activities.  

On August 16, 2022, President Biden signed the 
Inflation Reduction Act, which provided $80 
billion to the Internal Revenue Service (IRS), 

Ongoing As the IRS begins to hire additional revenue 
agents and employees, companies should 
prepare for the likely impending surge in 

enforcement.  

Inflation Reduction Act 

 

https://www.finance.senate.gov/chairmans-news/wyden-investigation-uncovers-major-loophole-in-offshore-account-reporting
https://www.finance.senate.gov/chairmans-news/wyden-investigation-uncovers-major-loophole-in-offshore-account-reporting
https://www.congress.gov/bill/117th-congress/house-bill/5376/text?q=%7B%22search%22%3A%5B%22inflation+reduction+act%22%2C%22inflation%22%2C%22reduction%22%2C%22act%22%5D%7D&r=1&s=2
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into law. Approximately $45.6 billion of that 

amount is specifically allocated to expenses 
associated with tax enforcement activities, 
including providing legal and litigation support, 
conducting criminal investigations, providing 
digital asset monitoring activities, and enforcing 
criminal statutes related to internal revenue 
laws, as well as other financial crimes.  
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