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Group litigation/class actions

Why is group litigation (sometimes referred to  
as ‘class actions’) an important issue consumer 
businesses are facing today?

Traditionally more prevalent in the US, we are starting to see a growing trend in 
group litigation in the UK, driven by claimant-side law firms actively advertising for 
claimants, backed by litigation funders. They are arising out of a range of 
underlying issues, from data breaches to equal pay claims brought by retail 
employees, and the recent Supreme Court decision in Merricks v Mastercard has 
potentially opened the floodgates for opt-out class actions for any breaches of 
competition law.

As ESG continues to grow in prominence, we also anticipate group claims in that 
regard. Consumer businesses are at particular risk, given their large numbers of 
customers and employees. However, some are also benefiting from joining group 
claims, for example in relation to claims against insurers under business 
interruption policies as a result of COVID-19, or against Mastercard and Visa in the 
interchange fee competition litigation (as we’ve already seen in The Netherlands 
for example).

Our recent experience

Acting for a leading UK retailer in the defence of 
in excess of 5,000 equal pay claims being 
brought by current and former employees.

Acting for a global consumer goods business to 
manage claims by customers for refunds, 
property damage and personal injury arising out 
of a global product recall.

Acting for a leading global retailer in  
defending three $100 million class actions 
issued in California relating to alleged pricing 
compliance breaches.
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1. Have you given any consideration to the areas in which you 
could be exposed to mass claims, from consumers, 
employees or shareholders?

2. Data breaches are leading to group claims  
– do you have confidence in your cyber security?

3. Would you know what to do if you fell victim to a 
data breach?

4. Do your teams know to think of the bigger picture when 
seeking to resolve any individual issues, complaints 
or claims?

5. Are you aware that companies’ environmental claims are 
being scrutinised with a view to potentially bringing claims 
against them?

6. Are there any claims you may be interested in pursuing, if 
other organisations joined in so you could benefit from 
economies of scale, and potentially litigation funding?

Contact us

Deborah Polden
Partner

T: +44 113 200 4160
M: +44 782 793 6303
deborahpolden@ 
eversheds-sutherland.com

Claire Stockford
Partner (Barrister)

T: +44 20 7919 4818
M: +44 781 853 5409
clairestockford@ 
eversheds-sutherland.com

 – Group claims are increasing and consumer sector businesses are at particular 
risk, given their large numbers of customers and employees.

 – Whilst the value of each individual claim may be small, brought en masse the 
overall sum claimed can be huge, it attracts greater publicity and there are 
additional administrative burdens to deal with. Settlement can also be 
difficult, particularly at the early stage.

 – Being alive to potential group claims that could be brought against you, 
mitigating the risks of such claims arising, and having a well-considered 
response from the first indication of any claims or issues is key.

 – Many Claimant groups are well-organised and well-funded, meaning 
Claimants don’t necessarily feel the “pain” of litigation in the same way, but 
based on our experience there are a number of strategies we can use to 
make their claims harder to progress.

Questions for the boardroomThings to bear in mind

Group litigation/class actions
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Environment, health and safety

Why are Environment, Health and Safety issues 
important to consumer businesses today?

The UK Government has lifted most of the restrictions put in place in response to 
the emergency pandemic. Now, the onus is on the employer.

Under the Health and Safety at Work etc. Act 1974, an employer must ensure, so 
far as is reasonably practicable, the health, safety and welfare at work of its 
employees and the health and safety of others not in employment. This is a 
familiar concept to many, but now there is a new risk to factor into the risk 
assessment. The level of risk for a consumer business can vary, depending on 
whether the area is a customer-facing shop, office, warehouse or  
transport facility.

COVID-19 remains a hot, and perhaps divisive, topic. Not everyone’s opinions on 
it are the same. Staff may be nervous about a return to the workplace and it will be 
necessary for employers to discuss and consult with their staff on the control 
measures in place. We are also seeing the priorities of consumers changing, and 
some consumers may make their buying decisions based on how comfortable 
the shopping experience is.

As we saw at the start of the pandemic, employers had to adapt quickly to an ever 
changing environment as we gathered more information about the transmission 
of COVID-19 and the impact it had on people. Unfortunately, COVID-19 has not 
disappeared and is likely to be a continuing risk for some time to come. Now, 
employers must use the information available to them to determine long-term, 
sustainable, effective control measures to protect their staff and customers.

Our recent experience

Reviewing the decisions taken at a senior level 
by a company at the start of the pandemic, to 
assess whether the company had acted in line 
with government guidance.

Advising clients on vaccinations  
and testing, including:

 – whether an employer can introduce a 
mandatory policy

 – how to implement a testing programme  
in practice

 – communications with employees

Liaising with local authorities who had closed 
office premises using powers under The Health 
Protection (Coronavirus, Restrictions) (England) 
(No. 3) Regulations 2020 to get the premises 
reopened as soon as possible, reviewing the 
company’s risk assessments and advising on 
reasonably practicable control measures to 
have in place.
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1. What control measures do you currently have in place to 
minimise the risk of transmission of COVID-19?

2. Have employees raised concerns about a return to  
the workplace?

3. To what extent have you considered your  
compliance obligations?

4. At what stage do you consult with employees on health  
and safety measures in place?

5. What contingency plan do you have in place should  
the UK Government introduce Plan B and/or case  
numbers increase?

6. Are measures to protect the health, safety and welfare of 
employees and customers topics of discussion at Board 
meetings/senior management meetings?

7. What do you see as the biggest threat from COVID-19 
facing your business?

8. Do you feel your customers have confidence that you are 
taking measures to protect their health?

9. How do you inform employees and customers of the 
control measures you have in place?

10. How are you managing the impact of COVID-19 on your 
employees mental wellbeing?

Contact us

Tim Hill
Partner

T: +44 191 241 6473
M: +44 774 015 7416
timhill@ 
eversheds-sutherland.com

Laura Shirley
Principal Associate

T: +44 121 232 1406
M: +44 792 041 2441
laurashirley@ 
eversheds-sutherland.com

 – Vaccines and testing have added new ingredients to the mix. However, the 
UK Government’s plan for managing coronavirus hints that lateral flow tests 
will not be freely available in the long-term future. With testing now a regular 
occurrence and a main factor in many risk assessments, does the company 
have a long-term, sustainable plan for managing coronavirus?

 – Who has accountability for monitoring whether COVID-19 protocols are 
being followed?

 – Is there a contingency plan in place?

Claire Watson
Associate

T: +44 191 241 6389
M: +44 776 038 1896
clairewatson@ 
eversheds-sutherland.com

Environment, health and safety

Questions for the boardroomThings to bear in mind
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Supply chain resilience – disputes and insurance solutions

Why is supply chain resilience an important issue 
facing consumer businesses today?

Supply chains have really been challenged of late, with Brexit, a global lockdown 
and the Suez Canal blockage. These have given rise to a range of issues from 
being unable to fulfil supply obligations because key parts/ingredients are no 
longer available, the cost of raw materials has increased significantly or customers 
are no longer being able to pay for goods.

These disruptions can be local or global and have varying degrees of impact. 
Whilst the immediate focus has been on restoring supplies, given ongoing 
economic uncertainty, compensation claims are likely to follow. Already, this has 
exposed the limitations of business interruption insurance and will likely lead to 
greater demand for trade credit insurance.

Things to bear in mind

Board level awareness of the increasing supply chain distress/insolvencies and the Board’s direct involvement in 
establishing the best course of action is vital. Understanding the risks, rights, challenges and opportunities enables 
companies to navigate supply chain issues in a constructive manner, potentially turning losses into gains. 
Encouraging discussion of the questions below can help leaders concentrate on proactively identifying issues and 
preparing a remediation plan, thereby encouraging an organisation-wide strategy to tackling supply chain distress.

 – Can we readily access all information that is required for effective decision-making? What does our risk 
management system focus on and which information is collected and processed?

 – Has our business developed a “play-book” to ensure efficient and consistent responses to supply chain issues?

 – Is there a sufficient understanding throughout the business of supply chain distress and how and when to raise 
issues in key accounts?

 – When was the issue of supply chain distress last considered by the Board?

 – Is supply chain distress part of the Board’s strategy discussions?

 – Does the business take out trade credit insurance policies? If not, is this something that has been considered? 
Are any existing policies being effectively used?

 – Does the business understand who insures the goods at which point throughout the supply chain so it knows 
who is liable in the event of an issue?

 – Do existing supply contracts contain force majeure clauses? If so, what events are defined as force majeure 
events? What threshold must be met to ensure non-performance of the contract? What notification provisions 
are imposed?

 – Is the business aware of their duty to mitigate under contract?

 – How do the relevant jurisdictions of the company and its supply chains influence the available options?

 – Is the business aware of the insolvency rules in key jurisdictions it operates in?

7

Legally speaking
Your guide to disputes trends in the consumer sector

Home



1. Have any supply chains shown warning signs that they could be distressed?

2. Are you fully aware of the current vulnerabilities in your supply chains? How 
are these covered in your risk management approach?

3. Which are the company’s key supply chains that are vital to production? 

4. Do you have a dedicated task-force with the necessary authority levels to 
resolve supply chains issues quickly?

5. Have you considered the use of trade credit insurance to guard against the 
risk of customer non-payment?

6. Are you a key stakeholder to any supply chain counterparties?

7. Are there direct communication channels with the decision-makers of 
distressed counterparties?

8. What strategies can the company deploy when handling supply chain issues?

9. Which supply chains could present opportunities to the company if they fall 
under distress and what would you be willing to look at?

10. Are you confident that there are adequate insurance arrangements 
throughout the supply chain? Do these need to be reviewed to understand 
how liability is apportioned?

Contact us

Wesley Pang
Partner

T: +852 2186 3408
M: +852 6295 8110
wesleypang@ 
eversheds-sutherland.com

Michelle Lamb
Principal Associate

T: +44 207 919 4744
M: +44 782 433 5475
michellelamb@ 
eversheds-sutherland.com

Questions for the boardroom

Supply chain resilience – disputes and insurance solutions

Phil Duignan
Partner

T: +44 161 831 8509
M: +44 739 325 4381
philduignan@ 
eversheds-sutherland.com

Deborah Polden
Partner

T: +44 113 200 4160
M: +44 782 793 6303
deborahpolden@ 
eversheds-sutherland.com
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Fraud, bribery and corruption

As we emerge from the COVID-19 pandemic and consumer businesses shift 
focus to more online sales platforms and hybrid working models for employees, 
fraudsters and opportunists are exploiting the vulnerabilities in this new 
environment to the detriment of both businesses and consumers. Companies are 
also likely to be facing financial pressures to cut costs and improve their bottom 
line. This has led to new supplier and procurement fraud, increased account 
transaction and accounts fraud, and more corruption.

Internal and external fraud risks are heightened and can result in financial liability, 
exposure to money laundering risk, liability for personal data breaches and 
potential reputational damage to businesses. Although robust prevention 
procedures can be implemented to mitigate these risks, fraudsters are becoming 
increasingly sophisticated, staying one step ahead.

Why are Fraud, Bribery and Corruption important 
issues consumer businesses are facing today?

Our recent experience

Advising a global organisation subject to 
systemic and high value theft within its business 
on credible deterrent measures to prevent 
repeat incidents and seeking police engagement 
to investigate and prosecute offenders.

Conducting an investigation into potential 
bribery and corrupt practices between a third 
party agent, our client’s German subsidiary and 
its CEO based in the UK, and undertaking an 
ABC risk assessment to identify and mitigate 
bribery and corruption risks going forward.  
This concluded with the UK’s 9th deferred 
prosecution agreement following successful 
negotiations with the Serious Fraud Office.

Acting for an overseas entity that had fallen 
victim to invoice fraud and assisting with the 
preservation and recovery of stolen funds held 
in bank accounts in the UK and overseas 
through the use of freezing orders and third 
party disclosure orders.

1

2

3

 – We have developed an online, interactive 
anti-bribery@work toolkit which provides 
up to date anti-bribery and corruption 
training, and is available across a number 
of different jurisdictions and in a variety of 
languages in order to meet the diverse 
needs of all your people. The toolkit can be 
branded to your business and developed 
on a bespoke basis to incorporate your 
policies and procedures

 – We have an online global anti-bribery 
guide which can be used as a quick 
reference guide to communicate the 
impact of bribery to your business 
operating in different countries

 – We are in the process of developing a 
global fraud reporting guide

ABC and  
Fraud resources
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1. Do you know in what way your business is vulnerable to 
fraud and bribery?

2. How much has fraud and/or bribery cost your business in 
the last 12 months?

3. Do you have oversight of the activities undertaken by third 
parties for the benefit of the business?

4. Do you have oversight of business activities conducted in 
overseas or high-risk countries?

5. How do you promote ethical business conduct throughout 
your business from root to market?

6. Are your staff aware of how to identify and report potential 
issues relating to fraud and bribery?

7. Do you feel your customers and suppliers have confidence 
in how you safeguard their data and in your 
payment processes?

8. How do you keep updated on new fraud and/or 
bribery threats?

Contact us

Zia Ullah
Partner, Head of Corporate 
Crime and Investigations

T: +44 207 919 4500
M: +44 782 694 4979
ziaullah@ 
eversheds-sutherland.com

Saira Choonka
Principal Associate

T: +44 20 7919 0801
M: +44 791 773 7077
sairachoonka@ 
eversheds-sutherland.com

Conducting fraud and anti-bribery and corruption (ABC) risk assessments are 
crucial to both identifying and mitigating the specific fraud and bribery risks facing 
your business, especially where third parties are used in business areas or 
jurisdictions where there is limited oversight over their activities and expenses. 
Quantifying any financial or other liability resulting from fraud and bribery 
incidents within your business can be impactful as a first step to seeking 
engagement on these areas from relevant stakeholders.

Instilling a culture of ethical conduct through top down messaging and training 
strengthens overall compliance and also encourages staff to feel comfortable 
raising concerns (including via a confidential whistle-blowing hotline). This will 
enable staff to spot and report potential fraud and bribery issues, which in turn 
may assist in preventing such incidents occurring or continuing.

Investing in robust IT infrastructures for online sales, customer accounts, tracking 
of goods in the supply chain and inventory, and actioning financial payments 
should also form part of an overall effective framework.

All of the above will reduce financial liability and unnecessary diversion of 
management time spent in investigating or responding to such incidents.

 – How is the business impacted by fraud and bribery issues, if at all?

 – Who within the business is responsible for fraud prevention and/or ABC issues?

 – Have staff been properly trained on how fraud and bribery can occur within 
their business area and how to report it?

 – Is there a zero tolerance culture to unethical conduct within the business?

 – What oversight is exercised over third parties e.g. those in the supply chain, 
distributors, agents and those undertaking business in non-UK jurisdictions?

Fraud, bribery and corruption

Questions for the boardroomThings to bear in mind
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Greenwashing

Why is “greenwashing” an important issue facing 
consumer businesses today?

“Greenwashing” occurs where a business makes claims about its products, services, processes, 
brands or its operations as a whole, or omits or hides information, to give the impression they are 
less harmful or more beneficial to the environment than they really are. Environmental claims can 
be express or implied, and can be made in various forms including in a logo, on packaging/
labelling, in marketing, in financial reports etc.

A high-profile example of greenwashing is the Volkswagen “dieselgate” scandal whereby 
Volkswagen hid the true extent of emissions in its cars and, therefore, made misleading claims in 
marketing about the environmental credentials of its engines.

A survey conducted by Deloitte in early 2021 (“Shifting Sands: Are consumers still embracing 
sustainability?”) found that nearly one in three consumers claimed to have stopped purchasing 
certain brands or products because they had ethical or sustainability related concerns about them. 
As such, the sustainability, ethical and environmental credentials of a product/service are factors 
that consumers are increasingly taking into account when making purchasing decisions, and, 
consequently, there has been a proliferation of products, services and businesses which claim to 
meet that demand.

In light of this, both consumers and regulators (including the Competition and Markets Authority, 
the Advertising Standards Authority, the European Commission etc.) are increasingly scrutinising 
green claims made by companies in order to ensure that businesses are complying with existing 
consumer protection legislation.

Businesses operating in the consumer sector, therefore, should take steps to ensure that they are 
not making misleading claims about their products/services/processes/brand etc and that any 
claims made about green credentials can be backed up with evidence.
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1. Are you aware of “greenwashing”, have you had any 
experience of it to date?

2. What procedures do you go through to verify the accuracy 
of any environmental claims you make?

3. Do you consider compliance with consumer law when 
making environmental claims?

4. Are relevant people in marketing, sales etc. up to date and 
aware of the duties and obligations imposed by 
consumer law?

5. Is the business aware of and does it follow the CMA’s Green 
Claims Code to businesses making “green claims”?

6. Are you aware that the CMA has announced that it will carry 
out “a full review” of misleading green claims from the start 
of 2022? Does that cause you any concerns?

7. Do you feel your customers have confidence in your 
“green” credentials?

8. We are seeing an increasing number of legal challenges 
brought against companies to substantiate statements 
made in their annual reports and other financial documents 
– are you confident that yours stand up to scrutiny?

Contact us

Alex Wright
Principal Associate

T: +44 161 831 8582
M: +44 750 057 8620
alexwright@ 
eversheds-sutherland.com

Luisa Zukowski
Principal Associate

T: +44 161 831 8566
M: +44 776 099 0541
luisazukowski@ 
eversheds-sutherland.com

It is likely that a number of different areas of a business may be making 
environmental claims, including product designers, marketing, PR and finance. It 
is important to be aware of the legal, regulatory and reputational risks associated 
with making misleading green claims.

Businesses should ensure that processes are in place so that i) that any “green 
claims” can be backed up by evidence and ii) compliance with existing consumer 
law in order to safeguard the business from making “greenwashing” claims.

 – What “green claims” is your business making and where are any such claims 
being made?

 – What processes do you have in place to ensure any “green claims” made are 
accurate and verified?

 – Who is ultimately responsible for verifying the accuracy of any “green claims” 
you make?

 – Are you concerned by the increasing trend in “greenwashing” claims?

 – Are you aware of the CMA’s Green Claims Code which is aimed at guiding 
businesses to comply with existing legislation?

 – Are all areas of the business aware of the risks associated with greenwashing?

Greenwashing

Questions for the boardroomThings to bear in mind

Deborah Polden
Partner

T: +44 113 200 4160
M: +44 782 793 6303
deborahpolden@ 
eversheds-sutherland.com
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Commercial rent disputes

Why are Commercial Rent Disputes an important 
issue that consumer businesses are facing today?

In November 2021, the Government introduced new legislation establishing a 
mechanism for the resolution of certain rent arrears incurred as a result of the 
COVID-19 pandemic. The Commercial Rent (Coronavirus) Act 2022 (“the Act”) 
became statute on 24 March 2022. The main focus of the new legislation is those 
arrears that accrued during 21 March 2020 and 18 July 2021 (or 7 August 2021 in 
Wales), for those periods when tenants were compelled to close the whole or part 
of their business (“the Protected Rent Debt”). Many tenants withheld the rent or 
were unable to meet their rental liabilities for these closure periods. The new 
legislation provides that any disputes with landlords in relation to those arrears 
can be referred to arbitration for resolution.

Overview of the legislation

There is only a limited six-month period from the date the Act was passed on 24 March 2022 to 
24 September 2022 (“the Moratorium Period”) – although the Government have said the period 
could be extended – during which any dispute regarding the Protected Rent Debt can be referred 
to an Arbitration.

During the Moratorium Period, the landlord is restricted from taking a number of steps against the 
tenant for the debt owing, including forfeiture, issuing Court proceedings, exercising CRAR, using a 
deposit and certain insolvency arrangements. If neither party refers the matter to Arbitration during 
the Moratorium Period than the enforcement options available revert to those available outside the 
scheme.

If a dispute is referred, the Arbitrator will have regard to the tenant’s assets and liabilities, the tenant’s 
previous payment history and their financial standing. The Arbitrator’s decision will be binding, 
meaning that it can be enforced through the Courts. The Arbitrator will either dismiss the claim 
(for example if the tenant is found not to be viable), adopt one of the resolution proposals put 
forward by the parties, or make its own award as to the payment of the arrears owing.

There are certain notice provisions that must be complied with prior to a matter being referred to 
Arbitration, which in practice means that if there is an intention to refer a dispute to arbitration 
sufficient time must be allowed before the six month deadline expires – at least 28 days, so by early 
August 2022.

1
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1. What is your assessment of the value of any unpaid arrears 
owing by the business?

2. What is your assessment of the value of any unpaid arrears 
owed to the business?

3. What steps has the business taken to resolve disputes with 
its landlord/tenants?

4. What steps are being taken to collate the relevant evidence 
in respect of any claims against tenants for unpaid rent?

5. How will an adverse arbitration outcome affect the cashflow 
of the business and any restructuring plans?

Contact us

Andrew Todd
Partner

T: +44 113 200 4760
M: +44 734 150 6205
andrewtodd@ 
eversheds-sutherland.com

Charlotte Miller
Principal Associate

T: +44 113 200 4215
M: +44 739 228 1297
charlottemiller@ 
eversheds-sutherland.com

Commercial rent disputes

Questions for the boardroom

Readiness to deal with an abundance of arbitration claims for any unpaid rent 
during periods of COVID-19 related closures is vital. There is a critical role in every 
business in ensuring the coordination with the property estates team and internal/
external lawyers in responding to any such claims, business preparedness should 
not fall solely on legal teams. Encouraging discussion of the questions below can 
help leaders concentrate on proactively managing the issues and preparing a 
strategy for dealing with future claims.

 – Who is responsible/accountable for deciding whether rent for the Protected 
Rent Debt period should continue to be withheld?

 – Is there a strategy in place for responding to claims brought by landlords 
against the business for rent arrears owing?

 – Is the business engaged in reasonable discussions regarding rent arrears with 
its tenants and landlords?

Things to bear in mind

 – Providing strategic advice to the business on its approach to 
arrears owing, that fall both inside and outside of the Act

 – Responding to and dealing with any claims referred to 
arbitration, from the initial notice of intention to refer, 
through the arbitration process to enforcement of the 
Arbitrator’s award

How we can assist
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Cyber, data privacy litigation and data disputes

Why are cyber, data privacy and data disputes 
important issues facing consumer businesses 
today?

Given the volume of data that consumer businesses hold about their customers 
and employees, including financial, sensitive and special category data, consumer 
businesses are prime targets for Cyber/external data breaches, at high risk of 
internal data breaches, and inevitable IT system performance issues and outages. 
All potentially lead to data being lost, stolen, misused, rendered inaccessible or 
temporarily unavailable. Such things expose businesses to (regulatory action 
aside) the potential for significant loss and damage, individual claims, group 
litigation and business to business disputes. It is for these reasons that Cyber, data 
privacy litigation and data disputes remain a key Board-level issue.

Our recent experience

Regularly acting for a global retailer as its sole 
provider of data privacy litigation services in 
the UK.

Acting for an international retailer to resolve a 
data security breach originating through one of 
its delivery partners.

Acting for Equifax in respect of one of the 
largest data breaches to take place in the UK 
affecting over 15 million UK consumers. We 
acted on both the FCA and ICO investigations. 
This is a high profile case for the FCA and the 
ICO, particularly in view of the scale of the 
incident and the political interest it has 
attracted, and is rare example of the two 
regulators working closely together.

1

2

3

We have developed a unique mobile app that 
provides easy, consistent access to data breach 
statutes across a growing number of 
jurisdictions including Europe, Asia and 
the United States.

Easy-to-use functionality enables users to find 
relevant breach notification regulations at their 
fingertips on a country-by-country basis. More 
specifically, the app is organised by jurisdiction 
and includes various categories such as 
notification requirements, definitions of 
personal information and breach of security, 
and timeframes for notification.

BreachLawWATCH App
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Contact us

James Hyde
Partner

T: +44 113 200 4066
M: +44 796 965 3306
jameshyde@ 
eversheds-sutherland.com

Emma Gordon
Partner

T: +44 20 7919 4931
M: +44 782 590 4428
emmagordon@ 
eversheds-sutherland.com

Board level awareness of the increasing threat around cyber security and the 
Board’s direct involvement in establishing the best course of action is vital. 
Although they have a critical role in ensuring the coordination, defensibility and 
protection of pre and post breach planning between all critical stakeholders, 
business preparedness should not fall solely on the GC or DPO. Encouraging 
discussion of the questions below can help leaders concentrate on proactively 
identifying issues and preparing an incident response plan.

 – How are you handling data breaches currently, both in terms of incident 
response and the claims that follow?

 – Who is accountable for the resolution of data security breaches and the 
claims that follow?

 – As to handling claims, how efficient and effective is that in practice, and what 
standard operating procedures do you have in place?

 – Is there a clear understanding of who holds what data, on what current and 
legacy systems, and who is responsible for its security and to what standard?

 – For third parties that host data for you, or have access to your systems (e.g. 
delivery partners, suppliers), what processes do you have in place to test/
audit their technical and organisational security measures?

 – Do senior stakeholders and employees alike have regular training on cyber 
and data security?

Things to bear in mind

Cyber, data privacy litigation and data disputes

Jake McQuitty
Partner

T: +44 20 7919 0600
M: +44 774 753 2453
jakemcquitty@ 
eversheds-sutherland.com

Matthew Chapman
Principal Associate

T: +44 113 200 4237
M: +44 739 325 4319
matthewchapman@ 
eversheds-sutherland.com

Joseph Cooper
Associate

T: +44 161 831 8298
M: +44 7765 740 816
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Business protection – emerging from COVID-19 and beyond

Why is business protection an important issue 
consumer businesses are facing today?

As we emerge from lockdowns and the new way of working, employers can 
expect to see increased movement in the labour market. Employees who have not 
had the confidence or opportunity to make a career move during lockdown may 
now be able and willing to take that step, whether that is to go to a competitor or 
set up on their own. Furlough, reduced hours and redundancy rounds will no 
doubt have impacted morale and loyalty in some areas, all whilst sat at home with 
access to company systems and sensitive confidential information.

As such we anticipate that employers are likely in the coming months to need to 
call on contractual and statutory protections to safeguard their relationships and 
confidential information. Whilst competition cannot be prevented entirely, a 
business can put in place reasonable and legitimate measures to protect itself 
should the worst happen. It is important therefore to have up to date enforceable 
protections in place and to understand the steps to take should a key employee 
leave the business.

It is equally important that a business understands its options should an individual 
or team depart and seek to operate in an unlawful manner which would damage 
the business (e.g. in breach of restrictive covenants and/or misuse of confidential 
information and data). Protection is available through the Courts to secure and 
protect your business in such circumstances.

Dependant on the nature of the confidential information taken, there are Data 
Protection issues to consider. If a data breach is identified quickly and action taken 
to secure the data without delay (72 hours) then it may be possible to avoid ICO 
notification.

Our recent experience

Acting on behalf of one of the UK’s largest 
recruitment businesses following discovery that 
a senior director had copied confidential client 
information prior to his resignation and was 
attempting to join a major competitor.

Acting for a leading IFA Group following the 
discovery that a team of employees were about 
to set up in competition and had unlawfully 
removed a copy of the client database. This 
involved securing a search and seize order and a 
springboard injunction from the High Court to 
protect our client’s position.

Defending the sellers of a £30m business  
that manufactures consumer goods from 
allegations by the buyer that they had sought  
to set up in competition and had stolen 
confidential information from the business in 
breach of restrictive covenants and 
confidentiality obligations.
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3

We understand how important your people and 
your confidential information is to your 
business. Price lists, customer details and 
supply lists are integral to a consumer business. 
Therefore to help in-house legal teams and HR 
professionals to navigate the issues around 
business protection, we have prepared a 
guide to Business Protection. This is designed 
to give you a head start in addressing whether 
you have adequate protection in place at this 
stage (and if not, what needs to be done), and 
the urgent steps you can take if you suspect an 
employee or former employee is breaching 
their obligations around confidential 
information, company property and/or 
restrictive covenants. In addition, data privacy 
in such circumstances must be considered as 
reporting obligations can often be triggered.

Prepare and Protect – Our 
Business Protection Guide
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1. Do you have up to date employment contracts in place with all 
employees and do those contracts contain appropriate, 
enforceable restrictive covenants? Onerous restrictive 
covenants can be unenforceable – they must go no further 
than reasonably necessary to protect a legitimate business 
interest. As employees progress through a business their 
original service contract may no longer be fit for purpose.

2. Do you know what to do if you find out that one of your former 
directors or employees was contacting a flagship customer 
shortly after leaving your business?

3. Do you know what confidential information your business 
holds, and which of that confidential information is 
particularly critical?

4. Do you routinely limit employee access to business critical 
information on a “need to know” basis?

5. Does this information contain personal data (e.g. customer lists)?

6. Do you take steps to firm up relationships with customers when 
one of their key contacts, such as an account manager, hands 
in their notice to you? Do you restrict that individual’s access 
to customers?

7. Is your IT department able to investigate where employees are 
sending information or if they have downloaded information off 
your servers? Do you have policies and IT security in place to 
prevent employees copying confidential information to a 
portable device such as a phone or hard drive?
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 – You should be alive to the risk that employees, particularly senior employees 
with access to confidential information, could damage the business when they 
leave and that there are measures that the business can take to seek to protect 
itself, both in advance of any issues arising by ensuring that service contracts 
contain enforceable and commensurate restrictive covenants, and then 
through the Courts to enforce its rights.

 – You can only take steps to rectify and issue when you are aware of it. Businesses 
may not be aware of the damage that is being done to them. It is good practice to 
carry out routinely basic forensic IT investigations on leavers to establish whether 
there has been unusual activity on their accounts, for example, if they have sent 
confidential information to a personal email address or to a new business 
address, or have downloaded documents on to an external drive.

 – Social media poses a particular risk. If a leaver has access to business contacts on 
their own social media it is easy for them to communicate widely with customers 
after termination of their employment. Does the business have a clear social 
media policy that seeks to guard against this risk?

 – It is important where you have concerns that a former employees has breached 
confidentiality or restrictive covenants to act quickly to enforce your legal rights. 
Irreparable damage can be done quickly if the unlawful behaviour complained of 
is not stopped, and the Court will assess the speed at which you have acted when 
considering granting injunctive relief to protect your position. Does your business 
know the urgent steps that must be taken and who to contact should the 
worst happen?

 – Does the confidential information taken include personal data? If so, there are 
wider Data Protection and ICO reporting obligations to consider. Acting quickly 
to recover such data can in some circumstances avoid a need to report. 

Questions for the boardroomThings to bear in mind

Business protection – emerging from COVID-19 and beyond
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IP, trade secrets and misleading advertising disputes

Why are IP, trade secrets and misleading advertising disputes 
important issues facing consumer businesses today?

IP, trade secrets and misleading advertising litigation continues to increase – both group litigation 
and individual claims. Intangible assets, such as IP rights and trade secrets are extensively gaining 
worth on balance sheets, especially in the Consumer Sector. The fact is that many business in this 
sector have two main assets: people and IP. Today, with innovation and technology driving global 
economic growth, the idea of protecting innovations and ideas is even more vital. Companies in 
this sector rely heavily on brand recognition and brand loyalty for their success. 

However, not all innovations are protectable under the existing IP schemes. For example, a recipe 
for mayonnaise, apparel designs, specific know-how or the algorithm of a search engine, might all 
be more suitable for a different protection. In those instances trade secrets seems to be the best 
alternative. Trade secret protection allows owners to enforce rights against another party using or 
applying information that is held and is secret. Conditions are that the information has some 
commercial value due to being kept secret and the business has taken reasonable steps under the 
circumstance to keep it a secret. 

Businesses active in the Consumer Sector build their business by communicating with consumers, 
either via the ‘old’ ways of sponsoring, TV commercials and magazine adverts, but also via ‘new’ 
ways. Think of influencers, social media, cookies, guerrilla advertising, etc. While on the one hand 
the ways of advertising increase, on the other hand the amount of regulations for these new types 
of advertising also increase. What’s more, while advertising regulations are based on EU directives 
they are implemented in national schemes and are often dealt with in national self-regulatory 
bodies. Rules and outcomes may therefore differ in each jurisdiction. 

Finally, social media has changed the misleading advertising landscape significantly with cross-
border campaigns, and difficulties in finding the source behind detrimental claims due to privacy 
shields enabling such parties to ‘stay in the dark’. However, we are experienced in setting up schemes 
to act effectively in matters where the source behind detrimental activities is not easily found.

Our recent experience

Representing a leading global electronics company against a misleading advertising 
claim from an oral hygiene manufacturer in relation to hygiene products.

Litigation proceedings for a global top 10 cosmetic brand in relation to the 
descriptive use of a third party trademark in the cosmetic sector.

Advising a big 5 multinational technology company with a focus on e-commerce, 
cloud computing, digital streaming, and artificial intelligence, on the risk of 
infringement claims in the EU by use of copyright protected material in an AI 
driven app.

Acting on behalf of a disruptive retailer against a .com website with detrimental 
and fake news while including their trademark in the domain name. 

Assisting a multi-national Industrial client with their ‘Innovation Mapping’, by 
designing and implementing an Identification and Protection program to ensure 
that IP rights, trade secrets etc. are identified timely and effectively protected 
going forward.
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1. What is your assessment as to the  
business’ awareness about IP rights  
and trade secrets?

2. How often is IP discussed in the C-suite?

3. Is the value of IP, being an intangible asset, 
essential for the business?

4. Are you confident the business has a 
proper IP and trade secret protection 
program in place?

5. Do you feel that the Legal team is 
sufficiently aware of what IP and trade 
secrets are and understand the value  
and risks around protection and  
(third-party) infringement?
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Board level awareness of the value of IP rights and the threat that for ideas to be protected it is 
often essential to both have clear policies in place in order to identify and protect, and ensure 
awareness amongst employees. Whilst the actual protection is to for the legal team to take 
forward, IP and trade secrets are created amongst the wider business and therefore awareness and 
policies are essential for the entire business. Encouraging discussion between departments and the 
various stakeholders are critical for the timely and adequate identification and protection of IP and 
trade secrets.

 – How are the company’s innovation activities across its (global) locations properly identified 
and is that re-assessed regularly?

 – Are there policies in place to timely identify the origin of IP and trade secrets?

 – Are there policies in place for vetting incoming employees and opportunities to ensure that 
the business’ interests are protected and the intellectual property rights of others are not 
inadvertently threatened?

 – Is there a culture that recognizes the value of innovation and policy compliance, through 
awareness training and other activities

 – Are sales, service, joint-venture, joint-development and investment agreements reviewed with 
a sufficient IP and trade secrets protection for the business in mind?

 – Does Legal work with a ‘decision tree’ to decide which IP rights should be maintained, 
extended, etc. and which can be annulled?

 – Does Legal, responsible for IP, have regular conversations with research/design on the one 
hand, and sales on the other hand to identify IP, understand the need/scale of protection, etc.?

Questions for  
the boardroom

Things to bear in mind

IP, trade secrets and misleading advertising disputes
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Product safety and recalls

Why is product safety an important issue consumer 
businesses are facing today?

Recent years have seen the management of product safety become a key priority 
for consumer businesses around the globe, a trend driven by increasingly 
proactive regulatory authorities, as well as growing reputational risks driven by the 
power of social media. At the same time, consumer demand for the latest tech is 
driving ever more complexity in products, making safety assurance an increasing 
headache for producers. 

In the event of a product safety incident, consumer businesses are potentially in 
the firing line whether they manufacture or design products directly, put their 
brand name or trademarks on products, or provide the customer interface. 

Key decisions with long term reputational and financial implications must often 
be made the first 48 hours after an product compliance or safety issue comes to 
light. Businesses needs trusted advisers capable of providing quick, clear advice 
on strategic issues, identifying regulatory requirements across affected 
jurisdictions and assisting the business in communications with customers and 
regulatory authorities around the world. 

Eversheds Sutherland’s team has a strong track record of helping consumer 
businesses to proactively manage product safety risk and respond to product 
safety crises and a tool box of solutions to facilitate this.

Our recent experience

We have assisted a multitude of major consumer facing businesses handling recalls and product 
safety incidents across the world. Examples include acting for a leading electronics company facing 
a global consumer recall and regulatory notification programme concerning over 800,000 
domestic appliances, and advising major consumer products businesses undertaking recalls of 
everything from toasters, work lamps and fire alarms, to aftermarket auto components, toys and 
light bulbs. 

Designing an EMEA product incident management plan for a major US consumer products 
manufacturer, including template notification documents and practical guidance. 

Our multi-jurisdictional team undertakes fixed fee product liability resilience reviews, providing an 
in-depth analysis of businesses’ product safety compliance, examining policies, practices and 
procedures to identify gaps and weaknesses and advising on steps to help reduce legal and 
reputational risk. We have undertaken reviews for a number of major clients including a FTSE100 
retailer, a leading global consumer product tech business, and a leader in the European kitchen and 
household product market. 
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1. Do you have an up to date product recall plan? Have you 
ever tested it? 

2. Does the business understand the trigger for product  
safety/compliance notifications applying to its products  
in all markets? 

3. Have you thought about whether you might be treated as 
the responsible ‘producer’ of products you import into the 
EU or UK, even if you don’t make them or put your branding 
on them?

4. When did you last step back and assess potential exposure 
to product liability or review how effectively your systems 
and processes mitigate product liability risk? 

5. What mechanism do you have in place to verify the safety 
and regulatory compliance of products you make/
commission/sell? 

6. Do you have a spokesperson who has been trained to 
present the company’s position to the media and  
answer questions?
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 – When it comes to product safety issues and incidents, requirements for 
notification of regulatory authorities vary significantly around the world, with 
some countries requiring notification within days or even hours. The 
penalties for non-compliance can be severe. It is important to consider, in 
advance, how you will understand and meet these requirements should a 
product incident occur.

 – In complex supply chains there can sometimes be confusion as to who takes 
responsibility for initiating recalls and notifying the authorities. The obligation 
often lies with the manufacturer, but can also fall on brand-owners and/or 
regional importers (including, under post-Brexit legislation, the importer into 
the UK). Distributors often have their own legal obligations under product 
safety legislation. Its important to understand these legal requirements and to 
align with other participants in the supply chain to ensure a joined-up 
approach is taken.

Questions for the boardroomThings to bear in mind

Product safety and recalls
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