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FCA’s letter addressing failings of anti-money 

laundering frameworks 

The Financial Conduct Authority (“FCA”) has written a 
Dear CEO letter dated 21 May 2021 to all retail firms 
regarding anti money laundering concerns. The failings 
identified are in relation to governance and oversight, 
risk assessments, due diligence, transaction monitoring 

and suspicious activity reporting. The letter discusses 

those failings and measures that should be undertaken 
by firms. 

It is recommended, within the letter, for senior 
management to review the letter and to respond to it 
accordingly. The letter states that a gap analysis should 
be completed by 17 September 2021 against each of the 
failures identified. The gap analysis should be completed 

promptly and findings should be shared internally, and 
acted upon as needed. Failure to incorporate the letter 
and to undertake the gap analysis could lead to a 
regulatory intervention by the FCA. 

Immediate 

and 17 
September 
2021 

If received, we recommend for the letter 

to be reviewed and responded to promptly 
by senior management. A gap analysis 
should be undertaken by 17 September 
2021.  

N/A 

FCA policy statement re: extension of Annual 
Financial Crime Reporting Obligation (CP20/17) 

Certain regulated firms are already obligated to submit 
annual financial crime reports to the FCA. The obligation 
is set out in the FCA Handbook SUP 16.23.  

The FCA currently assesses the application of the 
reporting obligation by looking at firm types. However, 
the policy statement, published on 31 March 2021, 
extends reporting obligations to include firms that carry 

on regulated activities that are considered to potentially 

pose a higher money laundering risk. In summary, the 
following would therefore be brought into scope of the 
reporting obligations: 

• all regulated firms which hold client money or 
that carry on specified high risk activities; 

Immediate We recommend reviewing the policy 
statement to ensure compliance with any 

applicable reporting obligations.  

Policy 
Statement  

https://www.fca.org.uk/publications/policy-statements/ps21-4-extension-annual-financial-crime-reporting-obligation
https://www.fca.org.uk/publications/policy-statements/ps21-4-extension-annual-financial-crime-reporting-obligation
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• certain payment firms; 

• all electronic money institutions; 

• all multilateral trading facilities 

• all organised trading facilities; and 

all cryptoasset exchange providers and custodian wallet 
providers 

EU amends restrictive measures in view of the 
situation in Myanmar  

Following the coup in Myanmar, on 22 March 2021, the 
EU Council adopted Decision (CFSP) 2021/482 and 
Decision (CFSP) 2021/483 amending Decision 
2013/184. 

Decision (CFSP) 2021/482 imposes travel bans by 
preventing entry into or transit through certain 
territories in Myanmar and imposes asset freezes on 

particular funds or economic resources (save for 
humanitarian purposes but authorisations need to be 
obtained in those instances). Decision (CFSP) 2021/483 
adds 11 persons to the list of natural and legal persons, 
entities and bodies subject to restrictive measures. The 
list of individuals and entities against whom sanctions 

are imposed has been further amended with additional 
persons and entities (on 19 April 2021). 

Both the US and UK have also added individual 
designations relating to the current situation in 
Myanmar. The UK has published guidance on 29 April 
2021 setting out requirement in implementing and 

complying with the Myanmar (Sanctions) Regulations 

2021, in particular in relation to complying with the 
prohibitions and requirements, enforcement of those 
prohibitions and requirements and circumstances in 
which they do not apply. 

Immediate  We recommend reviewing the current 
restrictive measures in place on Myanmar 

and monitoring the position, as the 
measures are likely to change depending 
on the political situation in Myanmar. 

Declaration by 
EU High 

Representative 
on Myanmar – 2 
February 2021 
Myanmar/Burm
a: EU sanctions 
11 people over 
recent military 

coup and 
ensuing 

repression 

Myanmar/Burm
a: EU imposes 
sanctions on 10 

individuals and 
two military-
controlled 
companies over 
the February 
military coup 
and subsequent 

repression 

UK: Financial 
sanctions, 
Myanmar 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32021D0482
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32021D0483
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02013D0184-20210322
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02013D0184-20210322
https://www.legislation.gov.uk/uksi/2021/496/contents/made
https://www.legislation.gov.uk/uksi/2021/496/contents/made
https://www.consilium.europa.eu/en/press/press-releases/2021/02/02/myanmar-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/02/myanmar-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/02/myanmar-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/02/myanmar-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/02/myanmar-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/02/myanmar-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/22/myanmar-burma-eu-sanctions-11-people-over-the-recent-military-coup-and-ensuing-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/19/myanmar-burma-eu-imposes-sanctions-on-10-individuals-and-two-military-controlled-companies-over-the-february-military-coup-and-subsequent-repression/
https://www.gov.uk/government/publications/financial-sanctions-burma
https://www.gov.uk/government/publications/financial-sanctions-burma
https://www.gov.uk/government/publications/financial-sanctions-burma
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UK: Myanmar 

sanctions: 
guidance 

The Money Laundering and Terrorist Financing 
(Amendment) (High-Risk Countries) Regulations 
2021 

The amended regulations came into force on 25 March 
2021. The regulations add a list of high-risk third 

countries to the Money Laundering, Terrorist Financing 
and Transfer of Funds (Information on the Payer) 
Regulations 2017 whilst repealing existing EU Regulation 
2016/1675.  

The current list of high-risk third countries differs 
slightly from the EU list, adding Albania, Burkina Faso, 
Cayman Islands, Morocco and Senegal, whilst removing 

some countries from the list. Enhanced customer due 
diligence must be applied when the customers (or 
parties to the transaction) are established in one of 

those high-risk third countries. 

Immediate We recommend reviewing the changes to 
the high-risk third countries list, 
particularly in the context of customer due 
diligence and enhanced due diligence 

obligations. 

The Money 
Laundering and 
Terrorist 
Financing 

(Amendment) 

(High-Risk 
Countries) 
Regulations 
2021 

HM Treasury’s 
Advisory Notice 
on Money 

Laundering and 
Terrorist 
Financing 

Controls in 
Overseas 
Jurisdictions 

OFSI’s licensing team publishes an overview of the 
licensing process 

The overview defines licences and specifies changes that 
have come into force following the end of the transition 
period.  

The most important change following Brexit is OFSI 
having the power to issue general licences for country 

sanctions regimes. So far, in January 2021, OFSI 
published a general licence for the Russian sanctions 
regime. Other changes including amendments to 
licensing grounds and a new licensing ground are being 
added. 

Immediate Changes to the licences should be 
reviewed in order to check whether any of 
them apply to the otherwise prohibited 
processes. 

Introduction to 
licensing 

https://www.gov.uk/government/publications/myanmar-sanctions-guidance
https://www.gov.uk/government/publications/myanmar-sanctions-guidance
https://www.gov.uk/government/publications/myanmar-sanctions-guidance
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.legislation.gov.uk/uksi/2021/392/contents/made
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://ofsi.blog.gov.uk/2021/04/19/introduction-to-licensing/
https://ofsi.blog.gov.uk/2021/04/19/introduction-to-licensing/
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National Crime Agency’s UK threat assessment 

National Crime Agency (“NCA”) published the 2021 
National Strategic Assessment of Serious and Organised 
Crime on 25 May 2021. It addresses the threats that 
organised crime, such as cross border trafficking and 
smuggling of people, poses to the UK. The assessment 
also addresses the increasing use of online platform in 

relation to organised crime. 

Immediate We recommend reviewing and considering 

the assessment as it highlights the key 
threats against the UK from serious and 
organised crime. The threats should be 
taken into account when conducting risk 
assessments and applying a risk based 
approach. 

Online is the 

new frontline in 
fight against 
organised crime  

Financial Services Act 2021 

The Financial Services Bill 2019 – 21, which is now an 
Act, has on 29 April 2021 received Royal Assent and is 
now law. It has partly come into force on that day and 
some sections will be coming into force on 29 June 2021 
whilst some sections will be coming into force as the 
Treasury or the Secretary of State will by regulations 

appoint.  

The Act enhances competitiveness in the financial 

services sector and provides a framework for regulation 
after the UK’s exit from the EU. In particular, the Act: 

• enables the implementation of the remaining 
Basel III standards and a new prudential 

regime for investment firms; 

• simplifies the process to market overseas 
investment funds in the UK; 

• maintains an effective financial services 
regulatory framework and capital markets; and  

• brings interest-free buy-now-pay-later products 

into regulation. 

Immediate We recommend reviewing the Act to 
ensure compliance and monitoring the 
position of the sections that have not 
come into force yet.  

Financial 
Services Act 
2021 

Financial 
Services Act 
2021 Timeline 

Milestone for UK 

financial 
services as Bill 

received Royal 
Assent 

 

OFSI’s updated guidance on monetary penalties 
for breaches of financial sanctions 

1 April 
2021 

We recommend reviewing the revised 
guidance and updating any current 
policies and procedures accordingly. 

Monetary 
penalties for 
breaches of 

https://www.nationalcrimeagency.gov.uk/news/online-is-the-new-frontline-in-fight-against-organised-crime-says-national-crime-agency-on-publication-of-annual-threat-assessment
https://www.nationalcrimeagency.gov.uk/news/online-is-the-new-frontline-in-fight-against-organised-crime-says-national-crime-agency-on-publication-of-annual-threat-assessment
https://www.nationalcrimeagency.gov.uk/news/online-is-the-new-frontline-in-fight-against-organised-crime-says-national-crime-agency-on-publication-of-annual-threat-assessment
https://www.nationalcrimeagency.gov.uk/news/online-is-the-new-frontline-in-fight-against-organised-crime-says-national-crime-agency-on-publication-of-annual-threat-assessment
https://www.legislation.gov.uk/ukpga/2021/22/contents/enacted
https://www.legislation.gov.uk/ukpga/2021/22/contents/enacted
https://www.legislation.gov.uk/ukpga/2021/22/contents/enacted
https://bills.parliament.uk/bills/2792
https://bills.parliament.uk/bills/2792
https://bills.parliament.uk/bills/2792
https://www.gov.uk/government/news/milestone-for-uk-financial-services-as-bill-receives-royal-assent
https://www.gov.uk/government/news/milestone-for-uk-financial-services-as-bill-receives-royal-assent
https://www.gov.uk/government/news/milestone-for-uk-financial-services-as-bill-receives-royal-assent
https://www.gov.uk/government/news/milestone-for-uk-financial-services-as-bill-receives-royal-assent
https://www.gov.uk/government/news/milestone-for-uk-financial-services-as-bill-receives-royal-assent
https://www.gov.uk/government/publications/monetary-penalties-for-breaches-of-financial-sanctions
https://www.gov.uk/government/publications/monetary-penalties-for-breaches-of-financial-sanctions
https://www.gov.uk/government/publications/monetary-penalties-for-breaches-of-financial-sanctions
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The guidance is a revised guidance from the previous 

version published in May 2018 and includes 
developments following the UK’s exit from the EU. The 
revised guidance has come into force on 1 April 2021 
and has been published on 10 March.  

The guidance describes OFSI’s processes and 
considerations in relation to monetary penalties for 

breaches of financial sanctions, such as the case 

assessment process, penalty calculation process and 
procedural rights. 

financial 

sanctions 

CPS updates its guidance on money laundering  

The CPS has updated its guidance on when to prosecute 
the regulated sector offence of failing to disclose 
suspicions of money laundering under section 330 of the 
Proceeds of Crime Act 2002 (“POCA”). 

An offence was not previously charged under section 
330 POCA if there was a lack of evidence to establish 

whether actual money laundering had taken place or 
was planned. However, the updated guidance 
establishes that section 330 POCA should be interpreted 
as creating an obligation to report suspicions of money 

laundering to authorities, irrespective of whether money 
laundering has actually occurred. 

Immediate The guidance should be reviewed by firms 
and potential offences of money 
laundering should be reported to 
authorities. 

Money 
laundering 
offences 
guidance 

The JMLSG publishes proposed revisions 

The Joint Money Laundering Steering Group (“JMLSG”) 
publishes proposed revisions to Sector 15 (Trade 
Finance) in Part II of its Guidance.  

Some of the proposed revisions include the need for 

compliance with international banking practices, a new 
annex setting out a non-exhaustive list of broad 
financial crime red flag risk factors, a revised table 
outlining parties on whom CDD must be conducted, and 
the requirement for EDD to be conducted if there is a 

18 June 
2021 

We recommend monitoring the revisions, 
as comments on the revisions should be 
made until 18 June 2021. We also 
recommend reviewing the suggested 
revisions, as they can particularly impact 

how due diligence is to be carried out. 

JMLSG 
publishes 
proposed 
revisions 

Consultation 

Part II Sector 
15 

https://www.gov.uk/government/publications/monetary-penalties-for-breaches-of-financial-sanctions
https://www.gov.uk/government/publications/monetary-penalties-for-breaches-of-financial-sanctions
https://www.cps.gov.uk/legal-guidance/money-laundering-offences
https://www.cps.gov.uk/legal-guidance/money-laundering-offences
https://www.cps.gov.uk/legal-guidance/money-laundering-offences
https://www.cps.gov.uk/legal-guidance/money-laundering-offences
https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://jmlsg.org.uk/consultations/consultation-part-ii-sector-15/
https://jmlsg.org.uk/consultations/consultation-part-ii-sector-15/
https://jmlsg.org.uk/consultations/consultation-part-ii-sector-15/
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possibility of higher risk being present (rather than 

higher risk actually being present). 

Sectoral and Financial Sanctions Against Russia 

EU sectoral sanctions against Russia have been in place 
since July 2014 and have been amended and extended 
on a number of occasions. The restrictive measures: 

limit access to EU primary and secondary capital 
markets for certain Russian banks and companies; 

impose an export and import ban on trade in arms; 
establish an export ban for dual-use goods for military 
use or military end users in Russia; and curtail Russian 
access to certain sensitive technologies and services 
that can be used for oil production and exploration. 

The decision as to whether to maintain or lift sanctions 
is linked to whether Russia fully implements the Minsk 

agreements which were designed to bring peace to 
Ukraine. Recent press on the subject suggests this 
situation is unlikely to improve in the short term. 

31 July 
2021  

On 17 December 2020, the European 
Council prolonged the economic sanctions 
following an assessment of the Minsk 
agreements implementation. The 
economic sanctions are currently extended 

until 31 July 2021.  

EU Council 
prolongs Russia 
economic 
sanctions for 
another six 

months 

 

Audit of the EU’s efforts to tackle money 
laundering 

The European Court of Auditors (ECA) is the EU’s 

independent external auditor and it has started an audit 
to examine the EU’s efforts to tackle money laundering, 
focusing specifically on the banking sector.  

The auditors will focus on the transfer of EU legislation 
into Member State law, how risks to the internal market 
are managed, co-ordination between national 

supervisors and EU bodies, and the EU’s action to 

remedy breaches of its AML law at national level.  

First half of 
2021 

The audit is expected to be concluded in 
the first half of 2021. 

We recommend monitoring the position as 

we expect the audit’s findings to 
potentially impact on the UK’s ongoing 
AML programme. 

EU action 
against money 
laundering in 

the banking 
sector to go 
under auditor 
scrutiny 

Consultation on a power to block listings on 
national security grounds 

27 August 
2021 

The consultation is due to close on 27 
August 2021 and its position should be 
monitored thereafter. 

Consultation on 
a Power to 
Block Listings 

https://www.consilium.europa.eu/en/press/press-releases/2020/12/17/russia-the-eu-prolongs-economic-sanctions-for-another-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2020/12/17/russia-the-eu-prolongs-economic-sanctions-for-another-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2020/12/17/russia-the-eu-prolongs-economic-sanctions-for-another-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2020/12/17/russia-the-eu-prolongs-economic-sanctions-for-another-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2020/12/17/russia-the-eu-prolongs-economic-sanctions-for-another-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2020/12/17/russia-the-eu-prolongs-economic-sanctions-for-another-six-months/
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.eca.europa.eu/Lists/ECADocuments/INAP20_05/INAP_anti-money-laundering_EN.pdf
https://www.gov.uk/government/consultations/consultation-on-a-power-to-block-listings-on-national-security-grounds
https://www.gov.uk/government/consultations/consultation-on-a-power-to-block-listings-on-national-security-grounds
https://www.gov.uk/government/consultations/consultation-on-a-power-to-block-listings-on-national-security-grounds
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The Government has launched a consultation on the 

scope of a newly proposed targeted power that would 
allow the Government to block a company’s listings if 
those listings would present risks to national security. 

New Guidance on the Pension Schemes Act 2021 

The Pension Schemes Act 2021, implemented on 11 

February 2021, introduced new criminal offences to 
safeguard members’ interests.  

On 11 March 2021, the Pensions Regulator (TPR) 
published a draft policy on its approach to these 
offences. While the policy does not clarify when TPR will 
use the new criminal offences versus civil penalties, it 
does reiterate TPR’s commitment to pursuing criminal 
investigations where it finds evidence of serious 
misconduct. 

TPR consultation on the draft policy closed on 22 April 
2021. TPR is currently in the process of analysing all of 

the comments and is due to publish the final policy later 
in the year.  

before 1 
October 
2021 

A finalised version of the policy is 
expected to be released before the new 
offences enter into force on 1 October 

2021.  

We recommend reading and responding to 
the draft policy as appropriate and 
reviewing record keeping and risk 
management policies and procedures as 
necessary.  

Draft policy 
from the 
Pensions 

Regulator 

Consultation 
summary 

Venezuela: European Council extends restrictive 
measures 

The restrictive measures include an embargo on arms 
and equipment for internal repression as well as a travel 
ban and an asset freeze on 36 listed individuals in 
official positions. 

The political situation in Venezuela remains unstable and 
further restrictive measures may be imposed. 

Enhanced restrictive measures in respect of Venezuela 

akin to those currently imposed by the US would have 
particular impact on certain sectors including oil and gas 
and associated services such as trade finance and 
insurance. 

14 
November 

2021  

We recommend monitoring the position.  EU Council 
extends 

Venezuela 
sanctions until 
14 November 
2021 

Venezuela: the 
Council's 

Response to the 

Crisis 

Regulation 
2021/275  

 

https://www.thepensionsregulator.gov.uk/en/document-library/consultations/consultation-on-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences/draft-policy-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences
https://www.thepensionsregulator.gov.uk/en/document-library/consultations/consultation-on-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences/draft-policy-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences
https://www.thepensionsregulator.gov.uk/en/document-library/consultations/consultation-on-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences/draft-policy-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences
https://www.thepensionsregulator.gov.uk/en/document-library/consultations/consultation-on-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences/draft-policy-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences
https://www.thepensionsregulator.gov.uk/en/document-library/consultations/consultation-on-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences
https://www.thepensionsregulator.gov.uk/en/document-library/consultations/consultation-on-our-approach-to-the-investigation-and-prosecution-of-the-new-criminal-offences
https://www.consilium.europa.eu/en/press/press-releases/2020/11/12/council-extends-sanctions-on-venezuela-until-14-november-2021/
https://www.consilium.europa.eu/en/press/press-releases/2020/11/12/council-extends-sanctions-on-venezuela-until-14-november-2021/
https://www.consilium.europa.eu/en/press/press-releases/2020/11/12/council-extends-sanctions-on-venezuela-until-14-november-2021/
https://www.consilium.europa.eu/en/press/press-releases/2020/11/12/council-extends-sanctions-on-venezuela-until-14-november-2021/
https://www.consilium.europa.eu/en/press/press-releases/2020/11/12/council-extends-sanctions-on-venezuela-until-14-november-2021/
https://www.consilium.europa.eu/en/press/press-releases/2020/11/12/council-extends-sanctions-on-venezuela-until-14-november-2021/
https://www.consilium.europa.eu/en/policies/venezuela/
https://www.consilium.europa.eu/en/policies/venezuela/
https://www.consilium.europa.eu/en/policies/venezuela/
https://www.consilium.europa.eu/en/policies/venezuela/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.LI.2021.060.01.0001.01.ENG&toc=OJ:L:2021:060I:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.LI.2021.060.01.0001.01.ENG&toc=OJ:L:2021:060I:TOC
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

On 22 February 2021, the European Council also 

adopted a Regulation adding 19 Venezuelan officials to 
the sanctions list. The decision follows on from the EU’s 
declaration in light of the December 2020 election in 
Venezuela.  

 

Economic Crime Levy consultation 

The Government announced in the 2020 Budget that it 
intended to introduce an economic crime levy. The 

consultation, published on 21 July 2020, sought views 
on the design principles of the levy, and how this levy 
could operate in practice, to ensure that it is 
proportionate and effective.  

The consultation sought views on what the levy will pay 
for, how it should be calculated and distributed across 
the anti-money laundering regulated sector, and how 

the levy should be collected.  

As at the time of writing, the results of the consultation 

were yet to be published. 

Autumn 
2021 

We recommend monitoring the position.  Economic Crime 
Levy 

consultation 

Draft Registration of Overseas Entities Bill 

The Government published the draft Registration of 
Overseas Entities Bill in July 2018 providing for the 

establishment of a register of overseas entities that own 
UK property to be maintained by Companies Houses and 
registration requirements for overseas entities wishing 
to own land in the UK. Once the information is 
registered, it must be updated annually.  

The Bill follows the commitment made at the Anti-

Corruption Summit in 2016 to establish such a register 

to assist in combatting money laundering and to achieve 
greater transparency in the UK property market. 

Whilst the Bill has not yet been enacted the Government 
is keen to make the Register operational in 2021. 

2021 The Government intends to make the 
Register operational in 2021. 

Firms holding overseas entities with 

interests in UK land should prepare for the 
Register becoming operational in 2021 so 
as to avoid the civil and criminal penalties 
which could arise from non-compliance. 

 

Draft 
Registration of 
Overseas 

Entities Bill 

Draft Bill 

 

 

https://www.gov.uk/government/consultations/economic-crime-levy-consultation
https://www.gov.uk/government/consultations/economic-crime-levy-consultation
https://www.gov.uk/government/consultations/economic-crime-levy-consultation
https://www.gov.uk/government/consultations/draft-registration-of-overseas-entities-bill
https://www.gov.uk/government/consultations/draft-registration-of-overseas-entities-bill
https://www.gov.uk/government/consultations/draft-registration-of-overseas-entities-bill
https://www.gov.uk/government/consultations/draft-registration-of-overseas-entities-bill
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/727915/Draft_Registration_of_Overseas_Entities.pdf
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next Supporting 
information 

Law Commission begins project on Corporate 

Criminal Liability 

The UK Government has asked the Law Commission to 
investigate the laws around corporate criminal liability 
and provide options to reform them. The project was 
announced on 3 November 2020. 

The new Law Commission review will look at the current 

law and consider options for reform, and the following 

specific issues:  

(i) whether the identification doctrine is fit for purpose 
for businesses of all sizes;  

(ii) the relationship between civil and criminal law on 
corporate liability;  

(iii) ways that criminal liability can be imposed on non-
natural persons;  

(iv) the relationship between criminal liability and other 
approaches to unlawful conduct;  

(v) the international approach to criminal liability;  

(vi) whether alternative approaches to criminal liability 
could be legislated; and  

(vii) whether changes to corporate liability would have 

an effect on individual liability. 

Late 2021  Maintain a watching brief as the Law 

Commission Review continues. 

In particular, attention should be given to 
the Review’s potential to change the bases 
on which corporate entities will be 
criminalised when they commit economic 
crime. 

Law 

Commission 
begins project 
on Corporate 
Criminal 
Liability | Law 
Commission 

UK Government 

Press Release  

https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.lawcom.gov.uk/law-commission-begins-project-on-corporate-criminal-liability/
https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws
https://www.gov.uk/government/news/spotlight-on-corporate-crime-laws


 

11 

Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The EU Council extends existing restrictive measures directed 
against certain persons, entities and bodies in Ukraine 

On 4 March 2021, the Council adopted Decision (CFSP) 2021/0394 
amending Decision 2014/119/CFSP by extending restrictive measures 
against certain persons, entities and bodies: 

• against one person until 6 September 2021; and 

• against seven persons until 6 March 2022. 

In addition, the list of persons, entities and bodies subject to 
restrictive measures is amended as well as rights of defence and 
rights to effective judicial protection. 

Additionally, on 12 March 2021, the Council also adopted Decision 
(CFSP) 2021/448 amending Decision 2014/145/CFSP renewing the 
existing restrictive measures over territorial integrity until 15 

September 2021 and also amending the list of individual designations 
subject to restrictive measures. The territorial sanctions were first 
introduced in March 2014 in response to the crisis in Ukraine and the 
illegal annexation of Crimea and Sevastopol. 

Various (6 
September 
2021, 15 
September 
2021, 6 
March 

2022) 

 Restrictive 
measures directed 
against certain 
persons, entities 
and bodies in view 
of the situation in 

Ukraine 

Restrictive 
measures in 
respect of actions 
undermining or 
threatening the 
territorial integrity, 

sovereignty and 
independence of 
Ukraine 

Ukraine: EU 
extends sanctions 

over territorial 
integrity for a 

further six months 

Economic Crime Inquiry 

On 23 October 2020, The Treasury Committee launched a new inquiry 
to review what progress had been made in combatting economic 
crime. The inquiry also has two strands:  

(i)  anti-money laundering systems and the sanctions regime, 

including the FinCEN papers and the work of the Office for 
Professional Body Anti-Money Laundering Supervision; and  

(ii) Consumers, including emerging trends as a result of COVID-19 
and APP fraud.  

2021-2022 We recommend noting 
that the FCA’s statement 
on financial crime 
systems and controls 
during COVID-19 

situation no longer 
applies from 7 February 
2021. Nevertheless, we 

recommend remaining 
alert to the ever 
expanding range of 
financial crime 

challenges. As to the new 

FCA update 

ES briefing: 
financial crime 
systems and 
controls during 

coronavirus 
situation 

New Economic 
Crime Inquiry 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0394&qid=1498155481824
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014D0119-20210305
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0448
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0448
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02014D0145-20210316
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-eu-on-the-alignment-of-certain-countries-concerning-restrictive-measures-directed-against-certain-persons-entities-and-bodies-in-view-of-the-situation-in-ukraine/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/declaration-by-the-high-representative-on-behalf-of-the-european-union-on-the-alignment-of-certain-countries-concerning-restrictive-measures-in-respect-of-actions-undermining-or-threatening-the-territorial-integrity-sovereignty-and-independ/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/12/ukraine-eu-extends-sanctions-over-territorial-integrity-for-a-further-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/12/ukraine-eu-extends-sanctions-over-territorial-integrity-for-a-further-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/12/ukraine-eu-extends-sanctions-over-territorial-integrity-for-a-further-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/12/ukraine-eu-extends-sanctions-over-territorial-integrity-for-a-further-six-months/
https://www.consilium.europa.eu/en/press/press-releases/2021/03/12/ukraine-eu-extends-sanctions-over-territorial-integrity-for-a-further-six-months/
https://www.fca.org.uk/news/news-stories/avoid-coronavirus-scams
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_crime_systems_and_controls_during_coronavirus_situation
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_crime_systems_and_controls_during_coronavirus_situation
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_crime_systems_and_controls_during_coronavirus_situation
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_crime_systems_and_controls_during_coronavirus_situation
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_crime_systems_and_controls_during_coronavirus_situation
https://www.eversheds-sutherland.com/global/en/what/articles/index.page?ArticleID=en/Fraud_and_financial_crime/Financial_crime_systems_and_controls_during_coronavirus_situation
https://committees.parliament.uk/committee/158/treasury-committee/news/120234/committee-launches-new-economic-crime-inquiry/
https://committees.parliament.uk/committee/158/treasury-committee/news/120234/committee-launches-new-economic-crime-inquiry/
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The Committee will continue to examine economic crime related to 
Bounce Back Loans as well. 

inquiry, the deadline for 
submissions was 27 
November 2020. Further 
news is awaited. 

Digital Identity 

Following the Digital Identity call for Evidence in 2019, the 

Government committed to:  

(i) creating a clear framework of rules which show what ‘good’ 
digital identities look like;  

(ii) establishing a governance and oversight function to own these 
rules, keep them up to date, and make sure they are followed; 
and  

(iii) developing proposals to remove legislative and regulatory 

blockers to the use of secure digital identities and establish 
safeguards for citizens.  

The Government has now published the first ‘working’ version of the 
UK digital identity and attributes trust framework. The trust 
framework has been published as a first stage industry prototype (or 
‘alpha’) so it can be tested. 

2021-2022 Feedback on the trust 
framework was due on 

11 March 2021. The next 
steps are to incorporate 
feedback and publish a 
second iteration in short 
order. The updated 
version will contain the 
details for the 

certification process 
explaining how 
organisations can be 
assessed as meeting the 
requirements of the trust 

framework. These will 
allow a ‘sandbox style’ 

testing of the trust 
framework in partnership 
with sectors and 
organisations to ensure it 
meets their needs, while 
meeting robust 

standards. Further details 
on plans for testing will 
be published alongside 
the next version. 

Call for Evidence 
Response 

 

Government 
update  

 

Speech by Minister 
for Digital 
Infrastructure 

The Criminal Fraud (Private Prosecutions) Bill 2019-21 

This is a Private Members’ Bill and was presented to Parliament on 10 
February 2020. 

2022 We recommend 
monitoring the position. 

Criminal Fraud 
(Private 

https://www.gov.uk/government/consultations/digital-identity/outcome/digital-identity-call-for-evidence-response
https://www.gov.uk/government/consultations/digital-identity/outcome/digital-identity-call-for-evidence-response
https://www.gov.uk/government/publications/the-uk-digital-identity-and-attributes-trust-framework/the-uk-digital-identity-and-attributes-trust-framework
https://www.gov.uk/government/publications/the-uk-digital-identity-and-attributes-trust-framework/the-uk-digital-identity-and-attributes-trust-framework
https://www.gov.uk/government/speeches/matt-warmans-speech-on-digital-identity-at-identity-week-2020
https://www.gov.uk/government/speeches/matt-warmans-speech-on-digital-identity-at-identity-week-2020
https://www.gov.uk/government/speeches/matt-warmans-speech-on-digital-identity-at-identity-week-2020
https://services.parliament.uk/Bills/2019-21/criminalfraudprivateprosecutions.html
https://services.parliament.uk/Bills/2019-21/criminalfraudprivateprosecutions.html
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The aim of the 2019-21 Bill is to make provision about private 
prosecutions in cases of suspected criminal fraud in certain 
circumstances; and for connected purposes. 

The Bill is currently in the House of Commons for its second reading. 

Prosecutions) Bill 
2019-21 

Belarus: EU prolongs sanctions for one year 

These measures target a number of high-level officials, members of 

the opposition and journalists in Belarus and those responsible for 
electoral fraud. The restrictive measures consist of asset freeze and 
travel ban currently against 88 individuals and seven entities 
designated in connection with the unresolved disappearances of two 
opposition politicians, one businessman and one journalist in 1999 and 
in 2000. 

It was announced on 31 March 2020 that the Candidate Countries 

Republic of North Macedonia, Montenegro and Albania, the country of 
the Stabilisation and Association Process and potential candidate 
Bosnia and Herzegovina, and the EFTA countries Liechtenstein and 
Norway, members of the European Economic Area, as well as Ukraine 

align themselves with this decision. 

On 22 February 2021, the Foreign Affairs Council announced that 
further sanctions against individuals and entities in Belarus are likely. 

In addition, the detention of journalist Raman Pratasevich and Sofia 
Sapega led to EU leaders inviting the Council to adopt relevant 
sanctions concerning persons and entities along with further targeted 
economic sanctions as soon as possible. Therefore, sanctions are very 
likely to be imposed in the near future. 

28 

February 

2022 

Restrictive measures 

against Belarus have 

been extended for one 
year, until 28 February 
2022, with additional 
designations against 
entities and individuals 
also being added since 
the first imposition of the 

sanctions. Further 
developments should be 
monitored. 

Belarus: EU 

prolongs sanctions 

for a year 

EU relations with 
Belarus 

European Council 
conclusions on 
Belarus, 24 May 
2021 

Restrictive 
measures following 
the 2020 Belarus 

presidential 
elections 

 

Iran: EU extends restrictive measures directed against certain 

people and entities  

On 12 April 2021, the EU Council adopted Decision (CFSP) 2021/595 
amending Council Decision 2011/235/CFSP. 

13 April 

2022  

The EU Council has 

extended the restrictive 

measures against certain 
individuals for one year, 
until 13 April 2022, and 
amended the list of 
persons and entities 

Iran: Council 

concludes annual 

review of the EU’s 
Iran human rights 
sanctions regime  

https://services.parliament.uk/Bills/2019-21/criminalfraudprivateprosecutions.html
https://services.parliament.uk/Bills/2019-21/criminalfraudprivateprosecutions.html
https://www.consilium.europa.eu/en/press/press-releases/2021/02/25/belarus-eu-prolongs-sanctions-for-a-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/25/belarus-eu-prolongs-sanctions-for-a-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/02/25/belarus-eu-prolongs-sanctions-for-a-year/
https://www.consilium.europa.eu/en/policies/eastern-partnership/belarus/
https://www.consilium.europa.eu/en/policies/eastern-partnership/belarus/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/24/european-council-conclusions-on-belarus-24-may-2021/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/24/european-council-conclusions-on-belarus-24-may-2021/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/24/european-council-conclusions-on-belarus-24-may-2021/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/24/european-council-conclusions-on-belarus-24-may-2021/
https://www.consilium.europa.eu/en/policies/sanctions/restrictive-measures-following-the-2020-belarus-presidential-elections/
https://www.consilium.europa.eu/en/policies/sanctions/restrictive-measures-following-the-2020-belarus-presidential-elections/
https://www.consilium.europa.eu/en/policies/sanctions/restrictive-measures-following-the-2020-belarus-presidential-elections/
https://www.consilium.europa.eu/en/policies/sanctions/restrictive-measures-following-the-2020-belarus-presidential-elections/
https://www.consilium.europa.eu/en/policies/sanctions/restrictive-measures-following-the-2020-belarus-presidential-elections/
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D0595&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A02011D0235-20210413
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The Council Decision renewed the existing restrictive measures for a 
further twelve months, until 13 April 2022, and amended the list of 
persons and entities subject to restrictive measures.  

On the same day, EU Council adopted Decision (CFSP) 2021/585 also 
amending Council Decision 2011/235/CFSP by adding eight persons 
and three entities to the list of persons and entities subject to 

restrictive measures. 

The restrictive measures include (i) travel bans, (ii) asset freezes for 
specific persons responsible for serious human rights violations in 
Iran, and (iii) restrictions in relation to the sale, supply, transfer and 
export of certain equipment and software to Iran. 

subject to restrictive 
measures. We 
recommend monitoring 
the position. 

European Council extends cyber sanction regime until May 
2022 

In May 2019, the EU Council published a legal framework which 
established the basis on which the EU can impose targeted restrictive 
measures to respond to cyber-attacks which constitute an external 
threat to the EU or its Member States, which have a significant impact 

and which originate or are carried out from outside the EU. See 
Council Regulation (EU) 2019/796 

The regime was extended for another year and encompasses 

sanctions that currently apply to eight individuals and four entities, 
including an asset freeze and a travel ban. EU persons and entities are 
forbidden from making funds available to those listed. 

18 May 
2022 

On 17 May 2021, the EU 
Council extended for one 

more year, until 18 May 
2022, the restrictive 
measures framework 
against cyber-attacks 

which threaten the EU or 
its member states.  

We recommend 

reviewing the current 
designations and 
monitoring the position in 
case it changes at the 
expiry of the renewal 
period.  

Council prolongs 
framework for 

cyber-attacks 
sanctions for 
another year 

 

Review of the Money Laundering Regulations 

HM Treasury will lead a comprehensive review of the effectiveness and 
scope of the money laundering regulations and the OPBAS Regulations 
and publish a report on: 

26 June 

2022 

The review will 

commence in 2021, with 
a report to be delivered 
by 26 June 2022. 

HM Treasury 

review of the 
Money Laundering 
Regulations 

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D0585&from=EN
https://eur-lex.europa.eu/legal-content/GA/TXT/?uri=CELEX:32019R0796
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/05/17/cyber-attacks-council-prolongs-framework-for-sanctions-for-another-year/
http://www.legislation.gov.uk/uksi/2019/1511/pdfs/uksiem_20191511_en.pdf
http://www.legislation.gov.uk/uksi/2019/1511/pdfs/uksiem_20191511_en.pdf
http://www.legislation.gov.uk/uksi/2019/1511/pdfs/uksiem_20191511_en.pdf
http://www.legislation.gov.uk/uksi/2019/1511/pdfs/uksiem_20191511_en.pdf
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

• the impact of the existing regulations; 

• the proportionality of the duties and powers; 

• the effectiveness of enforcement actions; and 

• the interaction with other legislation. 
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

FCA and Bank of England work programme regarding 
transforming data collection 

After a review launched in January 2020, the FCA and the Bank of 
England have published a work programme to set out the key 
challenges and areas for reform in data collection in the financial 
services sector.  

The work programme will deliver on three critical areas of reform:  

• integrating reporting; 

• modernising reporting instructions; and 

• defining and adopting common data standards. 

The first phase will take place over the next 24 months from February 
2021 and will impact a small number of selected use cases. The 
second phase will take place over the following three years and will 

focus on expanding the transformation into new areas.  

2021 – 
2026 

We recommend regulated 
companies monitor the 
roll-out of the programme 
and engage with related 
regulator-industry forums 
and Town Hall events.  

Transforming data 
collection from the 
UK financial sector: 
a plan for 2021 
and beyond 

FCA Dear CEO 

letter 

European Council presents new rules to facilitate detection of 

tax fraud in cross-border e-commerce transactions 

The new rules consist of two legislative texts: 

• amendments to the VAT Directive putting in place 
requirements on payment service providers to keep records of 
cross-border payments related to e-commerce. This data will 

then be made available to national tax authorities under strict 
conditions, including those related to data protection; and 

• amendments to a regulation on administrative cooperation in 
the area of VAT. These amendments set out the details of how 
national tax authorities will cooperate in this area to detect 

VAT fraud and control compliance with VAT obligations. 

The new rules will require payment service providers to transmit 
payment data electronically to the tax authorities in EU member 
states. 

January 

2024 

These rules should be 

formally adopted by the 
Council without further 
discussion once the text 
has undergone legal and 
linguistic review. 

E-Commerce: 

Council reaches 
provisional 
agreement on new 
rules for exchange 
of VAT payment 

data 

https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.bankofengland.co.uk/paper/2021/transforming-data-collection-from-the-uk-financial-sector-a-plan-for-2021-and-beyond
https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-transforming-data-collection.pdf
https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-transforming-data-collection.pdf
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
https://www.consilium.europa.eu/en/press/press-releases/2019/11/08/e-commerce-council-reaches-provisional-agreement-on-new-rules-for-exchange-of-vat-payment-data/
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Immediate impact Short-term impact On the horizon 

Legal issue/risk When? What’s next? Supporting 

information 

The new record-keeping obligations include the following: 

• records of cross-border payments only are required and 
domestic payments are out of scope 

• records are required only where there are more than 25 
payments to the same payee during a calendar quarter; and 

• records must be retained in electronic format for three years; 

and 

• The reporting obligation does not apply to the payer’s 
payment services provider if the payer can demonstrate that 
at least one of the payee’s payment services providers is 
located in the EU. 



 

This document is intended as a general overview and discussion of the subjects dealt with. The information provided here was accurate as of the day it 

was created; however, the law may have changed since that date. This information is not intended to be, and should not be used as, a substitute for 

taking legal advice in any specific situation. The authors are not responsible for any actions taken or not taken on the basis of this publication. Where 
references or links are made to external publications or websites, the views expressed are those of the authors of those publications or websites which 

are not necessarily those of the authors of this document, who accept no responsibility for the contents or accuracy of those publications or websites. 

eversheds-sutherland.com/financialinstitutions 
© Eversheds Sutherland 2021. All rights reserved. 

Eversheds Sutherland (International) LLP is part of a global legal practice, operating through various separate and distinct legal entities, under Eversheds 

Sutherland. For a full description of the structure and a list of offices, please visit www.eversheds-sutherland.com. 

MAN_002\10591243\2 

Contacts 

 

Zia Ullah 
Partner and Head of Corporate  

Crime and Investigations 

T: +44 161 831 8454 
ziaullah@ 

eversheds-sutherland.com   

Rebecca Copley 

Partner 

T: +97 14 38 97 044 
rebeccacopley@ 

eversheds-sutherland.com   

Emma Gordon 

Partner 

T: +44 20 7919 4931 
emmagordon@ 

eversheds-sutherland.com 

 

Steve Smith 
Partner 

T: +44 20 7919 0616 
stevesmith@ 
eversheds-sutherland.com   

Victoria Turner 
Principal Associate 

T: +44 161 831 8718 
victoriaturner@ 
eversheds-sutherland.com  

 


